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1 Documentation Map

This chapter describes the organization of HP OpenView Select Identity connector
documentation and provides necessary information on how to use the documentation set to

install and configure the connectors.

Figure 1 illustrates the documentation map for HP OpenView Select Identity connector. For a

list of available product documentation, refer to the Table 1.

Figure1l Documentation Map

Release Note
(HTML File)

Connector Deployment Guide
{PDF File)

Connector Installation and
Configuration Guide

(PDF File)




Table 1

Connector Documentation

Document Title and Filename Contents Location
Release Note This file contains necessary /Docs/
Citrix Connector vl.1l Release |information on new features |subdirectory
Note.htm of the connector, under the
enhancements, known connector
problems or limitations, and | directory.
support information.
Connector Deployment Guide Connector deployment guides | /Docs/
(for Select Identity 4.0/4.01.000) provide detailed information | subdirectory
connector deploy SI4.pdf on: under the
X e Deploying a connector on | connector
Connector Deployment Guide an application server. directory.
(for Select Identity 3.3.1) .
e (Configuring a connector
connector deploy SI3.3.1.pdf with Select Identity.
Refer to these guides when
you need generic information
on connector installation.
Connector Installation and Connector installation and /Docs/
Configuration Guide configuration guide provides | subdirectory
Citrix install.pdf installation instructions for a | under the
- specific connector. It contains | connector
resource specific directory.

configuration details.
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2 Introduction

This chapter gives an overview of the HP OpenView Select Identity connector for Citrix

Password Manager. An HP OpenView Select Identity connector allows you to provision users
and manage identities on Citrix Password Manager system. At the end of this chapter, you
will be able to know about:

e The benefits of HP OpenView Select Identity.
e The role of a connector.

e The connector for Citrix Password Manager.

About HP OpenView Select Identity

HP OpenView Select Identity provides a new approach to identity management. It helps you
manage the entire identity lifecycle of an enterprise application. By using Select Identity, you
can automate the process of provisioning and managing user accounts and access privileges
across platforms, applications, and corporate boundaries. Select Identity communicates with
the enterprise information system through connectors, and automates the tasks of identity
management. The enterprise information system, which is also referred to as resource, can
be a database, a directory service, or an ERP package, among many others.

About Connectors

You can establish a connection between a resource and Select Identity by using a connector. A
connector is resource specific. It is installed on the system where Select Identity is installed.
The combination of Select Identity and connector helps you perform a set of tasks on the
resource to manage identity. A connector can be unidirectional or bidirectional. A
unidirectional connector helps you manage identities from Select Identity, but if any change
takes place in resource, it cannot communicate that back to Select Identity. On the other
hand, a bidirectional connector can reflect the changes made on resource back to Select
Identity. This property of bidirectional connectors is known as reverse synchronization.

About Citrix Password Manager Connector

The connector for Citrix Password Manager — hereafter referred to as Citrix connector —
enables HP OpenView Select Identity to perform provisioning tasks on Citrix Password
Manager. The connector communicates to the Citrix Password Provisioning Web Service by
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exchanging SPML payloads. The connector provisions Secondary Credentials to Citrix
Password Manager. The communication model of Citrix connector is illustrated in the
diagram below.

Figure 2 Communication Model of Citrix Connector

Citri el
Password | feved: s
Frovigioning T 'ﬁﬁ»

Service entral

The Citrix connector enables you to perform the following tasks on Citrix Password Manager
system by using Select Identity.

Add, update, and remove Secondary Credentials for users.
Retrieve Credential details for a User.

Verify existence of credential for a User.

Change user's credential passwords.

Reset user's credential passwords.

It is a unidirectional connector and pushes changes made to user data in the Select Identity
database to a target Citrix Password Manager and its configured user store (such as Active
Directory or NTFS File Share).

This connector can be used with Select Identity version 4.01.000, 4.0, and 3.3.1.
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Overview of Installation Tasks

Introduction

Before you start installing the connector, you must ensure that system requirements

(hardware and software) and all the installation prerequisites are met. Refer to the Table 2
for an overview of installation tasks.

Table 2 Organization of Tasks

Task Number | Task Name Reference
1 Install the connector on the | See Installing the Connector on
Select Identity server. page 13.
— Meet the system See System Requirements on
requirements. page 13.
— Extract contents of See Extracting Contents of the
the Schema file (file | Schema File on page 15.
that contains the
mapping files for the
connector) to location
on the Select Identity
server.
— Install the Resource | See Installing the Connector RAR
Adapter Archive on page 15.
(RAR) of the
connector on an
application server.
2 Configure the connector with | See Configuring the Connector

the Select Identity server.

with Select Identity on page 17.

17
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3 Installing the Connector

This chapter elaborates the procedure to install Citrix on Select Identity server and agent on
Citrix Password Manager system. At the end of this chapter, you will know about

e Software requirements to install the Citrix connector.
¢ Prerequisite conditions to install Citrix connector.

e Procedure to install Citrix connector.

Citrix Connector Files

Citrix connector is packaged with the following files.

Table 3 Citrix Connector Files

Serial

Number File Name Description

1 CitrixConnector.rar The connector RAR file (the binaries).

2 CitrixConnectorSchema.jar |It contains the Citrix Schema Mapping
file.

These files are located in the Citrix Connector directory on the Select Identity Connector
CD.

System Requirements

The Citrix connector is supported in the following environment:

Table 4 Platform Matrix for Citrix connector

Select Identity Version Application Server Database
3.3.1 Weblogic 8.1.4 on Windows Microsoft SQL Server 2000
2003.

Weblogic 8.1.4 on HP-UX 11i. | Microsoft SQL Server 2000

4.0/4.01.000 The Citrix connector is supported on all the platform
configurations of Select Identity 4.0 and 4.01.000.

This connector is supported with Citrix Password Manager, version 4.1, on Windows 2003.

13
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Pre-Installation Task

Before configuring the Citrix connector on Select Identity, you must set up the SSL Truststore
on the Select Identity machine by extracting the CA root certificate from Citrix installation

because the connector uses SSL Truststore to connect to the Citrix Password Provisioning
Web Service of Citrix Password Manager.

Set up the Secure Socket Layer (SSL) Truststore

Perform the steps below to obtain the CA root certificate and create SSL Truststore.

1

2
3
4

On the Citrix Password Manager server, go to Start - Run: mmc
Select Add/Remove Snap-in — Add Certificates.

Select the Computer Account radio button and click Next.

Click Finish, and then OK.

Certificates snap-in

Thiz znap-in will always manage certificates for;

My uzer account

L3 )

Service account

0

In the Console root, expand Certificates — Personal — Certificates.

Machine's new certificate appears on right pane. The Fully Qualified Domain Name
(FQDN) of the machine appears in Issued To column. The certificate authority (For
example, AA - System II Web Team) appears in Issued By column.

‘:m Consolel - [Console Root'Certificates (Local Computer)'PersonalCertificates] |

Bﬁ] File  Action View Favorites ‘Window  Help |

e Dm e RE @

(_ Console Root Issued To 7

: | Issued E | Ezxpiration Date I Intended Purposes | Friendly Marne I
= @ &artificates {Local Computer) fDDbar.machine.org Ad - System 1T Web Team  2/28/2006 Server Authentication  <Mone>
=1+ Personal

§ 2 5] Certificates
—J.-[2] Trusted Rook Certification Authariti

FJ [71 Enterorise Trust

Double click on Server Certificate, choose the Certification Path tab, double click the
topmost certificate (the Root CA) - the one highlighted with red X.

Certificate

General | Detals Cettification Path |

—Certification path ——————————
a A - System II Web Team
B sily -5 -ad. ore

The root CA certificate appears

Chapfer 3



8 Choose the Details tab of this certificate, click Copy to File, and then export the DER
encoded certificate to a local directory.

Certificate Export Wizard x|

%ﬁporl File Format
Certificates can be exported in a variety of file Farmats.,

Select the Format you wank to use;

% DER encoded binary ¥.509 { CER):

" Base-64 encoded ¥.502 {.CER)
" Cryptographic Message Syntax Standard - PKCS #7 Cettificates {.P76)

I | Include &l certificates in the certification path iF possitle

) Personal Infarmati

Exchiange - PRES #12 ((PEA

[T Ind ificates jn the certification pathif possible
™ Enable strong protection (requires IE 5.0, KT 4.0.5P4 o abowve)
™ Delete the prvate keyiif the export s successhl

< Back I Mext = I Cancel |

9 After you extract the certificate into a file, you must store it (this contains the CA
certificate of the Root CA of Citrix Provisioning service's server certificate) to Select
Identity machine at <BEA_JAVA_HOME>\jre\lib\security. This is the truststore used
by Citrix Connector during SSL handshake with Citrix provisioning service.

10 To import the certificate, run the Java keytool command from <BEA_JAVA_HOME>\bin as:
keytool -import -file CARootCert.cer -keystore cacerts
The password for default cacerts Truststore is: changeit
When prompted for Trust this certificate? [no]: , enter yes.

N If the application server is still running, you must restart it for the import to take effect.

Extracting Contents of the Schema File

The Schema file of the connector contains necessary mapping information to map resource
attributes to Select Identity. Extract contents of the CitrixConnectorSchema. jar file to a
directory that is in the application server CLASSPATH. Refer to the HP OpenView Select

Identity Connector Deployment Guide for detailed instruction to extract contents of the
Schema file.

Installing the Connector RAR

To install the RAR file of the connector (CitrixConnector.rar) on the Select Identity
server, you must copy the file to a local subdirectory on the Select Identity server, and then
deploy on the application server. Refer to the HP OpenView Select Identity Connector
Deployment Guide for detailed information on deploying a RAR file on an application server.

"- While deploying the RAR on WebSphere, enter the JNDI Pool Name as
eis/CitrixConnector.

Installing the Connector 15



76

After deploying the connector RAR on application server, you must configure Citrix connector
with Select Identity. Refer to Configuring the Connector with Select Identity on page 17 for
configuration steps.
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4 Configuring the Connector with Select Identity

This chapter describes the procedure to configure the Citrix connector with Select Identity. At
the end of this chapter, you will know the procedure to configure the Citrix connector with
Select Identity.

Configuration Procedure

After you deploy the connector RAR on application server, you must configure the connector
with Select Identity. Perform the following steps to configure the Citrix connector with Select
Identity.

1 Add a New Connector
2 Add a New Resource
3 Map Attributes

Add a New Connector

Add a new connector in Select Identity by using the user interface. While adding the
connector, do the following:

¢ In the Connector Name text box, specify a name for the connector.
e In the Pool Name text box, enter eis/CitrixConnector.
e Select No for the Mapper Available section.

Refer to the HP OpenView Select Identity Connector Deployment Guide for detailed
information on adding a new connector in Select Identity.

Add a New Resource

Add a new resource in Select Identity that uses the newly added connector. Refer to the HP
OpenView Select Identity Connector Deployment Guide for detailed instructions on adding a
resource in Select Identity.

17
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Refer to the following table while entering the parameters in the Basic Information and the
Access Information pages:

Table 5

Resource Configuration Parameters

Field Name

Sample Values

Description

Comment

Resource Name

Citrix

Name given to the
resource.

Connector
Name

Citrix

The newly deployed
connector.

On Select Identity
3.3.1, this field is
known as Resource

Type.

Authoritative

Source*

No

Whether this
resource is a system
that is considered to
be the authoritative
source for user data
in your
environment. You
must specify No
because the
connector cannot
synchronize account
data with the Select
Identity server.

Associate to
Group

Whether the system
uses the concept of
groups. For this
connector, select this
option.

This is applicable
only for Select
Identity 3.3.1.

Citrix
Password
Provisioning
Service
Endpoint URL

https:/

<CitrixHostFullName>/

MPMService/
ProvisionSve.asmx

The Endpoint URL
of the Citrix
Password
Provisioning
Service. This service
maybe installed on
the same machine
as Citrix Password
Manager or
different machine.

Chapter 4



Table 5 Resource Configuration Parameters

Field Name Sample Values Description Comment
Application ApplicationName The Application
Name Definition Name of

the application to
which credentials
are to be
provisioned. This
should be exactly
the same value (case
sensitive) as that of
the Application
Definition name.

Refer the Access
Console Suite of
Citrix Password
Manager or consult
Citrix
Administrator for
obtaining the
Application
Definition name.

User Name Administrator The username with
READ+WRITE
access to the Citrix
Password Manager
central store (Active
Directory/NTFS File
Share).

Password password Password of the user
with READ+WRITE
access to central
store.

Domain Name | Citrixtest The Domain name
under which the
Citrix Password
Manager machine is

present in.
Schema CitrixSchemaMapping.xml | The Schema
Mapping File Mapping XML file

name for Citrix

Connector.

*Instead of creating an authoritative resource, you can create authoritative attributes (in the
next step) for the attributes that will be synchronized. Entitlements are authoritative by
default in a non-authoritative resource but other attributes are not.

Configuring the Connector with Select ldentity 19



Map Attributes

After successfully adding a resource for the Citrix connector, you must map the resource
attributes to Select Identity attributes. Refer to the HP OpenView Select Identity Connector
Deployment Guide for information on mapping and creating attributes. While mapping
attributes, refer to the following table for resource specific mapping information.

Table 6 Citrix Mapping Information

Select Identity Citrix Password Manager
Resource Attribute | Attribute Description

UserFQDN* userFQDN The
Fully-Qualified-Domain-Name of
the User to whom credentials are
to be provisioned for the
Application Definition part of
Resource Creation parameters
(Application Name).

This can be of format
'<Domainname>\<Username>' or
'CN=s1d2000,CN=Users,DC=citri
xtest,DC=com'.

CredentialName CredentialName The name of the Secondary
Credential to be provisioned. This
is optional. If the value is not
provided, the Application Name
(in the Connection Parameters) is
taken as the default
CredentialName.

CredentialDescription | description The description of the secondary
credential.

ProvisionDescription | provision-description This is Administrator data that is
not viewable or editable by the
Agent. This is provided solely for
the convenience of the
Provisioning Administrator

CitrixGUID* CitrixGUID This is a unique ID of the
credential that is automatically
generated by the connector. This
is the Key Field and needs to be
mapped to an Attribute on Select
Identity and a dummy value
needs to be passed while adding
the user. This value will not be
used by connector.

Credential UserID* userID The user's account for this
credential.

Chapter 4



Table 6 Citrix Mapping Information

Select Identity
Resource Attribute

Citrix Password Manager
Attribute

Description

Credential Password*

password

The user's password for this
credential.

CustomPFieldl

CustomPField1l

The custom values for this
credential. This can be something
like 'Domain name' needed along
with user account information
(userid/password). To know if the
credential requires a custom field,
refer the 'Application definition'.

CustomField2

CustomField2

The second custom field value for
the credential.

After mapping the attributes, you can use the connector to create a service, or you can
associate the connector with an existing service. Refer to the Service Studio chapter of the
HP OpenView Select Identity Administrator Guide for information on Select Identity services.

Configuring the Connecfor with Select ldentity

2]
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5 Uninstalling the Connector

If you want to uninstall a connector from Select Identity, perform the following steps:
¢ Remove all resource dependencies.

¢ Delete the connector from Select Identity.

¢ Delete the connector from application server.

See HP OpenView Select Identity Connector Deployment Guide for more information on
deleting the connector from application server and Select Identity.

23
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A Sample Deployment Scenario

Citrix connector provisions secondary credentials to end users. The unique identifier for each
end user is its fully qualified domain name (FQDN). The FQDN is used as an attribute while
provisioning the credentials. This end user can be created through Select Identity or the end
user maybe existing and the FQDN value is used while provisioning.

The example deployment scenario has the following environment:

e Citrix Password Manager 4.1 on Windows 2003 installed with Active Directory 2003 as
Central Store.

¢ Citrix connector v1.0 deployed on Select Identity 4.0.

These are two sample scenarios and the Citrix connector does not mandate the usage of the
Active Directory connector or any other connector with it.

Scenario A

The end user is created from Select Identity using another connector. This user is then
provisioned secondary credentials for various application definitions as additional services for
the base user. The end user is the identity on Select Identity and secondary credentials as the
associated services with the user's primary service.

1 The Active Directory connector is deployed and configured on Select Identity. This Active
Directory connector is capable of provisioning users to the Active Directory central store of
Citrix Password Manager.

ADExchResource: Resource Access Information

Feview the access information about the resource and edit as necessary. Click Lpply.

Requived Fleid *

Domain: * citriztest com
Uzername; * administrator
Passwurd * EEEEEEE 444

Server Mame: *  =int24
Al Port: * 389

Agent Paort: * 000

25
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2 The Citrix connector is deployed and configured on Select Identity. The Citrix resource is
capable of provisioning secondary credentials to an Existing Application Definition on
Citrix Password Manager called 'Test1'

CitrixResource-Test1: Resource Access Information

Review the access information about the resource and edit as necessary. Click Apply. Select the next link to continue updsting the resource.

Required Field *

Citrix Password Provisioning Service Endpoint URL: *
Application Mame: *

Uzer hame: *

Pazsword: *

Domain Mame: *

Schema Mapping File: *

https: f=int1 SMPMServiceProvisionSve asmx
Test1

Adminiztrator

ARRRRRRRRRR

citrixtest

CitrixSchematapping xml (View)

3 Relevant attributes for the Citrix Resource of Test1 are created on Select Identity and
mapped to the schema mapping file attributes. The CitrixGUID is the key field but its
value is auto-generated by Citrix Password Manager. So this value is automatically set by
the connector during add operation. This attribute just needs to be mapped and provided
a dummy value. Below, the attribute is mapped to UserName attribute of Select Identity.

CitrixResource-Test1: Resource Attribute Mapping

Map the applicable resource attributes to the associated HP Opentview Select Identity sttributes.

Resource Attribute

CitrixGUID

Credential Passward
Credential UzerlD
- CredertialDezcription
CredentialMame
CustomFieldd
CustomField2
ProvisionDescription
| UserF@Dn
CittizResource-Testl _EMTITLEMEMTS

CittixResource-Testl _KEY

Lls:erNar.ﬁF,;

Test! -Passward
Test1 -UserlD
Test1-Desc
Test! -Mame

Test1 -Domain

ProvizionDesc
UzerFRDn
CittizResource-Test! EMTITLEMEMTS

CittixResource-Testl _KEY

Select Identity Services for Active Directory resource and Citrix resource are created.

The end user is created using the Active Directory connector. This is the user to which you

can provision secondary credentials. The FQDN of this user will be used as a required

attribute by Citrix connector.
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ADExchService : sid211

Status:

Account IO

Context Attribute

City:

Service Attributes
ADExchResource EMTITLEMENTS:
Cammontame:

Email:

Firsthame:

Lasthame:

U=erSuffiz:

6 Perform Subscribe to Service... for the user created above. Select CitrixService-Test1.

Enabled

sid211

?

7 osid211

7 zid211@hp com
7 sid

7 manchi

P ou=ovsi

Provide the relevant data for provisioning the secondary credential for the end user for

the Application Definition "Test1'.

Reguired Field ®

City:*

Activation Date

City ? I
ProvisionDesc: & iANAKIN
Testl-Desc: % | SKVWSLKER
Test! -Domain:* * |REPUBLIC
Test-Mame: * | sid211

Test! -Pazswword:* ? i“"""
Test-UseriD:* * | sid211 Testt
UserFEOh:* * | citrbestisic21 1
UserMame ? isid211

7 The end user now has the secondary credential for 'Test1' application definition
provisioned. This can be verified by re-starting the 'Password Manager Agent'.

8 For provisioning secondary credentials for multiple Application Definitions for an end
user, Select Identity Resources should be created and configured for each application

definition on Citrix Password Manager (as in step 3 for Test1 application definition). Each
such Resource can be associated with services and the 'Subscribe to Service...' operation

can be used to provision the secondary credential for that Application definition.

27



Scenario B

The end user already exists on the domain. The FQDN of this user is then used to provision
secondary credentials for various application definitions as identities on Select Identity. That
is, each secondary credential is the identity on Select Identity created by an add operation.

1 The Secondary credential is recognized as an identity on Select Identity.

2 The Citrix Connector is deployed and configured on Select Identity. The Citrix resource is
capable of provisioning secondary credentials to an Existing Application Definition on
Citrix Password Manager called 'Test6'.

CitrixResource-Test6: Resource Access Information

Review the access information about the resource and edit as necessary. Click Apply. Select the next link to continue updsting the resource.

Required Field *

Citrix Password Provisioning Service Endpoint URL: * - hitps: fsint SMPMServiceProvisionSve asmx

Application Mame: * Tests

Uzer hame: * Adminiztrator

Pazsword: * HARARRARAR

Domain Mame: * citrixtest

Schema Mapping File: * CitrixSchematapping xml (View)

3 Relevant attributes for the Citrix Resource of Test6 are created on Select Identity and
mapped to the schema mapping file attributes. The CitrixGUID is the key filed but its
value is auto-generated by Citrix Password Manager. So this value is automatically set by
the connector during add operation. This attribute just needs to be mapped and provided
a dummy value. Below, the attribute is mapped to UserName attribute of Select Identity.

CitrixResource-Test6: Resource Attribute Mapping

Map the applicable resource sttributes to the associated HP Openiew Select Idertity sttributes.

I

CitrixGLUID UzerMame

Credential Password TestE-Paszword
Credential UzerlD Test6-UserlD
| CredentialDescription Test6-Desc
CredertialMlame Test6-Mame
| CustomFigle1 Test6-Connection
| CustomFielz
ProvizionDescription ProvizionDesc
| UserFaDn UserF QDN
CittixResource-TestE_EMTITLEMENTS CittixResource-TestE_ENTITLEMENTS

CitrixResource-Teste_KEY CitrixResource-Teste_KEY

4  Select Identity Services Citrix Resource is created.

5 Perform 'Create User' for the above Resource and provide relevant values.
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Required Field *

City:*

Activation Date l

City

ProvisionDesc:

UzerFQDh:

Uszerhlame:

Test6-Passward:

Test6-Desc:

Test6-Connection:

Test6-hame:

Test6-UserlC:

’i

L i TestGProv

? [citrixtestisid211

7 | sic21 1testh

7
" [eweneunnn

2 !Provision Testd

2 [apd

? [sict211

? [sid211

6 The secondary credential is provisioned and is an identity on Select Identity referred by

the value for 'UserName' provided.

29
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