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1 Introduction

This chapter gives an overview of the HP OpenView Select Identity connector for Netgrity

SiteMinder. An HP OpenView Select Identity connector allows you to provision users and
manage identities on resource_system. At the end of this chapter, you will be able to know
about:

e the benefits of HP OpenView Select Identity
e the role of a connector

e the connector for Netgrity SiteMinder

About HP OpenView Select Identity

HP OpenView Select Identity (OVSI) provides a new approach to identity management. It
helps you manage the entire identity lifecycle of an enterprise application. By using OVSI,
you can automate the process of provisioning and managing user accounts and access
privileges across platforms, applications, and corporate boundaries. OVSI communicates with
the enterprise information system through connectors, and automates the tasks of identity
management. The enterprise information system, which is also referred to as resource, can
be a database, a directory service, or an ERP package, among many others.

About Connectors

You can establish a connection between a resource and OVSI by using a connector. A
connector is resource specific. It is installed on the system where OVSI is installed. The
combination of OVSI and connector helps you perform a set of tasks on the resource to
manage identity. A connector can be unidirectional or bidirectional. A unidirectional
connector helps you manage identities from OVSI, but if any change takes place in resource, it
cannot communicate that back to OVSI. On the other hand, a bidirectional connector can
reflect the changes made on resource back to OVSI. This property of bidirectional connectors
is known as reverse synchronization.

About Netegrity SiteMinder Connector

The Netegrity SiteMinder connector — hereafter referred to as SiteMinder connector —
enables OVSI to perform the following tasks in SiteMinder:

¢ Add, update, and remove users

e Retrieve user attributes



¢ Enable and disable users

e Verify a user’s existence

¢ (Change user passwords

* Reset user passwords

e Retrieve all entitlements

¢ Retrieve a list of supported user attributes

¢ Grant and revoke entitlements to and from users

It is a unidirectional connector and pushes changes made to user data in the OVSI database
to the target SiteMinder server and its configured user store (such as Sun ONE Directory
Server). The mapping file defines how OVSI fields are mapped to SiteMinder fields.

This connector can be used with OVSI 4.0 and 3.3.1
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2 Installing the Connector

SiteMinder connector comprises of a Resource Adapter Archive (RAR) file and a Schema file,
which are listed in Table 1 below.

Table 1 SiteMinder Connector Files

Serial Number File Name Description

1.0 NetSmConnector.rar It contains the RAR file (the
binaries).

2.0 NetSmSchema.jar It contains the mapping files
and a sample
WebAgent . conf file.

These files are located in the Netegrity SiteMinder directory on the Select Identity Connector
CD.

System Requirements

The SiteMinder connector is supported in the following environment:

Table 2 Platform Matrix for SiteMinder connector

Select Identity Version Application Server Database
3.0.2 WebLogic 8.1.2 on Windows | SQL Server 2000
2000

WebLogic 8.1.2 on Windows | SQL Server 2000
2003

WebLogic 8.1.2 on Solaris 9 | Oracle 9i

WebLogic 8.1.2 on HP-UX 11i | Oracle 9i

3.3 WebLogic 8.1.4 on Windows | SQL Server 2000
2003




Table 2 Platform Matrix for SiteMinder connector

Select Identity Version Application Server Database
3.3.1 WebLogic 8.1.4 on Windows | SQL Server 2000
2003

WebLogic 8.1.5 on RedHat Oracle 10g
Enterprise Linux AS Release
3.0

4.0 The SiteMinder connector is supported on all the platform
configurations of Select Identity 4.0.

This connector is supported with Netegrity SiteMinder, version 5.5, on
Windows 2000 and Solaris 8.

Installation Procedure

Perform the following tasks to achieve successful installation of SiteMinder connector.
1 Extract the Contents of Schema File

Deploy the Connector on Application Server

Configure the Application Server

Configure SiteMinder

Configure the Connector with OVSI

u A 0N

Extract the Contents of Schema File

After deploying the connector on application server, you must extract the contents of schema
file (NetSmSchema. jar) on the OVSI system. Ensure that the CLASSPATH environment
variable in the application server startup script references the Schema subdirectory.

Deploy the Connector on Application Server

You must deploy the RAR file (Net SmConnector. rar) of the connector on an application
server. Before deploying the RAR file, you must copy it to a local directory from the connector
CD. Refer to HP OpenView Select Identity Deployment Guide for more information on
deploying a connector on application server.
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Configure the Application Server

You must copy SiteMinder Java Application Program Interfaces (API) JAR files to the
application server. You must also copy the SiteMinder shared libraries to the application
server. These libraries are called by the SiteMinder agent APIs, which are used by the
connector for provisioning. After that, you must set the application server’s CLASSPATH and
LD LIBRARY PATH environment variables to reference the files. Perform the following steps to
configure the application server.

1

Installing the Connector

Create a directory named SiteMinderConnectorLib in the Select Identity home
directory.

Copy the SiteMinder Java API JAR files, which are distributed with SiteMinder, to the
SiteMinderConnectorLib subdirectory. These files are:

— Smjavaagentapi.jar
— Smjavasdk2.jar

The default location of these files on the SiteMinder system is C: \Program
Files\Netegrity\SiteMinder\SDK\javal\.

Add the JAR files to the application server startup script. Here is an example:

set CLASSPATH=%WEBLOGIC CLASSPATHS%;
%POINTBASE_CLASSPATH%;%JAVA_HOME%\jre\lib\rt.jar;
SWL_HOME%\server\lib\webservices.Jjar;
c:\SelectIdentity\SiteMinderConnectorLib\smjavaagentapi.jar;
c:\SelectIdentity\SiteMinderConnectorLib\smjavasdk2.jar;
$CLASSPATHS

Copy the following files to the folder SiteMinderConnectorLib subdirectory.
— smagentapi.dll
— smjavaagentapi.dll

These files can be copied from the SiteMinder system, where they typically reside in
C:\Program Files\Netegrity\SiteMinder\
SDK\bin\.

On Solaris, copy the following files to a directory on the server:

— libsmagentapi.so

— libsmjavaagentapi.so

For the steps 4 and 5, set PATH or LD_LIBRARY_PATH environment variables appropriately in
the WebLogic startup script.

For example, in the WebLogic startup script, add the following line:

For .so files:
export LD_LIBRARY PATH=/opt/si/weblogic/sysArchive/
SiteMinderConnectorLib:$LD LIBRARY PATH

For .dll files:
set PATH = C:\Select_Identity\SiteMinderConnectorLib;%PATH%

Then, set the LD_LIBRARY_PATH environment variable to this directory. This environment
variable should be available for use by the application server.
For example, in the WebLogic startup script, locate the following line:

export LD_LIBRARY PATH=/opt/si/weblogic/sysArchive/
SiteMinderConnectorLib:$SLD_LIBRARY PATH
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On UNIX, use colon (:) to separate library paths. On Windows, use semicolon (;).

Configure SiteMinder

The SiteMinder connector manages users in SiteMinder using the SiteMinder Java DMS
APIs.

In this section, the following configurations are assumed.

e SiteMinder Policy Server 5.5 Service Pack 3 (RC21) and SDK on Solaris 8 or Windows
2000 Server

e SiteMinder WebAgent configured for the following web servers:
— iPlanet 6.0 on HP-UX11i, Solaris 9, and Windows
— Microsoft IIS on Windows

e iPlanet Directory Server 5.1 on Solaris 9 or Windows, which acts as the user directory
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To configure SiteMinder for use with the connector:

1

Verify that SiteMinder Policy Server and WebAgent are installed and functioning
correctly. On the SiteMinder Policy Server, select Start — Program Files — SiteMinder —

SiteMinder Test Tool.

— Sitebinder Agent

Agent type:
& Version 4 € Version5 ¢ RADIUS

Agent name: Itest

Metegrity Policy Server—————————————————
Policy Server: ' Primary ¢ Secondary

P address: |1 5.76.11315 | Request

Authorization port: (44443 ot

SiteMinder {TM) Test Tool

Connect to Server—

& Failower
' Found Robin

¥

o ] 4
—Mode
& Interactive
" Record

" Basic Playback
" #dvanced Playback

Altributes:

Reason: ID Encoding 5pec: I

30 secs
Secret: I’""""‘xxxxx Authentication port: |44442
C — Command
Server |15.?B.113.15 Accounting port: |44441 onnect |
— Resource [nfarmation Uszer Information g IsPratected |
Resource: I Action: Uszername: I
IsAuthentic:atedl
Realm name: I I Password: I
Fiealm 0ID: | I CHAR Password g [shuthirized |
Credentials: I Certificate file [b64 DER]: Browse...l g Du&ccountingl
Redirect: I I
g DoManagemenEI
— Server Response
Meszage: ISucceeded Session |D: I

0 id 193, len 024 - [P?RE?=x27]"22777" -
13> id 191, len 024 [ RE?=4 272777
25 id 190, len 024 - '[??RE?=x77]""

1

‘7o 9 d0 24 52 35 32 3d 78 ea 3d de 48 5d 7e 60 cd b7 fa cd 9
-'7c9e d0 24 52 3592 3d 78 ea 3d de 48 5d 7e 60 cd b7 fa cd 3
-'7c9e d0 24 52 3592 3d 78 ea 3d de 48 5d 7e 60 cd b7 fa cd 3
‘7 9 d0 24 52 35 32 3d 78 ea 3d de 48 5d 7e 60 cd b7 fa cd 9

ad =
ad
ad

8d =
| 3

R R R RD

g Fium Seript |

Caomment:

Fepeat count: I‘I

Elapzed: ID:DD:DD.DDD

— Script infarmation

[mput Serpt:

Browse,. | Edit |

[Hutput Senpt: I

Browse,. | Edit |

Load Settings... |

Reset |

Save Settings...l

Help |

Edit |

2  Verify that the Support 4.x agents option, which is required by the DMS APIs, is selected as

Installing the Connector

shown in the following snapshot. This can be viewed by clicking the agent properties in

the SiteMinder user interface.

SiteMinder Agent Dialog x|
Agent Pioperties HELF
“Hame: Descriptiar:
[riewageny
[V Suppait 4.x ageriz
Agerk Typs
| Gt
ARG Foveb hgers =l
“IP Addkess o Hast Hame
[1570180.247 3 DN Lockus |
"Seciel “Conliinn Seciel:
(118 Cancel I Aoply I
Agent newager
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To execute the APIs on the Select Identity server, register the Select Identity host system

as a trusted host in the SiteMinder Policy Server's database. Complete these steps to do
so:

a Create a Host-Config-Object in the SiteMinder interface and specify the Policy Server
IP address there. For example, in the following snapshot, the TestHostConfigObject

Host-Config-Object was created by duplicating the default host object and updating
the Policy Server information.

% siteMinder Administration

o =]
Session  Edit  Wiew Tools Advanced Help

Dl 5| ] X| 12|

System | Dotmains I

Netegrity Policy Server

Host Conf Object List

2y System Configuration Narne Desctigtion
A ngerts @ DefaultHostSettings
:ﬂ’ Agent Conf Ohjects @ myDefautHostSettings  MyDefaultHostSettings

ﬂ User Directories

‘@f Dornaing

@ Admiristrators

£} Authentication Schemes
Q Registration Schemes
? Password Policies

1.20f2 ;I;Iﬁl

Using the smreghost utility from an existing WebAgent installation or the WebAgent
software, run the utility on the Select Identity server by specifying the Policy Server
IP address, SiteMinder administrative login, password, current host name, and the
name of the Host-Config-Object that was created above.
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Installing the Connector

Sntle bAgent\Bin
Unknown param

p <Adninis
—hn <{Name for
—hc {Name of h

da Cdefaults to ./SmHost.conf>>]
[-cp <Name of crypto provide BSAFE or PKCS11)>]

[-cd <Path to crupto provider DLL or config file>]
[ct <Crypto proui e
[—ck <Crypto p

NOTE: finy <valus> that contains spaces should be surrounded by quates.
Example: "value with spaces'

ewSnWebAgent\Bin>smreghost —i 15.76.113.15 —u SiteMinder —p adnin123 -hn nt1355 —hc customagent
ation written to ‘SnHost.conf’ .

C:\NeuSnblebAgent\Bin>

) If the Select Identity server is on a Windows system, use this utility
from the Windows WebAgent software. If the Select Identity server
is on Linux, use the utility from the Linux WebAgent software.

The output of this command is written to a file called SmHost . conf.

Locate the WebAgent . conf file that was extracted from the NetSmSchema . jar file. It
typically resides in SI home/com/trulogica/truaccess/connector/netSm/.
Update the WebAgent . conf file from values in the generated SmHost . conf file.
Specifically, update the variables for the host name, default agent name, and policy server
IP address. Here are example values:

hostname="nt1325"

defaultagentname="test"

maxsocketsperport="20"

minsocketsperport="2"

newsocketstep="2"

requesttimeout="10"

policyserver="15.76.113.15, 44441, 44442, 44443"
sharedsecret="{RC2}mLog6JDcu3TzSNE457J+bRdAL2QigyQrDbThbevbgdWQz3U
vvbKdyQnoFmuiUCoZplH/ fp7epKZMhEZQP+OBNJJc60TrCnkvOkpR35Vts5Nnnx
rLhra3B2umee+eDWC3zIKAXJ6SHGWqJqgUiMN+PIV1mks OuDSn2HmrUfdL10FBVBS
Ztjto+vHNXy8eQefhgkr"
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5

C

Configure SiteMinder such that it knows the user password attribute name in the
configured LDAP User Store.

a

b  Right-click to view the User Directory Properties dialog.

On the left side of the window, select the configured user store.

% siteMinder Administration

_|ol x|
Session  Edit  Wiew Tools Advanced Help
D 5| e x| 52 Netegrity Policy Server
System | Dotmains | User Directory List
@ System Configuration [darne Mamespace Source

A ngerts B 1ocaliplanstdic LD&P trt2

A Agert Conf Objects
M Host Conf Ohjects

@? Dornaing

@ sdministrators

|ﬁ| Authentication Schemes
Q Registration Schemes
? Password Policies

4

1.1 of1

i
sl

Configure the Directory Setup tab as shown in the following snapshot:
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Installing the Connector

SiteMinder User Directory Dialog x|

User Directory Properties -

LDAP: =]
16.76.113.22

de=india,de=hp,de=com
Suptree 7]

Jou=people,ou=test_siteminder,de=india,de=

d Configure the Credentials and Connection tab as shown here:

SiteMinder User Directory Dialog x|

User Directory Properties -

cn=Directary Manager

e Configure the User Attributes tab as shown here:
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*¥ siteMinder User Directory Dialog |

User Directory Properties HELFP |
*Mame: Description:
testdir testdir

Directory Setup | Credentials and Connection  User Attributes

These are the names of directory user profile attributes SiteMinder
will use. These attributes must be available in the directary and
must not he used by any ather application. Attributes marked R must
he readable; attributes marked RYW must be read-write.

Universal ID (R} |
Disabled Flag (R |nsaccountlock
Password Attribute (R |userpassw0rd

Fassword Data (R I

Anonymous 1D (R

|
EMail (R): |
|

Challenge/Response (RYW):

Wiews Contents... |

Ok | Cancell Applyl

User Directory testdir

For troubleshooting connectivity and configuration of the Policy Server, WebAgent, and LDAP
User Store, execute the sample Java programs that are provided with the SiteMinder SDK.
View the log files for details. The return code and error message may help to troubleshoot any
issue that might arise.

Configure the Connector with OVSI

After deploying the connector to an application server, you must configure it with Select
Identity. To achieve successful configuration, you must perform the following steps.

1 Add a new connector — Add a new connector on OVSI. Refer to HP OpenView Select
Identity Connector Deployment Guide for information on adding a new connector. While
adding the connector, under Current Resource Connectors section in Manage Connectors
page, do the following:

— In the Connector Name text box, specify a name for the connector.
— In the Pool Name text box, enter eis/NetSm
— Under Mapper Available section, select No.

2 Add a new resource — You must add a new resource to OVSI that uses the newly added
connector. Refer to HP OpenView Select Identity Connector Deployment Guide for the
instruction to add a new resource to OVSI. While entering the resource parameters for
SiteMinder connector, refer to the table below.
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Table 3

Resource Configuration Parameters

Field Name

Sample Values

Description

Resource Name SiteMinder Name given to the resource.

Resource Type SiteMinder The connector that was deployed in
step 1.

Authoritative Source | No Whether this resource is a system that is
considered to be the authoritative source
for user data in your environment. You
must specify No because the connector
cannot synchronize account data with the
Select Identity server.

Associate to Group Selected Whether the system uses the concept of
groups. For this connector, select this
option.

SiteMinder Admin SiteMinder SiteMinder superuser account name.

Admin Password Adminl23 SiteMinder superuser password.

SiteMinder User SiteMinder Name of the user directory as configured

Directory LDAP_User_Store in SiteMinder.

SiteMinder Root ou=smtesting The name of the node in the LDAP user

Organizational Unit

store. (Additional OUs are provided below
this level.)

OrgUnit Object Class

top, organizationalunit

Object class of the Org Unit in LDAP user
store.

Group Object Class top, Object class of the groups in LDAP user
groupofuniquenames store.
Group Suffix ou=Groups Group suffix name. This is one level below

the "SiteMinder Root Organizational
Unit" in the LDAP user store.

User Object Class

top, person,
organizationalperson,

Object class of the user entry in LDAP
user store.

inetorgperson
User Suffix ou=People User suffix name. This is one level below
the "SiteMinder Root Organizational
Unit" in the LDAP user store.
Mapping File netsm.xml The attribute mapping XML file.

3 Map the attributes — You must map the Select Identity attributes to the attributes of the
resource. While mapping the attributes, refer to the following table for resource specific

mapping information.

Installing the Connector
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Table 4 SiteMinder Mapping Information
Select Identity Connector SiteMinder
Resource Attribute | Attribute Attribute Description
User Name Username uid Unique field
Password Password userpassword User’s password
First Name Firstname givenname First name
Last Name Lastname sn Surname
Email Email mail Email ID
Common Name Firstname cn Common name
AccountLockStatus | AccountLockStatus | nsaccountlock The default value

provided in the
mapping file

Create the AccountlockStatus attribute on Select Identity. This attribute is used
internally by the connector to enable or disable the user in the SiteMinder LDAP user
store. If a user is disabled, he or she cannot log in to the Sun ONE directory resource. The
mapping file contains an attribute called nsaccountlock to which you have to map this
attribute. Refer to Service Studio chapter of HP OpenView Select Identity Administrator
Guide for information adding a new attribute to OVSI.

4 Associate the newly created resource to a service. Refer to Service Studio chapter of HP
OpenView Select Identity Administrator Guide for more information on service.

) e The nsaccountlock attribute should not be included in the
Service attributes. It is for internal use by the connector and
should be specified in the resource attribute mappings.

¢ Do not add the AccountLockStatus attribute to any Service view;
it is for internal use by the connector.
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3 Uninstalling the Connector

If you want to uninstall a connector from Select Identity, perform the following steps:

e Remove all resource dependencies.
¢ Delete the connector from the Select Identity Connectors pages.

¢  Uninstall the connector from application server.

See HP OpenView Select Identity Deployment Guide to know more on uninstalling the
connector from application server.

21
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A Sample Images

This chapter illustrates some sample screenshots of HP OVSI when SiteMinder connector in
deployed on it.

e HP OVSI 4.0 displays the Resource Access Information page in the following format, when
a SiteMinder resource is deployed on it.

SiteMinder Resource: Resource Access Information

Wodify the fields below as necessary and click Apply.

Requived Field *

Siteminder Admin: * SiteMincer
Admin Password: * AAREARAERRY
Siteminder User Directory: * testdir

Siteminder Root Organizational unit: * ou=test_steminder

Orglnit Ohject Class: top organizationallnit

Group Object Class: * top groupofuniguenames

Group Suffix * ou=Groups

User Object Class: * top person organizationalPerson inetorgperson
User Suffix: * ou=People

Mapping File: * netsmoxml (e

e HP OVSI 4.0 displays the View Attribute page in the following format, when a SiteMinder
resource is deployed on it and resource attributes are mapped to HP OVSI 4.0.

Aftribute Mapping for SiteMinder Resource @

Modify the fields below as necessary and click Spply.

Resource Attribute +

snein | omoow

[AccountlockStatus] AccountLockStatus false false
[Email] Ermail false false
[FirstMame] Firstiame false false
[LastMame] Lastiame false false
[Pazsword] Password false false
[U=ertame] UserMame false false
SiteMinder Resource_EMTITLEMENTS SiteMinder Resource_EMTITLEMENTS true true
SiteMinder Resource_KEY SiteMinder Resource_KEY true true
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HP OVSI 3.3.1 displays the Resource Access Information page in the following format,
when a SiteMinder resource is deployed on it.

Resource Access Information

* Resource Mame:

* Siteminder Admin:

* Admin Password:

* Siteminder Uzer Directany:

* Siteminder Root Qrganizational unit:
Crglinit Ohject Class:

* Group Ohject Class:

* Group Suffix

* Uszer Object Class:

* User Suffi

* Mapping File:

SiteMinderResource

Siteminder

testdir

ou=test_siteminder

top,organizationallUnit
top,groupofuniguenames

au=Grouns
top,person,organizationalPerson,inetorgpersan
ou=Feople

netsrm.xml

HP OVSI 3.3.1 displays the Map Attribute page in the following format, when a
SiteMinder resource is deployed on it and resource attributes are mapped to HP OVSI
3.3.1.

Resource Attribute MinLength MaxLength Mapped To Authoritative
SiteMinderResource_ENTITLEMENTS 1 255  |[SiteMinderResource_ENTITLEMENTE]|
SiteMinderResource_KEY 1 255 || SiteMinderResource_KEY = 7]
[AccountLockStatus] 1 64 | AccountlockStatus j |
[Email 1 B4 [[Email =l r
[Firsttame] 1 B4 |FirsiName =l r
[LastHame] 1 B4 [ LastName =l r
[Password) 1 G4 |Passwnrd j |
[UserMame] 1 G4 |l
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