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Preface

Welcome to HP Server Automation (SA) — an enterprise-class software solution that
enables customers to get all the benefits of the SA data center automation platform and
support services. SA provides a core foundation for automating formerly manual tasks
associated with the deployment, support, and growth of server and server application
infrastructure.

This guide describes how to use SA, starting with an introduction to the system and how
to navigate the user interface. It provides information about managing servers, operating
system provisioning, managing software packages, provisioning applications, managing
patches, reconciling servers, script execution, configuration tracking, and deploying and
rolling back code. This guide is intended for system administrators who are responsible
for all aspects of managing and provisioning the servers in an operational environment.

Contents of this Guide

This guide contains the following chapters and appendices:

Chapter 1: Introduction to HP Server Automation: Provides a high-level overview of HP
Server Automation, including the system features, Web Service APIs, and multimaster.

Chapter 2: Getting Started with the SAS Web Client: Includes information about
supported operating systems and browsers, navigation of the user interface, and an
explanation of each of the features found on the SAS Web Client home page.

Chapter 3: Getting Started with SA Client: Includes information about how to get
started using the SA Client, the user interface, the client installation and launch, and SA
Client main features.

Chapter 4: Server Agent Management: Includes information about Server Agents on
managed servers, the Discovery and Agent Deployment feature, and Server Agent
reachability communication test.
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Chapter 5: Exploring Servers and Jobs in SA Client: Provides information browsing
servers, server groups, and jobs, also includes information about copying files on a
managed server's file system.

Chapter 6: Virtualization Director: Provides information on managing your virtual
servers with the SA Client, such as viewing virtual servers in your managed environment,
provisioning VMware ESX 3, creating and managing Solaris local zones, and searcing for ,
grouping, and performing operations on virtual servers.

Chapter 7: Server Tracking in the SAS Web Client: Provides information about server
asset tracking, server lists, server search, server histories and reports.

Chapter 8: Server Management in SAS Web Client: Provides information about all
aspects of server management including server groups, server life cycle, server locking,
and service levels.

Chapter 9: Integration with NA: Provides information about how you can monitor
managed servers and network devices that are connected to them by using HP Server
Automation (SA), Network Automation (NA), Global Shell, and Server Automation
Visualizer (SAV).

Chapter 10: Global Shell: Provides information about the Global Shell, the Global File
System, setting user and group permissions with the Global Shell, accessing the Global
Shell and remote terminals on servers, and explains Global Shell commands.

Chapter 12: Code Deployment and Rollback: Provides information about uploading
code and content to staging, and performing services, synchronizations, and sequences
to deploy code and content to managed servers.

Chapter 13: Configuration Tracking: Provides information about configuration tracking
policies, the supported types of configuration files and databases, how changes are
detected, and the tracking policies for a specific server. It also discusses reconciling
customized tracking policies, performing manual backups, viewing backup history,
restoring backed up files, and enabling and disabling configuration tracking.

Appendix A: Communication Test Troubleshooting: Provides troubleshooting
information to diagnose Server Agent unreachability problems.

Appendix B: Server Agent CLI Utilities: Provides information about installing Server
Agents using the Command Line Interface (OCLI) and the Server Agent Upgrade Tool.

Appendix C: Global Shell Utilities: Describes the syntax and usage rules for the aaa,
rosh, and swenc commands.



Appendix D: OGFS Directories: Provides an overview of the directories under /opsw,
which can be accessed from within a Global Shell session.

Appendix E: Custom Extensions: Provides information on running custom extensions
using the SAS Web Client.

Appendix F: Glossary: Defines terminology and acronyms that are unique to HP Server
Automation.

Conventions in this Guide

This guide uses the following typographical and formatting conventions.

Bold Identifies field menu names, menu items, button names, and
inline terms that begin with a bullet.

Courier Identifies text that is entered or displayed at the
command-line prompt, such as Unix commands, HP Server
Automation commands, file names, paths, directories,
environment variable names, contents of text files that are
viewed or edited with a text editor, source code in a
programming language, and SQL (database) commands.

ltalics Identifies document titles, DVD titles, web site addresses.
Used to introduce new terms when they are first defined in a
document and for emphasis.

Icons in this Guide

This guide uses the following icons.

This icon represents a note. It identifies especially important
concepts that warrant added emphasis.
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This icon represents a requirement. It identifies a task that
must be performed before an action under discussion can be

Iz performed.

This icon represents a tip. It identifies information that can
help simplify or clarify tasks.

This icon represents a warning. It is used to identify significant
i information that must be read before proceeding.

Guides in the Documentation Set and Associated Users

« The User’s Guide: Server Automation is intended for system administrators responsible
for all aspects of managing servers in an operational environment. It describes how to
use SA, introducing the system and the user interface. It provides information about
managing servers, remediating servers, script execution, configuration tracking,
deploying and rolling back code, and agent deployment. It also explains how to use the
Global Shell and open a Remote Terminal on managed servers.

« The SA User’s Guide: Application Automation is intended for system administrators
responsible for performing the day-to-day functions of managing servers. It reviews
auditing and compliance, software packaging, visual application management,
application configuration, and software and operating system installation on managed
servers.

+ The SA Administration Guide is intended for administrators responsible for monitoring
and diagnosing the health of the SA core components. It also documents how to set up
SA user groups and permissions.

« The SA Planning and Installation Guide is intended for advanced system administrators
responsible for planning all facets of an SA installation. It documents all the main
features of SA, scopes out the planning tasks necessary to successfully install SA,
explains how to run the BSA Installer, and details how to configure each of the
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components. It also includes information on system sizing and checklists for
installation.

« The SA Policy Setter’'s Guide is intended for system administrators responsible for
setting up OS provisioning, configuration tracking, code deployment, and software
management.

» The SA Content Utilities Guide is intended for advanced system administrators
responsible for importing content such as software packages into HP Server
Automation. It documents the following command-line utilities: OCLI 1.0, IDK, and DET
(CBT).

» The Server Automation Platform Developer’s Guide is intended for software developers
responsible for customizing, extending, and integrating HP Server Automation. It
documents how to create Web Services, Java RMI, Python, and CLI clients that invoke
methods on the SA API.

33



User’s Guide: Server Automation

34



Chapter 1: Introduction to HP Server
Automation

This section discusses the following topics:
* Overview of HP Server Automation (SA)
+ Types of SA Users

+ SA Features

+ HP Server Automation Terms and Concepts

Overview of HP Server Automation (SA)

SA provides a core set of features that automate critical areas of server and application
operations — including the provisioning, deployment, patching, and change management
of servers — across major operating systems and a wide range of software infrastructure
and application products.

SA does not just automate your operations, it also allows you to make changes more
safely and consistently, because you can model and validate changes before you actually
commit the changes to a server. SA helps ensure that modifications to your servers work
on your first attempt, thereby reducing the risk of downtime.

Using SA, you can coordinate many operations tasks, across many IT groups with
everyone working with the same understanding of the state of servers, applications, and
configurations. This coordination ensures that all IT administrators have full knowledge of
the current state of the environment before further changes are made.

SA allows you to incorporate and maintain operational knowledge gained through long
hours of trial-and-error processes. After an administrator has found and tested a
procedure or configuration, that knowledge can be translated into a model that is stored in
a central repository. This allows you to continue to benefit from the operational knowledge
gained by your system administrators, even if they are no longer working in your
organization.
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The following figure provides an overview of how SA automates server and application
operations across all major platforms and a wide range of applications. Each feature that
is shown in the diagram is discussed in the following sections.

Figure 1-1: Overview of SA Features
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Types of SA Users

The following table identifies the types of SA users and their responsibilities.

Table 1-1: Types of SA Users

Data Center and Operations | After manually racking and stacking servers, manage
Personnel customer facilities and boot bare-metal servers over the
network or from an SA boot image.

System Administrators Install operating systems and applications (for example,
Solaris 5.7 or WebLogic 6.0 Web Server), upgrade
servers, create operating system definitions, and set up
software management policies.

Site Engineers and Deploy custom code on servers.
Customer Project Managers

In addition to the SA users listed above, this guide describes the following three types of
users:

« End Users are responsible for all aspects of managing and provisioning the servers in
an operational environment. In the SA documentation, these users are referred to as SA
users or system administrators. These users log into the SAS Web Client and SA Client
and use these interfaces to manage servers in their IT environment.

« SA Administrators are the users, with special training and information, who are
responsible for installing and maintaining SA. In the SA documentation, these users are
referred to as SA administrators. They use the Administration features in the SAS Web
Client to manage SA and SA users (by adding user accounts and assigning
permissions for different levels of operation and access), to add customers and
facilities, and to change SA configurations. They monitor and diagnose the health of SA
components. SA administrators need to understand how SA features operate to
support users and SA.

« Policy Setters are the power users who are responsible for architecting what SA will
do in the managed environment; for example, they determine which operating systems
can be installed on your managed servers and how those operating systems will be
configured during installation. Policy setters, for example, prepare specific features in
SA by defining the Software Policies, preparing Operating System Definitions, and
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acting as Patch Administrators to approve patches for installation in the operational
environment.

SA Interfaces and Tools

Depending on the type of operation you need to perform with HP Server Automation, you
select the appropriate user interface, as Figure 1-2 shows.

Figure 1-2: Interfaces in HP Server Automation
USER INTERFACES & TOOLS

SAS Client ( SAS Web Client

ﬁ Dislgovlery & Agent ﬁ OS Provisioning
eployment
Application Configuration Code Deployment & Rollback

Audit & Remediation
Global Shell
Server Explorer
Software Management
Patch Management

[Opsware Command Line Interface ] [ISM Development Kit ]

[DCML Exchange Tool (DET) ] [Opsware APIs ]

+ SAS Web Client: The web-based user interface to HP Server Automation through
which users can manage servers, provision applications and operation systems onto
servers, run distributed scripts on servers, and deploy code and content to servers,
among other things.

+ SA Client: A Java Web-Start application that extends the SAS Web Client features and
provides the following new features:

— Discovery and Agent Deployment
— Device Explorer

- Virtualization Director

— Server Automation Visualizer (SAV)
- Audit and Remediation

— Compliance View
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- Reports

- Software Management

— Script Execution

- Patch Management for Windows

— Patch Management for Unix

— Application Configuration Management
- Global Shell

— NA Integration

« Command Line Interface (OCLI): A command line interface that users can use to
upload packages to the SA Software Repository (version 1), and perform many other
HP Server Automation operations (version 2).

+ DCML Exchange Tool (DET): A utility that enables users to export almost all server
management content from any core — standalone or multimaster mesh — and import it
into any other core. HP Server Automation can also provide pre-packaged server
management content appropriate for new installations that can be imported into a core
after initial setup. See the SA Content Utilities Guide for information about using this
utility.

+ ISM Development Kit: A development kit that consists of command-line tools and
libraries for creating, building, and uploading ISMs. An ISM is a set of files and
directories that include application bits, installation scripts, and control scripts. See the
SA Content Utilities Guide for information about using the ISM Development Kit.

+ SA APIs: A set of APIs and a command-line interface (CLI) that facilitate the integration
and extension of HP Server Automation. This platform allows other IT systems — such
as existing monitoring, trouble ticketing, billing, and virtualization technology — to
exchange information with HP Server Automation. This broadens the scope of how IT
can use HP Server Automation to achieve operational goals.

SA Features

SA is made up of a set of features components that automate particular IT processes.

The features are designed to replace ad hoc, error-prone, manual processes. For example,
by using the OS Provisioning feature, users can set standards for different types of servers
and automatically provision the servers, saving time and ensuring that operating system
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builds are consistent. By using the Patch Management feature, users can establish
polices about how patches are installed. HP Server Automation uniformly enforces those
polices.

The following features are currently available as part of HP Server Automation:
+ Operating System Provisioning

+ Code Deployment & Rollback

» Configuration Tracking

+ Script Execution

+ Discovery and Agent Deployment

» Device Explorer

+ Virtualization Director

« Server Automation Visualizer (SAV)

+ Audit and Remediation

+ Compliance View

» Reports

+ Software Management

« Patch Management for Windows

« Patch Management for Unix

» OS Provisioning

+ Application Configuration Management
+ Global Shell

» NA Integration
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All SA features support cross-platform environments and are designed to automate both
new and existing data center environments. See the following figure

Figure 1-3: HP Server Automation Features
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Operating System Provisioning

The OS Provisioning feature gives administrators the ability to provision operating system
baselines onto bare metal servers quickly, consistently, and with minimal manual
intervention. Bare metal OS provisioning is a key part of the overall process of getting a
server into production.

Benefits of the OS Provisioning feature include the following items:

.

Integration with the other features of SA

Because the OS Provisioning feature is integrated with the suite of SA automation
capabilities, including patch management, software management, and distributed
script execution, handoffs between IT groups are seamless. SA ensures that all IT
groups are working with a shared understanding of the current state of the
environment, which is an essential element of delivering high-quality operations and
reliable change management.

The ability to easily update server baselines without re-imaging servers

Unlike many other OS provisioning solutions, systems provisioned with SA can be
easily changed after provisioning to adapt to new requirements. The key to this benefit
is the SA use of templates and its installation-based approach to provisioning.

Flexible architecture designed to work in many environments

SA engineers carefully designed the OS Provisioning feature to handle many different
types of servers, networks, security architectures, and operational processes. SA works
well in floppy (Windows provisioning), CD (Linux provisioning), or network-boot
environments, with scheduled or on-demand workflows, and across a large variety of
hardware models. This flexibility ensures that you can provision operating systems to
suit your organization’s needs.

SA automates the entire process of provisioning a comprehensive server baseline, which
typically consists of the following tasks:

Preparing the hardware for OS installation using an OS installation profile

Creating OS sequences that define a server build policy, including application policies,
patch policies, device groups, and remediation policies

Installing a base operating system and default OS configuration using an OS sequence

Applying the latest set of OS patches, the exact list depends on the applications
running on the server
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+ Installing system agents and utilities such as SSH, PC Anywhere, backup agents,
monitoring agents, or anti-virus software

+ Installing widely-shared system software such as Java Virtual Machines

« Executing pre-installation or post-installation scripts that configure the system with
values such as a root password

Code Deployment & Rollback

SA automates code and content deployment to reduce the risk and time requirements
associated with pushing new code to production. The Code Deployment & Rollback
(CDR) feature provides an automated system for deploying code (such as, ASP, JSP, JAR,
Java, C++, and Perl files) and content (such as, HTML, JPEG, GIF, and PDF files).

Specifically, CDR enables you to perform the following actions:

* Push code from staging or development environments to production environments.
+ Synchronize code and content across multiple servers and locations.

» Automatically rollback to the previous version of code or content.

« Sequence multiple, complex deployment steps into repeatable workflows.

+ Manage changes across heterogeneous operating systems.

Configuration Tracking

The Configuration Tracking feature tracks, backs up, and recovers critical software and
system configuration information across Unix and Windows servers.

System administrators set up policies that describe the configuration files and databases
to track, and the actions to take when a change in configuration is detected. Policies can
be assigned to software, individual servers, groups of servers, and customers, and
applied either locally or globally across data centers.

When SA notices a server configuration change, it can log the change, notify
administrators about the change with email, or back up the configuration, depending on
the policy set by the administrator.

When a bad configuration change forces administrators to rollback to a previous version,
they can use SA to restore the configuration file to the saved version of the configuration.
By notifying users about configuration changes — and maintaining a version history of
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those changes — organizations can quickly diagnose problems related to configuration
errors and rollback to a known good state. In addition, this capability helps teams plug
security holes inadvertently created by bad server configurations.

Typically, system administrators define configuration-tracking policies on a per-application
basis. So for example, a policy for BEA WebLogic might specify, “Monitor the
weblogic.conf file, notify app-server-admins@company.com of any changes, and
maintain a version history of any changes that occur for 30 days.” After a policy is defined
in this fashion, administrators can apply the policy to all the WebLogic servers running in
their environment or to specific servers.

Script Execution

The Script Execution feature enables you to share and run ad-hoc or saved scripts across
an entire farm of SA-managed servers.

By executing scripts with SA instead of manually, administrators benefit by using the
following features:

+ Parallel script execution across many Unix and/or Windows servers, saving time and
ensuring consistency.

+ Role-based access control, ensuring only authorized administrators can execute scripts
on hosts to which they have access.

« The ability to control access to scripts by storing them in private or in public libraries.

« The ability to see and download script output one server at a time or in a consolidated
report, which captures output from all servers in a single place.

« The ability for scripts to be mass-customized. Administrators can access information in
SA about the environment and the state of servers. This is critical to ensuring that the
right scripts are executed on the right servers.

« A comprehensive audit trail that reports who, what, when, and where a particular script
was executed.

Because the Script Execution feature is an integrated part of SA, administrators enjoy
unigue benefits when compared to standalone script execution tools:

+ Using known system state and configuration information to customize script execution,
users can tailor each script by referencing and accessing the rich store of information in
SA, such as the customer or business that owns the server, whether the server is a
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staging or production server, which facility the server is located in, and custom name-
value pairs.

+ By sharing scripts without compromised security, users can share scripts with each
other without compromising security because SA maintains strict controls on who can
execute scripts on which servers and generates a comprehensive audit trail of script
execution.

Discovery and Agent Deployment

The SA Discovery and Agent Deployment (ODAD) feature allows you to deploy Server
Agents to a large number of servers in your facility and place them under SA
management.

Using the ODAD features, you can perform the following tasks:
« Scan your network for servers.
« Select servers for SA Agent installation.
+ Select a communication tool and provide user/password combinations.

+ Choose agent installation options and deploy agents.

Device Explorer

The Device Explorer lets you view information about servers in your managed
environment.

From the Server Explorer, you can perform the following tasks:

» Create a server snapshot, perform a server audit, audit application configurations,
create a package, and open a remote terminal session on a remote server.

« Browse a server’s file system, registry, hardware inventory, software and patch lists,
and services.

» Browse SA information such as properties, configurable applications, and even server
history.

From the Groups Browser, you can perform the following tasks:
+ Audit system information, take a server snapshot, and configure applications.
« View and access group members (servers and other groups).

+ View group summary and history information.
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Virtualization Director

The Virtualization Director feature enables you to provision and manage virtual servers for
Solaris 10 local zones and VMware ESX 3 virtual machines (VMs). Using the SA Client,
you can perform the following tasks:

+ View both hypervisor and virtual servers and their relationships in the SA Client, so you
can find out the hypervisors that are hosting your virtual machines and local zones.

» View virtual servers and their relationship in the HP Server Automation Visualizer (SAV).
+ Provision VMware ESX and Solaris 10 hypervisors on bare metal servers.

» Provision VMware virtual machines (VM) using an OS sequence.

» Create, start, stop, modify, and remove Solaris local zones.

« Deploy agents on unmanaged virtual servers using the Agent Discovery and
Deployment for VMware ESX VMs.

« Search for virtual servers in your data center using the Search tool.

» Create dynamic Device Groups based upon virtual server characteristics (zones or
VMs).

Server Automation Visualizer (SAV)

The Server Automation Visualizer (SAV) feature is designed to help you optimally
understand and manage the operational architecture and behavior of distributed business
applications in your IT environment. Since these applications are complex collections of
services that typically run across many servers, as well as network and storage devices, it
can become increasingly difficult to understand (or remember) what is connected to what,
where performance problems originate, how to troubleshoot and resolve problems, and
what result would occur if you make a change in your environment.

SAV helps you see (visualize) this type of information through physical and logical
drawings.

Audit and Remediation

The Audit and Remediation feature allows you to define server configuration policies and
make sure that servers in your facilities meet those policy standards. When servers are
found to be ‘out of compliance’ (not configured the way you want them to be), you can
remediate the differing server configurations.
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With Audit and Remediation, you can audit a server configuration values based upon a
live server (or server snapshot), or based upon your own custom values, perform server
comparisons against a baseline, and create custom audit policies that define company or
industry server configuration compliance standards, and which can be used inside of
audits, snapshot specifications, and audit policies.

Using Audit and Remediation, you can perform the following tasks:
« Compare servers or snapshots to reference servers or snapshots
+ Create audits for repeated use

+ Create audit policies that define compliance and security standards for your
organization

+ Associate audits with individual servers or dynamic server groups

+ Remediate problems at multiple levels, including files, directories, patches, registry
keys, and packages

Compliance View

The Compliance Dashboard allows you to view at a glance the overall compliance levels
for all the devices in your facility and helps you to remediate compliance problems. The
Compliance Dashboard displays compliance tests for software policies, application
configurations, audits, patches, and duplex status. Each of these compliance tests is
based upon an HP Server Automation “policy” (user or system defined) which define a
unigue set of server or device configuration settings or values that help ensure your IT
environment is configured the way you want it to be.

Reports

The Reports feature provides comprehensive, real-time information about managed
servers, network devices, software, patches, customers, facilities, operating systems,
compliance policies, and users and security in your environment. These reports are
presented in graphical and tabular format, and are actionable—where you can perform
appropriate actions on objects, such as a policy or an audit, within the report. These
reports are also exportable to your local file system (in .html and .xIs formats) to facilitate
use within your organization.
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Software Management

The Software Management feature in HP Server Automation provides a powerful
mechanism to model software by using software policies and to automate the process of
deploying software and configuring applications on a server in a single step. In addition,
the Software Management feature provides a structure to organize your software
resources in folders and define security permissions around them. This feature allows you
to verify the compliance status of a server and remediate non-compliant servers.

The Software Management feature in SA Client provides the following functions:

« Create an organizational structure for software

» Define security boundaries for folders

+ Define a model-based approach to manage the IT environment in your organization
« Enable sharing of software resources among user groups

« Deploy and configure applications simultaneously

» Deploy multiple application instances on one server

+ Establish a software deployment process

» Verify compliance status of servers to software policies

» Generate reports

« Comprehensively search for software resources and servers

Patch Management for Windows

The Patch Management for Windows feature enables you to identify, install, and remove
Microsoft® Windows patches and maintain a high level of security across managed
servers in your organization. With SA Client user interface, you can identify and install
patches that support security vulnerabilities for the Windows 2000, Windows 2003, and
Windows NT4.0 operating systems. These patches include Service Packs, Update
Rollups, and hotfixes.

Patch Management for Unix

The Patch Management for Unix feature enables you to identify, install, and remove Unix
patches to maintain a high level of security across managed servers in your organization.
With the SA Client, you can identify and install patches that support security vulnerabilities
for the AIX, HP-UX, Linux, and Solaris operating systems.
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OS Provisioning

OS Provisioning in the SA Client allows you to install an operating system, applications,
and packages and packages on unprovisioned servers by creating OS Installation Profiles
and OS Sequences. From the Devices list, you can view all unprovisioned servers in your
facility and provision those servers by running an OS Sequence.

OS Sequences allow you to set up a complete server build (policy) that represents the
ideal manner in which a particular OS should be installed, which includes the proper OS
Installation Profile that should be used, as well as Application and Patch policies, the
servers to install the OS on, and how these policies should be remediate either before or
after the OS is installed.

Application Configuration Management

Application Configuration Management (ACM) allows you to create templates so you can
modify and manage application configurations associated with server applications. ACM
enables you to manage, update, and modify those configurations from a central location,
ensuring that applications in your facility are accurately and consistently configured.

Using ACM, you can perform the following tasks:

« Manage configurations based on files and objects, such as Windows registry, IIS
metabase, WebSphere, COM+, and more.

+ Preview configuration changes before applying them.

« Edit and push configuration changes to individual servers or server groups.

» Use information in the SA data model to set configuration values.

+ Manage configurations of any application by building configuration templates.

+ Audit the Application Configurations on a server to determine if any of the
configuration files on the server are out of sync with the values stored in your
templates.

Global Shell

The Global Shell feature enables you to manage servers by using a command-line
interface. You can remotely perform the following tasks:

« Complete routine maintenance tasks on managed servers.

« Troubleshoot, identify, and remediate problems on managed servers.
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Global Shell consists of a file system and a command-line interface to that file system for
managing servers in SA. The file system is known as the SA Global File System (OGFS).
All object types in the OGFS (such as servers, customers, and facilities) are represented
as directory structures in this file system.

The Global Shell feature also manages user permissions for accessing the file system,
Windows Registry, and Windows Services objects on managed servers.
NA Integration

The NA Integration feature enables you to closely examine detailed information about
managed servers and the network devices connected to them so that you can determine
how they are related and then, subsequently, coordinate and implement those changes.
This feature supports an integrated approach to using NA and SA so that you can perform
actions on device groups, such as combine event history, determine compliance, and
identify duplex mismatches across servers and network devices in your environment.
HP Server Automation Terms and Concepts

This section discusses the following topics:

+ Agent-Server Architecture of SA Technology

« Server Management in Multiple Facilities

+ Multimaster Support
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Agent-Server Architecture of SA Technology

The agent-server architecture of HP Server Automation enables server management. The
server portion of HP Server Automation consists of multiple, integrated components, each
with a unique purpose. Each server managed by HP Server Automation runs an intelligent
agent (the Server Agent).

Figure 1-4: HP Server Automation Agent-Server Architecture

MANAGED ENVIRONMENT

Servers ' Servers
(with ' (with "
ot g o e

EER’

OPSWARE SAS: STANDALONE CORE

See the SA Administration Guide for a detailed description of the components that make
up the HP Server Automation server portion of the architecture.

The Server Agent is the agent of change on a server. Whenever HP Server Automation
needs to make changes to servers, it does so by sending requests to the Server Agents.
Depending on the request, the Server Agent on a server might use global HP Server
Automation services in order to fulfill the request. For example, the Server Agent might
often make requests to the Model Repository, the central database for all HP Server
Automation components, and the Software Repository, the central repository for all
software that HP Server Automation manages.
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Some functions that the Server Agent supports are:
+ Software installation and removal

» Configuration of software and hardware

« Periodically reporting server status

+ Auditing of the server

A Server Agent is idle unless HP Server Automation is trying to perform some change on
the server. In addition, each Server Agent periodically contacts the Data Access Engine
and registers itself. The Data Access Engine is an XML-RPC interface to the model
repository. The Data Access Engine sends this data to the Model Repository, which allows
the Model Repository to keep track of server status, and know when particular servers are
disconnected from or reconnected to the network.

After you install an Server Agent on a server, users can manage the server by installing or
upgrading software, patching the OS software, removing software, changing server
properties, or decommissioning the server.

See “Communication Test Troubleshooting” on page 457 in Appendix A for information
about how to install an Server Agent on a server so that HP Server Automation can
manage it.

Server Management in Multiple Facilities

The managed environment might span several facilities. A facility refers to the collection of
servers that a single SA Model Repository manages, and the database that stores
information about the managed environment. For example, one facility might be
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dedicated to an organization’s Intranet, while another facility might be dedicated to the
web services offered to the public. Your HP Server Automation can contain facilities (a full
HP Server Automation is installed) and Satellite facilities. See Figure 1-5.

Figure 1-5: Server Management in Multiple Facilities
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See the SA Planning and Installation Guide for more information about the types of
installations that HP Server Automation supports.

Users can manage servers in any facility from an SAS Web Client in any facility. When a
user updates data in a facility, the Model Repository for that facility is synchronized with
the Model Repositories located in all remote facilities.

When using SA technology in multiple facilities, users should follow these work process
rules to reduce the chance of data conflicts between facilities:

« Users should not change data in one facility and then make the same change in
another facility.

« More than one user should not change the same object in different facilities at the
same time. For example, two users should not manage the same server from different
facilities.
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Multimaster Support

With the SA Model Repository Multimaster Component, customers can store and maintain
a blueprint of the software and environment characteristics of each data center (referred
to as a facility in the SAS Web Client) in multiple locations so the infrastructure can be
easily rebuilt in the event of a disaster. The Multimaster Replication Engine not only
provides the ability to replicate an environment in case of a disaster, but can also assist in
facility migration activities as well as knowledge sharing across the enterprise.

Through the Model Repository Multimaster Component, HP Server Automation provides
the ability to easily rebuild server and application environments, provision additional
capacity, distribute updates, and share software builds, templates and dependencies —
across multiple facilities and from one user interface. See Figure 1-6.
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Figure 1-6: Multimaster Support
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Web Client

This section provides an overview of the SAS Web Client and discusses the following
topics:

+ Getting Started with the SAS Web Client
« Access to Features in the SAS Web Client

» User Interface

Getting Started with the SAS Web Client

The following section describes Supported Browsers for the SAS Web Client (a web
application) and Browser Configuration Requirements.

Supported Browsers for the SAS Web Client
The following table lists the supported browsers for the SAS Web Client.

Table 2-1: Supported Browsers for the SAS Web Client

Microsoft
Internet X
Explorer 5.5

Microsoft
Internet X X X
Explorer 6.0

Microsoft X X X X
Internet
Explorer 7.0

55



User’s Guide: Server Automation

56

Table 2-1: Supported Browsers for the SAS Web Client (continued)

Mozilla 1.6 X X X
Firefox 1.0 X X X
Firefox 2.0 X X X X

Browser Configuration Requirements

To use the SAS Web Client, your browser must be configured in the following manner:

* The browser must accept cookies and be able to use Java.

» The browser must support SSL and should provide 128-bit encryption (recommended).

+ Using a pop-up blocker might prevent some functions from working correctly. Either
disable the pop-up blocker completely or use the supported browser’s native pop-up
blocking function instead of a third-party product.

Access to Features in the SAS Web Client

This section explains how to configure your user profile to access features within the SA
System. This section contains the following topics:

« System Management of SA User Information
+ Best Practices for Selecting Passwords

» Updating User Profiles and Passwords

System Management of SA User Information

An SA administrator creates additional users who can use the SAS Web Client, and the
SA administrator assigns them temporary passwords. Once added to the system, an SA
user can update their personal information, password, and time zone and date display
preferences by using the My Profile link.

An SA user cannot change their access permissions by using the My Profile link. If an SA
user needs additional access permissions, they contact their SA administrator.
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Best Practices for Selecting Passwords

Th

e HP Server Automation enforces a security policy that allows only authorized users to

log into the SAS Web Client. SA users are advised to select a password based on the

fol

.

lowing guidelines:
Change your password frequently to ensure that your account information is secure.
Select a password that is easy to remember so that you don't have to write it down.

Use a mixture of upper and lower case letters, numbers, and punctuation in your
password.

Do not share your password.

Do use a password that you can type quickly, without having to look at the keyboard.

Updating User Profiles and Passwords

As an SA user you can change your name, contact information, password, and
preferences such as time zone and date display. You cannot change your access
permissions. Contact your SA administrator to change your access permissions.

Perform the following steps to change your profile and password.

< o

Log into the SAS Web Client. The SAS Web Client Home Page appears.
Click the My Profile link located at the top of the page. The My Profile Page appears.

To change your profile information, enter new information on the User Identification
tab of the My Profile Page.

Click Save.

To change your password, click the Change Password Link. The Password Change
page appears.

Enter your old password.
Enter your new password.
Confirm your new password in the Confirm Password field.

Click Save. A confirmation page appears indicating that your password was
successfully changed.

KK Click Okay. The Profile page appears.
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User Interface

The following section discusses getting started with the SA System and contains the
following topics:

» Requirements for Logging In

+ Overview of the SAS Web Client User Interface
« My Profile

+ Search

* My Servers

» Mouseover Icon Tooltips

Requirements for Logging In

In order to log in and access SAS Web Client features, your SA administrator must have
created a user name and password for you, and assigned user permissions that control
the features you can access, the actions you can perform, and the resources you can
access.

Overview of the SAS Web Client User Interface

The SAS Web Client user interface consists of the five following sections:

+ Home Page

» Tasks

+ My Jobs

+ My Customers

« Navigation Panel
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Home Page

Figure 2-1 shows the Home page as it appears when you log in or when you click the
Home link in the navigation bar.

Figure 2-1: SA System Home Page
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The time zone that appears in the upper right corner of the Home page is taken from the

time zone preference that was defined for you when your profile was created.

Consequently, the date and time information that displays throughout the SAS Web Client
is for that time zone. The occasional exceptions however are always labeled GMT.
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Tasks

The Tasks area of the Home page displays links to the wizards that you have permissions
to access, a link to the Code Deployment page if you have that permission. If you do not
have permissions to a task in this area, the task name still displays, but it is italicized and
it is not an active link. Figure 2-2 shows the Tasks area with all permissions enabled.

Figure 2-2: Tasks Area of the Home Page
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My Jobs

The My Jobs area of the Home page is populated with details of the jobs that you have
run, jobs that are currently in progress, or jobs that you have scheduled to run, including
the name of the job, the start time, the number of servers affected by the job, and the
status of the job. If there are more than six jobs, you can see the rest of them by clicking
the See All link, which also shows the total number of jobs in parentheses, as Figure 2-3
shows.

If the job was run in the SA Client, then there will be a link next to the job that (when
clicked) will launch the SA Client. You can view the more detailed information about the
job in the SA Client.

Figure 2-3: My Jobs Area of the Home Page
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250003 Communication Test Tue May 17 20:43:50 2005 1 0 Completed
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My Customers

The My Customers area of the Home page is populated with customer information,
including unreachable servers associated with a customer and the total number of
servers associated with that customer. To select the customers to display in the My
Customers area of the Home page, click Edit and select the check box next to the
customer name. See Figure 2-4.

Figure 2-4: My Customers Area of the Home Page
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Navigation Panel

The navigation panel on the left side of the SAS Web Client shows all possible features,
as shown in Figure 2-5. The features you can access and the actions you can perform
depend upon your user profile, as defined by the SA administrator.

Figure 2-5: Navigation Panel, All Permissions View
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The items that appear in the navigation panel depend on the permissions the user has.
Clicking an item on the navigation panel displays that feature in the main part of the
Home page. For a user with all permissions, the following links appear:
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Home: Displays the top level of the SAS Web Client. The Home page is described in this
section of the guide. Wizards are documented in their respective functional areas of the
system.

My Jobs: Displays the My Jobs page, showing jobs completed during the previous 30
days, jobs currently in progress, and currently scheduled jobs. This page is an expanded
view of the contents of the My Jobs area of the Home page and has the same effect as
clicking Show All in the My Jobs area of the Home page.

Servers: Expands to display these selections:

+ My Servers: Use to add any server or server group to your own personal view of
servers. My Servers provides an efficient way to manage servers when your
operational environment contains hundreds or thousands of servers.

+ Manage Servers: Use filters to display a list of servers and perform operations on
them such as edit server values, assign, run scripts, and add servers to My Servers.
See “Server Management in SAS Web Client” on page 275 in Chapter 8 for more
information.

» Search: Find specific servers using default criteria or user-defined criteria. See
“Server Search” on page 242 in Chapter 7 for more information.

» Server Pool: Use filters to display a list of servers, install operating systems on the
servers, and delete the servers. See SA User’s Guide: Application Automation for
more information.

Software: Expands to display these selections:

+ Operating Systems: Prepare operating systems for installation and delete existing
operating systems. See SA User’s Guide: Application Automation for more
information.

« Scripts: Run scripts, upload scripts, and create new scripts. See “Script Execution”
on page 493 in Chapter 8 for more information.

Environment: Expands to display these selections:

+ Customers: Create new customers and edit or delete existing customers. See the
SA Administration Guide.

+ Facilities: Create new facilities, edit facility properties, and assign and edit custom
attributes for facilities. See the Opsware® SAS Planning and Installation Guide.
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Hardware: A read-only view of servers categorized by the hardware manufacturer
and model, and their related information. See “Hardware Information for Managed
Servers” on page 271 in Chapter 7 for more information.

Service Levels: Define service levels and custom attributes. See “Service Levels” on
page 342 in Chapter 8 for more information.

IP Ranges: Identify and create IP ranges and IP range types. See the SA Policy
Setter’s Guide for more information.

IP Range Groups: Create IP Range Groups. See the SA Policy Setter’'s Guide for
more information.

Code Deployment: Expands to display these selections:

.

Deployment Home: The exact CDR links that you see in the Code Deployment area
are based on the permissions that you have for the customer you want to work with.

Service Management: Create, modify, and delete service definitions. Services
define the location and commands to manipulate applications on hosts.

Run Service: Perform service operations on one or more hosts, or request that a
service operation be performed on your behalf. Service operations include starting or
stopping applications, cutting over or rolling back code, and backing up or restoring
code.

Sync Management: Create, modify, and delete synchronization definitions.
Synchronizations define the path for pushing code from a source host to one or more
destination hosts.

Synchronize: Perform a synchronization to one or more hosts, or request that a
synchronization be performed on your behalf.

Sequence Management: Create, modify, and delete sequence definitions.
Sequences allow the grouping of service operations and synchronization operations
to define higher level code deployment operations.

Run Sequence: Perform a pre-defined sequence of service operations and
synchronizations on one or more hosts, or request that a sequence be performed on
your behalf.

View History: Get information about previously run Code Deployment operations.
See “Code Deployment and Rollback” on page 401 in Chapter 11 for more
information.
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Administration: Expands to display the following features. For more information about
these features, see the SA Administration Guide and SA Policy Setter’s Guide.

.

Users & Groups: Administrators use this feature to create user groups, define
permissions for those groups, create new administrators, and add users to groups.

Server Attributes: Define and edit server use attributes, enable them for code
deployment, and define deployment stages. Also define and edit server deployment
stage attributes.

System Configuration: Contains the configuration parameters that define how the
SA System works in your environment. This selection is only used at the direction of
SA.

System Diagnosis: Runs a series of tests on SA components to make sure that they
are functioning correctly.

Gateway: Allows you to connect Satellites with this or other cores.

Opsware Software: Provides a view of the properties, custom attributes, installation
order, and history of the software attached to the SA in the system.

The Administration set of features is only available if you are logged in as an SA

administrator.

Navigation

Top-level navigation from the Home page is simple. To access any of the features in the
navigation panel, click the feature name. To access any of the wizards or other features in
the Tasks area of the Home page, click the name of the task.

After you select a task or a feature, other pages appear, which might have one or more of
the following means of navigation:

Clicking a hyperlinked name to display a page

For example, if you select Software » Scripts (assuming that you have the correct
permissions), the page that appears shows all of the scripts that have been uploaded
so far.

Selecting a tab to display a page
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For example, when you select Manage Servers and click one of the hyperlinked server
names, the resulting page shows a row of tabs, like Figure 2-6 shows.

Figure 2-6: Example of Tabs

Each tab displays a page, each with its own buttons and functionality.
+ Clicking a button to display a page

For example, when you select the Custom Attributes tab, a page appears with several
buttons: Add, Delete, and Copy, which are common to each page called by these tabs,
and Add Custom Attribute, which is unique to this particular tab. You will find similar
functionality on all tabbed pages in the SA System.

My Profile

You can update your own personal user information without the assistance of the SA
administrator with the My Profile link. You can change your first and last name, your
contact information, your password, and your time zone and date display preferences.

Search
At the top of the Home page open the dialog box as Figure 2-7 shows.

Figure 2-7: Search Function

Servers W NeEl=eM =Enter search text heres=

H Jobrs
OME |coryver Groups

You can search for servers, jobs, and server groups, by making the selection from the
drop-down list, and then entering an identifying string in the text box.

My Servers

The My Servers feature provides a convenient place to store a set of servers that have
been selected and stored using the Add to My Servers function in Manage Servers. You
might use it as a shortcut to the servers you work with most often, or as a way to gather a
group of servers when you want to apply the same changes to all of them. All functions
that are available in the Manage Servers page are also available from within My Servers.
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Mouseover Icon Tooltips

When an icon appears on a page in the SAS Web Client, a tooltip displays information
about the icon when your mouse pointer hovers over it. For example, server icons display
messages such as “Available or Build Failed” to describe the state of the server. Packages
and patches display messages such as Available, Managed, Unmanaged, and so forth.
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This section discusses the following topics:

Overview of the SA Client

SA Client and Server Automation Launcher Requirements
SA Client and Server Automation Launcher

Launching the SA Client

SA Client User Interface

SA Client Search

Accessing SA Client Options

Browsing Job Logs

Overview of the SA Client

The SA Client is a powerful Java client for the HP Server Automation (SA) system. It
provides the look-and-feel of a Microsoft Windows desktop application with the cross-
platform flexibility of Java.

The SA Client provides the following features:

Discovery and Agent Deployment
Server Explorer

Virtualization Director

Audit and Remediation

Service Automation Visualizer (SAV)
Software Management

Patch Management for Windows

Patch Management for Unix
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» Application Configuration Management
+ Global Shell
 Integration with NA

For descriptions of all the SA Client features, see “SA Features” on page 39.

In order to visualize networking information with Network Automation (NA) inside of
Service Automation Visualizer (SAV), you must have both a licensed version of NA
integrated with your SA core, plus an additional license to run SAV showing NA data.

Additionally, in order to view storage devices and SAN information from the Storage
Automation System (ASAS) inside of SAV, you must have both a licensed version of ASAS
integrated with your SA core, plus an additional license to run SAV showing ASAS data.

SA Client and Server Automation Launcher

The Server Automation Launcher is a self-contained Java application that allows you to
access the SA Client from any core in your mesh. You can use the Server Automation
Launcher to log in to and download the latest version of the SA Client. If the SA Client has
been upgraded on a specific core or on a core in a different mesh, you can choose which
core you would like to use for downloading the SA Client.

The Server Automation Launcher also allows you to configure advanced settings, such as
debug settings, locale settings, proxy server settings, and more.

This section contains the following topics:

+ SA Client and Server Automation Launcher Requirements
« Installing the Server Automation Launcher

+ Launching the SA Client

« Server Automation Launcher Advanced Options
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SA Client and Server Automation Launcher Requirements

The SA Client is a Java application that installs and runs with its own Java Runtime

Environment (JRE). The SA Client will not interfere with any other versions of JRE installed
on your system. The JRE will not be used (and is not usable) by any other Java application
on the target computer, and it will not set itself as the default JRE on the target computer.

The SA Client is supported on the following Microsoft operating systems:
+ Windows Server 2003
* Windows 2000
+ Windows XP
* Windows Vista
The minimum system requirements to run the SA Client are as follows:
* Minimum 1 GB of DRAM
* Minimum 100 MB of disk space each for SA Client and Server Automation Launcher

« If using the SA Client to connect to a core with a residential VolP connection, a
minimum 384 Kbps DSL connection is recommended.

* You must be logged in as a user with sufficient permissions to install software on the
computer. (You do not need to be an administrator user to install the launcher.)

To run the SA Client, you must download and install the Server Automation Launcher
(accessible from the SAS Web Client). In order to install the launcher, you must be a
Windows user that is able to install applications on your system.

Installing the Server Automation Launcher

In order to run the SA Client, you need to download and install the SA Client Server
Automation Launcher, which is a Java application that allows you to access the SA Client
from any core in your mesh. When you install the SA Client launcher, it installs all of the
necessary Java applications (Java Web Start and JRE) you need to run the SA Client.

If you plan to have multiple users install the Server Automation Launcher on the same
computer, SA recommends that each user choose a unigue path to install the application.
For example, if one user has already installed the Server Automation Launcher at this
location, C:\SA, then if another user logs in to the same computer and attempts to install
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to that same default location, they will get an error and not be able to install. If this occurs,
choose a new location.

To install the Server Automation Launcher, perform the following steps:
E Open a Web browser and enter the URL that points to the SAS Web Client.
H On the SAS Web Client login page, click the Download Server Automation Launcher.

E Download the Server Automation Launcher installation file and double-click to start
the Server Automation Launcher installer

B In the Welcome window, click Next to begin the Server Automation Launcher
installation.

H nthe License Agreement window, select the “l accept the agreement” and then click
Next to proceed with the installation.

@ Inthe Select Destination Directory window, accept the default installation directory, or
click Browse to select a custom location. Click Next.

In the Select Start Menu Folder window, accept the default name and click Next.

B In the Select Additional Tasks window, accept the default options or choose your
own, and then click Next to install the Server Automation Launcher.

El When the installation has completed, click Finish to exit.

Launching the SA Client

The launcher allows you to log in to an SA core using the SA Client. If your organization
has installed and configured one or more multimaster meshes in your data center, you
can choose to log into any SA core in your meshes. The SA Client gives you access to all
devices in your data center as well as all the features you need to automate and manage
your data center.

You also have the option of choosing which core you want to use to download the latest
version of the SA Client, separate from the core you log in to. For example, when you log
into a core and that core has a new version of the SA Client, the new version will
automatically be downloaded when you log in. Using the launcher, you can choose one
core to log in to and a separate core to download the latest client. This gives you the
freedom to not have to download the SA Client every time you log into a different core.
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The Server Automation Launcher allows you to log on to a SA 6.50 and above core. If you
attempt to log into a pre-SA 6.50 core, you will get a 404 page not found Java Web Start
error message and not be able to log on to the core.

If you are running the Server Automation Launcher on Windows 2000, you may see a
missing DLL error message when you log on. This error will not affect the log on
procedure. To fix this so the error message does not appear, install this Microsoft update:
http://support.microsoft.com/default.aspx?scid=kb;en-
us;259403&Product=vcé.

To launch the SA Client, perform the following steps:
E Start the Server Automation Launcher from one of two locations:
» On your desktop, double-click the HP Server Automation Client icon.
Or

» From the Start menu, select » All Programs » HP Business Service Automation
» HP Server Automation.
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In the Log In to HP Server Automation window, enter your SA user name, password,
and the SA core server you want to log in to, as shown in Figure 3-1.

Figure 3-1: Log In the SA Client Window
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HP Server Automation
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@ Copyright 2000-2008 Hewlett-Packard Development Company, L.P.

The user name is not case sensitive. If you have access to more than one core server
in a mesh, you can enter the core server's IP address or name in the core server field.
If you do not specify a port with the host:port notation, port 443 is used.

If this is the first time you are logging in to a specific core, the launcher will download
the latest version of the SA Client when you log in. If you would like to differentiate
between the core you log in to and the core from which you download the latest
version of the SA Client, you can change those options by clicking More in the log in
window and configuring your Client Host Server. For information on this and other
advanced SA Client Server Automation Launcher options, see “Server Automation
Launcher Advanced Options” on page 75.

Click Log In.

If you are asked to accept the certificate from the core server, click Yes. The SA
Client appears.
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Server Automation Launcher Advanced Options
You can configure the following advanced options for the SA Client:

+ Debug Settings: Gives you control over the level of detail as well as the type of
information included in SA Client log file.

+ Client Download Server: Allows you to change the host server from which you want to
download the SA Client.

» Proxies: Allows you to configure the SA Client proxy server settings

+ HP Server Automation Home: Allows you to change the default location SA Client is
downloaded and saved on your local computer, and to delete the SA Client’s cache,
and to change the location of SA Client log files.

To configure the Server Automation Launcher’'s advanced options, perform the following
steps:

E Start the Server Automation Launcher from one of two locations:
» On your desktop, double-click the Server Automation Launcher icon
Or

» From the Start menu, select » All Programs » HP Business Service Automation
» HP Server Automation.

H Inthe Log In to HP Server Automation window, you can set the following
configuration:

+ Username: Enter your SA username.
« Password: Enter your SA user password.
» Core Server: Choose the SA core server to log in to.

Next, click More. In the expanded launcher window, you can now configure the
following settings:

¢ Locale: Choose a locale to match the localized version of the SA Client, either
Japanese (ja), Korean (ko), for English (en). English is the default.

* Debug Settings: Debugging options that are captured in the following log file:
C:\<user home>\Application

Data\Opsware\Deployment\log\*.log

+ Enable Debug Logging (Fine): Enables debugging and sends SA Client
operations and errors to the log file.
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+ Enable Server Method Call Logging: Adds server method calls to the log file.
¢ Show Console: Displays the Java Console window while the SA Client runs.
Click Advanced Settings.

In the Advanced Settings window, you can configure the following Server Automation
Launcher options:

Client Download Server

You can configure the Server Automation Launcher so the default core you log in to
is different from the core you use to access the latest version of the SA Client. This
can be useful if you do not want to download a new version of the SA Client each
time you log in to a different core running the same version of SA.

« Use Core Server: Select this option to use the default server specified in the
Core Server field in the main Log In window to be the server from which you
want to download the SA Client.

» Use: Enter a core server you want to use to download the SA Client.
Proxies

By default, the SA Client uses the proxy server settings configured for the default
browser on your local system. For example, if your default browser has no proxy
server settings configured, neither will the SA Client. You can change those proxy
server settings here:

* None: Do not use a proxy server to connect to the SA Client.
« Use Browser: Use the proxy server settings specified in your default browser.
* Manual: Enter the proxy server hostname and port.

* No Proxy Hosts: If you want to add proxy server overrides, add them here,
separated by commas. (This is only enabled when proxy server settings is set to
Manual.)

HP Server Automation Home

» Location: The location where the SA Client is downloaded and saved on your
local computer, along with all log files generated when the SA Client runs.

Note that starting with SA 7.50, this location also controls where the SA Client
data cache is stored.
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The default home location is <user home>\Application Data\Opsware, which is
private to each user. If you choose to change this location, be aware that other users may
have access to the new directory. You are responsible for setting the permissions on the
new directory if you want to prevent unwanted access to your SA Client home.

» Delete Application Cache: Clicking this completely removes all downloaded
copies of the SA Client. This ensures the launcher will download the latest SA
Client from the core the next time the user logs in.

» Delete Logs: Delete all log files created by previous sessions of the SA Client.
(All SA Client log files are located at: <user home>\Application
Data\Opsware\Deployment\log\*.log.)

@ When you are finished setting the options, click OK to save your settings.

Click Log In to log in to the SA Client.

77



User’s Guide: Server Automation

78

SA Client User Interface

The SA Client user interface provides easy access to all of the SA Client features and

functionality. The SA Client user interface has six main areas:

Menus

Navigation Pane

Search

Content Pane

Details Pane

Status Bar

Figure 3-2: SA Client User Interface
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Menus
The SA Client includes the following menus:

« File: This enables you to open a new SA Client window, or close the current window,
or exit all open SA Client windows.

« Edit: This enables you to cut, copy, paste, and delete text.

» View: This refreshes the current view and shows the latest information from the core
that you are currently logged into (such as compliance test information for the
compliance dashboard). You can also access SA Client features in the Navigation
pane, such as Devices (groups of devices, managed and unmanaged servers),
Reports (Compliance Dashboard, Reports) Software Library (application
configuration, patch management), OS sequences and OS installation profiles, Jobs
and Sessions (job logs and shell sessions), and Opsware Administration (patch
settings and patch compliance rules). This also allows you to show or hide the Action
pane and the Preview pane.

» Tools: This enables you to open a Global Shell session, open the Service Automation
Visualizer, or access the SA Client options.

+ Actions: Depending upon the feature that you have selected in the Navigation pane,
this menu enables you to perform numerous functions related to all main SA Client
features.

» Window: This enables you to access multiple instances of SA Client windows, if
more than one window is open.

+ Help: This menu provides help for the SA Client. Help F1 provides context-sensitive
help relevant to the current feature window selected or opened (same as F1). The
contents and index will open the SA Client help system to the main table of contents.
(The About SA Client menu provides version and system information.)
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Navigation Pane

To access SA Client features, select a feature in the Navigation pane, as shown in
Figure 3-3. When you select a feature, its contents appear in the Content pane. You can
access functions related to it through the Actions menu.

Figure 3-3: Navigation Pane
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Search

The Search feature allows you to search for any information in HP Server Automation,
such as SA Client Server, Device Group, Folder, Job, Software, Patch, Application
Configuration, Software Policy, Patch Policy, Audit, and Snapshot Results. For more
information on how to use the search tool, see “SA Client Search” on page 88.

Figure 3-4: Search in the SA Client
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| Saved Searches ...

Advanced Search
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Content Pane

Depending on the selection in the Navigation pane (Devices, Library, Reports, Jobs and
Sessions, Opsware Administration), the Content pane lists the following information:

All managed servers and device groups, including unmanaged servers — both
physical and virtual

Agent deployment information

Application Configurations and configuration templates
Software Policies

Audit and Remediation audits, audit policies, and snapshots
Patches and patch policies

OS installation profiles and OS sequences

Packages

Reports and the Compliance Dashboard

Custom attributes

Jobs that the user has run

Access to the Global Shell sessions

Patch configuration and patch compliance rules
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Figure 3-5 is an example of the Content pane for managed servers. You can perform
actions on features in the Content area using the Action Menu or Action Pane, or you can
right-click to perform various actions or double-click to open.

Figure 3-5: Content Pane Showing Server History
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Content Pane Tools

From inside the Content pane, you can perform the following actions:

+ With the View drop-down list, you can change the view of a selected feature. For
example, you can select a server from the Content pane, and then from the View

drop-down list, choose Software Policies. This shows all software policies attached to
the server, as shown in Figure 3-6.

Figure 3-6: View Drop-down List
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+ In the column headings of the Content pane, you can sort data about a feature. For

example, for a managed server, you can sort by Summary, Properties, IP address, OS,
and so on.

« With the search tool, you can search the Content pane by feature or by attribute, as
shown in Figure 3-7.

Figure 3-7: Search Tool
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Details Pane

The Details pane allows you to preview information about servers, device groups, patches,
and patch policies selected in the Content pane without having to open a new window.

You can use the Details pane to perform the following actions:

+ Preview information about a server, device group, patch, or patch policy. To do so,
select it in the Content pane.

« Filter the type of information you view in the Details pane. From the top of the content
area, choose a view from the View drop-down list.

» Deactivate the Details pane. To do so, from the View menu, select Details Pane »
Minimize.



For example, if you are viewing Windows 2003 patches from the Library, you can select a
patch in the Content pane and see information about the patch in the Details pane. This is

shown in Figure 3-8.
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Figure 3-8: Main Application Windows Showing Patch Properties Information in the Preview Pane
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To view other types of information about the selected patch, from the View drop-down list,

choose a view.

Details Pane Show Filter

Some features displayed in the Details pane allow you to further filter the feature. Using
the Show drop-down list, you can choose different views of the feature.
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For example, if you are viewing all of the servers that the patch policy is attached to, in the
Details pane, you can filter either Servers with Policies Attached or Servers with Policies
Not Attached, as shown in Figure 3-9.

Figure 3-9: Details Pane Show Drop-down List
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Status Bar

At the bottom of the SA Client Application window, the status bar provides the following
information:

+ Informational text (left hand side) about the selected object

« A progress bar that shows progress on retrieving information from the core
» The user ID

» The current HP Server Automation time

Figure 3-10: SA Client Status Bar
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Sharing SA Client Objects with Drag and Drop

You can easily drag and drop servers and other SA Client objects out of the SA Client and
into an email, a chat window, or a web browser. When you drag an object out of the SA
Client, a URL is constructed that enables you to launch the object in the SA Client.

You can share such SA Client objects as servers, application configurations, audits, a
Business Application, Patch Policies, OS Profiles, and more — basically, any device
(server, storage, network, and so on) or any object from in the SA Library that is
searchable.

You can also use the URL that is created during drag and drop as a link on a web page,
which gives you easy access to those SA objects you are most interested in.
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In order to drag and drop networking devices from the SA Client, you must have a

licensed version of Network Automation (NA) integrated with your SA core. Additionally, in

order to drag and drop storage devices from the SA Client, you must have a licensed

version of ASAS integrated with your SA core,

If you have not purchased NA or ASAS but would like to, contact your SA sales

representative.

To drag and drop a SA Client object, perform the following steps:

From inside the SA Client, select a server, network or storage device, device group,
Patch Policy, a Business Application, an audit, or any other object.

Drag the selected object to one of the following locations:
* Web browser

+ Chat window text entry box

* Email

When you or another user clicks the link, you are asked to save the file. Once the file
is downloaded and saved, click Open.

In the Log In to HP Server Automationwindow, enter your SA user name, password,
and the SA core server you want to log in to and click OK.

The user name is not case sensitive. If you have access to more than one core server
in a mesh, you can enter the core server's IP address or name in the core server field.
If you do not specify a port with the host:port notation, port 443 is used.

If the SA Client is already opened, and the object you are opening belongs to the
core you are logged into, the object appears in its own window without requiring you
to log in.
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SA Client Search

In the SA Client, you can search for any information about your operational environment
that is available in SA using the SA Client Search feature. The Search feature enables you
to search for Application Configuration, Application Configuration Template, Audit, Device
Group, Folder, Job, Patch, Patch Policy, Server, Snapshot Result, Software, and Software
Policy.

You can also search for storage Database, SAN Switch, Server, and Storage Systems
objects if you have purchased ASAS. For more information, see the ASAS User’s Guide.

HP Application Storage Automation System (ASAS) is a separately licensed product that
requires SA. To visualize or search for any storage data in ASAS, you must license a
version of ASAS. If you have not purchased ASAS and would like to, contact your sales
representative.

The SA Client Search feature enables you to perform the following actions:
» Perform a simple search by using keywords.

« Perform an advanced search by creating search queries.

+ Save a search query.

* Perform actions on search results.

+ Email search results.

* Print search results.

+ Customize search results formatting.

You cannot search for Custom Fields on servers using the SA Client Search feature. To
search for Custom Fields on servers, use Server Search in the SAS Web Client. See
“Server Search” in SA User’s Guide: Server Automation for more information.

Performing a Simple Search

In the SA Client, a simple search enables you to search for items by entering a keyword in
the search text field. When you enter a keyword or text, simple search carries out a
“contains” operator search on the entered text.
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The search operation returns only items on which you have at least read permissions. To
perform an action on an item, you must have write permission on that item.

To carry out a simple search, perform the following steps:

H From the Navigation pane, select Search.

H To display Search in the Navigation pane, select Search Pane from the View menu.
E From the drop-down list, select the item you want to search as shown in Figure 3-11.

Figure 3-11: Simple Search in the SA Client
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Advanced Search

Bl Enter the search text in the text field. The SA Client search feature does not support a
wildcard search and the search is not case sensitive.

Click to search. The search results appear in the Content pane.

(Optional) Click on any column heading to sort the search results. You can also
change the order of the columns by dragging the column heading and dropping it
into the desired location.

(Optional) Click Save to save your search query. The Save Search window appears.
Enter the name of the search and click Save. The name of the saved search cannot
be more than 64 characters. See “Creating a Device Group Using Search” on
page 189 in Chapter 5 for information about saving a search query as a device

group.

B (Optional) Click Export to export search results. The Export Results window appears.
Enter the location, the file name and the file type and then click Export Results.

El (Optional) After you export the search results, you can email the search results by
attaching the exported file to the email. You can also print the search results by
printing the exported file from an application that supports .csv or .html files.
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K (Optional) To perform an action on the search results, select an item from the
Content pane and then from the Actions menu, select the appropriate action.

Performing an Advanced Search

In the SA Client, an Advanced search enables you to create complex queries on search
items. In a search query, you can specify up to five rules and combine each rule with a
logical “And” or “Or” operator. You cannot use both the “And” and “Or” operator in a single
search query. Each rule is a combination of an attribute/operator/value that enables you
to search for a specific attribute value for the selected search item. Depending on the
attribute that you select, the options for the operator and value are displayed. You can
specify the attribute values by entering text or a numerical value in the text field, by
selecting a value from the drop-down list, or by selecting multiple values from a list of
values in the Select Values window.

The Select Values window appears when you need to specify multiple values for a rule
containing an “equals” or “not equals” operator. In this window, you can select multiple
values from the list or add values to the Available field.

The search operation returns only items on which you have at least read permissions. To
perform an action on an item, you must have write permission on that item.

To carry out an advanced search, perform the following steps:

EH From the Navigation pane, select Search. To display Search in the Navigation pane,
select the Search Pane from the View menu.

H Click Advanced Search. The Advanced Search page appears in the Content pane.
By default, the search item Server is selected in the first drop-down list and one
search rule is added to the search.
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From the first drop-down list, select the item you want to search.

Figure 3-12: SA Client Search
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Create a rule by selecting the attribute from the second drop-down list. Depending
on the attribute that you select, options available for the operator and values for the
rule will change.

Select the operator from the third drop-down list. The operator selected defines how

the search text is treated.

Enter a value in the field or select a value from the drop-down list or click [ to
select multiple values from the Select Values window.

Click to add additional rules and repeat steps 4 to 6. Click E] to delete any
rules.

Select the logic (And/Or) to be applied for every rule in the query.

Click Search to run the search query. The search results appear in the Content pane.

(Optional) Click Reset to clear the search query rules or click Cancel to cancel the
search operation.

(Optional) Click on any column heading to sort the search results. You can also
change the order of the columns by dragging the column heading and dropping it
into the desired location.
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EH (Optional) Click Save to save your search query. The Save Search window appears.
Enter the name of the search query and click Save. The name of the saved search
cannot be more than 64 characters. The saved search query appears in the Saved
Searches. See “Creating a Device Group Using Search” on page 189 in Chapter 5 for
information about saving a search query as a device group.

EEl (Optional) Click Export to export search results. The Export Results window appears.
Enter the location, file name and file type (.csv or .html) and then click Export
Results.

K1 (Optional) After you export the search results, email the search results by attaching
the exported file to the email. Or, print the search results by printing the exported file
from an application that supports .csv or .html.

EE (Optional) To perform an action on the search results, select an item from the
Content pane and then from the Actions menu, select the appropriate action.

Running a Saved Search Query

To run a saved search query, perform the following steps:

E From the Navigation pane, select Search.

H From the Saved Searches drop-down list, select a search query. The query appears
in the Content pane.

E Click Search to run the query. The search results will appear in the Content pane.

Deleting a Saved Search
To delete a saved search query, perform the following steps:
E From the Navigation pane, select Search.

H From the Saved Searches drop-down list, select a saved search query. The saved
search appears in the Content pane.

E Click Save. The Saved Search window appears.

Select the saved search and click Delete. Click Delete on the Confirmation window
to delete a saved search.
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Accessing SA Client Options

You can configure the following options for the SA Client:

+ General Options: This enables you to set options such as choosing the core you want
to log into by default, how to handle caching, and so on.

+ Unmanaged Servers: This enables you to set options for the Agent Discovery and
Deployment feature.

+ Terminal and Shell: This enables you to configure your Terminal (UNIX) and RDP
(Windows) client for the Global Shell and Remote Terminal connections.

+ Patch Policies: This enables you to specify that a confirmation message will display
when you try to remove a patch policy or a patch policy exception from a managed
server.

« HP Network Automation: This enables you to reset the name of the NA host that you
log into, restore the previously saved (default) host name, and launch the NA login
window.

« HP Service Automation Visualizer: This enable you to specify timeout values for
launching SAV and the manner in which you want SAV to scan virtual server
relationships.

Accessing SA Client Options

To set SA Client options, perform the following steps:

E From the Tools menu, select Options.

H From the left side of the Set Options window, choose an option.

General Options

The following general options enable you to select your default core:

Core Server Defaults

This option allows you to configure the core that you log into from the SA Client. Options
include:

» Host: This enables you to choose the name or IP address of the SAS Web Client host
that you log into by default.

93



User’s Guide: Server Automation

94

+ Port: This enables you to choose the port number of the SAS Web Client host that you
log into by default; 443 is the default.

Cache
This option enables you to configure the caching of data displayed inside the SA Client.
You can configure the following cache settings:

» Check for updates every X minute(s): This enables you to enter a value for how
many minutes will pass before the cache is refreshed.

+ Update Cache: This enables you to check instantly for new information from the core.
* Reload the Cache: This enables you to immediately reload (refresh) the cache.

Progress Information
This option shows the progress of a job. When a job finishes, the Progress window closes.

Equals Operator Limit in Search and Reports

This sets limits on the number of available value selections in the Advanced Search and
Reports interfaces. To prevent delays and excessive system load, the list of available
values is not populated when the number of values exceeds this setting. Values are
added by entering them in a text box.

Unmanaged Servers

These options allow you to control the operation of the ODAD. You can set the following
ODAD options:

+ Installer Options

* Protocols

+ Advanced

For more information, see “Agent Management” on page 105.

Installer Options

From the Installer Options window, you can set the Installer options and control the
installation of an Server Agent on a server. The Installer Options window enables you to
perform the following actions:

- Start the Server Agent after Installation: This enables you to start the Server Agent
after installing it on the server. By default, the Server Agent Installer does not start the
Server Agent.
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+ lgnore prerequisite check failures: This enables you to ignore prerequisite check
failures and forces Server Agent installation.

+ Set the server’s time from the Opsware core: This enables you to synchronize the
time on the server in which the Server Agent is installed with the SA core.

+ Install Windows Installer (MS]) if required: This enables you to install MSI along with
the Server Agent. If MSI is already installed, this option has no effect.

+ Install Windows Management Instrumentation (WMI) if required: This enables you
to install WMI along with the Server Agent. If the WMI is already installed, this option
has no effect.

+ Reboot Windows servers after agent installation: This enables you to reboot
Windows servers after the Server Agent installation is complete.

+ Install Red Hat Package Manager (RPM) on AIX and Solaris: This enables you to
install the RPM handler with the Server Agent. SA recommends that you always include
this option when you install Server Agents on Solaris and AlX servers.

+ Reset Server Agent configuration, if present: This enables you to replace the
existing Server Agent configuration.

+ Delete gateway address list, if present: This enables you to delete the SA Gateway
address list, if present and no longer required.

+ Overwrite staged Server Agent installer: This enables you to overwrite the existing
Server Agent Installer.

» Log Level: This enables you to set the log level for log messages. With this option, you

can specify levels for error, warning, info, and trace.

Protocols
The Protocol window allows you to specify the standard port to connect to the servers for
deployment. The following protocols are used:

+ SSH: This enables you to determine the standard port to connect to the servers for
deployment using the SSH protocol.

» Rlogin: This enables you to determine the standard port to connect to the servers for
deployment using the Rlogin protocol.

« Telnet: This enables you to determine the standard port to connect to the servers for
deployment using the Telnet protocol.
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NetBIOS: This enables you to determine the standard port to connect to the servers for
deployment using the NetBios protocol.

WTS: This enables you to determine the standard port to connect to the servers for
deployment using the WTS protocol.

Advanced

The Advanced Installer Options window allows you to set the following options:

Immediately do a full hardware registration: This enables you to force the Server
Agent Installer to report full hardware information to the core.

Immediately do software registration: This enables you to force the Server Agent
Installer to report full software information to the core.

Suppress Server Agent reachability check: This enables you to disable this check
during installation. By default, the installer triggers the core to check if the server is
reachable.

Disallow anonymous SSL connections if Server Agent is dormant: This enables
you to configure the Server Agent so that browsers cannot connect without a valid
certificate.

Force creation of new device record if conflict found: This enables you to suppress
this functionality. During registration, the Data Access Engine creates a new device
record.

Fail if initial hardware registration fails (do not go dormant): This enables you to
ensure that the Server Agent does not become dormant, if it fails to report hardware
information.

Do not open Windows Firewall for core-agent communications: By default, the
Server Agent Installer will modify the Windows Firewall configuration on Windows XP
and Windows 2003 (r2) servers to allow the SA core to contact the managed server on
port 1002. If you select this option, the firewall configuration will not be modified. The
server may not be manageable by SA in this case.

Remediate software policies: This enables you to remediate the server against any
software policies attached to the server.

Attach to software Policy ID: This enables you to attach the server to the software
policy ID.
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* Reconcile Type (deprecated): (Applicable only for upgrades) This enables you to
reconcile the server against any nodes assigned to the server. The reconcile type can
be Full or Add only.

« Attach to template ID (deprecated): (Applicable only for upgrades) This enables you
to assign the nodes contained in the template to the server.

« Install directory (UNIX): This enables you to specify the directory where the Server
Agent will be installed. By default, the Server Agent is installed in /opt/opsware/
agent on UNIX, and $ProgramFiles%\Opsware\agent on Windows.

Extra Installer options: This enables you to specify any other installer options. For
example:

--log file <path> allows you to specify the path to the installer log file. By
default, the installer log files are placedin the /tmp on Unix or
%SYSTEMDRIVE%\WINDOWS\SYSTEM on Windows.

--workdir <path> allows you to specify the path to the working directory to use
while the installation is in progress.

* nmap parameters: This option allows you to specify parameters used when scanning
for unmanaged servers. If you find that the Discovery and Agent Deployment is unable
to correctly locate and identify unmanaged servers due to the network firewall
configuration, you can specify a different set of scan parameters. See the nmap
documentation for more information.

Terminal and Shell

These settings define the command that the SA Client invokes on your PC to open a
Global Shell or Remote Terminal session. (For instructions on using an ssh client instead
of the SA Client, see “Opening a Global Shell Session” on page 388.)

Terminal Client
This setting specifies the terminal client that the SA Client uses for Remote Terminal
sessions on Unix managed servers and for Global Shell sessions. The default value is:

cmd /c start /w cmd /c "telnet %$h %p && echo %m && pause > nul"

The telnet program emulates a command-line terminal session. The %h represents the
host and the %p is for the port. (See Table 3-1.)
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If you change the Terminal Client setting from the default value, make sure that the
command blocks until the terminal application terminates. The terminal application must
not run in the background. If you specify cmd /c start, include the /w switch to make
cmd block until the underlying command (such as telnet) completes.

You are not required to use telnet as the terminal application. For example, to use a PuTTY
client, specify the following command:

"C:\\Program Files\\putty\\putty.exe" -telnet %h %p

RDP Client

This setting specifies the Remote Desktop Protocol (RDP) client that the SA Client uses for
Remote Terminal sessions on Windows managed servers. The default value is the
Microsoft Terminal Services Client:

mstsc "Sr"

The SA Client supports the Windows XP version of the Remote Desktop Connection
Software, which can be downloaded from the following URL:
http://www.microsoft.com/windowsxp/downloads/tools/rdclientdl.mspx

The specified terminal client must be installed on your PC. To verify the existence of the
terminal client, click Test.

The command can include variables such as $h and $p. When the terminal client is
launched, these variables are replaced with the values shown in Table 3-1. To override a
replacement value, specify a constant instead of a variable. For example, you might
specify 435 for the port instead of %$p.

Table 3-1: Variables for the Terminal and RDP Client Options
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. Variables for the Terminal and RDP Client Options (continued)

A locale-specific For English locales, click the Enter key to close this window.
message on how to
close the window.

The port that the telnet | A randomly chosen port.
client connects to.

The name of the A temporary RDP file generated at runtime by the SA Client.
Remote Desktop (RDP)

connection file. This

variable is used only for

the Microsoft Terminal

Services Client

(mstsc).

The title displayed in the | For Remote Terminal sessions, the name of the managed
terminal window. server. For Global Shell sessions, the string “Global Shell.”

Encoding
This setting sets the encoding for Global Shell and the Remote Terminal sessions. This

option is the replacement value of the $e variable in the command specified by the
Terminal Client field. The default value of the Encoding option is UTF-8.

Patch Policies

This option allows you to specify that a confirmation message will display when you try to
remove a patch policy or a patch policy exception from a managed server.

HP Network Automation

This options allows you to reset the name of the NA host that you log into, restore the
previously saved (default) NA host name, and test whether SA can communicate with NA
by using the new host name.

» Host: This option specifies the name of a server that is acting as a proxy for the NA
host. Only the format of the host name is verified.

* Restore Default: This option restores the previously saved NA host name.

« Test: This option opens the NA login window to verify whether the host name is valid.
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HP Service Automation Visualizer

For SAV, you can specify the following options:
« Virtualization Settings

+ Scan Time-Out Preference

« Discovery Settings

+ Reset All Settings

Virtualization Settings

You can configure SA Client options that allow you to choose whether or not you want to
perform a scan on any virtual servers or hypervisors related to the virtual server you want
to open in SAV.

For example, if you want to visualize a VMware virtual machine (VM) or Solaris zone in
SAV, by default you will be asked if you also want to scan any virtualization relationships —
in other words, the system asks if you want SAV to also scan the hypervisor that is hosting
the selected virtual server. Depending upon the virtual server you select, SAV might have
to scan several related virtual servers in order to visualize a single virtual server in SAV.

Conversely, if you select a hypervisor to open in SAV, you are asked if you want to scan
any virtualization relationships — in this case, SAV would need to scan all of the hosted
virtual servers, which could take a long time to perform.

By default, SAV will always ask you if you want to scan virtual relationships, but you can
set your own default behavior for scanning related virtual servers with the following
virtualization options:

» Ask each time if you want to scan related virtual and host servers.
« Always scan related virtual and host servers.

» Never scan related virtual and hypervisor servers.

To change the virtualization settings, perform the following steps:

E From the Edit menu, select Options.

H In the Set Options window, in the Views pane, select Service Automation
Visualizer.

B Specify your desired Virtualization Settings, then click OK when you are finished.
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Scan Time-Out Preference

SAV is optimized to scan a maximum of 50 servers. A number of factors affect the time it
takes for a scan to complete, including the load on the scanned servers and the load on
SA. The default scan time-out is set to 300 seconds. You can reset this time-out value to
a minimum of 30 seconds or to a maximum of 3600 seconds.

To change the scan time-out, perform the following steps:
H From the Edit menu, select Options.

A In the Set Options window, in the Views pane, select Service Automation
Visualizer.

E In the Scan Timeout section, move the slider to increase or decrease the number of
seconds at which you want the scanning process to stop.

Bl Click OK to save your changes or click Cancel to close the window without saving
your changes.

Discovery Settings

If servers are scanned and it is determined that they are dependent on external IP
addresses, when this option is selected SAV attempts to determine which servers or
network devices those IP addresses refer to.

Keep in mind that this could cause scan time to increase, depending on the numbers of
servers you selected for the scan and how many remote dependencies are discovered.

For recurring background business application snapshots, this detection is always done
and cannot be turned off.

Reset All Settings

Restores all SAV settings to their defaults.

Browsing Job Logs

A job is any major process run by the SAS Web Client or the SA Client, such as a
communication test, a software installation, an Audit Servers, Create Package, Create
Virtual Zone, Install Software, Push Configurations, Run Communication Test, Run OS
Sequence, Scan Configuration Compliance, Uninstall Patch and so on.

101



User’s Guide: Server Automation

102

The Job Logs window shows the details of all jobs run under the currently logged in user
name and jobs that are currently in progress. It also displays jobs scheduled to run,
including the name of the job, the start time, the number of servers affected by the job,
and the status of the job.

If the job status is Pending Approval, then the job is blocked until it is approved by a
process that is external to HP Server Automation. If jobs are blocked indefinitely, the SA
Administrator should check the settings of the Approval Integration window or the
configuration of the backend connector.

The display of a job’s start time and finish time is determined by original user preferences
set in the SAS Web Client, which may be different than those of the current user. If a user
is working in multiple times zones, it is a good idea to make sure that these preferences
are set to display the time zone in the date.

To see the details of a finished job, open a job. If the job is recurring (scheduled to be
run), then opening the job will cause the Schedule Job window to display. You will only be
able to modify the scheduled job if you created the job, or have Edit All Jobs permissions.
To obtain these permissions, contact your SA Administrator. See the SA Administration
Guide for more information.

In order to view a job in the SA Client, you must have permissions to run or execute the
feature action. For example, if you wanted to view Application Configuration Push jobs in
the SA Client, and you had the Manage Application Configurations permission set to
Read, but not Write, you would not be able to see any Application Configuration Push jobs
in the SA Client.

At the top of the Job Logs window, you can search by the following fields:
« Job ID: This enables you to enter the job ID.
» Job Type: This enables you to choose a type of job from this list.

« Time Restrictions: This enables you to limit the search for a job by a time restriction
such as the last week, last two weeks, or last month.

« Ticket ID: This enables you to enter a ticket ID here if one was given for the job.

» Job Status: This enables you to choose a job status, such as job completed,
completed with errors, cancelled, and so on.
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+ User name: This enables you to enter your user name to see only those jobs you have
run, or enter nothing here to show all jobs. Click on the column header to sort the list.
Only users with the View All Jobs or Edit All Jobs permissions will be able to view all
jobs in the core. If you do not have these permissions, you will not be able to see all
jobs.

To view a job, select it, right-click, and select Open.

To cancel a non-recurring job, from the Job Logs window, right-click the job and select
End Job. You cannot cancel a job while it is running (that is, the job status is In Progress).

To cancel a recurring (scheduled) job, from the Recurring Schedules window, right-click
the job and select Delete Schedule.

Recurring Schedules

The recurring schedules window shows all jobs that are scheduled to run on a recurring
basis. You can choose to view all recurring jobs, or filter the list of recurring jobs by the
following methods:

« Any ID: This enables you to enter the job ID.
« Any Type: This enables you to choose a type of job from this list.
« Any Ticket: This enables you to enter a ticket ID here if one was given for the job.

« Any User: This enables you to enter your user name to see only those jobs you have
scheduled to run on a recurring basis, or enter nothing here to show all recurring jobs.
Click on the column header to sort the list. Only users with View All Jobs or Edit All Jobs
permissions will be able to view all jobs in the core. If you do not have these
permissions, you will not be able to see all jobs.

To view a recurring job schedule, select it, right-click, and select Open.

To delete a recurring job, select it, right-click, and select Delete Schedule.
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This section discusses the following topics:
« Agent on Managed Servers

+ Discovery and Agent Deployment

+ Agent Installation Using ODAD

« Viewing Unmanaged Server Information

+ Agent Reachability Communication Tests

Agent on Managed Servers

This section provides information about the Agent on managed servers and contains the
following topics:

« Overview of the Server Agent on Managed Servers

« Security for Agents Running on Managed Servers

« Agent Functionality on Managed Servers

» Server Information that the Agent Tracks

Overview of the Server Agent on Managed Servers

The Server Agent regularly performs management tasks on each server autonomously.
On a regular interval, the Agent gathers a hardware and software inventory of each
managed server. It opens a secure communication channel to the core, presenting its IP
address and public-key certificate for authentication purposes. If properly authenticated,
the Agent is permitted to write its updates about the server to the Model Repository.

Every twelve hours, the Server Agent submits a minimal hardware information, such as
changes in IP address, node name and so on, for the managed server on which it is
running. Every 7 days, the Server Agent submits a full hardware inventory for the
managed server on which it is running. Hardware registration also occurs during Server
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Agent installation or software installation. Every 24 hours, the Agent submits software
inventory and information for the managed server to the core. It reports the software found
on the server and the core determines any differences. See Figure 4-1.

Figure 4-1: Server Management Tasks Performed by Agent

Every 12 hours the Opsware Agent inventories the managed servers it runs on,
registering hardware information in the Opsware System Core.

Managed Servers OPSWARE STANDALONE CORE
Servers with the - N -
Opsware Agent The Model Repository \

' Gateway | | Registered Hardware:
A A « memory
v v I o disk drives

® network cards
| e CPUs

The Reporting field indicates the status of the Agent's reporting capability and tells you
whether or not the Agent is reporting regularly and successfully. The four possible
reporting states for the Agent are as follows:

« OK: The Agent is reporting properly.

* Registration in progress: The Agent is currently registering server hardware
information.

* Reporting error: The Agent encountered an error while trying to report hardware
information.

+ Last reported days ago: This indicates when the Agent last reported.

You can access Agent reporting information in Server Properties by using advanced
search, and by viewing managed servers by Communication status. When viewing by
Communication status, the SAS Web Client user interface displays this information in the
registration column.

If the Agent experiences an error in reporting, or has not reported within 24 hours, you can
run a Communication Test to troubleshoot the problem.

If you modify the server hardware, it could take up to for the change to appear in the SAS
Web Client user interface, depending on the time that the Agent for that server contacted
the core.
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If you install or uninstall software on a managed server outside of SA, it could take up to
24 hours for the change to appear in the SAS Web Client user interface. For example, if
you update the Microsoft Patch Database, it could take up to 24 hours for all managed
servers to display whether they need new patches based on the updated Microsoft Patch
Database.

In some cases, not all of a server's hardware information is reported. For example, if the
Agent was installed with its default settings, not all hardware information is reported to the
SAS Web Client until an hour after the agent is installed. There also might be a problem
retrieving certain hardware information, such as a disk failure, that could prevent some
hardware information from being reported. In these cases, the server’s property page lists
unreported information as not set.

If configuration tracking is enabled for a server, the Agent sweeps through the managed
server on a regular interval to see if any of the configurations being tracked are changed.
If a tracked configuration is changed, the Agent performs the action specified by the
tracking policy, namely, writing the information to a log file, generating a backup, or
sending an email message through SMTP to the email address specified in the tracking

policy.

Security for Agents Running on Managed Servers

Agents act as both clients and servers when they communicate with SA. All
communication is encrypted, integrity-checked, and authenticated using X.509v3 client
certificates using SSL/TLS.

A small number of core components can issue commands to the Agent over a well-
defined TCP/IP port. The Agent can also call back to core components, each with its own
well-defined port.

The Code Deployment & Rollback (CDR) feature uses agent-to-agent communication for
performance reasons. In particular, CDR synchronizations (the process of copying
changed files and directories from one server to another) happen when an Agent
connects to another Agent and sends across the network files that have changed since
the last time the two Agents connected.

To further safeguard the SSL/TLS-based communication channel, the two Agents
participating in the code deployment also need to have a common shared secret
provided by the Command Engine. Before one Agent can begin a file transfer to another
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Agent, the two agents must verify that they have a common shared secret provided on a
per-session basis by the Command Engine. This safeguard prevents unauthorized users
from copying files from one managed server to another.

Agent Functionality on Managed Servers
The Agent is designed such that:
« It can only discover information about its own managed server (and no others).

+ It cannot make changes on a server unless explicitly instructed to do so by an core
component.

SA runs with administrator privileges (root on UNIX servers and Local System on Windows
servers), because it performs tasks that require administrator privileges, such as installing
patches and rebooting servers.

The core performs client authentication and, checks to see if the presenting certificate
belongs to that particular server. SA does this by comparing the certificate to the server’s
IP address that is generated when the Agent is initially installed. If the certificate is not
valid or the originating IP address does not match the IP address stored in the Model
Repository, authentication fails and the Agent cannot continue communication with SA.

If an unauthorized user were able to log on to a managed server with administrator
privileges and compromise a server's security, the user would have only limited access to
the following information in the Model Repository:

« The server's own hardware inventory (already available to someone logged on with
administrator privileges)

« The server's own software inventory (already available to someone logged on with
administrator privileges)

» The custom attribute information
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Server Information that the Agent Tracks

For each managed server, the Agent reports software, networking, and hardware
information, as shown in Figure 4-2 and Figure 4-3. By communicating with the core and
reporting the installed hardware and software for the server, SA determines what software
should be installed on a server.

Figure 4-2: Manager Servers: Properties Page: Server Information

Manage Servers: Properties | core tr3. opsware.com

Return to Manage Servers

Properties

MANAGEMENT INFORMATION

Name: |core.tr3.0psware.com |

MNotes:

IP Address: 17216.3618
05 Version: Red Hat Enterprise Linux AS 3
Customer:
Facility: DATACENTER1
Server Lse:
Deployment Stage:
Config Tracking:

Console: {notsef
Opsware Lifecycle: Managed
Server ID: 10003

Status: ot Reachable as of Tue May 17 13:11:28 2005
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Figure 4-3: Server Properties-Hardware and Additional Information

REPORTED INFORMATION (as of Tue May 17 19:05:47 2005)

Reporting: QK
Agent Version: 3002102
Hostname: coreird.opsware.com
Reported OS:  Linux 3AS
MAC Address: 00:11:4207:2F4F
Serial Number: ZYLLPE1
Chassis ID: 2YLLPG1
Manufacturer: CELL COMPUTER CORPORATICH
Model: FPOWEREDGE 1850

CPUs: Vendor Model Speed Cache Size
GEMUINEINTEL  Imtel(R) Heon(Th) CPL 2 303Hz 2733 MHz 1 MB
GENUINEIMTEL  IntellR) Xeon(Thi) CPU 2.805Hz 2795 MHzZ 1 MB
GENUINEIMTEL  IntelfR) Xeon(Th) CPU 2.80GHz 2793 MHZ 1 MB
GEMUINEIMTEL  Imtel(R) Heon(Th) CPU 2.8303Hz 2793 MHz 1 MB

Memony: Type Capacity
RAm 38GHB
SWAP 195GH

Storage: Drive Media Capacity Bus Tvpe Model

hda CORCM -- IDE SAMSUNG CD-ROM Sh-124
sa SCSIDISK BB.24 GB  SCS) MegaRAalD LD 0 RAIDD 699G
Metwork: See the Metwork tab

Software Information

The software that should be installed is recorded in the Model Repository. To access that
information, click the Install List or Installed Packages tabs. This shows the software that
should be installed on the server or all software that is installed on the server.

To display the list of what software packages should be installed on that server, select the
Install List tab from the Manage Servers: Server Properties page.

To display the list of software that is reportedly installed on the server, select the Installed
Packages tab from the Managed Servers: Server Properties page.

Partially-installed Solaris packages do not show up in the Installed Packages list, even
though the package was partially installed.
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SA tracks hardware information in a variety of manners. Table 4-1 shows how the Agent
obtains the server and hardware information about each managed server.

Table 4-1: Hardware Information that the Agent Reports for Servers

Name

Reported OS

OS Version

Serial
Number

Manufacturer

Model

The user-configurable
name for the server.
By default, SA uses
the configured host
name of the server
until a user edits it.

The version number
of the server's
operating system.

The OS version
specified for the OS
definition.

The serial number of
the system. SA
attempts to report a
chassis ID, if possible.

The manufacturer of

the server if available.

The model of the
server if available.

Windows: Uses the fully qualified DNS name of
the server.

Linux, Solaris, AIX, HP-UX: Uses the current
host name of the server that the hostname
command returns.

Windows: Uses the Windows version number as
reported by the operating system. This information
includes the major version number, the minor
version number, the Windows build number, and
the Service Pack level.

Linux, Solaris, AIX, HP-UX: Uses the operating

system version that the uname command returns.

Specified by the user who prepared the OS with
the Prepare Operating System Wizard.

See the SA Policy Setter’s Guide for more
information.

Windows, Linux: Obtained from the system BIOS.

Solaris, AlX, HP-UX: Obtained from the system
ROM.

Windows, Linux: Obtained from the system BIOS.
Solaris, AlX, HP: Obtained from the system ROM.

Windows, Linux: Obtained from the system BIOS.

Solaris, AIX: Obtained from the system ROM.

HP-UX: Output of model command (which is read
from the system ROM).
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Table 4-1: Hardware Information that the Agent Reports for Servers (continued)

Memory The amount of Windows: Uses the Windows 2000 API
physical RAM and the | GlobalMemoryStatus () .
total amount _Of virtual Linux: Obtained from information in the file
memory pa.glng /proc/meminfo.
space configured.

Solaris: Obtained from the sysconf and
swapctl APIs.

AIX: Uses the 1sattr command for memory
information and the 1sps command for paging
space.

HP-UX: Uses the pstat system call.

Processors | Information about Windows: If WMI is available, iterates over all
each of the instances of Win32 Processor. If WMI is not
processors in the available, parses the registry key
system. HARDWARE\DESCRIPTION\System

\CentralProcessor. There is one sub-key for
each processor.

Linux: Obtained from information in the file

/proc/meminfo.

Solaris, HP-UX: Uses system APIs to enumerate
the processors in the system.

AIX: Uses the 1scfg command.

Storage Information about All Platforms: Uses system APIs to discover and
each installed disk probe disk drives and RAID arrays.
drive or RAID array.

Server ID The internal ID that SA | In most cases, the server ID is the same as the
uses to identify the MID.
server.
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Table 4-1: Hardware Information that the Agent Reports for Servers (continued)

MID The MID (Machine ID) | Windows: The MID is stored in the file
iS a unigue number $ProgramFiles%\Common
that SA assigns when | Files\\cogbot\mid if present.

the server first Linux, Solaris, AIX, HP-UX: The MID is stored in

registers. The server the file /etc/opt//agent/mid

stores the MID and
reports it each time
the server registers.

In addition to hardware and software reporting, the Agent reports networking information.
See “Network Configuration” on page 280 in Chapter 7 for descriptions of the networking
information reported and how you can modify that information using the Network tab in
the SAS Web Client.
Starting an Agent
To start an Agent, log onto the managed server and enter the following command.
Unix:

/etc/init.d/-agent start

Windows:

net start agent

To stop an agent, enter the same command, specifying stop instead of start.
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Discovery and Agent Deployment

The Discovery and Agent Deployment (ODAD) feature helps to deploy Agents to a large
number of servers through the SAS Client. This feature helps to identify servers on which
to install an Agent, specify the deployment actions to be carried out on each server, select
the login protocols to connect to each server, specify the Agent Installer options for
installing an Agent, and generate reports on Agent installation status. See Figure 4-4.

Figure 4-4: Agent Deployment Process

AGENT DEPLOYMENT PROCESS

SAS Client SAS Client SAS Client SAS Client
O [Scan Location o Unmanaged o (/ (/ (/ Managed
D | Acme Facility Servers NZINZIN Servers
A —|D ele —|D
D IP Range A ‘ ‘ ‘ A Password/Login A “‘
172.34.65.30 - 70 D | root/@mb3r
STEP 1 STEP 2 STEP 3 STEP 4
User launches Scan results User selects one or Server list is updated
the ODAD in the (unmanaged servers) more servers, provides to show agent
SAS Client , selects are displayed password/login, sets installation status.
scan location in the SAS install options, and
and range of IP Client. clicks install.
address.

This overview section contains the following topics:
» Discovering Servers for Installing an Agent
+ Setting Deployment Actions for Each Server

« Specifying Login Settings

Agent Installer Options
» Reports on Server Status

See “Installing Agents Using ODAD” on page 120 in this chapter for information about
how to install an Agent.
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Discovering Servers for Installing an Agent

Using the Discovery and Agent Deployment feature, you can select a location to scan for
servers. After selecting a location, you can specify the IP addresses or IP address ranges
to perform a network scan to identify servers in which to install an Agent. Instead of
performing a network scan, you can also import a file containing a list of IP addresses or
IP address ranges. When the scan is complete, a list of scanned servers is shown.

For each server, this feature determines the status of the server, its IP address, its host
name, detected operating system, and open ports used to connect to the server.
Setting Deployment Actions for Each Server

Once you have identified the servers, you can select the servers and perform the
following deployment actions:

« Verify installation prerequisites.

When you select this action, verification checks are performed to ensure that the Agent
is successfully installed on the server. The verification checks include:

» Checking for sufficient disk space for Agent installation on the server
 Verifying that no other application is using port 1002
« Verifying if ports to the Gateway are accessible

« Verify prerequisites, and copy the Agent Installer to servers.

When you select this action, verification checks are performed to ensure that the Agent
is successfully installed on the server and the Agent Installer is copied to the server.

« Verify prerequisites, copy installer, and install Agent.

When you select this action, verification checks are performed to ensure that the Agent
is successfully installed on the server, the Agent Installer is copied to the server, and
the Agent is installed on the server.

Specifying Login Settings

After selecting the deployment action, you can select the network protocols to connect to
the server and specify the user name and password to login to each server. The Agent
needs administrator-level privileges (root on Unix servers and administrator on Windows
servers) to manage a server. Therefore, Agent installation is performed as root on Unix
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operating systems and as administrator on Windows operating systems. ODAD tries to
log into each of the selected servers with the specified user name and password and

performs the specified deployment actions.

Agent Installer Options

The Discovery and Agent Deployment feature allows you to specify the installer options

listed in Table 4-2.

Table 4-2: Agent Installer Options

Start the Agent after Installation

Ignore prerequisite check failures

Set the server's time from the core

Install Windows Installer (MSI) if required

Install Windows Management
Instrumentation (WMI) if required

Reboot Windows servers after agent
installation

Install Red Hat Package Manager (RPM) on
AIX and Solaris

Reset Agent configuration, if present

Delete gateway address list, if present

Overwrite staged Agent installer

Log Level

Starts the Agent after installing it on the
server. By default, the Agent Installer does
not start the Agent.

Ignores the prerequisite check failures and
forces Agent installation.

Synchronizes the time on the server in
which the Agent is installed to the core.

Installs MSI along with the Agent. If MSl is
already installed, this option has no effect.

Installs WMI along with the Agent. If WMl is
already installed, this option has no effect.

Reboots windows servers after Agent
installation is complete.

Installs the RPM handler with the Agent.
Always include this option when you install
Agents on Solaris and AlX servers.

Replaces the existing Agent configuration.

Deletes the Gateway address list if present
and is no longer required.

Overwrites the existing Agent Installer.

Sets the log level for log messages. With
this option, you can specify the log levels
of error, warning, info, and trace.



Table 4-2: Agent Installer Options (continueq)

Use Gateways

Immediately do a full hardware registration

Immediately do software registration

Suppress Agent reachability check

Disallow anonymous SSL connections if
Agent is dormant

Force creation of new device record if

conflict found

Fail if initial hardware registration fails (do
not go dormant)

Do not open Windows Firewall for core-
agent communications

Remediate software policies

Attach to software Policy ID
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Specifies the Gateways used during Agent
installation.

Forces the Agent Installer to report full
hardware information to the core.

Forces the Agent Installer to report full
software information to the core.

By default, the installer triggers the core to
check if the server is reachable. This option
disables this check during installation.

Configures the Agent so that browsers
cannot connect without a valid certificate.

During registration, the Data Access Engine
creates a new device record. This option
suppresses this functionality.

Does not allow the Agent to become
dormant, if it fails to report hardware
information.

By default, the Agent Installer will modify
the Windows Firewall configuration on
Windows XP and Windows 2003 (r2)
servers to allow the core to contact the
managed server on port 1002. If you select
this option, the firewall configuration will not
be modified. The server may not be
manageable by in this case.

Remediates the server against any
software policies attached to the server.

Attaches server to the software policy
<D>.
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Table 4-2: Agent Installer Options (continueq)

Extra Installer options

Install directory (UNIX)

Reports on Server Status

Allows you to specify any other installer
options. For example:

--log file <path> allows you to
specify the path to the installer log file. By
default, the installer log files are placedin
the /tmp on Unix or
%$SYSTEMDRIVES$\WINDOWS\SYSTEM on
Windows.

--workdir <paths> allows you to
specify the path to the working directory to
use while the installation is in progress.

Allows you to specify the directory where
the Agent will be installed. By default, the
Agent is installed in /opt//agent on
UNIX, and $ProgramFiles%\\agent
on Windows.

After the deployment action is complete, the SA Client displays the results and updates
the status icons for the servers as shown in Table 4-3.

Table 4-3: Server Status

118

The server is unmanaged.

The server is managed by .
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Table 4-3: Server Status (continued)

The server failed prerequisite checks.
The server passed prerequisite checks.

The server passed prerequisite checks and

[:_'-1 the Agent Installer was copied to the
IL‘JJ server.

The Agent was successfully deployed.

The Agent was not successfully deployed.

A server is considered to be managed by when the ODAD determines that the Agent is
listening for TCP connections on port 1002.

For a failed deployment action, you can view the errors on each server. You can also log
into the server from this feature and correct the errors.

Using this feature, you can create the following reports:

» All the servers in the current network scan

+ Selected servers in the current network scan

« All the servers in the current network scan with successful deployments

+ Servers in the current network scan with failed deployments
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You can save and export the reports to a CSV, HTML, or text format file.

Agent Installation Using ODAD

The Discovery and Agent Deployment (ODAD) feature helps you to deploy Agents to a
large number of servers through the SA Client. This section contains the following topics:

* Prerequisite Setup for Discovery and Agent Deployment
+ Permissions Required for Discovery and Agent Deployment

« Installing Agents Using ODAD

Prerequisite Setup for Discovery and Agent Deployment

Before you can install Agents on Windows servers using ODAD, you must install the
Windows Agent Deployment Helper. For instructions, see “Installing the Windows Agent
Deployment Helper” in the SA Planning and Installation Guide.

Permissions Required for Discovery and Agent Deployment

To use the Discovery and Agent Deployment feature you must have certain permissions.
See SA Administration Guide for more information about the permissions required to use
the ODAD feature.

To obtain the required permissions for scanning and deploying Agents, contact your
administrator.
Installing Agents Using ODAD

To install Agents using ODAD, launch the SA Client from the Opsware SAS Web Client.
See “SA Client and Server Automation Launcher Requirements” on page 71 in Chapter 3
for more information.

Perform the following steps to install an Agent:
H Log into the SA Client. The SA Client Page appears.
H From the navigation pane, select Devices and then select Unmanaged Servers.

E Select a location to scan for servers from the Scan in drop-down list.
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Bl Select Supply IP Address Ranges from the drop-down list to specify a set of IP
address ranges to scan. Enter the IP address range in the From and To field. Click the
plus (+) button (next to the To field) to add another IP address range. You can add a
maximum of five IP address ranges. Click the minus (-) button to delete the IP
address range field.

Or

Select Explicit list of IPs from the drop down list to specify the list of IP addresses to
scan, separated by spaces (commas not supported). Click the ellipsis (...) button as
shown in Table 4-5 to display a text editor that allows you to load and scan a file with
IP ranges to scan.

Figure 4-5: Loading a File with IP Addresses

Scan in |C03 'l IP Addresses | |u

[Explici: List of 1Ps ~|

B Click Scan to scan for servers. When the scan is complete, the list of scanned
servers is shown. For each server, ODAD determines the status of the server, its IP
address, its host name, the detected operating system and open ports that can be
used to connect to the server.

If you have a firewall enabled, ODAD may not be able to accurately detect a managed
server's actual installed operating system. Some firewalls can interfere with the methods
ODAD uses to detect the operating system. ODAD must be able to access at minimum
one open port and one closed port to gather the information needed to determine the
operating system. If you find that ODAD has not identified any operating system or has
misidentified the operating system, you may need to configure your firewall to allow
network packets from the SA Core.
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See Figure 4-6. The actual operating system of the server can be only determined if
ODAD is able to successfully log into the server.

Figure 4-6: Scan Results

Scanin |C12 M from [192.168.193.1 | to [192.168.193.20 | =
|Supply IF Address Ranges v| | Scan |
| Hesstnarne |1P Address |Detected OS5 |actual 05 [55H [Hogin [ Telnet | Metbios
= 192.168.193.1 Cisco [0S 12.%
51'| admin3-eth0-110,dev, opsware,com 192,168, 193.2 Linux Linux 2.4, 002.5,502,6,% v
lE}'| 123 dev.opsware.com 192.168,193.4 Linux Linux 2,4.%(2.5.% v
lg“ ml&5,dev,opsware, com 192,163,193.5 Linux Linux 2.4.%/2,5.% v v

@ Click on any of the column headings to sort the server list by that column. If you want
to hide managed servers, select Hide -managed Servers from the View menu.

Select servers on which you want to deploy the Agent. The SA Client supports hot
keys to make multiple selections.

H From the Actions menu, select Deploy Agent. The Deploy Agent dialog box appears
as shown in Figure 4-7.

Figure 4-7: Deploy Agents

Actions

() Werify installation prerequisites
() Verify prerequisites and copy agent installer ta servers
(=) Verify prerequisites, copy installer, and install agent
Login Settings
Protocal |SEIE|:I: Automatically vl

Usernarme

Passward
[] Become rook (UMNIX)

Installer Options
Advanced

'1“':-' Ik J | Cancel
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El Select one of the following deployment actions:
 Verify installation prerequisites.
« Verify prerequisites and copy agent installer to servers.
 Verify prerequisites, copy installer, and install agent.

See “Setting Deployment Actions for Each Server” on page 115 in this chapter for
more information.

K Select a network protocol to log in and connect to the server from the drop-down list.
Or

Choose Select Automatically to allow ODAD to select an appropriate protocol for
each server.

EEl Enter the user name to log into the server. For Windows, log in as administrator. For
Unix, log in as root.

EH If logging in as root is not allowed, select the Become root (UNIX) checkbox. Select
“Supply root password” and enter the password or select Use sudo, if sudo access is
enabled for that account.

If you log in using sudo, the sudoers configuration file (usually /etc/sudoers)
must allow your account to run any command with root privileges. This is typically
accomplished by using the "ALL" alias in the sudoers file. If only certain commands
are permitted, then deploying agents using ODAD will fail.

See “Specifying Login Settings” on page 115 in this chapter for more information.

EE If you are unable to deploy the agent to a UNIX server by logging in as root, the
system you are deploying to may be configured to disallow direct root logins. In such
cases ODAD allows you to log in as a non-root user and then escalates your
privileges via either the "su" command or the "sudo" command.

Perform the following steps to deploy agents as a non-root user:
1. Enter the unprivileged user name in the Username field to log into the server.
2. Enter the unprivileged password in the Password field.

3. Select the Become root (UNIX) checkbox. Select “Supply root password” and
enter the password or select “Use sudo”. If you choose to use sudo, the
unprivileged account must be able to run any command as root.
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K1 Specify the Agent Installer options to control the way the Agent is installed on a
server. See “Agent Installer Options” on page 116 in this chapter for more
information.

EHE Click OK to deploy Agents to selected servers.

K3 After the deployment action is completed, the SA Client displays the results and
updates the status icons for the servers. You can view information on an unmanaged
server and generate reports on Agent Installation status. See “Reports on Agent
Installation” on page 127 in this chapter for more information.

Viewing Unmanaged Server Information

After the deployment action is completed, you can review the results and generate
reports. You can view the summary and history information for an unmanaged server. For
a failed deployment action, you can view the errors on each server. You can also log into
the server from ODAD and correct the errors.

This section discusses the following topics:

+ Summary Information for an Unmanaged Server

History Information for an Unmanaged Server
+ Remote Terminal Sessions on Unmanaged Servers

+ Reports on Agent Installation

Summary Information for an Unmanaged Server

The Unmanaged Server Summary browser shows the following information about the
unmanaged server:

+ Host Name: The host name of the unmanaged server, if defined in the Domain Name
System (DNS).

« IP Address: The IP address of the unmanaged server.

+ Detected OS: The operating system detected on the server after performing the
network scan. The listed operating system is a best guess made by comparing the
Managed Server's response to a network probe of a list of known operating system
fingerprints. The listed operating system may not always be accurate, for example when
a firewall exists between the SA Core and the Managed Server and does not allow or
alters the network probe.
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« Actual OS: The actual operating system detected on the server after the deployment
action. This entry will be blank until ODAD can successfully log on to the managed
Server and identify the operating system type and version.

+ MAC Address: The Media Access Control (MAC) address, which is the network
interface card’s unique hardware number of the unmanaged server. The MAC is used
as the server's physical address on the network. The MAC address is only detected if
the server is on the same physical network as the Gateway.

* NIC Vendor: The vendor name for the Network Interface Card (NIC) driver. The NIC
vendor is only detected if the server is on the same physical network as the Gateway.

+ Open Ports: The discovered open ports on an unmanaged server. ODAD does not
perform a comprehensive search for open ports. There may be open ports not listed.

* Number of Deployment Attempts: The number of deployment attempts on an
unmanaged server.

+ Last Deployment Attempt Date/Time): The Date/Time of the last deployment
attempt.

« Last Deployment Attempt Message: The message stating the possible cause for the
failure of the last deployment attempt.

Viewing Summary Information of an Unmanaged Server

Perform the following steps to view the summary of an unmanaged server.

E Log into the SA Client. The SA Client Page appears.

H From the navigation pane, select Devices and then select Unmanaged Servers.

HE From the Unmanaged Servers page, select the unmanaged server. From the Actions
menu, select Open.

The Unmanaged Server Browser page appears.
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Bl From the left Navigation pane, click Summary to view the summary of the
unmanaged server. See Figure 4-8.

Figure 4-8: Unmanaged Server Summary Page

2 192.168.198.93 (Unmanaged)

Feature  Edit  Wiew  Actions Help

o

History Discovered Information

o

Hostname:
1P Address: 192,168.198,93
Detected O5:  picrosaft Windows 2003/ MET/NT/2K/%P
fictual 05
MAC Address:
MIC Wendor:
% Open Ports: 139 3359
humber of Deployment Attempts: 3
Last Deplayment Attempt DateTime: Thu, 7 Apr 2005 15:17:08

Last Deployment Attempt Message: The credentials supplied conflict with an existing set of credentials.

| ssunderrajan | Thu Apr 07 23:15 2005

History Information for an Unmanaged Server

The Unmanaged Server History Browser shows a history of all actions executed on
unmanaged servers such as:

« A summary of the actions performed on the unmanaged server
» Details of all the actions performed on the unmanaged server
* Log information

The history is read-only.
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Viewing History Information of an Unmanaged Server
Perform the following steps to view the history of an unmanaged server:

H Log into the SA Client. The SA Client Page appears.
H From the navigation pane, select Devices and then select Unmanaged Servers.

E From the Unmanaged Servers page, select the unmanaged server. From the Actions
menu, select Open.

The Unmanaged Server Browser page appears.

Bl From the left Navigation pane, click History to view the history of all actions executed
on unmanaged servers.

Remote Terminal Sessions on Unmanaged Servers

Using the ODAD feature, you can open terminal sessions on an unmanaged server. You
can log into the server using the appropriate protocol to correct the errors on the server or
perform any other operations.

You can use the SA Client Remote Terminal and Shell preferences to configure the
Terminal (UNIX) and RDP (Windows) clients used to launch terminal sessions. See
“Overview of the Global Shell” on page 377 in Chapter 10 for more information.

Opening Remote Terminal Sessions on an Unmanaged Servers

Perform the following steps to open remote terminal sessions on a server:

E Log into the SA Client. The SA Client Page appears.

H From the navigation pane, select Devices and then select Unmanaged Servers.

E From the Unmanaged Servers page, select the unmanaged server. From the Actions
menu, select the appropriate log in with protocol.

Reports on Agent Installation

Using the Discovery and Agent Deployment feature, you can create the following reports:

» All the servers in the current network scan
» Selected servers in the current network scan
« Servers in the current network scan with successful deployments

« Servers in the current network scan with failed deployments

You can also save and export the reports to a CSV, HTML, or text file format.
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Creating Reports on Agent Installation
Perform the following steps to create reports:

H Log into the SA Client. The SA Client Page appears.

H From the navigation pane, select Devices and then select Unmanaged Servers.

E From the Unmanaged Servers page, select the unmanaged server. From the Actions
menu, select Export to the desired report format. The Save Report dialog box

appears.

Bl From the drop-down list, select the type of report as shown in Figure 4-9.

Figure 4-9: Generating Reports

Sawve In: |0 Desktop

EIREER

(3 My Documents |53rvers ‘Wikh Errars - |

3 My Computer all Servers

C3 My Metwork Places Successful Deplovments

E] log.txt Servers \With Errors
Selected Servers

File Marne: |

Files of Type: |Te><t File

4 |

Save || Zancel |

H Enter the location and file name to save the report.

Example Report

The following example shows a report of servers with failed deployments.

Servers which the Agent could not be deployed to:

Hostname : Unknown

IP Address : 192.168.198.93
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Detected Operating System : Microsoft Windows 2003 Server or XP
SP2

Open Ports : 139 3389
MAC Address : Unknown
NIC Vendor : Unknown
# of Deployment Attempts : 2

Last Deployment Message : The credentials supplied conflict with

an existing set of credentials.

Last Deployment Attempt Date/Time : "Wed, 6 Apr 2005 16:18:46"
Failed Phase : Check

Return Code : 2013

Suggested Resolution : The Agent Deployment Helper was unable to

log in to the unmanaged server.

An incorrect login name or password was specified. Try a

different login name and/or password.

Agent Reachability Communication Tests

This section provides information on agent reachability Communication Tests within SA
and contains the following topics:

+ Overview of Communication Tests

« Communication Tests and Unreachable Agents

« Communication Test Types

+ Communication Test Errors

+ Additional Information on Communication Tests

* Running a Communication Test on an Individual Server
* Running a Communication Test on Multiple Servers

+ Viewing Servers by Communication Status

» Searching for Unreachable Servers
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+ Viewing My Jobs Communication Tests

» Exporting the Unreachable Server Status List to CSV

Overview of Communication Tests

Sometimes an Agent can become unreachable, which means that the SAS Web Client
has difficulty communicating with the Agent. When an Agent is unreachable, the server it
is installed on is considered unmanaged. This section explains how to use the
Communication Test to find unreachable Agents and suggests ways that you can resolve
these problems.

To help identify those managed servers that have unreachable agents, the SAS Web
Client runs periodic Communication Tests to verify that SA can communicate with all
servers under its management. You can always check the reachability of Agents by
looking at the server’s properties, or by viewing the current agent reachability status for all
managed servers since the last Communication Test was run by choosing the
Communication view from the Manage Servers list.

To determine the current reachability of a specific Agent, you can run a Communication
Test to find those servers that have unreachable agents by using the Communication Test
feature located in the Server menu of the Manage Server list. A Communication Test lists
all servers with unreachable agents, returns specific errors associated with each
unreachable Agent, and provides troubleshooting information to help you get the Agent
back in working order.

You have the ability to check Agent reachability for individual servers, selected servers, or
all servers under the management of SA. Each time that you run a Communication Test,
this test is saved in the My Jobs panel, which allows you to view a history of all the
Communication Tests that you have run. You can even export the current reachability
status of all managed servers to a CSV file.

Communication Tests and Unreachable Agents

The Communication Test works by testing communication and data exchange between
the specific components of the core and each managed server. The core is the entire
collection of servers and services that provide services. In order to successfully manage
servers, the core needs to be able to communicate with each Agent on all servers under
SA management.
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Communication Test Types

The Communication Test performs the following diagnostics to determine if an Agent is
reachable:

+ Command Engine to Agent Communication (AGT): Determines if the Command
Engine can communicate with the agent. The Command Engine is the SA component
that enables distributed programs to run across many servers. The Command Engine
handles the entry of scripts into the Model Repository (the script storage location in SA)
and the versioning of stored scripts.

+ Crypto Match (CRP): Checks that the SSL cryptographic files that the agent uses are
valid.

+ Agent to Command Engine Communication (CE): Verifies that the agent can
connect to the Command Engine and retrieve a command for execution.

« Agent to Data Access Engine (DAE). Checks whether or not the agent can connect
to the Data Access Engine and retrieve its device record. The Data Access Engine
provides an XML-RPC interface to the Model Repository that simplifies interaction with
various clients such as the SAS Web Client, system data collection, and monitoring
agents on servers.

+ Agent to Software Repository Communication (SWR): Determines if the agent can
establish an SSL connection to the Software Repository. The Software Repository is the
central repository for all software that SA manages. It contains software packages for
operating systems, applications, databases, customer code, and software configuration
information.

+ Machine ID Mismatch (MID): Checks that the Machine ID (MID) on the server
matches the MID registered in the Model Repository for the agent.

When the test finishes, it returns results that show either success or failure for each test
run on each server. For each failed test, the nature of the failure is indicated in the Test
Summary column of the Communication Test results page. In some cases, the failure of
one test might prevent other tests from being executed.

See “Agent Functionality on Managed Servers” on page 108 in this chapter for information
about the Agent and its relationship to managed servers.
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Communication Test Errors

After you run a Communication Test, three icons indicate the success or failure of agent
reachability as Table 4-4 shows.

Table 4-4: Agent Unreachability Status Icons

STATUS ICON DESCRIPTION

Communication Test passed. Agent is reachable.
@

Communication Test unable to be executed.
a

Communication Test failed. Agent is unreachable.
4
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Table 4-5 describes each type of Communication Test and all possible errors for each

test.

Table 4-5: Communication Test Types with Possible Results

Command Engine to Agent | Determines if the

Communication (AGT)

Crypto Match (CRP)

Command Engine can
communicate with the
agent

Checks that the agent’s
SSL cryptographic files are
valid

OK

Untested

BN R

Unexpected error
Connection refused
Connection time-out

Request time-out

~ o I o

Server never registered

Realm is unreachable
El Tunnel setup error
Gateway denied access
EEB Internal gateway error

Gateway could not
connect to server

Gateway time-out

B oK
H Untested
Unexpected error

Agent certificate
mismatch

SSL negotiation failure
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Table 4-5: Communication Test Types with Possible Results (continued)

Agent to Command Engine | Verifies that the agent can |l OK

Communication (CE) connect to the Command B Untested

Engine and retrieve a

command for execution Unexpected error
Bl Connection refused
B Connection time-out
@ DNS does not resolve
Old agent version
El Realm is unreachable

Bl No gateway defined
Tunnel setup error
EEl Gateway denied access

Gateway name resolution
error

Internal gateway error

EE Gateway could not
connect to server

EH Gateway time-out

No callback from agent
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Table 4-5: Communication Test Types with Possible Results (continued)

Agent to Data Access Checks whether or not the | Ei
Engine (DAE) agent can connect to the
Data Access Engine and
retrieve its device record

(~ o I o~ I o

OK

Untested

Unexpected error
Connection refused
Connection time-out
DNS does not resolve
Old agent version
Realm is unreachable

No gateway defined

Tunnel setup error

EEl Gateway denied access

Gateway name resolution

error

Internal gateway error

EE Gateway could not

connect to server

EH Gateway time-out
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Table 4-5: Communication Test Types with Possible Results (continued)

Agent to Software Determines if the agent OK
Repository Communication | can establish an SSL
(SWR) connection to the Software

Repository

Untested

BN a

Unexpected error
Connection refused
Connection time-out

DNS does not resolve

~ o I o

Old agent version

Server identification error
El Realm is unreachable
No gateway defined

EEl Tunnel setup error
Gateway denied access

EEl Gateway name resolution
error

KK Internal gateway error

Gateway could not
connect to server

Gateway time-out

MID Match Checks that the Machine |l OK
ID (MID) on the server
matches the MID
registered in the Model Unexpected error

Repository for the agent A MID Mismatch

H Untested

See “Communication Test Troubleshooting” in User’'s Guide: Server Automation for
information about how to troubleshoot Communication Test Errors.
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Additional Information on Communication Tests

In the case that the Communication Test cannot be performed on a server, you see an
error named Unexpected Error with a small plus (+) button next to it. Click the plus (+)
button to see the Additional Information window, which provides traceback information
regarding the error. You can send this information to Customer Support to solve a problem
of this nature. See Figure 4-10.

Figure 4-10: Additional Information on an Unexpected Error

2 Opsware Command Center - Microsoft Internet Explorer,

Additional Information

@ reach0000.opsware.com

Tracehack (innermost last):
File " fbasefdeliverance.py”, line 1230, in poke_handler
File " femirpeimirpelib.py’, line 730, in __call_
File " milrpellcsmirpelib.py®, line 106, in __request
File " milrpelmirpelib.m, line 818, in __request
File"/85LTransport.my, line 61, in request
File " fasyncsslpy', line 113, in connect
File " fasyncsslpy', line 182, in _blocking_connect
errar: host not found

Running a Communication Test on an Individual Server

Perform the following steps to run a Communication Test on an individual server to find
out if the Agent on that server is reachable:

E From the navigation panel, click Servers » Manage Servers.

H From the Manage Servers list, click the display name of the server that you want to
perform a Communication Test on.

On the Server Property page, look in the Status field and notice that the server is
either listed as Reachable or Not reachable. If listed as Not Reachable, a date
indicates when the last regularly scheduled Communication Test was performed.
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To see the results of the last Communication Test for this server, click Details. The

Communication Test window for the server appears, as Figure 4-11 shows.

Figure 4-11: Communication Test Results on an Individual Server

< Communication Test - 172.16.1.34 - Microsoft Internet Explorer |:||§|r5__(|

Communication Test

W 172.16.1.34

Last Tested: 07/26/04 08:41:20 Run Test Again ]
Total Errors: 4

Connection timeaut [7]
_____ Untested
Gateway couldn't connectto server [7]

Gateway denied access [7]

b
O
CE B Internal gateway arror (7]
=
o
@

ntested

The results listed in this window show details from when the last regularly scheduled
Communication Test was run.

Bl To view troubleshooting information for any of the test errors, move your mouse over
the error name (for example SWR). When your mouse cursor changes to a question
mark, click the question mark to view the troubleshooting help.

B To rerun the Communication Test, click Run Test Again. The new results display in
the same window when the test finishes.
Running a Communication Test on Multiple Servers

Perform the following steps to run a Communication Test on multiple servers and to find
out which managed servers are not reachable:

E From the navigation panel, click Servers » Manage Servers.
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H Inthe Manage Servers Summary View page, select the servers for which you want a
Communication Test.

Choose Tasks » Run » Communication Test. The Communication Test window
opens and the test is initiated. The top of the test window shows the status report for
the Communication Test, which indicates the time of the test, how many servers in
the test were reachable, which servers were not reachable, and a progress bar. This
summary information is shown in Figure 4-12.

Figure 4-12: Communication Test Summary

%" May 20, 2004 - Testing 5 Servers

Started: 11:33 PM UTC Comm Test in progress...1 of 5 completed
Servers: 0 with Errars [ z0%
ot 203 |
Tsummary: & new results available.

® Semvers can report more than one errar

Display: [THide servers that are QK
[ Refresh Results

» Date: Provides the date of the test.

» Statistics: Shows start and finish time, total servers OK, total servers with
unreachable agents, and a summary of errors.

* Progress Bar: Provides live feedback of Communication Test progress. Progress
data includes the number of servers completed, the total number of servers to be
completed, and the list of servers completed so far.

» Refresh Results Button: Refreshes the results screen with new results.
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Below the summary section is a list of all Agents that were not reachable and their

details, as Figure 4-13 shows.

Figure 4-13: Communication Test Results on an Unreachable Agent

Communication Test - Job |D: 260003

@ May 17, 2005 - Testing 2 Servers

Started: 8:46 PM UTC
Servers: 0 with Errars
00K
*Summany:
* Senrers ¢can report more than one emor

Host Mame AP Address 05 Version

core triopsware com  coretrdopswars.com  Red Hat
172163618 Erterprise
Linwe &5 3

CPSWARE-STROCOZ  OPSWARE-STROCOZ  Windows
1T216.36.43 2000

Anent Version

30.0.2.102

30.0.2.62

Carnpleted Job ID: 260003

0 new result available.
Display. [JHide servers that are OK

Refresh Results
Test Summary.
Reqistration Facility AGT CRP CE DAE ZWR MD Errorg

Ok

Ok

DATACENTERA

DATACENTER]

8 oo oo

¥ ooo oo

1

1

Error Details

Unexpected
error [+]

Unexpected
error [+]

Cloze

Time

In
Progress

In
Progress

» The results section shows a table of all unreachable servers, detailing server name,
host name/IP address, OS, Agent version, registration (when the Agent last reported
to SA), and the time the test was completed.

+ Click the title of each column to sort the test information by specific categories.

» The Test Summary section shows a list of all Communication Test types that were
run, and which errors were returned. For information about each type of error and how
to troubleshoot Agent reachability problems, click the link on each error to view online

help.

Viewing Servers by Communication Status

Perform the following steps to view all manage servers with the most recent

Communication Test results for each manage server:

E From the navigation panel, click Servers » Manage Servers.

H From the View menu, choose Communication. A list of the most recent
Communication Test that was run on all managed servers appears. All servers listed
in this view are listed as unreachable or reachable since the last regularly scheduled

Communication Test was run.
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To sort the information in this view, click any of the column headings. For example,
you might want to view the servers by number of errors. Click the Error column title
by name, by OS version, and so on.

Bl To export this view to the CSV file format, choose Export to CSV from the Resource
menu.

H To run a new Communication Test for some or all of the servers in this view, select
the servers that you want to run a Communication Test on and then choose Run »
Communication Test from the Tasks menu.

Searching for Unreachable Servers

Another way you can discover unmanaged servers (those with unreachable agents) is to
search for all servers that have a status of unreachable. See “Using the Search Feature”
on page 171 in User’s Guide: Server Automation for more information.

Perform the following steps to search for unreachable agents:

E From the navigation panel, click Servers » Server Search. The Server Search page
appears.

141



User’s Guide: Server Automation

142

H From the Server Search page, choose the Agent Reporting attribute from the first list,
as Figure 4-14 shows.

Figure 4-14: Agent Reporting Server Search Attribute

Agent Reporting W
FProparties

A, epnorting

Agent status

Agent Version

Customer

Deployment Stage

Facility

Hosthame

Motes

Opsware Display Name

Server Use
Opsware Properties

Lifecycle
Software

Installed Patches

Installed Software

5 Yersion

Windows Service
MNetwork

IP Address

MAC Address
Hardware

Make and Model

Serial Murmhber

More criteria displays for the search parameters.

E From the far right list of search attributes, select Not Reporting. Your search
parameters are Agent Status is Not Reporting.

Bl Click Search. Wait a few moments for the results (the speed of the search results
depends on how many managed servers are being searched). If any of your
managed servers are not reachable, these servers will be listed in the search results.

H To run a new Communication Test on these servers, select the server (check box
next to the server), and choose Run » Communication Test from the Tasks menu.
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Viewing My Jobs Communication Tests

Each time that you run a Communication Test, the information is saved as a My Job. This
feature automatically saves a history of all tests that you run. To view saved
Communication Tests, perform the following steps:

EH From the navigation panel, click My Job.
H From the My Job list, click the Communication Test job that you want to view.

In the Communication Test window, wait a few moments for the Communication Test
information to load, then click View Details. You see the Communication Test
window.

Exporting the Unreachable Server Status List to CSV

Perform the following steps to export the list of all servers that have a status of
unreachable to the CSV file format:

E From the navigation panel, click Servers » Manage Servers.

H From the View menu, choose Communication. You see a list of all servers that are
in an unreachable or reachable state.

To export a list of these servers to the CSV file format, select the check box next to each
server that you want to include in the report, then from the Resource menu choose
Export to CSV.
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Chapter 5: Exploring Servers and Groups in
the SA Client

This section discusses the following topics:
« Exploring Servers in the SA Client

+ Server Status

« Ways to Use the Device Explorer

» Device Explorer Interface

+ Basic Server Management Tasks

+ Device Groups

+ Device Group Explorer
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Exploring Servers in the SA Client

The SA Client allows you to view a list of all your servers in your data center, which can
exist in various states of SA management. All your servers can be accessed from the
Devices pane in the main SA Client interface, as shown in Figure 5-1.

Figure 5-1: Servers in the Device Pane
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In order to visualize networking information with Network Automation (NA) inside of the SA

N
Client, you must have both a licensed version of NA integrated with your SA core, plus an
additional license for NA.

Additionally, in order to view storage devices and SAN information from the Storage
Automation System (ASAS) inside of the SA Client, you must have both a licensed version
of ASAS integrated with your SA core, plus an additional license to run SA Client showing

ASAS data. If you have not purchased NA or ASAS, but would like to, contact your SA
sales representative.
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Server Status

In the SA Client, you can determine the status of a server by the type of icon used next to
the server in the list, as defined in Table 5-1.

Table 5-1: Server Status Icons in SA

&

Planned

Indicates that a device record has been created for the server, but an
OS Build Agent has not yet been installed on it. Servers in this stage
cannot be provisioned until the OS Build Agent is installed.

In the SA Client, appears in the Unprovisioned Server list.

In the SAS Web Client, appears in the My Jobs panel home page, in the
My Jobs page, and in the Server Pool list.

Unprovisioned — Unreachable

Indicates a server that has been registered with the core via the OS
Build Agent, but has not reported as ready for provisioning recently. This
may be due to networking problems between the server and the SA
core or the server having been disconnected or powered off.

In the SA Client, appears in the Unprovisioned Server list.

In the SAS Web Client, appears in the My Jobs panel home page, in the
My Jobs page, and in the Server Pool list.

Unprovisioned — Reachable

Indicates a server that has been registered with the core via the OS
Build Agent and is available to have a target OS installed on it.

In the SA Client, appears in the Unprovisioned Server list.

In the SAS Web Client, appears in the My Jobs panel home page, in the
My Jobs page, and in the Server Pool list.
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Table 5-1: Server Status Icons in SA (continued)

@

Provisioning — Unreachable

Indicates a server on which the OS Provisioning feature was in the
process of installing the target OS, but for some reason stopped
because the server is unable to communicate with the SA core.

In the SA Client, appears in the Unprovisioned Server list.

In the SAS Web Client, appears in the My Jobs panel home page, in the
My Jobs page, and in the Server Pool list.

Provisioning — Reachable

Indicates a server on which the OS Provisioning feature is in the
process of installing the target OS.

In the SA Client, appears in the Unprovisioned Server list.

In the SAS Web Client, appears in the My Jobs panel home page, in the
My Jobs page, and in the Server Pool list.

Provisioning Failed — Unreachable

Indicates an available server on which an error occurred while the OS
Provisioning Subsystem was installing a target OS, and that the server
is not able to communicate with the SA core.

In the SA Client, appears in the Unprovisioned Server list.

In the SAS Web Client, appears in the My Jobs panel home page, in the
My Jobs page, and in the Server Pool list.

Provisioning Failed — Reachable

Indicates an available server on which an error occurred while the OS
Provisioning Subsystem was installing a target OS.

In the SA Client, appears in the Unprovisioned Server list.

In the SAS Web Client, appears in the My Jobs panel home page, in the
My Jobs page, and in the Server Pool list.
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Table 5-1: Server Status Icons in SA (continued)

0

@

Managed — Reachable

Indicates a server has an An Server Agent is running on it and that it is
able to communicate with the SA core.

In the SA Client, appears in the All Managed Servers list and Virtual
Servers list.

In the SAS Web Client, appears in the My Jobs panel in the home page,
in the list in the My Jobs page, in the Manage Servers list, and in the
server lists in the SA wizards.

Managed — Unreachable

Indicates a managed server cannot communicate with the SA core (it is
Not Reachable).

If you want to discover reasons why the managed server is
unreachable, you can run a Communication Test. See “Agent
Reachability Communication Tests” on page 129 in Chapter 4 for more
information.

In the SA Client, appears in the All Managed Servers list and Virtual
Servers list.

In the SAS Web Client, appears in the My Jobs panel in the home page,
in the list in the My Jobs page, in the Manage Servers list, and in the
server lists in the SA wizards.
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Table 5-1: Server Status Icons in SA (continued)

9

Unmanaged

Indicates the server is unmanaged, which means it does not have an
Server Agent installed on it.

For unmanaged virtual servers, this means that someone created a
VMware Virtual Machine (VM) or Solaris local zone outside of SA and
thus does not have an Server Agent installed on it.

For virtual servers, this state could also mean that the VMware VM is
has not yet been provisioned, or that your user belongs to a group that
does not have permissions to perform operations on this virtual server.

For more information on installing an Server Agent on an unmanaged
server, see Chapter 4, “Agent Management” on page 105 of this guide.

Deactivated

Indicates a server that was deactivated in HP Server Automation so that
it is currently not managed and is no longer reachable.

Appears in the Manage Servers list and in the server lists in the SA
wizards (however, it is not selectable in the wizards).

Scheduled

Indicates a server that is scheduled for an operation (install software,
uninstall software, and so forth).

In the SA Client, appears in the Job Logs list.

In the SAS Web Client, appears in the My Jobs panel in the home page
and in the list in the My Jobs page.

Error

Indicates a managed server on which an error occurred while HP Server
Automation was installing or uninstalling software.

Appears in the My Jobs panel in the home page and in the list in the
My Jobs page.
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Table 5-1: Server Status Icons in SA (continued)

Warning

Indicates a managed server on which a warning occurred while HP
Server Automation was installing or uninstalling software.

Appears in the My Jobs panel in the home page and in the list in the
My Jobs page.

Application Configuration Out of Sync

Indicates a managed server on which the configuration file on the
server is out of sync with the Application Configuration Template (SA
model).

Appears only in the Application Configuration feature and the server list
in the SA Client.

Static Device Group

Indicates a static server group. The same states that apply to single
servers apply to groups.

See “Device Groups” on page 183 for more information about the
different types of server groups.

Dynamic Device Group

Indicates a dynamic server group. The same states that apply to single
servers apply to groups.

Public Static Device Group

Indicates a public and static server group. The same states that apply to
single servers apply to groups.

Public Dynamic Device Group

Indicates a public and dynamic server group. The same states that
apply to single servers apply to groups.
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Ways to Use the Device Explorer

The HP Server Automation Client Device Explorer allows you to browse and manage
servers, devices (such as network or storage), and groups of servers in your environment.

Using the Device Explorer you can perform the following actions on individual servers:

Browse basic device system information, such as device, operating system, memory,
Server Agent version, and more.

View device compliance information and view the details of any policies attached to
the server, such as all audits, patch policies, software policies, as well as any
application configurations attached to the server.

Run audits of the server, remediate any software policies attached to the server, and
push application configurations on to a server

Browse live and up to date information about a server’s file system, registry, hardware
inventory, hardware, ethernet and SAN connections, installed software and patch lists,
runtime state, user and user group membership, services, snapshots, and more

View server group membership
View virtual servers, either hypervisors or VMware VMs and Solaris local zones.

Add and delete custom attributes.

Network and Storage Devices in the Device Explorer

For more information on the types of information you can view in the Device Explorer for
network and storage devices, see the following topics:

.

“Device Information in SA” on page 358 for network devices
“Storage (ASAS-only)” on page 167

The Opsware® ASAS User’s Guide for storage devices



Device Explorer Interface

The Device Explorer consists of two main sections: the Views pane and the Content pane.

The Views pane lists server objects from the managed server, and the Content pane

displays content for each of the server's objects. When you select a server object in the

Views pane, its corresponding content appears in the Content pane. See Figure 5-1.

Figure 5-1: Device Explorer Interface
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Device Explorer Views Tabs

The Device Explorer Views tabs organize four different types of information about your
device:

+ Opsware Information: Shows general property and system information, such as

computer manufacturer, hardware type, system, processor and memory, OS version,
Server Agent version and status, SA customer assignment, history of changes to the
server, and more.

Management Policies: Displays a roll up of all compliance policies attached to the
server, as well as compliance for individual compliance policies, such as audits,
software and patch policies, application configurations, and any custom user-create
policies. It also shows any custom attributes created on the server.

Relationships - Group Membership: Shows all groups that the selected server is a
member of and allows you to modify group membership (if your user has sufficient
permissions).

Inventory: Displays a list of live server configuration objects captured directly from
the server, such as registered hardware, network connections, snapshots taken of the
server, installed packages, patches, and software, runtime information about
processes running on a server, local security settings, users and groups
memberships, and more.

Accessing the Device Explorer

To access the Device Explorer, perform the following steps:

Launch the SA Client and then from the Navigation pane, select Devices » All
Managed Servers.

A list of servers will display in the Content pane.

=
If the list of servers is long, use the search tool -I"J to locate a server (upper right
corner) by name, IP address, OS, customer, facility, or description. If you search by
user name, the text entry is case insensitive.

You can also sort the list by clicking a column heading, such as name, IP address,
OS, customer, and so on. To reverse sort, click the column heading a second time.

Open a server from the Content pane. This opens the Device Explorer. From the
Actions menu, you can perform many types of operations, such as:



Chapter 5: Exploring Servers and Groups in the SA Client

» Open in Service Automation Visualizer (SAV) if your core is licensed to run SAV
* Run a script on the server

» Create or run an audit or snapshot of the server

+ Scan software, application configuration, or patch compliance

+ Add to a device group

» Export patch information to a .csv file

+ And more

Action menu items change according to the server object selected.

For example, if you select the Configured Applications object from the server object
tree, then from the Actions menu, you can add, remove, or open an application
configuration, create a package, and so on.

Opening a Remote Terminal

You can open a remote terminal for any managed server, but not a group of servers. To do
S0, perform the following steps:

E Launch the SA Client. From the Navigation pane, select Devices » All Managed
Servers.

H Select a managed server and open it.

1. In the Device Explorer window, from the Actions menu, select Launch Remote
Terminal.

2. Log in to the remote terminal.

See “Opening a Remote Terminal” on page 399 in Chapter 10 for more information.
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Opsware Information

The Device Explorer — Opsware Information allows you to review the following information:
« Summary
* Properties

« Server History

Summary
The Summary view in the Device Explorer lists the following information:

« System: This displays operating system information.

« Computer: This displays server manufacturer, hardware, and system details.

+ Opsware Agent: This displays communication status, the time when the server was
last registered, the number of applications and patches registered with HP Server
Automation, and so on.

Properties

The Properties view in the Device Explorer lists the following information for the server that
you are viewing:

* Management Information
» Reported Information
Management Information
+ Name: This displays the name of the managed server.
* Notes: This displays any notes listed.
« IP Address: This displays the IP address of the managed server.

+ OS Version: This displays the operating system (platform) that the managed server
is running on.

+ Customer: This displays an account within HP Server Automation that has access to
designated resources, such as servers and software.

« Facility: This displays the location of the server. Users can manage servers in any
facility from an SAS Web Client.
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Realm (link speed): This displays the minimum bandwidth limit between the Server
Agent and the core (if the agent is going through gateways).

Server Use: This displays how an organization is using the managed server; for
example, a server could be a staging server, a production server, a development
server, and so on.

Deployment Stage: This displays the stages of deployment for a server; for example,
a server could be live or offline.

Opsware Lifecycle: This displays the server's stage in the managed server lifecycle;
for example, unprovisioned, available, managed, or deactivated.

Server ID: This displays the internal ID that SA uses to identify the server.

Status: This displays whether or not the server is reachable and thus managed by
SA. “OK” means that the server (its Server Agent) is reachable; unreachable means
that there is a communication problem and SA cannot communicate with the server.

Reported Information

.

Reporting: This displays information about the ability of the server's agent to
communicate with the core. Statuses include Has not reported, OK, Registration in
progress, and Reporting error.

Agent Version: This displays the version number of the agent.
Hostname: This displays the host name of the managed server.

Reported OS: This displays the operating system (platform) that the managed server
is running on.

MAC Address: This displays the Media Access Control (MAC) address. This is the
network interface card’s unique hardware number. The MAC address is used as the
server's physical address on the network.

Serial Number: This displays the serial number of the system. HP Server Automation
attempts to report a chassis ID if possible.

Chassis ID: This displays a unique hardware-based identifier that the Server Agent
discovers, typically derived from some property of the server's chassis. As a common
source for this ID, HP Server Automation uses an interface's MAC address or the host
ID on Solaris servers, or the serial number for one of the interfaces.

Encoding: This displays the character encoding of the managed server, such as
Shift_JIS (Japanese) or Windows 1252 (Western).
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From this window, you can also open a remote terminal on the selected server.

Server History

The Server History view shows changes made to the selected server. For example, it
displays who modified a server, what change was made, when it was modified, and so
on. Server History specifically shows when a user has performed one of the following
actions:

+ Added the server to a group

+ Removed the server from a group

» Reassigned the server from one group to another
» Login sessions

« Jobs that were run on the server, such as snapshots, audits, patch and software policy
remediations

* And more

Entries are generated when actions are performed for managed servers in the SAS Web
Client. The History is read-only. Double-click an entry to see more detailed information,
such as:

+ Date: The date when the last change occurred.

« Device Name: Name of the server or device where the change was made.
« User: The user who made the change.

+ Details: A description of the change.

Use the View drop-down list to sort the server history list according to a range of time,
such as last week, the last two months, and so on.

Management Policies

The Device Explorer — Management Policies allows you to review the following
information:

« Compliance
+ Audits

+ Patch Policies - Windows Only
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« Software Policies
+ Configured Applications

» Custom Attributes

Compliance

The Compliance view of the Device Explorer displays overall compliance levels — a roll up
of all compliance policies attached to the server — and compliance for individual
compliance policies, such as audits, software and patch policies, application
configurations, and any custom user-created policies.

You can select and expand a compliance category and view all tests in each category. For
each test you can view policy details and remediate any tests that are out of compliance.
Each compliance category contains an expandable list that contains all the policies of this
type. The top-level node shows the rollup compliance status of all policies in this
category. If you expand the list, you can see each individual policy and its compliance
status as well, for a detailed breakdown of compliance for the server.

You can also sort the list to show all policies, or filter it to show only the policies for one
compliance categories, such as all Audit policies and their compliance statuses. You can
also sort by status filter, such as, show all compliance tests that are compliant, non-
compliance, are currently scanning, and so on.

For more information on server and device group compliance, see “Server Compliance”
on page 277.

Compliance Categories
Compliance categories a server include:

« Audit: A roll up compliance status of all scheduled audit that target this server appears
by on the top node of the Audit category in the Details pane. This category displays the
overall compliance status of all recurring audits that run on this server. To see the
individual audits that use this server as a target, expand the Audit list, which shows
each audit's compliance status in the Status column.

« Software: A roll up compliance status of all software policies attached to the server
appears the top node of the Software category in the Details pane. Software
compliance indicates whether or not all software policies attached to the selected
server are compliant with the actual server configuration.

159



User’s Guide: Server Automation

160

A software policy can include installed packages and patches, application
configurations, and other software policies. If the actual server configuration does not
match the software policy definitions, then the server’s software policies are considered
out of compliance. To see the individual software policies attached to this server,
expand the Software list, which shows each software policy’s compliance status in the
Status column.

App Config: A roll up compliance status of all application configurations attached to
the server appears the top node of the App Config category in the Details pane. An
Application Configuration (App Config) policy defines how specific application
configurations files should be configured on a managed server. Application
Configuration compliance indicates whether or not all of the Application Configurations
attached to a server are compliant with the actual application configuration files on the
server. If the actual server configuration does not match the Application Configuration
definitions, then the server’'s Application Configurations are out of compliance. To see
the individual application configurations attached to this server, expand the App Config
list, which shows each application configuration s compliance status in the Status
column.

Patch (Windows only): A roll up compliance status of all patch policies attached to the
server appears the top node of the Patch category in the Details pane. Patch
compliance determines whether all patches in a patch policy and a patch policy
exception were installed successfully. To test patch compliance, servers are scanned to
determine whether they conform to their attached policies and exceptions, based on
compliance status and rules. If any of the patches defined in the patch policy do not
match what is actually installed on the server, then the server’s patch policies are out of
compliance. To see the individual patch policies attached to this server, expand the
Patch list, which shows each patch policy’s compliance status in the Status column.

Audits

Audits view shows a list of all audits associated with the server, where the selected server
is either the source or the target of an audit.

Use the following information for the selected server:

¢ Audit - Server is Target: Shows all audits where the selected server is the target
of an audit.

» Audit - Server is Source: Shows all audits where the selected server is used as
the source of an audit.
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Archived Audit Results

This list displays all audits results associated with this server that have been deliberately
archived by a user. In some cases, audits that run regularly can accumulate many audit
results. In the main Audit and Remediation feature, you can select to archive audit results
if you want to save them for later viewing. All audit results for the selected server are
displayed here.

For more information, see “Audit and Remediation” on page 153.

Patch Policies - Windows Only

This window displays all patch policies associated with the selected Windows managed
server (or server group).

Show Options

The Show drop-down list displays the following patch policy information:

+ Policies Attached to the Server: This displays all policies attached to the Windows
server, or policies attached to a server group to which the selected Windows managed
server belongs.

« Policies Not Attached to the Server: This displays a list of all patch policies relevant
to the selected server that are not attached to the server.

Software Policies

The Software Policies view displays all software policies associated with the selected

server (or group of servers).

Show Options

You can use the Show drop-down list to filter the following types of software policies:

» Policies Attached Servers: This displays all policies attached to the server, or
policies attached to a group of servers to which the selected managed server
belongs.

+ Non-Compliant Policies: This displays the software policies attached to the selected
server which are non-compliant with the actual server configuration.

+ Policies which Require Scan: This displays the software policies for which the
software compliance information is not yet calculated.

+ Policies Currently Scanning: This displays the software policies for which software
compliance information is being calculated.

161



User’s Guide: Server Automation

From the Actions menu, you can perform actions such as attaching a policy, detaching a
policy, remediating a server, and scanning software compliance.
Configured Applications

The Installed Configurations tab allows you to browse and edit all Application
Configurations attached to the managed server.

Each Application Configuration displays the following information:

» Configured Applications (Top Level)

+ Application Instances (Folder Containing Children of Configured Applications)
Configured Applications (Top Level)

To view an application configuration, expand the Configured Application folders. The top

level of the Configured Application hierarchy lists all application instances being managed
by the Application Configuration Management System.

For each installed configuration, the following information appears:

¢ Check Mark: A check mark next to the name indicates that the Application
Configuration (all the template files) has been checked as working.

« Name: The name of the application configuration.
+ Instance Name: The name of the application configuration instance.

+ State: If you add or delete more configurations to this server, this column displays
added or removed until you click Save Changes. To add another application
configuration to this server, from the Actions menu, choose Add Configuration.

« Version: The version number of the Application Configuration.

+ # Files: The number of files the Application Configuration contains.

+ Last Modified: The date when the Application Configuration was last modified.
+ Modified By: The user who modified the Application Configuration.

« Description: The description from the Application Configuration’s properties window.

Application Instances (Folder Containing Children of Configured
Applications)

Underneath the Configured Application icon is a list of applications, and each application
can contain one or more instances. Configuration values can be set at the two following
levels:

162



Chapter 5: Exploring Servers and Groups in the SA Client

« At the application level (folder), for all instances of the application.
« At the instance level, for individual application instances.
For each application instance, the following fields appear:

+ Template: If the Application Configuration has more than one configuration template,
you can select it from this list.

« Filename: The name of the configuration template file.

+ Encoding: Choose a character encoding for the source configuration file that the
Application Configuration will be managing.

+ Preserve Values: Choose this option if you want to preserve the values contained in
the actual configuration file on the server. With this option selected, the actual file's
values will serve as default values for the template, and will be used unless overridden
by values at some level of the inheritance hierarchy. In other words, if you would like to
preserve a value of the configuration file on the server, then choose this option and
leave the value blank in all scope levels. By default, this option is turned off.

+ Show Inherited Values: Choose this option to show a read-only view of all inherited
values in the configuration template. The Source column will show where each key
value pair in the template is inherited from in the inheritance hierarchy.

Value Set Editor

The Contents pane (right side of window) allows you to edit the key-value pairs for the
configuration template:

+ Name: The value set element name from the configuration file. Elements that are
required appear in bold font.

« Setting: This allows you to either enter a literal value or choose an attribute from the
Server's settings, such as the customer name, customer ID, chassis ID, device ID, and
so on. If you leave a setting blank, then the setting is inherited from its parent or
ancestor (given that a parent or ancestor has settings configured). To use an Opsware
or custom attribute for the value, click the ellipsis (...) button to access the Set Value
dialog box.

« Value: The actual value that will be applied to the configuration file on the server.

* Source: This indicates the source of the value (where it is inherited from). The value
can be applied at the server instance level or inherited from its ancestors (in
descending order). See the following examples:
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— Application configuration defaults » Customer/Facility » server group » server
group application defaults » application instance

Or

— Application configuration defaults » Customer/Facility » server » server

application defaults » application instance

These values can be edited and applied to the configuration file on the server by clicking
Push. To preview the changes before you apply them, click Preview.

To select an application configuration template, select the drop-down list located in the
upper right corner.

Run Script

The Run Script button executes the Application Configuration’s Data-manipulation script.
If the application configuration contains no data-manipulation script, the Run Script
button is disabled.

Preview

This launches a file differencing window that allows you to compare the contents between
the Application Configuration and the actual configuration file on the managed server.

Push
This applies any changes made to the Application Configuration and also saves them.

Schedule
Launches the Schedule Job window so you can schedule the Application Configuration
push to run at a later date and time or on a recurring basis.

Save Changes

This saves all changes made to the Application Configuration. Note that this does not
apply changes made to the Application Configuration on the selected server.

Cancel Changes
This cancels any modifications without saving.

For more information, see “Application Configuration Management” on page 561.

Custom Attributes

This window displays the custom attributes set to a server or group of servers. You can
add, edit or remove custom attributes from this window.
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Custom attributes can be one of the following two types:

* Inherited ® from another source, such as a customer, a software policy, group of
servers, ISM control, and so on.

« Attached directly to the server.

To override inherited custom attribute values, click the inherited arrow icon ® once, and

enter a new value in the value field. Press ENTER. The inherited arrow changes © to indi-
cate that the custom attribute value has been overridden.

Relationships - Group Membership

The Relationships view of the Device Explorer shows all groups of which this serveris a
member. Members of a group can include servers, network devices (for NA-enabled
cores), storage devices and assets (for ASAS-enabled cores), and other device groups.

You can select a group, right-click and select Open to view its contents. You can also
select to Add to Group to select other devices to add to the group.

'_'
If the list of groups is long, use the search tool J""I to locate a server (upper right corner)
by name, description, access, type, modified by, and so on. If you search by device group
name, the text entry is case insensitive.

Inventory

The Inventory tab shows gives you access to the following server objects discovered on
the selected server:

* Hardware

* Network

+ Storage (ASAS-only)

* Disks

+ Virtualization

» Snapshot Specifications

+ Installed Packages
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+ Patches

* Files

* Windows COM+ Objects
+ Windows IIS Metabase

+ Windows Registry

+ Services

» Windows .Net Framework Configuration
* Internet Information Server
+ Local Security Settings
 Registered Software

* Runtime State

+ Users and Groups

Hardware

The Hardware view lists all the reported hardware on the selected managed server. This
includes the following information:

* Processors: This lists the processor information for all processors on the managed
server.

« Memory: This lists the total amount and the types of memory on the managed
server.

+ Storage: This lists all storage devices on the managed server.

* Network Interfaces: This lists the network interfaces on the managed server,
including Ethernet cards (NICs) and any Fibre Channel Adapters (for ASAS-enabled
SA cores), ports — including the switch ports that a port is connected to as well as
any zones.

Network

The Network view shows all network connections (or SAN, for ASAS-enabled cores),
providing such details as |O address, subnet mask, MAC address, duplex, and more for all
network interfaces.
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Storage (ASAS-only)

If your core is ASAS-enabled, the Inventory tab includes a Storage view that provides
information about SAN, NAS and DAS (Direct Attached Storage) assets related to the
selected server.

This view also provides a summary of the storage (if applicable) consumed by and
allocated to the selected server, as well as insight into Database storage (if applicable)
consumed by the selected server.

This Storage view provides details about the following storage assets:

+ File Systems: Shows a list of local and remote file systems (SAN-based storage). It
provides information such as mount location, type of file system, storage capacity and
free space. From the View drop-down list, you can select four different views into File
Systems:

Properties: Displays information like mount location, description for mount point;
mount point, type of file system, storage capacity and free space.

Volumes: Displays a list of volumes based on the selected file system.
Disks: Displays a list of disks on which the selected file system is dependent.

Connectivity: Displays supply chain information for the selected file system in a
tree format.

+ Volumes: Shows a list of volumes consumed by the selected server. These volumes
could be local or remote (SAN volumes). From the View drop-down list, you can select
four different views into Volumes:

Properties: Displays the name, type, service type, status and storage capacity for
the selected volume.

Composition: Displays upstream and downstream storage dependencies.
Upstream storage dependency means that the storage asset depends on the
selected volume; downstream storage dependency means that the selected
volume is dependent upon other storage assets.

Disks: Displays the list of disks on which the selected volume is dependent.

Access Path: Displays data which is mostly interesting if the selected volume is a
remote SAN volume. This sub-view provides LUN Mapping information for the
remote SAN Volume — the target storage array, target storage array port, target
storage volume, LUN number and initiator port.

Connectivity: Displays the supply chain information for a volume in a tree format.
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This view is useful in the context of remote SAN volumes.

+ Unmounted Volumes: Shows a list of volumes that are available to the selected server
but that are not used by the server. These volumes are typically remote SAN volumes
which are mapped to the selected server but the server is not using them. From the
View drop-down list, you can select four different views into Unmounted Volumes:

— Properties: Displays name, type (raid type), service type, status, storage capacity
and target device for the selected Unmounted volume.

— Composition: Displays downstream storage dependencies, which means that the
unmounted volumes are dependent upon the selected storage asset.

— Disks: Displays the list of disks on which the selected unmounted volume is
dependent.

- Access Path: Displays data which is mostly interesting if the selected unmounted
volume is a remote SAN volume. This sub-view provides LUN Mapping information
for the remote SAN Volume — the target storage array, target storage array port,
target storage volume, LUN number and initiator port.

— Connectivity: Displays the supply chain information for a unmounted volume in a
tree format. This view is useful in the context of remote SAN volumes.

+ Disks: Shows information about local and remote (SAN-based) disks. Detailed
information includes name, manufacturer, model, device (server), storage capacity,
status and if its spare or not. From the View drop-down list, you can select two different
views into Disks Volumes:

- Volumes: Displays list of volumes based on the selected disk.

- File Systems: Displays a list of file systems based on the selected disk.

+ Manager Software: Shows information about Volume Manager software and MultiPath
software on the selected server, including vendor, version and details about logical
volumes managed like name, type (RAID Type), service type, status, storage capacity
and number of paths.

Disks

The Disks views provides local disk information for the managed server, including such
information as disks names, manufacturer, the device that contains the disk, model
number of the disk, its capacity, its status (identifies the disk health, such as OK, ONLINE,
Disable, Not Ready, Error, READONLY), and whether the disk is used as a spare (Yes) or
not used as a spare (No).
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Virtualization

The Virtualization view displays information about virtual servers — both hypervisors and
virtual guest servers. For example, for a hypervisor server, the Virtualization view displays
all virtual servers being hosted on the server. For virtual servers, the Virtualization view
displays all virtual server information as well as the hypervisor server name that is hosting
it.

Solaris 10 — Device Explorer

You can use the Device Explorer to view a Solaris 10 global zone hypervisor and local
zone server information. A global zone or local zone as seen through the Device Explorer
looks nearly the same as a regular physical server, except that it has an extra property
named “Virtualization,” which provides the following information:

» Hypervisors: \When you view a Solaris 10 global zone hypervisor in the Device
Explorer, the Virtualization view shows all hosted local zones. From here, you can also
stop and start the local zones.

+ Solaris Local Zones: \When you view a Solaris local zone in the Device Explorer, the
Virtualization view indicates the name of its hypervisor, its reserved CPU shares, and
virtual hardware information.

VMware ESX 3 — Device Explorer

You can use the Device Explorer to view a VMware ESX VM or a hypervisor's server
information. A VM as seen through the Device Explorer looks nearly the same as a regular
physical server, except that it has an extra property named “Virtualization,” which provides
the following information:

» Hypervisors: \When you view a VMware ESX hypervisor in the Device Explorer, you can
see all of its hosted VMs.

+ VMware ESX VMs: \When you view a VMware ESX VM in the Device Explorer, the
Virtualization view shows you the VM’s virtual server properties, its virtual network
configuration, and its data store configuration.

For more information, see Chapter 6, “Virtualization Director” on page 209 of this guide.
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Snapshot Specifications

The Snapshot Specifications view shows a list of all Snapshot Specifications where the
selected server is listed as a target. To view the results of one of the Specifications, select
it in the Contents pane (right side). When you select a Snapshot Specification, a list of all
snapshot results appear in the pane below (for all servers that are targets of the Snapshot
Specification).

To open a Snapshot Specification, select one, right-click, and select Open (or double-
click it). To view the results of a snapshot, select one from the lower pane, right-click, and
select Open (or, double-click it).

For more information, see “Snapshots” on page 255.

Installed Packages

The Installed Packages view enables you to view any installed packages on the selected
managed server that are managed by the SA system. For each package, you can view
name, type, size, last modified, and description. To sort the list by these categories, click
the title of each column. See the SA Policy Setter’s Guide on how to create a package.

For information about using the Device Explorer to see packages that exist on the
manager server but are not yet managed by SA, see “Patches” on page 170.

Patches

The Patches view shows all patches related to the selected server that are recognized
and registered by the SA system, you can use the Show drop-down list to filter the
following types of patch information:

« Patches Installed: This option displays all patches that have been installed on the
server.

« Patches Recommended By Vendor: This option displays all application and operating
system patches that have been recommended by Microsoft (MBSA 2.0.1) for the
selected server. If multiple patches have the same QNumber, Patch Management
detects the application files that are already installed on a managed server and,
subsequently, recommends the correct patch to install.

+ Patches with Policies or Exceptions: This option displays patches in policies
attached to the selected server, or patches that have always install exceptions, and
have one of the following conditions:

» The patches are not currently installed and are recommended by the vendor.
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« The patches are currently installed.

« Patches Needed: This option displays all patches that should be installed on the
selected server but are not. These include patches that are in policies attached to that
server, or patches that have always install exceptions, and are recommended by the
vendor.

« Patches with Exceptions: This option displays all patches that have exceptions (such
as always install or never install) and have one of the following conditions:

* The patches are not currently installed and are recommended by the vendor.
« The patches are currently installed.

« All Patches: This option displays all patches that are associated with the operating
system of the server.

See the SA User’'s Guide: Application Automation for more information on Unix Patch
Management and Windows Patch Management.

Files

The Files view enables you to browse the file system of a managed server. The File
System has two main sections (similar to the Windows file system explorer): the server's
directories and the contents of the selected directory.

The left side navigation panel of the Device Explorer shows all the directories of the
selected server, and the right side of the Device Explorer lists the contents of the selected
directory.

For each file, the SA Client lists the file’s name, size, type, and date modified. To sort the
files by any of these categories, click on the top of the column.

Depending upon your user permissions, you might not have access to a particular
server's file system. In such a case, you cannot select and view the server's file system in
the Device Explorer. If you have access to a server's file system, then you will see user
names, such as Administrator, root, and Local System. These are user names used to
access that server's file system as the selected user.

Viewing File Contents
To view file contents, perform the following steps:
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E Launch the SA Client. From the Navigation pane, select Devices » All Managed
Servers.

H Alist of servers will display in the Content pane. Select a server and open it. This
opens the Device Explorer.

From the left side of the Device Explorer, select a File System object.

You are prompted to select a user name to log into the computer, such as
Administrator, LocalSystem, or root. Select a user.

To view the contents of disk drives or folders, expand the icon. Select a directory.

@ From the Actions menu, select View Contents. The file content view pane appears
at the bottom of the window.

To change the character encoding, select an item from the Encoding drop-down list.
Ways to Copy Files

You can copy files from a server to another directory on the same server, to a directory on
another SA-managed server, or to your local computer (where the SA Client is running).
You can also copy a file from your local computer to a directory on the managed server. A

few restrictions apply when copying files on a managed server's file system using the
Device Explorer:

» You cannot copy folders/directories.
» You can only copy to servers that you have permissions to write to and to view.
* You can only copy one file at a time.
» You cannot undo a deletion — once you delete a file, it's gone.
Copying Files Between Managed Servers
To copy files between managed servers, perform the following steps:

El Launch the SA Client. From the Navigation pane, select the Devices » All Managed
Servers.

H To launch the Device Explorer, open a server from the server list.

E From the left side of the Device Explorer, select a File System object. To view the
contents of disk drives or folders, expand the icon.

Navigate to the directory that contains the file that you want to copy and select it.

From the Actions menu, select Copy To.
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[ Inthe Copy To dialog box, select from the following locations in the drop-down list:
» Managed Servers (other managed servers in the core)
+ This Server
+ Local File System

Navigate to the desired directory.

B Click Select.

Copying Files from Your Computer to a Managed Server

To copy files from your computer to a managed server, perform the following steps:

E Launch the SA Client. From the Navigation pane, select Devices » All Managed
Servers.

To launch the Device Explorer, open a server from the server list.
From the left side of the Device Explorer, select a File System object.

Navigate to the target directory where you want to copy the file.

Use your system’s file system explorer to select the file that you want to copy, then
drag the file to the desired location in the Device Explorer.

Deleting Files
Once you delete a file, it cannot be recovered. (However, before you delete, you are
prompted with a confirmation dialog box.)

To delete a file, perform the following steps:

El Launch the SA Client. From the Navigation pane, select the Devices » All Managed
Servers.

To launch the Device Explorer, open a server from the server list.

B N

From the left side of the Device Explorer, select a File System object.
Select a file to delete from the Content pane.

From the Actions menu, select Delete.

Click Yes in the confirmation dialog box.
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Renaming Files
To rename a file, perform the following steps:

EF Launch the SA Client. From the Navigation pane, select the Devices » All Managed
Servers.

H To launch the Device Explorer, open a server from the server list.

E From the left side of the Device Explorer, select the File System object. To view the
contents of a folder, expand the folder.

Bl Select the file that you want to rename, and from the Actions menu, select Rename.

B Enter a new name for the file, then press ENTER. Pressing the ESC key on your
keyboard will cancel the rename operation.

Creating a Configuration Template from a File
For any file on a managed server, you can create an configuration template.

To create an configuration template from a file, select the file. From the Actions Menu,
select Create Configuration Template. See SA User’s Guide: Application Automation
for more information.

Creating a Package from a File

For any file on a managed server, you can create an installable software package. For
each package, you can specify the customer assignment, the reboot requirements, and
the pre/post install and pre/post uninstall scripts.

To create a package from a file on the managed server file system, select the file. From
the Actions menu, select Create Package. See SA Policy Setter’s Guide on how to
create a package.
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Windows COM+ Objects

This window displays a read-only view of all the COM+ objects on the selected managed
server. In the Server Explorer window, the Views pane displays the following two folders
for browsing COM+ objects:

« All Objects: This is a flat list of all the COM+ objects on the managed server.

+ Component Categories: This contains an alphabetical list of all COM component
categories.

To view the contents of a COM+ object, perform the following steps:

H Select the All Objects or the Component Categories folder. In the Content pane,
expand the folder until you reach an object.

H To view the contents of a COM+ object, from the Actions menu, select View
Contents. The contents will then display.

HE If the content of the COM+ object uses a different encoding, choose the appropriate
encoding type from the Encoding drop-down list.

You must have specific user permissions to view Windows COM+ objects. If you are
unable to access the Windows Registry, contact your SA administrator.

Windows IIS Metabase

This window displays a read-only view of the IS Metabase on the selected Windows
managed server. You can use this window to browse the IIS Metabase much like one of
the metabase browsing tools such as metaedit or the IS Metabase Browser.

The left side of the Metabase window displays the hierarchical layout of the metabase
tree. Selecting an item in the tree on the left shows the data items associated with the
selected key in the right hand view. Clicking the (+) symbol to the left of a key item will
expand the item's child keys.

To view Windows IIS Metabase items, select the top-level Windows Metabase icon in the
Server Explorer, right-click, and select a user. Your user must have permissions to view
Windows Metabase items. If your user is unable to access the Windows Registry, contact
your SA Administrator.

175



User’s Guide: Server Automation

176

Windows Registry

This window displays a read-only view of the Windows registry on the selected Windows
managed server. You can navigate to this registry much like the regedit tool on the
Windows operating system.

Folders on the left side of the window represent keys in the registry. Clicking a folder on
the left displays entries in a key in the right window.

To view Windows Registry items, select the top-level Windows Registry icon in the Server
Explorer and select a user from the menu. Your user must have proper permissions to
view Windows Registry keys. If your user is unable to access the Windows Registry for
the selected managed server, contact your SA Administrator.

The HKEY_CLASSES ROQOT might have thousands of entries and can take time to load.

Services

The Services window shows you a list of all running services on the selected managed
server. Depending on the installed operating system, you can perform different operations
on the services:

« For Windows services, you can start, stop, pause, resume, and restart a service. You
can also set the service to start manually, to start automatically when the system is
rebooted, or to be disabled altogether.

+ For Linux servers (supported by Red Hat and SuSE versions), you can perform any
action that a particular service supports. Supported actions may vary from service to
service, for example, start, stop, restart, condrestart, or status. You can also specify the
run levels that you want a service to run under.

To perform an operation on a service, select the service and right-click.

Windows .Net Framework Configuration

The Windows .Framework Configuration window allows you to view real time information
about Assembly Cache and Configured Assembly List for a Windows server.

For each Assembly Cache you can view information such as Assembly Name, Version,
Locale, Public Key Token, Cache file (GAC or ZAP), Processor Architecture, Custom, and
File name.
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For every Configured Assembly List, you can view information such as Assembly Name,
Public key token, Codebases, Binding policy, File name, File data.

To view the information for the Windows .Framework Configuration server object, you will
need the appropriate permissions. See the SA Administration Guide for information about
the permissions required for the server object.

When you are accessing the Windows .Framework Configuration for the first time, it may
take a few minutes to load the server object. Subsequent usage of the server object will
be significantly faster.

In the SA Client you can manage Windows .Framework Configuration information by
adding it to a software policy or audit.

« Using the Software Management feature, you can deploy the Windows .Framework
Configuration on a managed server. See the SA User’'s Guide: Application Automation
for information about the Software Management feature.

+ Using the Audit and Remediation feature you can specify the audit rules for assembly
cache and configured assemble list and then remediate any differences found between
the target server and the audit rule. See the SA User’s Guide: Application Automation
for information about Audit and Remediation.

Internet Information Server

The Internet Information Service (IIS) window allows you to view the real time information
about IIS for a Windows server. For every Windows server you can view the information
such as Server name, Server type, Server state, Log file path, and Document file path.

To view the information for the Internet Information Service server object, you will need the
appropriate permissions. See the SA Administration Guide for information about the
permissions required for the server object.

When you access the Internet Information Server for the first time, it may take a few
minutes to load the server object. Subsequent usage of the server object will be

significantly faster.
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Using the Audit and Remediation feature you can specify audit rules for the Internet
Information Service to compare Internet Information Service configurations against a
baseline server, or user-defined values, or a server snapshot. See the SA User’s Guide:
Application Automation for information about Audit and Remediation.

Local Security Settings

The Local Security Settings window allows you to view the real time information about
security settings for a Windows managed server. For every Windows server you can view
security settings such as Password policy, Audit policy, User rights, and Security options.

To view the information for the Local Security Settings server object, you will need the
appropriate permissions. See the SA Administration Guide for information about the
permissions required for the server object.

When you access the Local Security Settings for the first time, it may take a few minutes
minutes to load the server object. Subsequent usage of the server object will be
significantly faster.

In the SA Client you can manage the Local Security Settings information by adding it to a
software policy or audit.

« Using the Software Management feature, you can deploy the Local Security Settings on
a managed server. See the SA User’s Guide: Application Automation for information
about the Software Management feature.

+ Using the Audit and Remediation feature you can specify the audit rules for the Local
Security Settings and then remediate any differences found between the target server
and the audit rule. See the SA User’s Guide: Application Automation for information
about Audit and Remediation.

Registered Software

The Registered Software view allows you to view real time information of all the packages
and patches installed on a managed server. For each package or patch you can view
information such as Name, Version, Release, Unit Type, and Installed Unit.

To view the information for Registered Software, you will need the appropriate
permissions. See the SA Administration Guide for information about the permissions
required for the server object.
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When you access Registered Software for the first time, it may take a few minutes
minutes to load the server object. Subsequent usage of the server object will be
significantly faster.

Using the Audit and Remediation feature you can specify the audit rules for Registered
Software to compare package and patch configurations against a baseline server, or
user-defined values, or a server snapshot. See the SA User’s Guide: Application
Automation for information about Audit and Remediation.

Runtime State

The Runtime State window allows you to view real time information about the run time
data for a managed server. It provides information about the DNS servers, Routes, and
Processes for every managed server.

To view the information for the Runtime State server object, you will need the appropriate
permissions. See the SA Administration Guide for information about the permissions
required for the server object.

When you access the Local Security Settings for the first time, it may take a few minutes
minutes to load the server object. Subsequent usage of the server object will be
significantly faster.

Using the Audit and Remediation feature you can specify the audit rules for the Runtime
State to compare Runtime state configurations against a baseline server, or user-defined
values, or a server snapshot See the SA User’s Guide: Application Automation for
information about Audit and Remediation.

Users and Groups

The Windows Users and Group window allows you to browse and manage users and
groups information on a Windows server. The Unix Users and Group window allows you to
browse and manage users and groups information on a Unix server.

For every SA User you can view information such as Name, Description, Country code,
Home directory, Password, Number of Logons, and Last logoff and logon time.

For every SA User Group you can view information such as Group Name and Description.
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To view the information for the User's and Groups server object, you will need the
appropriate permissions. See the SA Administration Guide for information about the
permissions required for the server object.

When you access the Users and Groups for the first time, it may take a few minutes
minutes to load the server object. Subsequent usage of the server object will be
significantly faster.

In the SA Client you can manage the Users and Group information by adding it to a
software policy or audit.

« Using the Software Management feature, you can deploy the Users and Groups on a
managed server. See the SA User’s Guide: Application Automation for information
about the Software Management feature.

+ Using the Audit and Remediation feature you can specify the audit rules for the Users
and Groups and then remediate any differences found between the target server and
the audit rule. See the SA User’s Guide: Application Automation for information about
Audit and Remediation.

Basic Server Management Tasks

You can perform the following basic server management tasks in the SA Client:
« Refreshing Server Status

» Deactivating a Server

» Rebooting a Server

* Opening a Remote Terminal

Refreshing Server Status

Refresh a server to see if anything has changed on the server since you last looked at it
in the SA Client. Refreshing a server retrieves the latest server information from the model
repository and displays it. Refreshing a server's status is good idea from time to time to
make sure you are looking at current data on the server.

For more information on server statuses, see “Ways to Use the Device Explorer” on page
152.
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To refresh a server's status, perform the following steps:
El Launch the SA Client. From the Navigation pane, select Devices.

H Select one of the server categories, such as Device Groups, All Managed Servers,
Unprovisioned Servers, or Virtual Servers. (You cannot refresh server status of
unmanaged servers or a device group.)

HE Select a single server or multiple servers (Shift + select).

B Right-click and select Refresh Server Status.

Deactivating a Server

Deactivating a server removes the server from management by SA. You might want to
deactivate a server, for example, if you are moving the server to a warehouse for storage.
Or, you might want to deactivate a server when you need to rebuild it from scratch,
without using the OS Provisioning feature.

When you deactivate a server, information about the server remains in the Model
Repository for auditing purposes.

After you deactivate a server, you can reactivate it by re-installing an Server Agent with the
Server Agent Installer and the --clean command line option. See Agent Reachability
Communication Tests for more information.

Deactivating a server accomplishes the following tasks:
* Removes custom attributes from the server.

» Deletes any configuration tracking policies from the server that are associated with
backups.

+ Sets the server life cycle value to Deactivated.
To deactivate a server, perform the following steps:

El Launch the SA Client. From the Navigation pane, select the Devices » All Managed
Servers.

H Select a server, right-click, and select Deactivate Server.

Rebooting a Server

You can reboot a single server or a group of server immediately, or schedule the reboot
for a later time. If you choose to reboot a group of servers, all servers contained in the
group will be rebooted.
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In order to be able to reboot a server, your user needs to belong to a user group that has

the Reboot Server permission. For more information, contact your SA Administrator.

If you are rebooting a hypervisor server that is hosting other virtual servers, then all virtual

servers being hosted by that hypervisor will be shut down as well. Whether or not the

hosted virtual servers get rebooted depends upon the individual virtual server's

configuration.

To reboot a server, perform the following steps:

Launch the SA Client. From the Navigation pane, select Devices » All Managed
Servers or » Device Groups.

Select a server or group of servers, right-click, and select Reboot Server.

In the Reboot Server window, step one lists the server or servers you have selected
to reboot. Click Next.

In the Scheduling page, choose if you want to reboot the server or group of servers
immediately, or at some later time and date. To run the reboot at a later time, select
Analyze and Run Task At, and then choose a day and time.

Click Next.

In the Notifications page, by default your user will not have a notification email sent
when the reboot finishes, whether or not the reboot job is successful. To add an
email notifier, click Add Notifier and enter an email address.

(Optional) You can specific if you want the email to be sent upon success of the
reboot job (L) and/or failure of the reboot job (L).

(Optional) You can specify a Ticket Tracking ID in the Ticket ID field. The ticket ID field
is only used when SA Professional Services has integrated SA with your change
control systems. It should be left blank otherwise.

Click Next.

K In the Summary View page, click Start Job to reboot the selected server or group of

servers. When the job has run, click View Results to view the results of the reboot
job.
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EEl In the Job Status page, you can see the progress of the job if you ran the job
immediately. If the job is scheduled to run, you can close the window, and to view the
job details, from the left side of the SA Client, select Jobs and Sessions » Job
Logs.

SA Tasks that Reboot a Server

There are a few other SA tasks that will initiate a server reboot, depending on the options
set in the task:

« Installing or uninstalling a patch on Windows or UNIX. See “Setting Reboot Options for
Remediation” on page 379 (Windows) or “Setting Reboot Options for a Unix Patch
Installation” on page 445 for more information.

+ Remediating a Patch policy. See “Remediating Patch Policies” on page 377 for more
information.

+ Installing a package and remediating a software policy. See “Specifying Options for
Remediation” on page 477 for more information.

Opening a Remote Terminal

You can open a remote terminal for any managed server, but not a group of servers. To do
so, perform the following steps:

El Launch the SA Client. From the Navigation pane, select Devices » All Managed
Servers.

A Select a managed server and open it.

1. In the Device Explorer window, from the Actions menu, select Launch Remote
Terminal.

2. Log in to the remote terminal.

Device Groups

This section contains information about managing device groups in the SA Client. See
“Device Groups” on page 183 in Chapter 5 for information about managing groups in the
SAS Web Client. For information about storage device groups in the ASAS Client, see the
ASAS User’s Guide.
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The Device Groups feature provides a useful way for gathering servers into collections or
organize groups of servers. Grouping servers enables you to perform the same action
such as installing patches, remediating servers on all of the servers simultaneously,
instead of performing the action on individual servers, one at a time.

Device groups can consist of individual servers as well as other device groups.
In SA, some of the recommended ways of grouping servers include:

« Grouping servers by OS version

« Grouping servers by customer

+ Grouping servers by facility

» Grouping servers by deployment stage

« Grouping servers by use

« Group servers by virtual technology

« Grouping servers by operational boundaries, for example, grouping together all servers
that require identical application configuration

« Grouping servers to control access, for example, creating device groups that are
associated with a specific user group

A device group acts as a container for a collection of servers. Operations that can be
performed on a server can be performed on a device group. As a result, a device group
enables you to perform an action on multiple servers and avoid repeating the same
operation on each individual server. When any of the operations, such as installing
software or patch and configuring application configurations, are performed on a device
group, they are actually performed on the servers within the group, and not on the group
itself.

Characteristics of Device Groups

Device groups have the following characteristics:

« Individual servers can be included in many device groups or not included in any device
groups.

« Adding servers to a device group does not remove those servers from the list of all
servers that appear in the All Managed Servers list in the SA Client.

» Device groups can contain servers and other device groups.
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« Device groups are hierarchical (they can be nested) with the following caveats:

« Private and public groups cannot be mixed in a hierarchy, but static and dynamic
groups can.

See “Types of Device Groups” on page 185 in this chapter for more information about
private and public groups.

* The rules for a dynamic group are not inherited from a parent dynamic group to a
dynamic subgroup.

See “Dynamic Device Groups” on page 186 in this chapter for more information
about the characteristics of dynamic groups.

+ Groups do not inherit custom attributes from their parents.

« When you run an operation on a parent device group that contains child subgroups,
the operation also applies to all the servers in the child groups below the current
parent device group. For example, remediating a parent device group remediates all
servers in the subgroups, but the child subgroups do not inherit the software policy
attached to the parent device group.

* When an Application Configuration operation within the SA Client is applied to
groups, and those groups contain subgroups, the operation does not apply to all the
servers in the subgroups. It only applies to the group upon which the operation was
directly applied.

Types of Device Groups

There are two types of device groups, private groups and public groups, and each can be
either static or dynamic.

Public and Private Device Groups

Public Device Groups

Public device groups can be created, edited, or deleted by any user who has Manage
Public Device Groups permissions. Public groups are visible to all users, and can be used
by any SA user. Only users with Manage Public Device Group permission can add
members to a static public device group or change the rules that govern the dynamic
public device group. Public device groups can also be used for modeling.

Accessing servers in a public device groups also depends on the Device Group
permission in the SAS Web Client. See SA Administration Guide for more information
about setting device group permissions.
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Public Device Group Modeling

With SA modeling, the desired state of a server is defined and then applied to servers. In
the case of public device groups (static and dynamic), you can define a model consisting
of application configurations, patch policies, software policies, and custom attributes,
which will be applied to all servers in the group. The modeling information is attached to
the group, but not to any subgroups.

If the modeling information changes, the servers in the group are not affected until the
remediation operation runs on those servers. If the model has already been remediated
on that server when it is removed from the group, the installed material will be removed
during the next remediation.

Private Device Groups

Private device groups can be created by any user belonging to a user group that has
access to the Manage Servers list. Only the user who creates the private device groups
can see and manage them. These groups are not visible to the other SA users. Private
groups behave the same way as public groups, with the exception that modeling is not
available for private groups. See “Public Device Groups” on page 185 in this chapter for
more information.

Static and Dynamic Device Groups

Static Device Groups W

A static group has servers that are added to and removed from the group manually. When
using static groups, you first create the group, and then select the servers to populate it.
Static groups can be either public or private, and no specific permissions are required for
creating static groups.

Dynamic Device Groups €

Dynamic device groups contain servers that are added to or removed from the group
based on a set of user-defined rules. If the rules are changed or the servers in the
environment change, servers will be added to or removed from the group automatically.
Rules apply only to the group being created or modified and not to any of the subgroups.

Once the rules have been created, HP Server Automation will search for servers that
match the criteria of that specific group, and add them to the group. When the rules are
changed, HP Server Automation will search again, and the resulting group members
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reflect the changed criteria. Consequently, as servers are added to or removed from
management using HP Server Automation, the members of the group will change
automatically.

HP Server Automation calculates server group membership each time any of the
following actions occur:

« After users add, delete, or change the rules for dynamic device groups.

+ When attributes of servers change such that dynamic group membership could
change.

Additionally, HP Server Automation automatically recalculates dynamic group membership
every hour.
Ways to Create Device Groups

In the SA Client, you can create a device group from the Manage Servers list or by
performing a server search, and saving the resulting list of servers or the rules as a group.

You can create the following types of device groups:
» Creating a Static Device Group

+ Creating a Dynamic Device Group

» Creating a Device Group Using Search

Creating a Static Device Group

Static device groups require servers to be added to them manually. The servers in a static
group also must be removed manually.

A static group without servers added can be converted to a dynamic group. Conversely, a
static group that has servers cannot be converted to a dynamic group.

To create a public static device group, you must have Manage Public Device Group
permissions. To obtain these permissions, contact your SA Administrator.

To create a static device group, perform the following steps:

EF From the navigation pane, select Devices » Device Groups. The list of device
groups appears in the Content pane.
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H To create a public static device group, select public group and then from the Actions
menu, select New » Static Group.

Or

To create a private static device group, select private group and then from the
Actions menu, select New » Static Group.

The name of the device group that you just created is New Device Group (n), where
n is a number based on the number of new device groups already in existence.

E Enter the name of the device group in the Content pane

Bl Press the Enter key to save the device group.

To create a device group in a specific location, navigate to the desired location in the
device group hierarchy and then select New from the Actions menu.

After you create a static device group, you can add servers to that group. See
“Adding a Server to a Static Device Group” on page 192 in this chapter for more
information.

Creating a Dynamic Device Group
Dynamic device groups are rule-based, and the servers in dynamic groups will be added
or removed automatically based on the rules defined by you.

When a dynamic device group is converted to a static device group, all the servers
remain in the static device group, but the rules used to define the server membership are
lost.

To create a public dynamic device group, you must have Manage Public Device Group
permissions. To obtain these permissions, contact your SA Administrator.

To create a dynamic group, perform the following steps:

E From the Navigation pane, select Devices » Device Groups. The list of device
groups appears in the Content pane.

H To create a public dynamic device group, select public group and then from the
Actions menu, select New » Dynamic Group.
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Or

To create a private dynamic device group, select private group and then from the
Actions menu, select New >» Dynamic Group.

The name of the device group that you just created is New Device Group (n), where
n is a number based on the number of new device groups already in existence.

E Enter the name of the device group in the Content pane.

Bl Press the Enter key to save the device group.

To create a device group in a specific location, navigate to the desired location in the
device group hierarchy and then select New from the Actions menu.

After you create a dynamic device group, you can define the rules for the group. See
“Adding a Server to a Dynamic Device Group” on page 194 in this chapter for more
information.

When a server matches the dynamic server group criteria, the server will appears
quickly in the server group browser, under the server membership tab. However,
there is a delay for the server to appear until the cache is reloaded in the following
locations:

— From Devices » Device groups » Public, then clicking on the group » Preview
pane (Members)

— From double-clicking on a device group

From selecting the Device Group Explorer window » Summary tab (members)

Creating a Device Group Using Search

To create a public device group, you must have Manage Public Device Group
permissions. To obtain these permissions, contact your SA Administrator.

To create a device group using search, perform the following steps:

E From the Navigation pane, select Search.

H Click Advanced Search. The Advanced Search page appears in the Content pane.
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From the first drop-down list, select Server.

Create a rule by selecting the attribute from the second drop-down list. Depending
on the attribute that you select, options available for the operator and values for the
rule will change.

Select the operator from the third drop-down list. The operator selected defines how
the search text is treated.

Enter a value in the field or select a value from the drop-down list or click E to
select multiple values from the Select Values window.

Click to add additional rules and repeat steps 4 to 6. Click E] to delete any
rules.

Select the logic (And/QOr) to be applied for every rule in the query.

Click Search to run the search query. The search results appear in the Content pane.
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KK Click Save to save your search query. The Save Search window appears as shown in
the figure below. In the Search Type drop-down list, select Dynamic Device Group or
Static Device Group. Specify the location and then enter the name of the device

group in the Save As text box and click Save. The name of the saved search cannot
be more than 64 characters.

Figure 5-2: The Save Search Window in the SA Client
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When you save the device group as a dynamic group, if the rules change or the servers in
the environment change, servers will be added to or removed from the device group
automatically. When you save the device group as a static group, the servers will be
added to the device group, but all rules will be lost.
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If the search query does not return any results, then you can only save the device group

AN
as a dynamic device group.

Adding a Server to a Static Device Group

To add a server to a public static device group, you must have Manage Public Device
AS
Group permissions. To obtain these permissions, contact your SA Administrator.

Method |

To add a server or device group to a static device group, perform the following steps :

E From the Navigation pane, select Devices » Device Group. The device groups
appear in the Content pane.

B Select a static device group and from the Actions menu, select Open. The Device
Group Explorer appears.

EF From the Views pane, select Server Membership.
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Bl From the Actions menu, select Add Members. The Add Members to Static Group
window appears.

Figure 5-3: The Add Members to Static Group Window in the SA Client
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Select the servers or device groups to add to the static device group.

B Click Add to Group. The selected severs or device groups appear in the Device
Group Browser.

From the File menu, select Save to save the device group.
Method Il
Perform the following steps to add a server to a static device group:

E From the Navigation pane, select Devices » All Managed Servers. The list of
managed servers appears in the Content pane.

H From the Content pane, select the servers and then from the Actions menu, select
Add to Device Group. The Add to Group window appears.

Select the static device group to add the servers and then select Add to Group. The
selected servers are added to the static device group.
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Adding a Server to a Dynamic Device Group

Servers are added to dynamic device groups automatically, based on the rules created for
the group. You can change the membership of a dynamic group by adding, deleting, or
updating the dynamic group rules.

To add a server to a dynamic public device group, you must have Manage Public Device
A
Group permissions. To obtain these permissions, contact your SA Administrator.

To add a server to a dynamic group, perform the following steps:

E From the Navigation pane, select Devices » Device Groups. The list of device
groups appear in the Content pane.

H From the Content pane, select the device group and then from the Actions menu,
select Open. The Device Group Explorer appears.
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From the Views pane, select Server Membership. In the Content pane, you can
specify the rules for the dynamic device group. See Figure 5-4.

Figure 5-4: Defining Rules for a Dynamic Device Group
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Bl Create a rule by selecting the attribute from the first drop-down list. Depending on
the attribute that you select, options available for the operator and values for the rule
will change.

Select the operator from the second drop-down list.

Enter a value in the field, or select a value from the drop-down list, or click [ to
select multiple values from the Select Values window.

Click to add additional rules and repeat steps 4 to 6. Click E] to delete any
rules.

Select the logic (And/Or) to be applied for every rule in the query.

Click Preview to view the servers, which are members of the device group.
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KX From the File menu, click save to Save the rules.

Removing Servers from a Static Device Groups

In a static device group, servers have to be removed manually. Removing a server only
removes the server from the device group and not from the Manage Server list. Servers
can belong to more than one device group, so if you want to remove a server from each
device group that it belongs to, then you must locate and remove each instance of the
server from all the device groups.

To remove servers from a public device group, you must have Manage Public Device
Group permissions. To obtain these permissions, contact your SA Administrator.

Method |
To remove a server from a static device group, perform the following steps:

EH Fom the Navigation pane, select Devices » Device Groups. The list of device
groups appears in the Content pane.

H Select a static device group and from the Actions menu, select Open. The Device
Group Explorer appears.

E From the Views pane, select Server Membership. The list of servers and device
groups in the device group appear in the Content pane.

Bl Select the server or device group. From the Actions menu, select Remove
Members. The server or device group selected is removed from the static device

group.
Method Il
To remove a server from a static device group, perform the following steps:

E From the Navigation pane, select Devices » Device Groups. The Device groups
appear in the Content pane.

H Select the device group and double-click to display its members.

Select the server displayed in the Content pane. From the Actions menu, select
Remove Members. The server selected is removed from the static device group.
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Removing Servers from a Dynamic Group

Servers are added or removed from dynamic device groups automatically, based on the
rules created for the group. To remove servers, you can update the rules. These rules
apply only to the group being created or modified, and not to any of the subgroups.

To remove servers from a public dynamic device group, you must have Manage Public
Device Group permissions. To obtain these permissions, contact your SA Administrator.

To update the rules for a dynamic device group, perform the following steps :

E From the Navigation pane, select Devices » Device Groups. The list of device
groups appear in the Content pane.

H From the Content pane, select the device group and then from the Actions menu,
select Open. The Device Group Explorer appears.

H From the Views pane, select Server Membership. In the Content pane, you can
specify the rules for the dynamic device group.

Bl Update a rule by selecting the attribute from the first drop-down list. Depending on
the attribute that you select, options available for the operator and values for the rule
will change.

Select the operator from the second drop-down list.

Enter a value in the field or select a value from the drop-down list or click [ to
select multiple values from the Select Values window.

Click to update additional rules and repeat steps 4 to 6. Click E] to delete any
rules.

B Select the logic (And/Or) to be applied for every rule in the query.
El Click Preview to view the servers which are members of the device group.

KX From the File menu, click Save to save the rules.
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Moving a Device Group

Moving a device group moves the location of the device group to the desired location. In
the SA Client, you can move device groups from a private group to a public group. You
cannot move device groups from a public group to a private group. If you move a device
group containing sub groups, the sub groups are also moved to the desired location.

To move a public device group, you must have Manage Public Device Group permissions.
To obtain these permissions, contact your SA Administrator.

To move device groups from one group to another, perform the following steps:

EH Fom the Navigation pane, select Devices » Device Groups. The list of device
groups appears in the Content pane.



Chapter 5: Exploring Servers and Groups in the SA Client

H From the Content pane, select the device group and then from the Actions menu,
select Move Group. The Move Device Group window appears as shown below.

Figure 5-5: The Move Device Group Window in the SA Client
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Select the desired location to move the device group.

Bl Click Move to Group. The device groups are moved to their new location.

Duplicating a Device Group

When you duplicate a device group, the servers are copied to a new group and they
remain in the original group. In the SA Client, you can only select one device group at a
time to duplicate.
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To duplicate a public device group, you must have Manage Public Device Group
AN
permissions. To obtain these permissions, contact your SA Administrator.

To duplicate an existing device group, perform the following steps:

H From the Navigation pane, select Devices » Device Groups. The list of device
groups appears in the Content pane.

H From the Content pane, select a device group and then from the Actions menu,
select Duplicate Group. A copy of the device group is created.

Deleting a Device Group

Deleting a device group removes the group, but the servers in the group still remain in the
Manage Servers list and in any other groups for which they are members.

A group cannot be deleted when any of the following conditions apply:
» Software policies or patch polices are attached to the group or a subgroup of the group.
» Access control boundaries are attached to the groups or a subgroup of the group.

» The device group contains servers and other device groups.

To delete a device group, you must have Manage Public Device Group permissions. To
A
obtain these permissions, contact your SA Administrator.

To delete a server group, perform the following steps:

E From the Navigation pane, select Devices » Device Groups. The list of device
groups appears in the Content pane.

H From the Content pane, select the device group and then from the Actions menu,
select Delete Group.

Click Delete on the confirmation dialog to delete the device group.

Device Group Explorer

The Device Group Explorer allows you to view and manage the properties of a device
group in the SA Client. From the Device Groups Explorer, you can perform the following
actions:
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« View the properties and members of a device group.
+ Change a dynamic device group to a static device group.
+ Add or remove members from a device group.

« View rollup compliance information for group members targeted by compliance policies
such as Audit, Software, App Config, and Patch.

« Add application configurations to a device group.

+ View and manage patches, patch policies and software policies associated with the
servers in the group.

+ Create an audit.

« Take a snapshot.

+ View and create custom attributes.

» View server history.

See “Device Group Explorer” on page 203 in this chapter for more information.
To access a Device Group Explorer, perform the following steps:

E From the Navigation pane, select Devices » Device Groups. The device groups
appear in the Content pane.
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H Select a device group and from the Actions menu select Open. The Device Group

browser appears as shown below.

Figure 5-6: The Device Group Explorer Window
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To view the properties or perform an action on the device group, select one of the
following views:

Summary: This window allows you to view the type of device group and the
members associated with the device group.

Properties: This window allows you to view the properties of the device group and
edit the Name, Description, and the Type of the device group.

Compliance:

Device Membership: This window allows you to view the members associated with
the device group and also manage members in the device group.

Configured Applications: This window allows you to view and edit application
configurations attached to a device group, and add an application configuration to
the device group.

Patches: This window allows you to view all the patches associated with the device
group, add patches to a patch policy, and install patches on the device group.
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+ Patch Policies: This window allows you to view all the patch policies associated with
the device group, and remediate the servers in the device group with the patch
policies.

» Software Policies: This window allows you to view all the software policies
associated with the device group and remediate the servers in the device group with
the software policies.

+ Audit and Remediation: This window allows you to create and run audits and
snapshots.

+ Custom Attributes: This window displays the custom attributes set to a device
group and allows you to add, edit or remove custom attributes from a device group.

+ History: This window allows you to view the changes made to a device group. For
each action on the group (but not group members), the history displays the date, the
action occurred, and the user who performed the action (if the group is public).

Device Group Explorer

The Device Groups Explorer provides access to all groups of servers and other devices in
the core. From the Device Groups Browser, you can perform the following actions:

» Browse groups of servers and access servers inside of groups:

« View patches, patch policies and software policies associated with the servers in the
group.

+ Create an audit.

» Take a snapshot.

* View and create custom attributes.

» View server history.

Accessing the Device Groups Explorer

To access the Device Groups Explorer, perform the following steps:

E Launch the SA Client and select Devices » Device Groups.

H Select a device group and open it. (You can expand a group to find sub groups.)
E If the list of device groups is long, sort the list by clicking a column name, such as

name, IP address, OS, customer, or facility.
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Bl For each device group, you can also perform an audit, take a snapshot, or configure
applications.
Device Group Explorer Interface

The Device Group Explorer allows you to review the following information about a group of
servers:

« Summary

* Properties

+ Server Membership

» Configured Applications for Device Groups

« Patches for Device Groups

+ Audit and Remediation

+ Custom Attributes for Device Groups

+ History Properties for Device Groups

Summary

The Summary view lists the following information:
+ Properties: This displays if the device group is Private, Public, Dynamic or Static.
+ Members:This displays the total number of members in the device group.

Properties

The Properties view lists the following property information such as name, type, status,
accessibility for the group of servers that you are browsing.

Server Membership

From inside each device group, you can view all members — managed servers and other
groups of servers and other devices — that belong to the group. For each server that
belongs to the group, the system displays its name, IP address, OS, customer, facility, and
any description.

Configured Applications for Device Groups
If the device group is public, then you can add an Application Configuration to the group.
The Application Configuration applies to all servers and groups in this group.
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« The Installed Configurations tab allows you to browse and edit all Application
Configurations attached to the device group.

« The Backup Configurations tab provides a history of all changes made to the selected
application configuration template, and allows you to revert to a previous version of the
configuration.

See SA User’'s Guide: Application Automation for more information.

Patches for Device Groups

This window displays all patches associated with the selected server group.

Show Options
You can use the Show drop-down list to filter the following types of patch information
displayed in the Device Groups Explorer.

+ Patches with Exceptions (Windows Only): This option displays all patches that have
exceptions for Windows servers (such as always install or never install) and have one
of the following conditions:

* The patches are not currently installed and are recommended by the vendor.
« The patches are currently installed.

« All Patches: This displays all patches that are associated with the operating system of
a server.

Patch Contents
This section displays the following patch contents information.

« lcon: This displays a dimmed patch icon when the patch has not yet been uploaded to
the Software Library.

+ Name: This indicates the QNumber of a patch that is a hotfix or an update rollup.
Service pack patches do not have a QNumber.

« Compliance: This shows one of the following three levels of patch compliance, as
defined by a patch administrator:

* Non-compliant (red): This indicates that the patch is installed on the server, but that
it is not in the policy, or the patch is not installed on the server but is in the policy.
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+ Partial (yellow): This indicates that the policy and exception do not agree, and that
the exception does not have data in the Reason field.

« Compliant (green): This indicates any of the following conditions:

— A patch is installed on the server and is in a policy, or a patch is not installed on
the server and is not in a policy.

— A patch is installed on the server and there are additional patches with the same
QNumber in a patch policy or exception. In this case, all patches with the same
QNumber are considered installed when Patch Management calculates patch
compliance.

— A patch is not installed on the server and is in a patch policy or has an always
install exception, and is not recommended by the vendor. In this case, the patch
has a never install exception because it is not recommended by the vendor.

In the Preview pane, move the cursor over the icon or text in the Compliance column
to view patch compliance information about a server.

+ Type: This indicates the type of patch, such as Windows Hotfix or Windows Update
Rollup.

+ Bulletin: (Optional) This indicates the Microsoft Security Bulletin ID number for this
patch.

+ Severity: (Optional) This displays one of following Microsoft severity ratings for this
patch:

« Critical: This indicates a patch whose exploitation could allow the propagation of an
internet worm, without user action.

« Important: This indicates a patch whose exploitation could result in a compromise of
the confidentiality, integrity, or availability of user data, or of the integrity or availability
of processing resources.

* Moderate: This indicates a patch whose exploitability is mitigated to a significant
degree by factors, such as default configuration, auditing, or difficulty of exploitation.

« Low: This indicates a patch whose exploitation is extremely difficult, or whose impact
is minimal.

+ Release Date: This shows the date that Microsoft released this patch.
« Exception: This indicates the type of patch policy exception set for the selected server.

« Installed: This indicates if the patch is installed on the selected server.
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+ Recommended: A check mark indicates that this patch was recommended by the
vendor (MBSA 2.0) during the last software registration.

« Description: This shows a description of the server.

Patch Policies for Device Groups

This window displays all patch policies associated with the selected device group. You
can use the Show drop-down list to filter the type of patch policies to display in the Server
Explorer.

Show Options
This section displays the following patch information:
» Policies Attached to Device Group: This displays all policies attached to the device

group, or policies attached to a server group to which the selected managed server
belongs.

+ Policies Not Attached to the Server: This displays a list of all patch policies relevant
to the selected server group that are not attached to the group.

Patch Contents

This section displays the following patch content information:

+ Name: This displays the name of the patch policy.

+ OS: This displays the operating system associated with the patch policy.

» Description: This shows a description of the patch policy.

Software Policies for Device Groups

This Software Policies view displays all software policies associated with the selected
server (or group of servers). You can perform actions such as attaching a policy,

detaching a policy, remediating a server, and scanning software compliance from the
Actions menu.

Audit and Remediation

This window allows you to create and run audits and snapshots.

Custom Attributes for Device Groups

This window displays the custom attributes set to a server or device group. You also can
add, edit or remove custom attributes from this window.
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Custom attributes can be one of the following two types:
* Inherited ® from another source, such as a customer, a software policy, group of
servers, ISM control, and so on.

+ Attached directly to the server.

To override inherited custom attribute values, click the inherited arrow icon ® once, and

enter a new value in the value field. Press ENTER. The inherited arrow changes © to
indicate that the custom attribute value has been overridden.

History Properties for Device Groups

The History view shows changes made to the selected device group. Entries are
generated when actions are performed on a device group in the SAS Web Client. The
History is read-only. Each entry shows the following information:

« Date: The date when the last change occurred.
« Event: A description of the change.
« User: The user who made the change.

Use the View drop-down list to sort the device group history list according to a range of
time, such as last week, the last two months, and so on.
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This section discusses the following topics:
+ Overview of Virtualization Director

+ Viewing Virtual Servers

+ Solaris Zone Management

« VMware Virtual Machine Management

Shared Steps for Virtual Server Management

Overview of Virtualization Director

SA’s Virtualization Director automates virtual server management. You can perform the
same operations on virtual servers using the Virtualization Director as on physical servers,
including audit, remediation, application configuration, software management, and
patching. This integrated management solution enables you to use the same policies on
virtual servers that you currently use on physical servers. You can also automate virtual
server creation and other administrative tasks.

Supported Virtualization Platforms

In this release, SA supports the following virtualization platforms:

» Solaris 10 Zones

* VMware ESX Server 3

Virtualization Director Features
You can perform the following tasks using Virtualization Director:

* In a single operation, create a virtual server, provision the operating system, apply
patches, and install application software (VMware ESX only).

« Discover, audit, remediate, and report on virtual servers.
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View the physical-to-virtual relationships between hypervisors and virtual servers. You
can easily find out which virtual servers are hosted by a given hypervisor.

Map dependencies for the entire application environment in the HP Server Automation
Visualizer (SAV), including virtual and physical servers, software, network devices, and
storage devices.

Provision VMware ESX and Solaris 10 hypervisors on bare metal servers.

On Solaris zones, perform the following operations: create, modify, remove, start, and
stop.

On VMware virtual machines, perform the following tasks: create, modify, remove,
power on, power off, suspend, and reset.

Find virtual servers in the SA Client by searching on virtualization properties.

Create dynamic device groups which group servers based on virtual server properties.
Device groups enable you to easily perform operations on multiple servers.

Control access to virtual and physical servers with a common authentication and
authorization structure.

Like all features in SA, Virtualization Director is governed by permissions. To obtain these
permissions, contact your SA administrator. For information on permissions, see the SA
Administration Guide.

Virtualization Terminology

Due to different implementations of virtualization by different vendors, terminology can
vary with platform and operating system.

The following terms are non-platform specific:

« Hypervisor - A hypervisor is a virtualization platform that allows multiple,

heterogeneous operating systems to run on a single host computer at the same time. A
Type 1 hypervisor (or bare-metal architecture) is software that runs directly on the
hardware platform. Any guest operating systems runs at the second level above the
hardware. VMware ESX and Solaris 10 Zones are type 1 hypervisors. A Type 2
hypervisor (or hosted architecture) is software that runs within the operating system
environment. Any guest operating systems run at the third level above the hardware.
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+ Virtual Server - The logical server (or virtual machine) that runs on a hypervisor. To an
application, the virtual server appears to be a physical server. Each virtual server can
run its own operating system, and each server can be independently rebooted.
Examples of virtual servers are VMware virtual machines and Solaris zones.

» Physical Server - An operating system running on a hardware device. In this chapter,
the term physical server refers to a non-virtual server.

Table 6-1 maps the terms hypervisor and virtual server to the values displayed in the SA
Client and to corresponding terms in the vendor’s platform documentation.

Table 6-1: Virtualization Terminology

Hypervisor Hypervisor SunOS 510 * Solaris 10,
global zone
Hypervisor VmWare ESX Server| ESX Server,
computing server,
host
Virtual Server Solaris Zone SunOS 5.10** zone,

non-global zone **

VMware VM (varies) virtual machine,
guest operating system

* Strictly speaking, SunOS is the name of the operating system, and Solaris is the
operating system (SunOS) plus a graphical user environment (Solaris). Some system
utilities such as uname display the string SunOS for the operating system, but most
people refer to the operating system as Solaris.

** A previous version of this chapter referred to a non-global zone as a local zone.

OS Provisioning and Agent Installation for Hypervisors

Before you can create or manage a virtual server with SA, you must install an SA Server
Agent on the hypervisor that hosts the virtual server.
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To provision an operating system or install an Agent on a hypervisor, you follow the same
procedures as with other physical servers. As Figure 6-1 shows, you can provision an
operating system using the OS Provisioning feature, that automatically installs an Agent
along with the operating system. Alternatively, you can install an Agent using the
Discovery and Agent Deployment (ODAD) utility on a pre-existing hypervisor. After an
Agent has been installed, the hypervisor will be listed in both the All Managed Servers
and Virtual Servers lists of the SA Client.

Figure 6-1: Hypervisor OS Provisioning and Agent Installation
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To find out more about the tasks shown in Figure 6-1, see the documentation referenced
in Table 6-2.

Table 6-2: Documentation for Hypervisor OS Provisioning and Agent Installation

Install a Host OS without using SA OS vendor documentation
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Table 6-2: Documentation for Hypervisor OS Provisioning and Agent Installation (continued)

Install an Agent using ODAD “Installing an Agent on an Unmanaged
Zone” on page 221

“Installing an Agent on an Unmanaged Vir-
tual Machine” on page 227

Provision the Host OS and Agent using the | “Operating System Provisioning” chapter of
SA Client the SA User’s Guide: Application
Automation

OS Provisioning and Agent Installation for Solaris Zones

Figure 6-3 shows the process for creating a non-global zone and bringing it under
management by SA. You can create a zone either with the SA Client or Solaris CLI. When
the SA Client creates a zone, it also installs an Agent on the zone. After the Agent is
installed, you can manage the zone using SA.

Figure 6-2: Solaris Zone OS Provisioning and Agent Installation
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To find out more about the tasks shown in Figure 6-2, see the documentation referenced
in Table 6-3.

Table 6-3: Documentation for Zone OS Provisioning and Agent Installation

Create a Zone using the SA Client “Creating a Zone” on page 219
Create a Zone using the Solaris CLI Solaris 10 documentation
Install an Agent using the SA Client “Installing an Agent on an Unmanaged

Zone” on page 221

OS Provisioning and Agent Installation for Virtual Machines

Like a physical server, a VMware virtual server must have an Server Agent installed in
order to be managed by SA. Figure 6-3 shows the two different approaches you can take
to install an Agent on a virtual machine. In the figure, the path on the left uses SA for the
entire process. When you create a virtual machine using the SA Client, you can specify an
OS sequence and provision the OS immediately, or you can provision the OS at a later
time. As with a physical server, provisioning an OS using the SA Client on a virtual server
automatically installs an Agent. The path on the right shows the process when the virtual
machine is created and provisioned without using SA. This situation typically occurs when
you need to bring existing virtual machines under SA management.
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Figure 6-3: VMware Virtual Machine OS Provisioning and Agent Installation
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To find out more about the tasks shown in Figure 6-3, see the documentation referenced
in Table 6-4.

Table 6-4: Documentation for VM OS Provisioning and Agent Installation

Create a VM using COS VMware documentation

Create a VM using the SA Client “Creating a Virtual Machine” on page 223

Install an Agent using ODAD “Agent Management” section of the
User’s Guide: Server Automation

Install a Guest OS using COS VMware documentation
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Table 6-4: Documentation for VM OS Provisioning and Agent Installation (continued)

Provision a Guest OS using the SA Client | “Operating System Provisioning” chapter of
the SA User’s Guide: Application
Automation

Viewing Virtual Servers

The tasks described in this section apply to both VMware virtual machines and Solaris
zones.
Searching for Servers by Virtualization Properties

The Search feature of the SA Client enables you to find servers and other objects
according to certain criteria. You can search for virtual servers or hypervisors by the
following properties:

+ Virtualization type, such as Hypervisor, Solaris Zone, or VMware VM.
+ Solaris zone properties, such as Zone CPU Shares and Zone Device Dirs.

+ VMware virtual machine properties, such as VM Data Store Name and VM Virtual
Processors.

« Properties common to both physical and virtual servers, such as Operating System and
Software Policy.

For step-by-step instructions, see “SA Client Search” on page 88.

Viewing Physical-to-Virtual Relationships

To view hypervisors and virtual servers in the SA Client, perform the following steps:

E From the Navigation pane, select Devices.

H Expand Servers.

E To view the hypervisors and virtual servers as a tree structure, select Virtual Servers.

The Content pane displays the hypervisors. To see which virtual servers belong to a
hypervisor, expand the hypervisor in the tree. The Virtualization view of a hypervisor
also lists its virtual servers.
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Bl To identify the hypervisor of a virtual server displayed in the All Managed Servers list,
select the virtual server, select the Virtualization view, and note the value of the
Hosted By field.

Viewing Configuration Properties of Virtual Servers

In the SA Client, perform the following steps:

H Fom the Navigation pane, select Devices.

H Expand Servers.

K Select the virtual server from either the Virtual Servers or All Managed Servers list.

In the All Managed Servers list, to see if a server is a hypervisor or a virtual server,
choose Virtualization from the column selector.

Bl For the View, select Virtualization.

The Content pane displays the configuration properties of the virtual server.

Refreshing Virtual Server Information

Because virtual servers can be created and managed outside of SA, the SA Client view of
virtual servers must be refreshed periodically. SA automatically refreshes the virtual server
information every 24 hours. To refresh the virtual server information immediately, perform
the following steps:

H Fom the Navigation pane, select Devices.
H Expand Servers.

HE nthe Virtual Servers list, right-click the hypervisor whose information you want to
refresh.

Bl Depending on the virtualization platform, select one of the following menu items:
+ Solaris Zones » Refresh Zones

* VMware Virtual Machines » Refresh Virtual Machines

Visualizing Virtual Servers

This section briefly describes virtual servers and hypervisors in SAV. For more information
on SAV, see the Server Automation Visualizer chapter in the SA User’s Guide: Application
Automation.

217



User’s Guide: Server Automation

218

SAV enables you to manage the operational architecture and behavior of distributed
applications in your IT environment. The SAV Server Map displays the relationships
between hypervisors and virtual servers. For VMware ESX hypervisors, you can also view
vSwitches alongside virtual machines, in addition to the connections between the virtual
machines and vSwitches' port groups. The buttons on the Virtualization tool bar in SAV
enable you to start, stop, restart, and pause virtual servers.

To
(1]

view virtual servers in SAV, perform the following steps:
In the SA Client, from the Navigation pane, select Devices.
Expand Servers.
From the Virtual Servers list, select the hypervisor.
From the Actions menu, select Open with » Server Automation Visualizer
After scanning is complete, the SAV window appears.

In the SAV window, select the Server Map tab.

Reporting on Virtual Servers

Th

e SA Client reporting feature provides the following virtualization reports:
All Virtual Servers: Lists all managed hypervisors and virtual servers.

Virtual Servers by Virtualization Technology: Displays a pie chart with slices for each
virtualization technology (vendor), as well as a list that summarizes the number of
servers for each technology.

Virtual Servers by Hypervisor: Lists properties of individual virtual servers, grouped by
hypervisor.

Resource Allocation by Hypervisor: Shows resource allocation (such as CPU shares
or memory) by hypervisor.

For instructions on running reports, see the SA User’s Guide: Application Automation.

Solaris Zone Management

Th

is section provides step-by-step instructions for managing non-global zones with the

SA Client. The read-only tasks for non-global zones are in “Viewing Virtual Servers” on
page 216. To perform any of these tasks, the global zone must be reachable by SA.
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Creating a Zone

The SA Client enables you to create a fully operable, non-global zone on a Solaris 10
global zone (hypervisor).

Before a zone can be created with the SA Client for the first time, the global zone must
have its hardware registered with SA. This hardware registration only needs to occur once
for a global zone. Creating a zone also installs an Agent on the zone, bringing the zone
under management by SA. After Agent installation, the zone appears in the All Managed
Servers and the Virtual Servers lists in the SA Client.

To create a non-global zone, perform the following steps:
EF nthe SA Client, from the Navigation pane, select the Devices tab.
H Expand Servers and select Virtual Servers.

E In the Content pane, right-click the global zone that will host the new zone, and
select Solaris Zones » Create Zone.

Bl nthe Zone Definition Method step of the Create Virtual Zone window, select one of
the following methods:

+ Filling Out a Data Form: With this method, you will enter the zone configuration
parameters in the fields of the Zone Definition step, which follows the current
window in this task.

+ Entering a Zone Creation Command Script: If you select this method, in the
Zone Definition step, you will enter or upload a command script that contains the
zone creation and configuration commands. This command script has the same
syntax as the command_file specified by the following Solaris command:

zonecfg -z zone name -f command file

SA does not validate the contents of the zone creation command script, so ensure
that your script works. For the syntax of the commands allowed in the script, see
the Solaris 10 documentation on zonecfg.

B Click Next to proceed to the Zone Definition step.
[ Inthe Zone Definition step of the Zone Creation window, fill out the following fields:

» Server: Enter the SA server name for the new virtual server. (Beneath the server
name, you can see the global zone (hypervisor) that will be hosting this new zone.)
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Zone Name: Enter a name for the new zone. You might want to give the zone a
name that indicates its purpose, such as the name of the application that will be
running in the zone.

Locale: Enter the language code for the zone.

Terminal Type: Specify the terminal client that the SA Client uses for Remote
Terminal sessions on the zone.

Auto Reboot: Select to automatically reboot the zone if the physical server running
the global zone is rebooted.

Time Zone: Select a time zone for the zone.
Root Password: Enter the root password for logging into the zone.

Confirm Password: Enter the root password again.

If you selected the Entering a Zone Creation Command Script option, in the Zone
Configuration Commands section, enter (or paste) the contents of the zone creation
command script. Or, click Import File to import the zone creation command script.

B If you selected the Filling Out a Data Form option, enter data in the following fields:

CPU Shares Reservation: Enter an integer that allocates the shares of the CPU
resource.

For the CPU Shares Reservation to take effect, the Fair Share Scheduler (FSS) must be
N
enabled on the Solaris 10 hypervisor server on which you are creating the new zone. By
default, the FSS is not enabled.

.
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IP Address: Click Add to enter the IP address and the name of the virtual network
interface. A zone that requires network connectivity must have one or more
dedicated IP addresses. These addresses are associated with the physical network
interface of the global zone.

Device: (Optional) Click Add to enter a path name to a device, for example, /dev/
pts*, on the global zone hypervisor. This action gives the new zone access to a
device on the global zone.
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« Inherited Package Directory: (Optional) Click Add Sparse Root Directory to
enter a default package directory inherited by the new zone from the global zone.
Or, click Add to enter a path name to the package directory you want the zone to
inherit. These package directories are read-only.

* Mount Directory: (Optional) Click Add to mount a file system type and path for the
zone. This action grants the zone access to a physical disk or file system of the
non-global zone. A ufs file system creates a file system mount within the zone; the
lofs type is a loopback file system mount to the global zone.

El Click Next.

EIJ Continue through the remaining steps of the Create Zone window, as explained in
the following sections:

» “Scheduling Step for Virtual Servers” on page 229
» “Notifications Step for Virtual Servers” on page 229

+ “Job Status Step for Virtual Servers” on page 230

Installing an Agent on an Unmanaged Zone

To bring a zone under management by SA, you must install an Agent on it. Before
installing an Agent on a zone, verify the following requirements:

» The zone is running.

+ All services on the zone are up and running. If they are not up and running, perhaps the
zone does not have the necessary sysconfig information, that is provided by a user
when the zone is booted for the first time. See the Sun Solaris 10 documentation on
zone configuration for more information.

You can install an Agent on an unmanaged Solaris zone in two ways:

« With ODAD, as described in the “Agent Management” chapter of the User’s Guide:
Server Automation.

« Through the Solaris zone management interface.

To install an Agent on an unmanaged zone through the zone management interface,
perform the following steps:

H In the SA Client, from the Navigation pane, select the Devices tab.

B Expand Servers and select Virtual Servers.
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4]

In the Content pane, expand the global zone that hosts the zone you want to modify.

Right-click the non-global zone and select Solaris Zones » Install Agent.

Modifying a Zone

You can modify a subset of the zone parameters that were defined when you created the
zone. For example, if an HTTP server running on a zone is sluggish because of increased
usage, you can increase the CPU Share Reservation parameter of the zone. After you
modify a zone with the SA Client, the zone is automatically re-started.

To modify the parameters of a non-global zone, perform the following steps:

(> I o |

In the SA Client, from the Navigation pane, select the Devices tab.

Expand Servers and select Virtual Servers.

In the Content pane, expand the global zone that hosts the zone you want to modify.
Right-click the non-global zone and select Solaris Zones » Modify Zone.

The Modify Virtual Zone window appears. In the Zone Definition step of the Modify
Virtual window, edit the parameters you want to change.

Click Next.

Continue through the remaining steps of the Modify Zone window, as explained in
the following sections:

“Scheduling Step for Virtual Servers” on page 229.
“Notifications Step for Virtual Servers” on page 229.

“Job Status Step for Virtual Servers” on page 230

Starting or Stopping a Zone

To start or stop a zone, perform the following steps:

1]
(2]
4]

Or:

From the Navigation pane, select the Devices tab.
Expand Servers and select Virtual Servers.
In the Content pane, expand the hypervisor that hosts the zone.

Right-click the zone and select Solaris Zones » Start Zone or Stop Zone.
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B In the Virtual Servers list, open the hypervisor. In the Virtualization view, select the
zone and click either Start or Stop.

If the zone is not running, the state displayed is Installed.

Removing a Zone

To remove a non-global zone, perform the following steps:

E nthe SA Client, from the Navigation pane, select the Devices tab.

H Expand Servers and select Virtual Servers.

HE nthe Content pane, expand the global zone that hosts the zone you want to remove.

B Right-click the non-global zone and select Solaris Zones » Remove Zone.

VMware Virtual Machine Management

This section provides step-by-step instructions for managing VMware virtual machines
with the SA Client. The read-only tasks for virtual machines are in “Viewing Virtual
Servers” on page 216.

Creating a Virtual Machine

With the SA Client, you can create a virtual machine on a VMware ESX server
(hypervisor). If you specify an OS Sequence during this task, SA also provisions an OS
and installs an SA Agent on the virtual machine. After Agent installation, the virtual
machine appears in the All Managed Servers and the Virtual Servers lists in the SA Client.

To create a VMware virtual machine, perform the following steps:
H In the SA Client, from the Navigation pane, select the Devices tab.
K Expand Servers and select Virtual Servers.

H In the Content pane, right-click the VMware ESX Server that will host the virtual
machine, and select VMware Virtual Machines » Create Virtual Machine.

Bl In the Virtual Machine Definition step of the Create Virtual Machine window, enter
data in the following fields:

223



User’s Guide: Server Automation

224

* Name: The SA server name of the new virtual machine. Also, the name of the new
virtual machine as it will appear within the ESX Server.

+ Memory Size: The amount of memory for the virtual machine.
« Virtual Processors: The number of CPUs for the virtual machine.

+ Guest OS: Select the operating system (OS) of the virtual machine. This field is
just a label. Specifying this field does not provision the OS on the virtual machine.

+ OS Sequence: (Optional) To provision the OS when the virtual machine is created,
select an OS sequence. If it has a software policy, the OS sequence installs the
software in the policy on the virtual machine immediately after the OS is
provisioned.

BH Under Network Configuration, click Add to create a virtual network adapter (NIC). To
connect the virtual network adapter when the virtual machine powers on, select
“Connect at power on.”

B Under Data Store Configuration, click Add to create a virtual disk. To select a data
store from the hypervisor, double-click the entry under Name. You can also change
the default values for Size and Units by double-clicking those entries.

Click Next.

Continue through the remaining steps of the Create Virtual Machine window, as
explained in the following sections:

+ “Scheduling Step for Virtual Servers” on page 229.
» “Notifications Step for Virtual Servers” on page 229.

+ “Job Status Step for Virtual Servers” on page 230

If you are installing Solaris 10 as a Guest OS on a VMWare ESX server, the following
configurations are strongly recommended:

Solaris 10 32-bit
Guest OS: SOlaris 10 32 bit

SCSI controller: LSl logic
Network Adapter: flexible
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Solaris 10 64-bit

Guest OS: Solaris 10 64 bit
SCSI controller: LSI logic
Network Adapter: E1000

Installing Software During Virtual Machine Creation

With the SA Client, you can perform the following three operations individually or as a
single task:

+ Create the virtual machine.

* Provision an OS on the virtual machine.

+ Install software on the virtual machine.

To bundle these operations as a single task, perform the following steps:
EF Decide which OS will be provisioned on the virtual machine.

H Locate or create the corresponding OS sequence.

For instructions on creating OS sequences, see the SA Policy Setter’s Guide.

In the OS sequence, be sure to select Enable Remediation.

Decide which software will be installed on the virtual machine.

Create a software policy.

For instructions, see the SA Policy Setter’s Guide.

Add the software to be installed to the software policy.
Launch the Create Virtual Machine task.
For instructions, see “Creating a Virtual Machine” on page 223.

B n the Virtual Machine Definition step of the Create Virtual Machine task, specify the
OS sequence.

When the virtual machine is created, the OS is provisioned and the software policy is
remediated on the virtual machine. The remediation operation installs the contents of
the software policy on the virtual machine.
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Opening VMware VI Web Access From the SA Client

VMware Virtual Infrastructure Web Access is a browser-based application for managing
virtual machines. (The short name for this application is VI Web Access.) Before running
VI Web Access, you must install a browser plug-in, as described the VMWare, Inc.
document, Virtual Infrastructure Web Access Administrators Guide.

To open VI Web Access from the SA Client, perform the following steps:

H In the SA Client, from the Navigation pane, select the Devices tab.

B Expand Servers and select Virtual Servers.

In the Content pane, right-click the VMware ESX server and select VMware Virtual
Machines » Open Web Access.

Opening a Virtual Machine Console From the SA Client

VI Web Access enables you to open a browser-based console for a VMware virtual
machine. With the console, you can monitor the progress of OS provisioning on a virtual
machine. Within the console, press Ctrl + Alt to transfer control of your mouse and
keyboard back to your computer.

To open VI Web Access console from the SA Client, perform the following steps:

H In the SA Client, from the Navigation pane, select the Devices tab.

K Expand Servers and select Virtual Servers.

In the Content pane, right-click the virtual machine and select VMware Virtual
Machines » Open Console.

Provisioning an OS on a Virtual Machine

An unprovisioned virtual machine does not have an OS. To provision an OS on an existing
VMware virtual machine, perform the following steps:

E nthe VMware console, boot a new “bare metal” virtual machine with either PXE boot
or a boot image file. (You can open the console from VMware VI Web Access or VI
Client.) In the SA Client, the virtual machine appears in the Unprovisioned Servers
list.

H Provision the OS on the virtual machine as if it were a physical server. For
instructions, see the “Operating System Provisioning” chapter of the SA User’s
Guide: Application Automation.
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During the OS provisioning process, SA installs an Agent on the virtual machine. After
Agent installation, the virtual machine appears in the All Managed Servers list.
Installing an Agent on an Unmanaged Virtual Machine

Your environment will have unmanaged VMware virtual machines if they have been
created and OS provisioned with tools other than SA. To bring a virtual machine under
management by SA, you must install an Agent on it.

You can install an Agent on an unmanaged virtual machine with command-line tools or
with ODAD. For more information on ODAD, see the “Agent Management” chapter of the
User’s Guide: Server Automation.
Modifying a Virtual Machine
To modify the attributes of a VMware virtual machine, perform the following steps:
H If you want to modify the following attributes, power off the virtual machine:

+ Memory Size

* Virtual Processors

» Network Configuration

+ Data Store Configuration

For instructions, see “Powering a Virtual Machine On or Off” on page 228.

In the SA Client, from the Navigation pane, select the Devices tab.

o]

Expand Servers and select Virtual Servers.

In the Content pane, expand the VMware ESX Server that hosts the virtual machine
you want to modify.

B Right-click the virtual machine and select VMware Virtual Machines » Modify
Virtual Machine.

The Modify Virtual Machine window appears. In the Virtual Machine Definition step of
this window, change the attributes.

Click Next.

Continue through the remaining steps of the Modify Virtual Machine window, as
explained in the following sections:

» “Scheduling Step for Virtual Servers” on page 229.
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» “Notifications Step for Virtual Servers” on page 229.

+ “Job Status Step for Virtual Servers” on page 230

Powering a Virtual Machine On or Off

To power a VMware virtual machine on or off, perform the following steps:

1]
(2]

In the SA Client, from the Navigation pane, select the Devices tab.
Expand Servers and select Virtual Servers.

In the Content pane, expand the VMware ESX Server that hosts the virtual machine
you want to power on.

Right-click the virtual machine and select VMware Virtual Machines.

Select Power On Virtual Machine or Power Off Virtual Machine.

Suspending a Virtual Machine

The suspending action pauses the virtual machine activity. To suspend a VMware virtual
machine, perform the following steps:

In the SA Client, from the Navigation pane, select the Devices tab.
Expand Servers and select Virtual Servers.

In the Content pane, expand the VMware ESX Server that hosts the virtual machine
you want to suspend.

Right-click the virtual machine and select VMware Virtual Machines.

Select Suspend Virtual Machine.

Resetting a Virtual Machine

The resetting action stops the virtual machine and reboots it. To reset a VMware virtual
machine, perform the following steps:

1]
(2]

In the SA Client, from the Navigation pane, select the Devices tab.
Expand Servers and select Virtual Servers.

In the Content pane, expand the VMware ESX Server that hosts the virtual machine
you want to reset.

Right-click the virtual machine and select VMware Virtual Machines » Reset
Virtual Machine.
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Removing a Virtual Machine

If you remove a virtual machine, its entry is deleted from the Model Repository. To remove
a VMware virtual machine, perform the following steps:

EF nthe SA Client, from the Navigation pane, select the Devices tab.
H Expand Servers and select Virtual Servers.

E In the Content pane, expand the VMware ESX Server that hosts the virtual machine
you want to remove.

Bl Right-click the virtual machine and select VMware Virtual Machines » Remove
Virtual Machine.

Shared Steps for Virtual Server Management

This section describes the shared steps of tasks that launch SA jobs. These tasks include
“Creating a Zone” on page 219 and “Creating a Virtual Machine” on page 223.
Scheduling Step for Virtual Servers

In the Scheduling step, you decide whether the job that performs the task runs
immediately or at a later time.

To schedule the task, perform the following steps:
El Click Next until you reach the Scheduling step.
H Select one of the following options:

* Run Task Immediately: This option allows you perform the task when you click
Start Job in the Job Status step.

* Run Task At: This option allows you to specify the date and time for the task.

Notifications Step for Virtual Servers

In this step, you can set email naotifications to alert users on the success or failure of a job.
You can also associate a Ticket ID with the job. These settings are optional.

To set email notifications, perform the following steps:
El Click Next until you reach the Notifications step.
H Click Add Notifier.
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El Enter the addresses in the Notification Email Address field.

v

Bl To send email to the address if the job succeeds, select the icon. To send

_x |

B Enter an ID to be associated with this job in the Ticket ID field.

email if the job fails, select the icon.

Job Status Step for Virtual Servers

In the Job Status step, you can start the job, view the summary information of the job
progress, and see the individual status of each action required for the job.

To start the job, perform the following steps:
El Click Next until you reach the Job Status step.
B Click Start Job.

If you selected Run Task Immediately in the Scheduling step, the job begins now. If
you scheduled the job for a later time, the job will run later. The job’s progress
information appears in this window.

E To view the details of each action performed by the job, select a row in the table.

Bl Click End Job to stop the job from running or click Close to exit this window.

You can also view jobs in the Jobs Log window of the SA Client. See the User’s Guide:
S
Server Automation for information about Job Logs.
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This section discusses the following topics:
« Server Tracking

+ Server Lists

+ My Servers

+ Server Search

+ Server Identification

+ Server Histories and Reports

+ Hardware Information for Managed Servers

Server Tracking

This section discusses the following topics:
» Ways to Locate, List, and Display Servers
» Tracked Server Properties

» Supported Operating Systems for Managed Servers.

Ways to Locate, List, and Display Servers

You can locate, list, and display servers in the SAS Web Client in the following four ways:

» By searching when you know the name, host name, or IP address of the server you
want to provision or manage.

+ By viewing the Manage Servers list and Server Pool list when you want to see a
complete list of all your servers. You can refine the lists by using filters.
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.

.

By viewing servers sorted by hardware category. (Click Environment » Hardware in the
navigation panel.) The Servers tab in the Hardware pages shows each manufacturer
and model that you have running in the operational environment. See “Hardware
Information for Managed Servers” on page 271 in this chapter for more information.

You can also browse managed servers and server groups using the SA Client.

Tracked Server Properties

Every server that SA manages has the following properties:

|P addresses, host name, and the server ID

All software that is installed on the server. Select the Installed Packages tab from the
Manage Servers: Server Properties page to display the list of software that is reportedly
installed on the server.

HP Server Automation is able to determine what software is installed on a server
because the Server Agent communicates with the SA core and reports the installed
hardware and software for the server.

In some cases, Solaris packages might only be partially installed. In these cases, the
partially installed Solaris package does not show up in the installed list.

See “Server Information that the Agent Tracks” on page 109 in Chapter 4 for information
about a complete list of all the hardware and software information that HP Server
Automation tracks for managed servers.

Supported Operating Systems for Managed Servers

This section lists the supported operating systems for agents and the SA Client.
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SA Server Agents

The following table lists the supported operating systems for SA server agents, which run
on the servers managed by SA.

Table 7-5: SA Server Agent Supported Operating Systems

SUPPORTED
OPERATING SYSTEMS
FOR SA SERVER VERSIONS ARCHITECTURE
AGENT

AIX AIX 4.3 POWER
AIX 5.1 POWER
AIX 5.2 POWER
AIX 5.3 POWER

HP-UX HP-UX 10.20 PA-RISC
HP-UX 11.00 PA-RISC
HP-UX 11.11 PA-RISC
HP-UX 11.23 (11i v2) PA-RISC and Itanium
HP-UX 11.31 (11i v3) PA-RISC and Itanium

Sun Solaris Solaris 6 Sun SPARC
Solaris 7 Sun SPARC
Solaris 8 Sun SPARC
Solaris 9 Sun SPARC
Solaris 10 (Update 1, Update 2, Sun SPARC, 64 bit x86, 32
Update 3, Update 4 and bit x86 and Niagara
Update 5)

Fujitsu Solaris Solaris 8 Fujitsu SPARC
Solaris 9 Fujitsu SPARC

Windows Windows NT 4.0 32 bit x86
Windows 2000 Server Family 32 bit x86
Windows Server 2003 32 bit x86 and 64 bit x86
Windows XP Professional 32 bit x86
Windows Server 2008 32 bit x86 and 64 bit x86
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Table 7-5: SA Server Agent Supported Operating Systems (continued)

Red Hat Linux Red Hat Enterprise Linux 2.1 AS
Red Hat Enterprise Linux 2.1 ES
Red Hat Enterprise Linux 2.1 WS
Red Hat Enterprise Linux 3 AS

Red Hat Enterprise Linux 3 ES

Red Hat Enterprise Linux 3 WS

Red Hat Enterprise Linux 4 AS
Red Hat Enterprise Linux 4 ES
Red Hat Enterprise Linux 4 WS
Red Hat Enterprise Linux Server 5
Red Hat Enterprise Linux Desktop 5

SUSE Linux SUSE Linux Enterprise Server 8
SUSE Linux Standard Server 8
SUSE Linux Enterprise Server 9
SUSE Linux Enterprise Server 10

VMware ESX Server 3.0
ESX Server 3.0.1
ESX Server 3.0.2
ESX Server 3.5

32 bit x86

32 bit x86

32 bit x86

32 bit x86 and 64 bit x86
and Itanium

32 bit x86 and 64 bit x86
and Itanium

32 bit x86 and 64 bit x86
and Itanium

32 bit x86 and 64 bit x86
32 bit x86 and 64 bit x86
32 bit x86 and 64 bit x86
32 bit x86 and 64 bit x86
32 bit x86 and 64 bit x86

32 bit x86
32 bit x86
32 bit x86 and 64 bit x86
32 bit x86 and 64 bit x86

32 bit x86 and 64 bit x86
32 bit x86 and 64 bit x86
32 bit x86 and 64 bit x86
32 bit x86 and 64 bit x86

On Red Hat Enterprise Linux 4 AS SA does not support SELinux (Security Enhanced
Linux). By default, SELinux is enabled on Red Hat 4 AS. You must disable the SELinux
feature on Red Hat 4 AS for the SA agent to function correctly. SA supports SELinux

(Security Enhanced Linux) on Enterprise Linux 5.
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Required Patches for Agent Installation

Table 7-6: Required Patches and Packages for Agent Installation

AIX 4.3 APAR 1Y39444
AIX 5.1 APAR 1Y39429
NOTE:

If AIX 4.3.3.388, 4.4.4.89, or 5.1.0.3 is installed, the Agent
Installer displays an error message that indicates the
correct APAR to install on the server.

HP-UX (10.20, 11.00, 11.11/11i)| For HP-UX 10.20, PHCO_21018

Additionally, SW-DIST should be upgraded to the HP
recommended patch level. You should continue to
upgrade this package when HP recommends new
versions.

Linux AS 3.0 Red Hat Enterprise Linux 3 Update 3
Linux WS 3.0
Linux ES 3.0

Solaris 10, 9, 8, 7, and 6 SUNWadmc
SUNWesl
SUNWCslr (If available, depending on version)
SUNWcsu
SUNWesu
SUNWIibms
SUNIlibmsr (If available, depending on version)
SUNWswmt
It is strongly recommended not to remove packages
from the SUNWCreqg minimal required install cluster,
since many packages are interdependent and operation
beyond that of basic SAS functionality may be affected.

Windows 2000 Service Pack 4
Windows NT 4.0 Service Pack 6a
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SA Client

The following table lists the operating systems supported for the SA Client.

Table 7-7: SA Client Supported Operating Systems

Windows Windows Vista 32 bit x86 and 64 bit
x86
Windows XP 32 bit x86
Windows 2003 32 bit x86
Windows 2000 32 bit x86

Server Lists

This section discusses the following topics:
« Types of Server Lists

+ Server Pool

+ Manage Servers List

« Filters on the Manage Servers List

Types of Server Lists
The SAS Web Client displays lists for two types of servers, as Figure 7-1 shows.

Figure 7-1: Servers Section in the Navigation Panel

E Servers
= hly Senrers
*hlanage Servars
*Search
*Senrer Pool

Server Pool: Servers in the Server Pool have registered their presence with HP Server
Automation but do not have the target OS installed. An OS Build Agent is running on each
server so that they can communicate with HP Server Automation.

See SA User’s Guide: Application Automation on how to use the Server Pool when you
install the target OS on a server.
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Manage Servers: The Manage Servers list contains servers on which HP Server
Automation can perform management tasks, because Server Agents are installed on
them. However, HP Server Automation might not have provisioned all software running on
the servers.

You begin the OS provisioning process by reviewing the servers in the Server Pool list.
From the Server Pool, you can install a target OS by selecting a server and clicking Install
OS.

Server Pool

The Server Pool provides the following information about each server waiting to be
provisioned with the target OS:

« The host name set by booting the server for the first time over the network or by using
an SA Boot Floppy

* The MAC address
* The manufacturer and model

+ The OS that the OS Build Agent is running — DOS (Windows operating systems), Linux,
or Solaris

You use this information to select the target OS for servers. If the server is in the
process of installing an OS, this value might change.

» The last date and time that the Server Agent on the server communicated with HP
Server Automation (by submitting the server's hardware and software information)

If the server is in an unreachable state (that is, if the server icon has a red “x” on it), you
can run a Communication Test to help you troubleshoot why that server is unreachable.
See “Agent Reachability Communication Tests” on page 129 in Chapter 4 for more
information.

« The life cycle value, such as whether the server is available to have a target OS
installed on it

« The facility in which the server is located
» The customer association

+ Additional hardware information (Click the server name to open a window that displays
specific hardware information.)
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Manage Servers List

The Manage Servers list contains servers on which HP Server Automation can perform
management tasks because Server Agents are installed on them. When an existing
operational server has an Server Agent installed successfully, it appears in the Manage
Servers list and the server icon indicates that it is fully manageable, as Figure 7-2 shows.

Figure 7-2: The Manage Servers List in the SAS Web Client
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See “Agent on Managed Servers” on page 105 in Chapter 4 for more information. By
default, servers in the Manage Servers list are sorted by the Name column. However, you
can re-sort the list based on any of the column headings. For example, you can click the
Hostname / IP Address column heading to re-sort the list by host name or IP address.

If you have many servers that HP Server Automation manages, the list of servers is
grouped by pages. Click the page number links or the left arrow at the bottom of the list.

The Manage Servers list provides the following information about each server:
» The name of the server

By default, the server's host name appears in this field. However, you can edit it so that
it is more descriptive or useful.

« The host name of the server determined by the Server Agent

« The IP address configured for the server, which users can edit by using the network
configuration feature in the

+ The reported OS, which is obtained by the Server Agent that is running on the server
+ The stage of the server, which specifies the stages of deployment for servers
» The server's use

« The facility in which the server is located
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The customer association

Additional hardware information (Click the server name to open a window that displays
specific hardware information.)

Filters on the Manage Servers List

The Manage Servers list displays the following filters that you can specify to qualify the
servers that the SAS Web Client displays, as Figure 7-3 shows.

Figure 7-3: Filters in the Manage Servers List

Manage Servers (Summary “iew)

All Statuses || &l Operating Systems || Al Stages || &l Uses || &ll Facilties || &l Customers w

Al Manufacturers

|| All Models halli 2l Litecycles

Status: Specifies the ability of HP Server Automation to manage servers. HP Server
Automation automatically detects the status of servers; a server's status is OK or Not
Reachable.

OS: Specifies the operating system on the server, which is obtained by the Server
Agent that is running on the server.

Stages: Specifies the stages of deployment for servers; for example, a server is live or
offline. Users set this property for servers. The values in this list are customizable by the
SA administrator.

Uses: Specifies how an organization is utilizing servers. For example, a server is a
staging server. Users set this property for servers. The SA administrator can customize
the values in this list.

Facilities: Specifies the location of servers. From an SAS Web Client, users can
manage servers located in any facility. For example, a user could log in to the SAS Web
Client running in facility A and manage the server located in facility B.

Customers: Specifies the customer associated with each server. Your SA administrator
defines the options for customer selections by using the Administration pages.

Manufacturers: Specifies the manufacturer for the server as reported by the OS Build
Agent running on the server.

Models: Specifies the model of the server as reported by the OS Build Agent running
on the server.
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 Life cycles: Specifies the various SA server life cycle values which include Managed,
Available, Build Failed, Installing OS, and Deactivated.

You can change the filters displayed in the Manage Servers page. To change the filters
Q you want to be displayed on the Manage Servers page, click on the icon as shown in
Figure 7-5 and specify the filters from the Edit Filters Menu.

Figure 7-4: Edit Icon
Figure 7-5 shows the filters that are in the Server Pool list.
Figure 7-5: Filters in the Server Pool List
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+ Manufacturers: Specifies the manufacturer for the server as reported by the OS Build
Agent running on the server.

+ Models: Specifies the model of the server as reported by the OS Build Agent running
on the server.

+ Facilities: Specifies the location of the server. Users can manage servers in any facility
from an SAS Web Client in any facility.

My Servers

This section contains the following topics:
» Overview of My Servers
« Adding Servers to My Servers

» Removing Servers from My Servers

Overview of My Servers

The My Servers feature provides an efficient way to manage servers when your
operational environment contains hundreds or thousands of servers.
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When you search for servers or browse the server lists, you can add servers to My
Servers (similar to a shopping cart on an e-commerce site). Using My Servers allows you
to view and perform actions on selected servers.

When you use the same browser and login to the SAS Web Client running in the same
facility, servers stay in My Servers for one year or until you explicitly remove them. Each
time that you login to the SAS Web Client, you see the servers that were in My Servers the
last time that you logged in.

The My Servers feature is available only on a per-user basis. You cannot log in as an SA
administrator to see the servers in the My Servers area of other SA users.

Adding Servers to My Servers

Perform the following steps to add a server to My Servers:

E From the navigation panel, click Servers » Manage Servers. The Manage Servers
page appears. Browse the list to find the servers that you want to add to the My
Servers.

Or
Search for the servers that you want to add to My Servers.

See “Using the Search Feature” on page 244 in this chapter for more information.
See “Server Searching by IP Address” on page 260 in this chapter for more
information.

Select the servers that you want to add to My Servers.

E Choose Resource » Add to My Servers from the menu above the Manage
Servers list. The Add To My Servers window appears, which indicates that you added
the chosen number of servers to My Servers.

B Click Close to close the window.

B Next select the My Servers link at the top of the page. You see the selected servers
added to My Servers, as Figure 7-6 shows.

Figure 7-6: Servers in My Servers
My Servers (Summary “iew) 2

Resource  Edit  “iew  Tasks  Configuration Tracking |

D_m Host Mame /P Address OS5 Wersion  Stage Uze Facilty Customer

mO3E dev.opsware .com mO3s dev opsyware.com SunoS 58 Mot Specified  Production 03 Opsware
192168192 67
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You can perform the same server management tasks on servers in My Servers as on the
servers in the Manage Servers list.

Removing Servers from My Servers

Perform the following steps to remove servers from My Servers:

H Click the My Servers link in the navigation panel of the SAS Web Client. The My
Servers page appears that shows the servers currently added to it.

H Select the servers that you want to remove from My Servers and choose Edit »
Remove from My Servers from the menu above the Server list.

The My Servers page refreshes and displays the remaining servers in My Servers.

Server Search

This section provides information about Server Search and contains the following topics:
« Searching for a Server By Using the Search Box

+ Ways to Use Search

« Using the Search Feature

» Rules for Server Search and for Creating Dynamic Groups

+ Line Break Workaround for Server Search

+ Conditions for Searching with Multiple Rules

« Server Searching by IP Address

» Example: Server Search

« Searching for a Server Group

Searching for a Server By Using the Search Box

Perform the following steps to search for a server using the Search box:
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EH On the Home page, click the down arrow in the top navigation panel to open the
Search box, as Figure 7-7 shows.

Figure 7-7: Search Text Box on the SAS Web Client Home Page

Servers

H Jobs
UL [ Groups

Showy

w Nl =Enter search text heres= I G0 |

H Verify that the Servers option is selected in the list.

E Type the server's IP address, host name, or name in the Search box and then click
Go.

The search text that you enter can include an asterisk (*) wildcard character.
However, the search feature automatically prepends and appends an asterisk to the
text.

For example, you can type any of the following search queries:

192.168.68.6
host02.coredev-val.sample.com
192.168.%*.19
hostl*.xyz.samplecompany.com

The resulting page contains one or more servers, depending on the type of search
query that you specified. If no servers are found, the SAS Web Client displays a
message that indicates that no servers were found that matched your query.

See “Using the Search Feature” on page 244 in this chapter for information about
how to formulate complex, multiple rule search queries.

Ways to Use Search

By using the SAS Web Client, you can perform searches in the following ways:

» From SA wizards

While using the SA wizards from the Tasks panel, you are prompted to select (by
browsing or searching) servers or server groups, and operating systems, at specific
points in the process.

What you can search for in the SA wizards is context sensitive to the type of operation
that you are performing.

« From the navigation panel, click Servers » Search.
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The Search page allows you to search for managed servers that match specified rules.

» While adding or modifying rules for a dynamic group (By clicking Search on the Rules

tab for a group).

Using the Search Feature

In the SA wizards, you can browse for servers, operating systems, or use the Search
feature to search for these items.

Perform the following steps to search by using the Search feature:

In an SA wizard, select the Search tab. The following Search page appears. See
Figure 7-8.

Figure 7-8: Search Tab in the Select Servers Step of an SA Wizard

Select Software

Select the software application(s) you wish to install.

Browse Search | (0) Software Selected

Match: if all rules are met

Name | |is b =l

You can also use the Search tab at other steps in the wizards to search for operating
systems, patches, applications, and templates.

Or
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From the navigation panel, click Servers » Search. The Search page appears, as
Figure 7-9 shows.

Figure 7-9: Search Page

Search j})
¥ Rules

Match: | ifallrules are met | v |

Search for servers whose:

|Agent Discovery Date V||I5 after V||May V||23 V||20[]5 V|E|

[ Search ][ Save... ][Reset ]

By default, one search rule is added to the search.
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H Specify the rule that you want to search for by selecting it from the first list, as
Figure 7-10 shows.

Figure 7-10: Search Rules List in the Search Page

Agent Discovery Date w
Properties ~
. Agent Discove
Agent Reporting
Agent Status
Agent Version
Custom Attribute (any)
Custom Attribute (local)
Customer
Deployment Stage
Facility
Group Membership
Hostname
Mame (any)
Motes
Opsware Display Name
Sernver Use
Senice Level
Opsware Properties
Application Configuration
Code Deployment
Configuration Tracking
Lifecycle
Senver D
Software
Attached Software
Installed Patches

~.~asmstalled Softwa M8 e o amien
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Depending on the rule that you select, a popup window might appear in the page.
For example, if you selected Deployment Stage, a popup window showing the
stages appears in the page as Figure 7-11 shows:

Figure 7-11: Search Popup Window with Values
Search 2

¥ Rules

Match: | if all rules are met | v

Search for servers whose:

Deployment Stage v| | Is

Choose any number of deployment stages:

(0) selected

Building
FAILED

In Deployment
Live

Not Specified

Not Specified

Ooooooooao

Offling
-

[ Clear All Selections
@Done é 0 Internet

You cannot search in Notes that contain line breaks. See “Line Break Workaround for
Server Search” on page 258 in this chapter for more information and a workaround.

If you are searching while using an SA wizard, the first search rule list might not have
all the options. The list only includes the options that are relevant for the SA wizard
that is being used. For example, the Install OS Wizard does not include options to
search for installed patches on the servers.

In the second list, specify how you want HP Server Automation to search by selecting
a value. The operator selected defines how the search text is treated. Negative
operators might not be available in all cases.

See “Rules for Server Search and for Creating Dynamic Groups” on page 249 in this
chapter for more information about the operator for each search rule.
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Bl Enter the text that you want to search for in the text box or choose a value from the
list or popup window. The search text that you enter can include an asterisk (*)
wildcard character. The search text is case insensitive. You can also use the SHIFT or
CTRL key to select multiple values from the list or popup window.

B (Optional) To add additional rules, click the plus (+) button as Figure 7-12 shows and
repeat Steps 2 through 4.

Figure 7-12: Multiple Rules in a Search
Search 2

¥ Rules

Match: | if all rules are met | %

Search for servers whose:

|Depl0yment Stage V| | Is V| |Ir1 Deployment |E =
|Op9ware Display Name V| | Contains V| |marketing| |E =

Search Save .. || Reset

@ If you specified multiple rules for the search, select whether you want search results
only if all rules are met or if any of the rules are met, as Figure 7-13 shows.

Figure 7-13: Operator Controlling Search Results

Match: | if allrules are met | %

if all rules are met |
if anv rules are met

By default, search results appear for servers that match all the search rules. If you are
searching from an SA wizard, this field is set to the value if all rules are met; you can
change the value when searching for servers, but you cannot change it when
searching for patches, software, operating systems, and so on.
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Click Search. The list of servers that match your search rules appears in the page, as
Figure 7-14 shows.

Figure 7-14: Displayed Search Results

Results
FResource  Edit Tasks  Configuration Tracking

e i | ||

O @” casela.snvl.corp.opsware.com casela.snv1.corp.opsware.com 192.168.9.191  Sun0S 5.9 c12

Opsware
Web Services test box
O @ chamarel.znv1.corp.opswars.com chamarel.znvi. corp.opswars.com 192168959146 | Red Hat c12 Opaware
~ Web Services test box Linux 7.3

The search results include columns for Name, IP Address, OS Version, Facility, and
Customer.

When you search for installed software or patches and include an asterisk in the

search text, HP Server Automation might take several minutes to display the search
results.

Rules for Server Search and for Creating Dynamic Groups

The following table describes the rules that you can use to search for servers or to create
dynamic server groups.

Note that anywhere you can enter text, you can enter a wildcard (*) character to broaden
your results.

Table 7-8: Rules for Server Search and for Creating Dynamic Groups

PROPERTIES
Agent Discovery Date: The + |s after Drop-down lists with the day,
date that the Server Agent was month, and year
 Is before
installed.
* Is within the last User-entered text
+ |s today N/A
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Table 7-8: Rules for Server Search and for Creating Dynamic Groups (continued)

Agent Reporting: Whether
the Server Agent is reporting
to HP Server Automation.

Agent Status: \Whether the
Server Agent is reachable by
HP Server Automation.

Agent Version: The version of
the Server Agent — such as
14.2.3b.

Custom Attribute (any): The
name of a custom attribute
that is associated with the
server through attachment or
inheritance.

Custom Attribute (local): The
name of a custom attribute
that is locally attached to the
server,

Customer: The customer or
account that the server is
associated with.

* Is not

Is

* |s not

Contains

» Does not contain

Is
Is not

Contains

* s

Contains

e s

* Is not

+ Has not reported

« OK

+ Registration in progress
* Reporting error

* Not reachable

+ OK

User-entered text

User-entered text

User-entered text

Popup window of customers
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Table 7-8: Rules for Server Search and for Creating Dynamic Groups (continued)

Deployment Stage: The
stage the server performs
within a lifecycle environment.

Facility: The collection of
servers managed by an HP
Server Automation installation.

Group Membership: \Whether
the server belongs to a group.

Host name: The host name of
the server — such as
mO004.company.com.

Name (any): This enables
searching for any name or IP
address associated with a
server.

e s

* Is not

* Is not

+ Contains
* Does not contain

* s

+ Is not

+ Contains

+ Does not contain
e Is

* |s not

* In Deployment
 Live

» Not Specified
+ Offline

The values that appear in this
list are customizable; in
addition to the values above,
values specific to your
environment might appear.

Popup window of facilities

When HP Server Automation
is running multimaster mode,
the list can contain many
facilities.

Popup window of groups

User-entered text

User-entered text
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Table 7-8: Rules for Server Search and for Creating Dynamic Groups (continued)

Notes: The contents of the
Notes field from the Properties
tab for a server.

Opsware Display Name: The
user-configurable name for the
server.

Server Use: How the server is
being used — such as
Development, Staging,
Production.

Contains

Does not contain
Is

Is not

Contains

Does not contain
Is

Is not

Is not

User-entered text

User-entered text

By default, HP Server
Automation uses the
configured host name of the
server until a user edits it.

* Development
* Not Specified
* Production

« Staging

You can customize values that
appear in this list. In addition
to the values above, values
specific to your environment
might appear.



Chapter 7: Server Tracking in the SAS Web Client

Table 7-8: Rules for Server Search and for Creating Dynamic Groups (continued)

Service Level: The user-
defined category that can be
used as an organizational tool.

OPSWARE PROPERTIES

Application Configuration:
Whether the server uses the
Application Configuration
feature.

Code Deployment: Whether
the server uses the Code
Deployment feature.

Configuration Tracking:
Whether the Configuration
Tracking feature is monitoring
or backing up specific files or
configurations on a server.

Lifecycle: The server states
that are part of bringing a
server into HP Server
Automation.

Is

» |s attached here or

below

Is not used

Is used

Is not used

Is used

Is off

Is on

Is not

Popup window of service
levels

Servers can be associated
with multiple service levels.

N/A

N/A

N/A

+ Available

+ Build Failed
* Deactivated
+ Installing OS

+ Managed
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Table 7-8: Rules for Server Search and for Creating Dynamic Groups (continued)

Server ID: The internal ID HP
Server Automation uses to
identify the server.

SOFTWARE

Attached Software: The
software that is assigned or
modeled through the SA
installation process.

Attached Software Policies:
The software policies that is
assigned or modeled through
the SA installation process.

Installed Patches: \Whether a
patch is installed on the
server.

Installed Software: The
package reported installed on
the server.

OS Version: The OS version
defined by OS definitions in
the OS Provisioning feature.

Is not

Is

Is attached here or
below

Contains

* Does not contain

Is
Is not

Contains

* Does not contain

Is

Is not

* Is not

User-entered text

In most cases, the Server ID is
the same as the MID.

Popup window of software

Popup window of software
policies

User-entered text

User-entered text

A package does not have to
be installed by HP Server
Automation to be reported as
installed on a server.

Popup window of operating
systems
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Table 7-8: Rules for Server Search and for Creating Dynamic Groups (continued)

Reported OS: For Windows — | « Contains User-entered text
the version reported by the
OS, for Unix — the version

* Does not contain

returned by the uname * s
command. + |s not
Windows Service: The names | « Contains User-entered text

of the Windows services that
are reported to HP Server

* Does not contain

Automation. s
* |s not
NETWORK
DNS Search Domains: The » Contains User-entered text

domains configured to be
searched in the server’s

* Does not contain

network settings. < s
* Is not
DNS Servers: The IP + Contains User-entered text

addresses of the DNS servers
configured in the server's

* Does not contain

network settings. < s
* Is not
Default Gateway: The IP + Contains User-entered text

address of the default router. .
» Does not contain

e Is

* Is not
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Table 7-8: Rules for Server Search and for Creating Dynamic Groups (continued)

IP Address: Any Internet
Protocol address for the server.

MAC Address: Any Media
Access Control address, which
is the network interface card's
unigue hardware number.

WINS Servers: The Windows
Internet Naming Servers
configured in the server's
network settings.

HARDWARE

CPU Make and Model: The
vendor name and CPU model
for the server — such as
GENUINEINTEL Intel(R)
Pentium(R) 4 CPU 2.60GHz.

CPU Speed: The Central
Processing Unit speed in
gigahertz [GHZz].

Make and Model: The vendor
name and server model for the
server — such as Compaq -
DL360.

Contains

* Does not contain

Is
Is not

Contains

* Does not contain

Is
Is not

Contains

* Does not contain

* Is not

Does not equal

+ Equals

Is greater than
Is less than

Is

* Is not

User-entered text

User-entered text

User-entered text

Popup window of CPU makes
and models

User-entered text

A 600 Mhz machine should be
entered as 0. 6.

Popup window of server
makes and models
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Table 7-8: Rules for Server Search and for Creating Dynamic Groups (continued)

Number of CPUs: The * Does not equal User-entered text

number of CPUs on the server.
* Equals

 |s greater than
* |Is less than

RAM: The amount of RAM on |+ Does not equal User-entered text
the server in megabytes [MB]. | Equals

To enter 1 Gigabyte, type
* |s greater than

1024.

+ Is less than
Serial Number: The serial « Contains User-entered text
number of the server. .

« Does not contain

e Is

* Is not
Storage Make and Model: e Is Popup window of storage
The vendor name and storage | Is not makes and models
model for the server — such as
WDC - WD800BB-75DKAQ.
CUSTOM FIELDS
A Numeric field * Does not equal User-entered text

« Equals

* |s greater than

+ Is less than
A String field + Contains User-entered text

* Does not contain
* s

* |s not
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Table 7-8: Rules for Server Search and for Creating Dynamic Groups (continued)

A URI field + Contains User-entered text
+ Does not contain
s Is
* Is not

A File field + Contains User-entered text

* Does not contain

s s
+ Is not
A Date field + |s after Drop-down lists with the day,
. Is before month, and year
* Is within the last User-entered text
+ |s today N/A

Line Break Workaround for Server Search

You cannot search in notes that contain line breaks. For example, you cannot search for
text in a note when it is this type of text:

linel <line break>

line2

For example, the following query does not return any results:
Any/all notes contain linel <line break> line2
However, the following query does return all servers that have notes:
Any/all notes is not linel <line breaks> line2

To work around this limitation, include an asterisk (*) where the line break occurs, as
Figure 7-15 shows. For example:
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Any/all notes is linel*line2

Figure 7-15: Line Break Workaround in the Server Search Feature
Search D

¥ Rules

WMatch: | ifallrules are met | ¥ |

Search for servers whose:

Motes V||I5 V||Iine1*lin82| |EE‘

[% [ Search ” Save... ][Reset ]

Conditions for Searching with Multiple Rules

When you perform a search with multiple rules, the following conditions apply to the way
HP Server Automation provides search results:

* When it evaluates rules, the Search feature considers each rule individually, finding
servers (or operating systems, patches, and so forth) that match the individual rule, and
then the results of each rule are combined.

* You must select at least one rule, and it must have a value. Default filter rules count as
rules with a value.

« Empty rules are ignored in searches. Users do not have to manually remove them for
the search to proceed.

* You cannot search for empty values. For example, you cannot search for all servers
where the Notes field is empty.

At certain steps in the SA wizards, the Search feature provides default values based on
previous selections in the wizard.

The wizards are flexible; for example, when you select multiple servers and applications,
HP Server Automation will install the correct applications on the servers, even if you
selected different OS versions for the servers and applications in the respective steps. HP
Server Automation also matches the customer association for applications, operating
systems, and templates with the customer association of servers.
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If HP Server Automation cannot find a match, an error message appears at the end of the
wizard; therefore, use caution when modifying these default values.

Server Searching by IP Address

Users can search for servers by entering a specific IP address in the Search box in the top
navigation or in the Search feature.

HP Server Automation includes support for static Network Address Translation (NAT). This
feature introduces the concept of a management IP, which might be different from any of
the local IP addresses that the Server Agent reported for a server.

When searching for a server based on its IP address, the Search feature searches based
on the server's primary IP address and based on the IP address for any interface that
server has, including its management IP address. In the search results, an extra column is
shown that lists all matching IP addresses for all interfaces. The management IP address
is included if the server’s networking is configured for static NAT.

See “Communication Between Managed Servers and HP Server Automation” on

page 277 in Chapter 8 for information about how HP Server Automation handles servers
that are affected by static NAT.

Example: Server Search

Using the Search feature, a user creates a query with the following conditions:

+ Installed Software contains ga

+ Installed Software contains man

« If all rules are met is selected

The results of this search will be all servers that have at least one installed package with
ga somewhere in its name and at least one installed package (not necessarily the same
one) with man in its name.

The search results are not limited to packages that contain both ga and man in the
package name.

Find all servers that have some version of Apache or some version of Java installed:
« Installed Package contains apache

« Installed Package contains java
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« If any rules are met is selected

Searching for a Server Group

E From the navigation panel, click Servers » Search. The Search page appears. By
default, the Servers tab is selected.

Select the Groups tab. The rules for server group search appear as Figure 7-16
shows. By default, one search rule is added to the search.

Figure 7-16: Rules for Server Group Search
Search 2

¥ Rules

Watch: | if all rules are met v |

Search for groups whose:

Group Mame v | Contains v | | | =]

ProEem'es

H nthe second list, specify how you want HP Server Automation to search by selecting
either “Contains” or “Is”. The operator selected defines how the search text is treated.

Enter the text that you want to search for in the text box. The search text that you
enter can include an asterisk (*) wildcard character. (The search text is case
sensitive. Search is not enabled until you enter text in the text box.)

When searching for a server group, you can only specify one rule for Group Name. The
plus (+) button is disabled.
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Bl Click Search. The search results appear as Figure 7-17 shows.

Figure 7-17: Server Group Search Results

¥ Rules

Match: | if all rules are met |

Search for groups whose:

Group Mame v | | Contains Vl |test | D =

Results

Resource  Edit  Taske  Configuration Tracking |

_EET Total Mode! Custom
| Location Servers  Subgroups  Servers Type Attachments Aftributes  Last Use

| atestgroup Public Groups 0 0 0  Dynamic 3 0 05-22-05
O
) 16:00:00

Server Identification

This section provides information on server identification within HP Server Automation and
contains the following topics:

» Overview of Server Identification
+ Ways that Servers are Identified by HP Server Automation
« Customer Accounts in HP Server Automation

» Associating Servers with Customers

Overview of Server Identification
HP Server Automation uses the following IDs to track managed servers:

« MID: Machine ID. The unique identifier that HP Server Automation uses to identify the
server. The MID is usually equal to the server ID.

The MID is stored in a file on a server's disk so that the MID can persist and be read by
the Server Agent.
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The MID follows the hard disk, not the chassis, so system administrators can swap
chassis for servers without affecting how HP Server Automation tracks those servers.

See “Example: HP Server Automation Swaps a Server's Hard Disk” on page 264 in this
chapter for information about swapping hard disks.

« Server ID: The primary key in the Model Repository (database) that represents a given
server. The Server ID is used internally in HP Server Automation. Generally, users do not
need this value for servers to manage them in HP Server Automation.

+ MAC Address: Media Access Control address, which is the network interface card’s
unigue hardware number. The MAC is used as the server's physical address on the
network.

+ Chassis ID: A unique hardware-based identifier that the Server Agent discovers,
typically derived from some property of the server's chassis. As a common source for
this ID, HP Server Automation uses an interface's MAC address or the host ID on
Solaris servers, or the serial number for one of the interfaces.

Ways that Servers are Identified by HP Server Automation

Servers in the Manage Servers list are identified in the following ways when they register
their hardware and software with HP Server Automation:

« HP Server Automation identifies each server by using the MID first.
+ If the MID cannot be determined, the chassis ID is used to identify the server.

« If the server cannot be identified with the chassis ID, the MAC addresses are used to
identify the server.

In the Server Pool, the MAC Address column displays values by which HP Server
Automation tracks the servers. The value used varies by platform:

« Intel x86 processor-based servers are identified by the MAC address of the server.
« Sun SPARC processor servers are identified by the host ID of the server.

The host ID for Sun SPARC processor servers appears in the MAC Address column in
the Server Pool list.

To determine the value in the MAC Address column, HP Server Automation uses the
hardware address by which the server contacted the SA Build Manager (a component
of the OS Provisioning feature).
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Example: HP Server Automation Swaps a Server’s Hard Disk

The following steps show how HP Server Automation handles swapping a hard disk for a
server:

A system administrator swaps the hard disk of Server A (MID 1230001, chassis ID
AB: 08) with the hard disk of Server B (MID 98730001, chassis ID XY:96).

The Server Agent on Server A registers its hardware with HP Server Automation. The
MID for Server A equals 1230001 and the chassis ID equals XY : 96.

HP Server Automation locates Server A by using the MID.

HP Server Automation updates the data it has for Server A in the Model Repository. It
sets the chassis ID equal to XY :96.

The Server Agent on Server B registers its hardware with HP Server Automation. The
MID for Server B equals 98730001 and the chassis ID equals AB: 08.

HP Server Automation locates Server B by using the MID.

HP Server Automation updates the data it has for Server B in the Model Repository. It
sets the chassis ID equal to AB: 08.

Customer Accounts in HP Server Automation

Many enterprise customers have consolidated disparate IT operations into a single
operation, yet they still need separate reporting, billing, and management for different
business units or groups (for example, West Coast Office, East Coast Office, and London
Office).

HP Server Automation accommodates these requirements with customer accounts
created by your SA administrator.
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When your SA administrator creates a customer in HP Server Automation, a value for that
customer is automatically added to the customer filter in the Manage Servers list, as
Figure 7-18 shows.

Figure 7-18: Customer Filter in the Manage Servers List

Manage Servers (Summary View) 2
All Statuses w || Al Operating Systems || Al Stages hd
All Uzes w | Al Customers v | &l Manufacturers A Update Ejl'

Al Models bactivated v

Rezource Configuration Tracking

[} Mame [P Address  OS Version Stage Uze Customer
@di Public Groups
&
O Ei coretr3opsware.com  corgtr3opsware.com  Red Hat Mot it Opswware
- 172163618 Enterprize Linux  Specified  Specified
AS S
El E’ OPEWARE-STROCOZ  OPSWARE-STROCOZ  Windows 2000 hat Mat Mot
-~ 172163643 Specified  Specified  Assigned

By using customer accounts in the SAS Web Client, you can segregate servers that
belong to different business units. By segregating servers, you can have separate
accounting for each customer or different levels of security for different customers. You
might want to segregate the servers based on the department or business unit.

By default, HP Server Automation is shipped with the following two customers:

+ Customer Independent: A global customer in HP Server Automation. Resources that
are associated with “Customer Independent” can be installed on any managed server,
no matter what customer it is associated with.

* Not Assigned: The servers are not associated with a customer. You can install
resources that are Customer Independent on Not Assigned servers. However, you
cannot install or use any resources associated with a customer on a server that is not
assigned to a customer.

When you install an Server Agent in a server, the server is associated with the Not
Assigned customer if IP ranges were not created to automatically associate HP Server
Automation managed servers with customers. See Figure 7-19.
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Hewlett Packard recommends that you associate servers with customers, if necessary, by
Iz using the Server Properties pages.

Figure 7-19: Customers List Under Environment in the SAS Web Client

Customers
Mame Matne
ﬁ'ﬂiu 12204 ;'-')‘u Corp Test
ﬁ'ﬂiu Bigy Cor "-"'u Big Corp2
i"u Test Cust ;‘-"'u Customer Independert
ﬁ"u E-Cammerce ;'-ﬁ'u Rt Assigned

Associating Servers with Customers

An SA user or an SA administrator can set up an IP range group so that servers are
automatically associated with customers when users perform the following server
management tasks:

+ Install Server Agents on the servers.

See “Agent Reachability Communication Tests” on page 129 in Chapter 4 for more
information.

« Use the OS Provisioning feature to install operating systems on bare-metal servers.
See SA User’s Guide: Application Automation for more information.

To set up this automatic customer association, you must create IP range groups for
customers and specify the ranges of IP addresses that the groups contain.

In the SAS Web Client, an IP range group is both a physical and logical list — an
accounting way to group ranges of IP address and assign them to a particular customer.
An IP range identifies a range of IP addresses within an IP range group.
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When you set this up, IP addresses get their customer association through the IP range,
which, in turn, gets its customer association from the IP range group.

Customer
IP Address > IP Range > IP Range Group

Facility (data center
or server room)

See the SA Policy Setter’'s Guide for more information.

The loose relationship between server and IP address means that you can associate a
server with a different customer from its IP address.

Even when IP range groups are set up for a customer, a server's IP address does not
necessarily determine the customer to which the server is associated because a user can
change the customer association in the Server Properties page.

See “Editing the Properties of a Server” on page 323 in Chapter 8 for information about
how to change the customer association for a server.

The customer association for a server is based on the management IP address of the
server and not the primary IP address.

See “Communication Between Managed Servers and HP Server Automation” on
page 277 in Chapter 8 for information about how HP Server Automation uses
management |IP addresses for servers.
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However, a server always belongs to the same facility (data center or server room) as its
primary IP address. HP Server Automation enforces the relationship between server and
facility at hardware registration. See Figure 7-20.

Figure 7-20: Primary IP Addresses in HP Server Automation

Primary IP Address

"Loopback Network"
10.200.0.0/24

"Core Network"

Loopback Address
= 10.200.0.1

10.2.21

Router

¥

"Network A"
10.1.2.0/24

Switch A

"Network B"
10.2.2.0/24

Switch B

Customer A Customer B

10.2.2.20

o —@
Server 2

10.1.2.11 10.2.2.21
Primary IP
Address

In this illustration, the following conditions apply:

» Server 1 belongs to Customer A.

« Server 2 belongs to Customer A but has IP addresses in Network A and Network B.
» Server 3 belongs to Customer B.

» The Router belongs to the Core Network but has IP addresses in Network A and
Network B.
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Server Histories and Reports
This section provides information on server histories and reporting with HP Server

Automation and contains the following topics:
« Overview of Server History
+ Viewing Server History

+ Time Stamp for Server Operations

Overview of Server History

By using the SAS Web Client, you can view the history of changes made to a server. Each
action performed on a managed server is logged in the history with the associated user
who performed the action and the time of the action. You can view the history at any time,
but you cannot change it. History is read-only.

Each History entry contains three pieces of information, as Table 7-9 shows.

Table 7-9: Description of the Entries in the Server History Tab

Event Description Description of the operation performed, for example:

Run ISM Control: ad-hoc script (Job ID:
26190040) executed successfully.

Modified By The name of the SA user who made the change.

Date Modified The date and time the change was made, for example:
Mon Aug 06 18:14:41 GMT+00:00 2001)

Time Stamps used in History
Data is maintained for servers in HP Server Automation for the following periods of time:

« The SAS Web Client maintains the history of changes for the last three-month interval.

+ Command Engine session logs are retained for 30 days, except for the last remediate
session for a server, which is retained indefinitely.

The Command Engine is the HP Server Automation component that enables
distributed programs to run across many servers.

« Server history is retained for 6 months.
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If longer periods of time are required, Hewlett Packard recommends regular backups to
enable offline storage of HP Server Automation data.

HP Server Automation deletes old data from the Model Repository, and does not copy the
data before it removes it. However, you can retain information for longer periods of time,
by using Oracle commands to manipulate the scheduled jobs. Contact your Hewlett
Packard support representative for assistance in changing these retention periods.

Viewing Server History

Perform the following steps to view the server history:

E From the navigation panel, click Servers » Manage Servers. The Manage Servers
page appears. Browse the list to find the server whose history you want to view.

Or
Search for the server whose history you want to view.

See “Using the Search Feature” on page 244 in this chapter for more information.
See “Server Searching by IP Address” on page 260 in this chapter for more
information.

H Click the name of the server whose information you want to see. The Manage
Servers: Properties page appears for that server.

E Select the History tab.

By default, the view shows changes made within the past week.

Time Stamp for Server Operations

HP Server Automation maintains a comprehensive audit trail of the software that the SA
users install, configure, and remove from a server. By using the SAS Web Client, you can
view the history of the changes made to a server. Entries are generated when actions are
performed for managed servers in the SAS Web Client. The history is read-only. See
“Server Histories and Reports” on page 269 in this chapter for more information.

The time stamps for system events are determined based on the system clocks of the
servers running the SA core components. To obtain accurate time stamps in server
histories (displayed in the SAS Web Client) and SA component logs, you must:

« Synchronize the system clocks on all servers running SA components so that all the
servers are running with a common time.
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« Set the time zone for all servers running SA components to Coordinated Universal Time
(UTC).

See the Opsware® SAS Planning and Installation Guide for more information on facility
time requirements.

Additionally, Hewlett Packard recommends that after installing an Server Agent on the
server (so that it becomes managed by HP Server Automation), you should synchronize
the system clock on the server with the system clocks of the servers running the SA core
components.

The time stamps appearing in the SAS Web Client server History tab and the Server
Agent logs are obtained from the SA core; however, you might need to review the server's
logs (such as, stdout). Having a consistent time stamp in the server's logs and HP Server
Automation is essential for effective troubleshooting.

Hardware Information for Managed Servers

The Hardware link of the SAS Web Client provides a read-only view of all servers in your
managed environment categorized by hardware manufacturer and model. The Hardware
link provides hardware related information for each server, such as:

+ Manufacturer

* Model number

« MAC ID

+ Serial number

+ CPUs used on the server
+ Memory

» Storage capacity

See “Server Information that the Agent Tracks” on page 109 in Chapter 4 for more
information.
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Viewing Managed Server Hardware Information

Viewing hardware information allows you to see all the servers in your managed
environment by hardware vendor, and view such information as MAC ID, CPUs, memory,
and so on.

To view hardware of managed servers:

E From the navigation panel, click Environment » Hardware. You see the top level of
the Hardware category in the managed environment, as shown in Figure 7-21.

Figure 7-21: Top Level Hardware

Hardware /)
Details
O varaware
Mame 0F Yersion Modified Customer
[} sERVER O Incependent 03-28-2005  Customer Independent

H To view the servers in your managed environment, click the Servers link.

E Drill down to the type of server you want to look at. For example, you might want to
look at all Dell POWEREDGE 650s, as shown in Figure 7-22.

Figure 7-22: Hardware Home Page for Dell POWEREDGE 650s

Hardware > SERVER > DELL COMPUTER CORPORATION = POWEREDGE 650

[# u POWEREDGE 650

Mo Sub-Modes

Zannot edit or delete this Mode. This Mode is auto-generated. This Mode is special and cannot be modified.

Name: POWEREDGE 650
Customer: Customer Independent
Operating Systermn: 05 Independent
Locked: Mo
Allow Servers: ‘ves

ID: 1360003
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B Next, select the Members tab. You will see a list of all the Dell POWEREDGE 650s in
your managed environment.

B To view specific hardware information, from the View menu, choose Hardware. You
now see more detailed information about all the Dell POWEREDGE 650s computers
being managed by HP Server Automation.
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This section discusses the following topics:

+ Overview of Server Management

« Communication Between Managed Servers and HP Server Automation
« Server Groups

+ Server Life Cycle

« Server Management Jobs

+ Custom Fields for Servers

+ Custom Attributes for Servers

» Network Configuration

This section does not document how to install operating systems, patches, or applications
on servers. However, it does discuss how those tasks fit into the overall server life cycle,
and it does provide cross-references to the appropriate topics in other sections.

Overview of Server Management

HP Server Automation manages servers in an operational environment in the following
ways:

» Provisioning servers with Microsoft Windows, Red Hat Linux, and Sun Solaris operating
systems by using vendor-provided operating system bootstrapping technologies.
Additionally, HP Server Automation integrates with AIX NIM and HP-UX Ignite
installation technologies to provide a uniform method for OS provisioning across a
heterogeneous environment.
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See SA User’s Guide: Application Automation for information about how HP Server
Automation provisions Microsoft Windows, Red Hat Linux, Sun Solaris, and VMware
ESX operating systems on managed servers.

See the SA Administration Guide for information about how HP Server Automation
integrates with AIX NIM and HP-UX Ignite installation technologies.

« Providing configuration tracking, which allows users to monitor selected configuration
files and databases and to take certain actions when change is detected.

See “Configuration Tracking” on page 429 in Chapter 12 for more information.
« Automating the management and execution of server scripts.

See See “Script Execution” on page 493 in Chapter 8 for more information.

To manage servers with HP Server Automation, you do not need root access on Unix or
IZ administrator access on Windows. However, you will need permissions to use specific HP
Server Automation features, as well as permissions for customers and facilities associated
with servers. To obtain these permissions, contact your SA administrator. For more
information, see the Permissions Reference appendix in the SA Administration Guide.
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Communication Between Managed Servers and HP Server
Automation

This section provides information about communication between managed servers and
HP Server Automation and contains the following topics:

» Network Address Translation (NAT) for Managed Servers

+ Key Terms of SA Managed Server Communication

Locating the Management IP Address of a Managed Server

Code Deployment and Static NAT

Setting the Primary IP Address of a Server

NAT Table Mapping and Managed Servers

Network Address Translation (NAT) for Managed Servers

To manage a server, HP Server Automation requires that the server have a unique IP
address that is routable from HP Server Automation. However, in a large operational
environment, all servers might not have unique IP addresses. In this case, HP Server
Automation supports static Network Address Translation (NAT) for managed servers.

Static NAT maps public IP addresses to hosts inside the internal network, which allows HP
Server Automation to manage all servers in the environment.

Unlike dynamic NAT, the mapping between HP Server Automation and the servers under
management is set ahead of time, not dynamically at runtime.

Key Terms of SA Managed Server Communication

To understand how HP Server Automation communicates with managed servers, you
must understand these three terms:

+ Management IP: The IP address that HP Server Automation uses to communicate with
the Server Agent on the server.

During hardware registration for a server, the Server Agent opens a TCP/IP connection
to HP Server Automation. The connection contains the source IP (called peer IP)
address of the server. By default, HP Server Automation uses this peer IP address as
the management IP for the server.

+ Management Interface: \When a server has more than one network interface, you can
designate one of them as the management interface.
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« Primary IP: The IP address of the management interface. When you change the
management interface, the primary IP changes to the IP address of that interface. The
primary IP address is a locally-configured IP address.

During synchronizations, the Code Deployment & Rollback feature uses the primary IP
address to communicate with the server. See “Code Deployment and Static NAT” on
page 280 in this chapter for more information.

The Server Agents on servers communicate with each other by using the primary IP
addresses, even though HP Server Automation uses management IP addresses to
communicate with the servers.

HP Server Automation does not support managed servers that have IPv6 addresses.

When static NAT is being used, the management IP address for a server will not be the
same as the primary IP address. When static NAT is being used, the management IP is
the NAT-translated IP address for the server. When static NAT is not being used, the
management IP address is always the same as the primary IP address.

Locating the Management IP Address of a Managed Server

In the SAS Web Client, you can find the management IP address of a server and check
whether it is using static NAT. You might need this information for troubleshooting any
servers marked Not Reachable and to determine whether your NAT configuration is
correct. The SAS Web Client displays the management IP address of a managed server in
the following two places:

» The Network tab of the Server Details page

« The Hardware view of the Manage Servers list
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The Network tab shows (and allows the user to set) the management interface for the
server by selecting it from a drop-down list, as Figure 8-1 shows.

Figure 8-1: Management IP Address Information in the Network Tab

NETWORK INFORMATION

Hostname: |core.tr3.0psware.com

Management IP: 17216.36.18
Facility: DATACEMTER1

Management Interface:

Gateway: |17 15.36.17

DNS Servers: |gf 54 32 78
66.54.0.75

Search Domains: tr3.0psware.com

opsware.com

CONFIGURATION FOR: ethn
Use DHCP Settings:

IP Address: 1173 15.36.18 |

MAC Address: 00:11:43:D7:2F:5F
Interface Type: ETHERMET
Interface Speed: {nhot sef)

SubnetMask: |5c5, o5 265,248 |

CONFIGURATION FOR: eth1
Use DHCP Settings:

IP Address: | |

MAC Address: 00:11:43:D7:2F:60
Interface Type: ETHERMET
Interface Speed: {nhot sef)

Subnet Mask: |
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Figure 8-2 shows the Hardware view in the Manage Servers list, which displays the
management interface for the server in the Network Info column. (To access the
Hardware view, choose Hardware from the View menu.)

Figure 8-2: Hardware Tab in the Manage Servers List

Al Statuses
Managed & Deactivated v

Resource

w Al Operating Systems Al Stages v Al ses w &) Customers v Al Manufacturers Al Models v

Edit

Upilate

“Wiew  Tasks  Configuration Tracking

o Host Mame /P Address Redqistration  Metwork Info Hardwvare Info Hardheeare Components
'{g’ Public Groups
O Ej corelriopswarecom  coredrdopsware com O 17216 36.18 (eth) Mar:  DELL COMPUTER CORPORATION CPUs:  Intel(R) Xeon(TM) CPU 2.80GHz, 2793 MHZ, 1 MB
17216.36.18 i et ) Mok POWEREDGE 1850 Intel(R) ¥eon(TH) CPU 2 80GHz, 2783 MHz, 1 MB
Mac: 00:11:43:D7:2F:5F Intel(R) ¥ean(Th) CPU 2 80GHZ, 2793 MHZ, 1 MB
Ser: 2YLLPE1 Intel(R) ¥eon(Th) CPU 2.80GHz, 2793 MHZ, 1 MB

Memory: 3.9 GB RAM
1.85 GB SWAP
Stor. hda (CDROM)
sda (SCSI DISKES 24 GA)

The Network Info column shows the IP addresses and interfaces configured for each
server in the list. If a server is using static NAT, the management IP is the first entry in this
list and (NAT) appears after the IP address. If it is not using static NAT, the management IP
is the same as the management interface, so it is already shown.

Code Deployment and Static NAT

Code Deployment and Rollback (CDR) synchronizations can only occur between Server
Agents in the same NAT domain. Synchronizations cannot be performed between Server
Agents in different NAT domains.

HP Server Automation uses the primary IP address (instead of the management IP
address) during synchronization because it is assumed that static NAT is not occurring
between the servers in the synchronization. During CDR synchronizations, two Server
Agents must communicate directly. Users can override the IP address that HP Server
Automation determined and designate a specific network interface as the management
interface.

See “Code Deployment and Rollback” on page 401 in Chapter 11 for information about
how to use CDR.

Setting the Primary IP Address of a Server

When a server has more than one network interface, users can specify one of them as
the management interface and the IP address for this interface is designated the primary
IP address. The primary IP address is used for Server Agent-to-Server Agent
communication.
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If static NAT is not being used, the management and primary IP addresses are the same.
If static NAT is being used, the management IP is unaffected when a user changes the
management interface.

Perform the following steps to set the primary IP address of a server:

E From the navigation panel, click Servers » Manage Servers. The Manage Servers
page appears. Browse the list to find the server whose management IP address you
want to view.

Or

Search for the server whose management IP address you want to view.

Click the server name. The Manage Servers: Properties page appears.
E Select the Network tab. The network information for the server appears.
The Network tab shows (and allows you to set) the server's management interface.

Bl Set the management interface by selecting it from the Management Interface field.
The IP address for this interface is designated the primary IP address.

B Click Update.

See “Using the Search Feature” on page 244 in Chapter 7 for more information. See
“Server Searching by IP Address” on page 260 in Chapter 7 for more information.

NAT Table Mapping and Managed Servers

Static, one-to-one NAT tables map routable IP addresses between HP Server Automation
and managed servers. Network administrators configure and maintain these NAT tables.
After the static NAT tables are configured, you do not have to perform any additional setup
for HP Server Automation.

HP Server Automation does not control these NAT tables and errors can occur if they are
modified after SA-managed servers register their hardware information. The following
errors can occur if the IP address mapping of a server changes:

« If the IP address on the HP Server Automation side of the NAT mapping is modified, the
server becomes unmanageable and might be marked Not Reachable on the Manage
Servers: Status page. It stays in this state until the Server Agent requests another
hardware registration and the server's management IP is updated.

« If an IP address mapped to a particular server is mapped to a different server, both
servers become unmanageable and might be marked Not Reachable on the Manage
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Servers: Status page. This problem is resolved when one of the two servers reports its
IP address during hardware registration. The other server remains unmanageable until
the server registers with the Server Agent. Both servers eventually become
manageable.

Server Groups

This section provides information on server groups within HP Server Automation and
discusses the following topics:

« Overview of Server Groups

» Types of Server Groups

* Public Group Modeling

+ Ways to Create Server Groups

« Adding a Server to Static Groups, Both Public and Private

» Removing Servers from Static Groups, Both Public and Private
» Duplicating Server Groups

» Rules for Deleting Server Groups

Overview of Server Groups

The Server Groups feature is useful for gathering servers into collections. These groups
can be used as a shortcut for performing the same action on all of the servers
simultaneously, instead of performing the action on each individual server, one at a time.
Server groups can also be used to simply organize groups of servers.

Server groups can be comprised of individual servers as well as other server groups.

The My Servers feature can also be used to gather servers and server groups, but it has
different functionality than the Server Groups feature. You can add individual servers,
server groups, and nested groups that you access frequently to My Servers. See “My
Servers” on page 240 in Chapter 7 for information about using this feature.
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Uses for Server Groups
Some recommended uses for server groups include:

+ Grouping servers by OS version

« @Grouping servers by customer

+ Grouping servers by facility

« Grouping servers by deployment stage

+ Grouping servers by use (Server Use in the Server Properties page)

« @Grouping servers by operational boundaries, for example, grouping together all servers
that require identical application configuration

« @Grouping servers by access control boundaries, for example, creating server groups
that are associated with a specific User Group

Permissions Required for Working with Server Groups
Users must have the permissions shown in Table 8-1 in order to perform specific tasks
related to server groups. Only administrators can set permissions.

Table 8-1: Permissions Required for Working with Server Groups
Manage Servers Create, edit, and delete pri-

vate server groups, both
static and dynamic.

Manage Public Server The Manage Servers Per- Create, edit, and delete pub-
Groups missions section on the lic server groups, both static
Other tab in Users and and dynamic.
Groups

Model Public Server Groups | The Manage Servers Per- Model public server groups.

missions section on the See “Public Group Model-

Other tab in Users and ing” on page 286 in this

Groups chapter for more
information.
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Table 8-1: Permissions Required for Working with Server Groups (continued)

Allow Run Refresh Jobs The Manage Servers Per- Add or remove servers from
missions section on the groups before a scheduled
Other tab in Users and job is run. This permission
Groups gives you the option to

refresh group membership
before a job is run so that it
is only run on the servers
that belong to the group
when the job is actually run.

Characteristics of Server Groups
When using server groups, groups have the following characteristics:

 Individual servers can be included in as many groups as you want, or not included in
any groups.

« Adding servers to a group does not remove those servers from the list of all servers
that appears when you click Servers » Manage Servers in the navigation panel.

+ Groups can contain servers and subgroups.
« Server groups are hierarchical (they can be nested) with these caveats:

« Private and public groups cannot be mixed in a hierarchy, but static and dynamic
groups can.

See “Types of Server Groups” on page 285 in this chapter for more information about
private and public groups.

* The rules for a dynamic group are not inherited from a parent dynamic group to a
dynamic subgroup.

See “Dynamic Groups” on page 286 in this chapter for more information about the
characteristics of dynamic groups.

» Groups do not inherit modeling data from their parents, including custom attributes.

« When you run an operation on a group that contains nested groups, the operation
also applies to all the servers in the nested groups below the current group.
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* When an Application Configuration operation within the SA Client is applied to
groups, and those groups contain subgroups, the operation does not apply to all the
servers in the subgroups. It only applies to the group upon which the operation was
directly applied.

Types of Server Groups

There are private groups and public groups, and each can be either static or dynamic.

Private Groups

If you belong to a user group that has access to the Manage Servers list, you can create
groups that you alone can see and work with. Only you see your private groups. Other SA
users cannot see them. Private groups behave the same way as public groups, with the

exception that modeling is not available for private groups. See “Public Group Modeling”

on page 286 in Chapter 8 for information about how the SA model affects groups.

When you create your first group, the default type will be Private Static, which can be
changed to Private Dynamic, Public Static, or Public Dynamic. When you create a sub-
group, the type of group is private if you are in a private group when you create the new
group, and the type is public if you are in a public group when you create the new group.
Public and private groups cannot be mixed in a hierarchy. In other words, if the parent
group is public, the subgroups must be public, and if the parent group is private, the sub-
groups are also private.

Public Groups

Public groups can be created, edited, or deleted by anybody who has Manage Public
Server Groups permissions. Public groups are visible to all users, and can be used by
anybody, regardless of who created them, but only users with the Manage Public Server
Groups permissions can change the rules that govern dynamic groups.

A link called Public Groups appears at the top of server lists. Clicking that link displays a
list of available public groups.

Only public groups can be used for modeling.

Static Groups

Static groups can be either public or private, and no specific permissions are required for
static groups. A static group has servers that are added to and removed from the group
manually. When using static groups, you first create the group, and then select the
servers to populate it.
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Dynamic Groups

Dynamic groups contain servers that are added to or removed from the group based on a
set of user-defined rules. If the rules are changed or the servers in the environment
change, servers will be added to or removed from the group automatically. Rules apply
only to the group being created or modified, not to any subgroups.

Once the rules have been created, HP Server Automation will search for servers that
match the criteria of that specific group, and add them to the group. When the rules are
changed, HP Server Automation will search again, and the resulting group members
reflect the changed criteria. Consequently, as servers are added to or removed from
management using HP Server Automation, the members of the group will change
automatically.

HP Server Automation calculates server group membership each time any of the
following actions occur:

« After users add, delete, or change the rules for dynamic server groups.

+ When attributes of servers change such that dynamic group membership could
change.

Additionally, HP Server Automation automatically recalculates dynamic group membership
every hour.

When a user schedules a job to run, dynamic group membership can be determined in
either of the following ways:

« Based on the servers in the dynamic group when the job was scheduled.

+ Based on the set of servers in the dynamic group when the job actually runs. The
membership is recalculated at that time.

Public Group Modeling

With SA modeling, the desired state of a server is defined and then applied to servers. In
the case of public server groups — static and dynamic — you can define a model
consisting of applications, patches, service levels, and custom attributes, which will be
applied to all servers in the group. The modeling information is attached to the group, but
not to any subgroups.

If the modeling information changes, the servers in the group are not affected until the
remediate operation runs on those servers. If the model has already been remediated on
that server when it is removed from the group, the installed material will be removed at
the next remediate process.
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Manage Servers Display for Public and Private Groups

As Figure 8-3 shows, server groups appear at the top of the Manage Server list. Public
Groups appear as a link at the top of the list. Private groups, if any have been created,
appear next, followed by the list of individual servers.

Figure 8-3: Manage Servers Displaying Public and Private Groups — Servers and Group View

Resource  Edit  “iew  Tasks  Configuration Tracking § |

D__ Host Name / [P Address 0S Version Stage S Facility Customer e’

§54] Public Groups

U]
O @ barbar, 0 Servers (Static)

O barfoo, 0 Servers (Dynamic)
sl

| \J dhcp-8-071.corp.opsware.com  dhcp-8-071.corp.opsware.com | Red Hat Enterprise Not Not c29 Opsware
faizals desktop do not touch 192.168.8.71 Linux AS 3 Specified Specified

Manage Servers List - Groups Only

When you select View » Groups Only from the menu, information about the number of
servers in a group, the number of groups in a group, and whether the group is static or
dynamic appears in the list of groups, as Figure 8-4 shows.

Figure 8-4: Manage Servers List — Group Only View

Manage Servers (Surnmary View - Groups Only)

| oK || All Operating Systems v || update

Resource  Edit  “Yiew  Tasks  Configuration Tracking

o sE Total Model Custom
] Servers Subgroupz Servers Type Attachments Aftributes  Last Uze

§oai Public Groups 0 113 222 0 0
s
0 Eij A Group 0 1 0 Static 0 0

You can modify your views of servers and server groups by selecting Summary,
Hardware, Software, and Communications from the View menu. You can also elect to
further modify your view by selecting Servers and Groups, Servers Only, or Groups Only.

Operations on Server Groups

Any operation that can be done to a server can be done to a server group, because the
group acts as a container for a collection of servers, and so provides a shortcut to avoid
having to repeat the same operation on each individual server.
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When any of the following operations are performed on a group, they are actually
performed on the servers within the group, not on the group itself.

* Run
+ Script
+ Custom Extension
+ Communication Test
+ Customer
+ Usage
« SA Client operations

+ Configure Application

.

Audit Application Configurations

Perform Server Audit

» Create Server Snapshot

Install Patch

Install software

Also, some operations allow users to refresh the list of servers in the group (if the user
has the Allow Run Refresh Jobs permissions). Users with the correct permissions
schedule a job, and before the job is run, HP Server Automation will update the members
of the server groups upon which the operation is performed. The following actions allow
refresh when scheduling a job:

* Run Script

* Run Custom Extension

Server Groups Tabs

When you view group properties, the information for the group appears in the page, as
Figure 8-5 shows.

You can view group properties in either of the following ways:

+ By clicking the This Group link at the top of each server group list.
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+ By selecting a group in the list and choosing Resource » Properties from the menu.

Figure 8-5: Tabs Available for Server Groups

tanage Servers / Public 7 All Windows Servers / Properties »

Properties 0 0

The following properies describe ar restrict use of the current group.

Name: All'Windows Semvers
Description:
Type: Dwnamic
Status: Active
Accessibiliy:  Fublic
Servers (at this level): 7
Groups {at this level): 0
Unigue servers for all levels: 7
Date last used (by a job):
Device Group ID: 2530039

You can use these tabs to perform the following actions for a server group.

To perform any of these actions, you must have the correct HP Server Automation
permissions. See “Permissions Required for Working with Server Groups” on page 283 in
this chapter for more information.

« Properties: This displays information about the group, such as the type of group, the
number of servers in the group, and the status of the group. Clicking Edit allows you to
change the group name and description, and to convert a dynamic group to a static
group.

A created static group without servers added yet — an empty static group — can be
N
converted to a dynamic group. Conversely, a static group that has servers cannot be
converted to a dynamic group.

» Rules: This appears when you are viewing a dynamic group. The rules tab displays the
rules used by the dynamic group to determine group membership. The rules apply to
the current group only and do not apply to subgroups. Click Edit to change the rules for
the group.
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See “Creating Groups by Using Search” on page 295 in this chapter for more
information about specifying rules for a dynamic group.

Custom Attributes: This allows you to set custom attributes for a server group. Click
New to add an attribute and then click Edit to change existing attributes. Custom
attributes are not inherited by subgroups within a group hierarchy.

See “Custom Attributes for Servers” on page 338 in this chapter for more information
about how custom attributes affect SA-managed servers.

Service Levels: This allows you to attach service levels to a group.
See “Service Levels” on page 342 in this chapter for more information.

History: This allows you to view the changes to groups. For each action on the group
(but not group members), the history displays a description, the date the action
occurred, and the user who performed the action (if the group is public).

Ways to Create Server Groups

Server Groups can be created by:

.

Using the New Group option from the Resource pull down menu on the Manage
Servers page

Clicking the Create Server Groups icon in the upper right corner of the Copy to Group
dialog

Performing a server search, and saving the resulting list of servers or the rules as a
group

Creating Static Groups by Using the New Group Option

Static server groups require servers to be added to them manually. The servers in a static

group also must be removed manually.

A created static group without servers added yet — an empty static group — can be

converted to a dynamic group. Conversely, a static group that has servers cannot be

converted to a dynamic group.



Chapter 8: Server Management in SAS Web Client

To create static server groups, perform the following steps:

E From the navigation panel, click Servers » Manage Servers. The Manage Servers
page appears.

H From the Resource menu, choose New Group. The New Private Static Group dialog
appears, as shown in Figure 8-6.

Figure 8-6: Default New Private Static Group Dialog

New Private Static Group

Save In: |Manage Servers = {ﬂ|
Marne Type 1=
& Public Groups Dynamic
I3 Content Groups, Dynarnic Dynamic |
B Content Managernent Servers Cynamic
@ Dynamic Content Servers Dynamic =

Save As: |Dan's Private Static Group|

Options: & Static
T Dynamic

S ave Cancel

To create a Private Static group in the top level of Manage Servers, perform the
following steps:

1. Enter the name of the group in the Save As text box.
2. Click Save.
Bl To create a Private Static group below another group, perform the following steps:
1. Navigate to the group below which you want to create a new group.
2. Enter the name of the group in the Save As text box.

3. Click Save.
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To create a Public Static Group, perform the following steps:

1. Click the Public Groups link in the Name and Type window, and navigate to the
location in the group hierarchy where you want to create the group.

2. Enter the name of the group in the Save As text box.

3. Click Save.

The Save In drop down list is populated according to the location you drill down to in order

to create your group. You can use the Save In drop down list to verify that you are in the

correct location in the group hierarchy, and you can move to a different location in the

hierarchy by selecting it from the Save In list.

Creating Static Groups by Using the Copy to Group Dialog

To create new server groups by copying existing server groups, perform the following
actions:

From the navigation panel, click Servers » Manage Servers. The Manage Servers
page appears.

Navigate to the servers and groups that you want to copy and click the check boxes
next to the servers and groups you want to copy.

From the Edit menu, choose Copy to Group. The Copy to Group dialog box appears.

Navigate to the place in the group hierarchy where you want to copy the servers and
group then by clicking the group links displayed in the Name and Type field.

In the Options field, select either of the following options:

« Maintain Hierarchy: Select this option to copy any server groups exactly as they
are.

+ Expand to a Flat List: Select this option to copy only the servers within the group
to the new group.

Each of those options displays the result of choosing that option by showing the
numbers of servers and groups in the new group’s hierarchy, or the number of
unigue servers in the flat list.
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If you select the Expand to a Flat List option, and a server is a member of more than one
group, that server will only appear in the list once.

@ (Optional) You can also create an entirely new group for the copied servers and
groups by clicking the Create New Group icon in the upper right corner of the dialog.

A new dialog appears, prompting you to name your new group.
Enter the name of your newly-created group.
B Click OK. The name dialog closes, and the Copy to Group dialog reappears.
El Click OK on the Copy to Group dialog.

Creating Dynamic Groups by Using the New Group Option

Dynamic Server Groups are rule-based, and the servers in dynamic groups will be added
or removed automatically based on the rules that you define.

The method for creating dynamic server groups is the same as for creating static server
groups. The difference is that when dynamic is selected, you are presented with a page
that allows you to define the rules for the group.

Dynamic groups can be converted to static groups, and all servers remain in the group,
but all rules will be lost when they are converted.

To create dynamic groups using the New Groups Option, perform the following steps:

E From the navigation panel, click Servers » Manage Servers. The Manage Servers
page appears.

H From the Resource menu, choose New Group. The New Private Static Group dialog
appears.

E To create a private dynamic group, navigate to the place in the group hierarchy where
you want to create the group by clicking the group links displayed in the Name and
Type field.

Or
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To create a public dynamic group, click the Public Groups link in the Name and Type
field, and navigate to the location in the group hierarchy where you want to create the
group.

The Save In drop down list is populated according to the location you drill down to in order
to create your group. You can use the Save In drop-down list to verify that you are in the
correct location in the group hierarchy, and you can move to a different location in the
hierarchy by selecting it from the Save In list.

Bl Enter the name of the group in the Save As text box.
B In the Options field, select Dynamic.

[ Click Create Rules. The Manage Servers Properties page appears, with the Rules
tab selected, as Figure 8-7 shows.

Figure 8-7: Manage Servers Properties Page with Rules Tab Selected
Manage Servers / Dynamic Content Servers / Properties /]

¥ Rules
The following rules describe the server members of this group and do not apply to subgroups. hatch: Im
Search for servers whose:
Agent Reporting j ||S j Minimal
Mot Repaortin
Ok P ’ IE‘
Partial

Search |
Savel Cancel |

Select the criteria that apply to the servers you would like the group to include.

Create as many lines of criteria as required to adequately describe your server group rules
by clicking the plus button to add a new line. Conversely, to remove lines of criteria, click
the minus button next to the line you want to remove.

BH From the Match drop down list select either “If all rules are met” or “If any rules are
met.”
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El (Optional) Click Search to apply the rules to a server search to validate the results.

KK Click Save to save the rules that apply to your group.

Creating Groups by Using Search
To create groups by using search, perform the following steps:

E From the navigation panel, click Servers » Search. The Search Rules page appears
with the Servers tab displayed.

To search for servers, use this tab. To search for groups, select the Groups tab.

H Use the criteria to create the rules used for a server search and to identify servers for
dynamic groups. The options in the user interface for specifying dynamic group rules
and for using Search are the same. See “Criteria for Search and Dynamic Group
Rules” on page 295 in this chapter for more information.

Create as many lines of criteria as required to adequately describe your server search or
your server group rules by clicking the plus button to add a new line. Conversely, to
remove lines of criteria, click minus button next to the line you want to remove.

E If you are defining dynamic server group rules, click Save to save your rules. You can
also click Search to use your rules to perform a server search.

Or

If you are doing a server search, click Search to perform the server search, or click
Save to save the search as the rules for a dynamic group.

The New Dynamic Group dialog appears.

Criteria for Search and Dynamic Group Rules

The following table describes the rules that you can use to search for servers or to create
dynamic server groups.
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Note that anywhere you can enter text, you can enter a wildcard (*) character to broaden
your results.

Table 8-2: Rules for Server Search and for Creating Dynamic Groups

PROPERTIES
Agent Discovery Date: The + Is after Drop-down lists with the day,
date that the Server Agent was month, and year
* Is before
installed.
* |Is within the last User-entered text
+ Is today N/A
Agent Reporting: \Whether e Is » Has not reported
the Server Agent is reporting | | Is not . OK

to HP Server Automation.
» Registration in progress

+ Reporting error

Agent Status: Whether the + s « Not reachable
Server Agent is reachable by Is not . OK
HP Server Automation.
Agent Version: The version of | « Contains User-entered text
the Server Agent — such as . Does not contain
14.2.3b.

e Is

+ Is not
Custom Attribute (any): The < Contains User-entered text
name of a custom attribute s
that is associated with the
server through attachment or
inheritance.
Custom Attribute (local): The | < Contains User-entered text
name of a custom attribute Is

that is locally attached to the
server,
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Table 8-2: Rules for Server Search and for Creating Dynamic Groups (continued)

Customer: The customer or
account that the server is
associated with.

Deployment Stage: The
stage the server performs
within a lifecycle environment.

Facility: The collection of
servers managed by an HP
Server Automation installation.

Group Membership: \Whether
the server belongs to a group.

Host name: The host name of
the server — such as
mO04.company.com.

* Is not

Contains
Does not contain
Is

Is not

Popup window of customers

+ In Deployment
« Live
» Not Specified

« Offline

The values that appear in this
list are customizable; in
addition to the values above,
values specific to your
environment might appear.

Popup window of facilities

When HP Server Automation
is running multimaster mode,
the list can contain many
facilities.

Popup window of groups

User-entered text
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Table 8-2: Rules for Server Search and for Creating Dynamic Groups (continued)

Name (any): This enables + Contains User-entered text
searching for any name or IP
address associated with a

* Does not contain

server. < ls
* Is not
Notes: The contents of the + Contains User-entered text

Notes field from the Properties
tab for a server.

* Does not contain

e Is
* Is not
Opsware Display Name: The + Contains User-entered text
user-configurable name for the .
« Does not contain
server. By default, HP Server
“ls Automation uses the
* Is not configured host name of the
server until a user edits it.
Server Use: How the serveris |« Is * Development
being used — such as « Is not - Not Specified
Development, Staging,
Production. * Production

« Staging

You can customize values that
appear in this list. In addition
to the values above, values
specific to your environment
might appear.
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Table 8-2: Rules for Server Search and for Creating Dynamic Groups (continued)

Service Level: The user-
defined category that can be

used as an organizational tool.

OPSWARE PROPERTIES

Application Configuration:
Whether the server uses the
Application Configuration
feature.

Code Deployment: Whether
the server uses the Code
Deployment feature.

Configuration Tracking:
Whether the Configuration
Tracking feature is monitoring
or backing up specific files or
configurations on a server.

Lifecycle: The server states
that are part of bringing a
server into HP Server
Automation.

Is

» |s attached here or

below

Is not used

* |s used

Is not used

* |s used

Is off

* Ison

Is not

Popup window of service
levels

Servers can be associated
with multiple service levels.

N/A

N/A

N/A

+ Available

+ Build Failed
* Deactivated
+ Installing OS

+ Managed
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Table 8-2: Rules for Server Search and for Creating Dynamic Groups (continued)

Server ID: The internal ID HP
Server Automation uses to
identify the server.

SOFTWARE

Attached Software: The
software that is assigned or
modeled through the SA
remediate operation — the
installation process.

Attached Software Policies:
The software policies that is
assigned or modeled through
the SA installation process.

Installed Patches: \Whether a
patch is installed on the
server.

Installed Software: The
package reported installed on
the server.

OS Version: The OS version
defined by OS definitions in
the OS Provisioning feature.

Is not

Is

Is attached here or
below

Contains

* Does not contain

Is
Is not

Contains

* Does not contain

Is

Is not

* |s not

User-entered text

In most cases, the Server ID is
the same as the MID.

Popup window of software

Popup window of software
policies

User-entered text

User-entered text

A package does not have to
be installed by HP Server
Automation to be reported as
installed on a server.

Popup window of operating
systems
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Table 8-2: Rules for Server Search and for Creating Dynamic Groups (continued)

Reported OS: For Windows — | « Contains User-entered text
the version reported by the
OS, for Unix — the version

* Does not contain

returned by the uname * s
command. + |s not
Windows Service: The names | « Contains User-entered text

of the Windows services that
are reported to HP Server

* Does not contain

Automation. s
* |s not
NETWORK
DNS Search Domains: The » Contains User-entered text

domains configured to be
searched in the server’s

* Does not contain

network settings. < s
* Is not
DNS Servers: The IP + Contains User-entered text

addresses of the DNS servers
configured in the server's

* Does not contain

network settings. < s
* Is not
Default Gateway: The IP + Contains User-entered text

address of the default router. .
» Does not contain

e s

* Is not
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Table 8-2: Rules for Server Search and for Creating Dynamic Groups (continued)

IP Address: Any Internet
Protocol address for the server.

MAC Address: Any Media
Access Control address, which
is the network interface card's
unigue hardware number.

WINS Servers: The Windows
Internet Naming Servers
configured in the server's
network settings.

HARDWARE

CPU Make and Model: The
vendor name and CPU model
for the server — such as
GENUINEINTEL Intel(R)
Pentium(R) 4 CPU 2.60GHz.

CPU Speed: The Central
Processing Unit speed in
gigahertz [GHZ].

Make and Model: The vendor
name and server model for the
server — such as Compaq -
DL360.

Contains

* Does not contain

Is
Is not

Contains

* Does not contain

Is
Is not

Contains

* Does not contain

* Is not

Does not equal

* Equals

Is greater than
Is less than

Is

* Is not

User-entered text

User-entered text

User-entered text

Popup window of CPU makes
and models

User-entered text

A 600 Mhz machine should be
entered as 0. 6.

Popup window of server
makes and models
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Table 8-2: Rules for Server Search and for Creating Dynamic Groups (continued)

Number of CPUs: The * Does not equal User-entered text

number of CPUs on the server.
* Equals

 |s greater than
* |Is less than

RAM: The amount of RAM on |+ Does not equal User-entered text
the server in megabytes [MB]. | Equals

To enter 1 Gigabyte, type
* |s greater than

1024.

+ Is less than
Serial Number: The serial « Contains User-entered text
number of the server. .

« Does not contain

e Is

* Is not
Storage Make and Model: e Is Popup window of storage
The vendor name and storage | Is not makes and models
model for the server — such as
WDC - WD800BB-75DKAQ.
CUSTOM FIELDS
A Numeric field * Does not equal User-entered text

« Equals

 |s greater than

+ Is less than
A String field + Contains User-entered text

* Does not contain
* s

e |s not
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Table 8-2: Rules for Server Search and for Creating Dynamic Groups (continued)

A URI field + Contains User-entered text
* Does not contain
o Is
* Is not

A File field + Contains User-entered text

* Does not contain

+ s
+ Is not
A Date field + |s after Drop-down lists with the day,
. Is before month, and year
* Is within the last User-entered text
+ |s today N/A

Adding a Server to Static Groups, Both Public and Private
To add a server or a server group to a static group, perform the following steps:

E From the navigation panel, click Servers » Manage Servers. The Manage Servers
page appears.

H Navigate to the static group that you want to add servers and server groups to.

Click the check box next to the group and select Edit » Add Servers. The Select
Servers and Groups to Add to [group name] window opens. The window is populated
with the same servers and groups visible on the Manage Servers page. You can use
the Status, OS, and Customer filters to change the servers and groups that appear
on the list.

When you select Edit » Add Servers and then select a group, the servers in the group
are added. The group itself is not added. If you want to add a group to a group, select Edit
>» Copy to Group from the menu.
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Bl Click the check box next to the servers and groups you want to add, and click Add at
the bottom of the window.

Adding a Server to Dynamic Groups, Both Public and Private

Servers are added to dynamic server groups automatically, based on the rules created for
the group. To change the membership of a dynamic group, add, delete, or update the
dynamic group rules.

To update the rules for a dynamic group, perform the following steps:

E From the navigation panel, click Servers » Manage Servers. The Manage Servers
page appears.

H Navigate to the Properties page of the dynamic group that you want to update rules
for; navigate by clicking the group links in Manage Server list.

E Select the Rules tab.

Click Edit.

To add criteria to the existing rules, click the plus (+) button next to existing criteria.
The fields for the criteria appear. Enter the values for the rule.

B To delete criteria, click the minus (-) button next to the criteria you want to delete from
the rules. The criteria are removed from the page.

Click Save.
Groups can be added manually to a dynamic group, in either of the following two ways:

El Click the check box next to the name of the server group to which you want to add a
server group, and select Edit » Copy to Group. Then follow the steps for creating a
new group, either static or dynamic. See “Ways to Create Server Groups” on
page 290 in this chapter for more information.

Or
Navigate to the server group that you want to add a server group to.

H Click the check box next to “This Group” and select Resource » New Group. Then
follow the steps for creating a new group, either static or dynamic. See “Ways to
Create Server Groups” on page 290 in this chapter for more information.
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Removing Servers from Static Groups, Both Public and Private

To remove a server from a static server group, perform the following steps:

A server does not need to be deactivated to be removed from a group. You can remove a
server from a Static group at any time. The Membership tab for a server displays all the
server groups of which the server is a member.

E From the navigation panel, click Servers » Manage Servers. The Manage Servers
page appears.

H Navigate to the static server group that you want to remove servers from until you
reach the level where the servers in question are located.

Servers can belong to more than one group, so if you want to remove a server from each
group it belongs to, you must locate and remove each instance of the server from all
groups.

HE Click the check box next to the servers you want to remove and select Edit »
Remove from Group.

As soon as you select that menu option, the server is removed and the screen
refreshes to display the current members of the group.
Removing Servers from Dynamic Groups, Both Public and Private

Servers are removed from dynamic server groups automatically, based on the rules
created for the group. To remove servers, you can create or update rules. To add rules to
an existing server group, perform the following steps:

E From the navigation panel, click Servers » Manage Servers. The Manage Servers
page appears.

H Navigate to the Properties page of the dynamic group that you want to add rules to,
by drilling down into the group and clicking the “This Group” link.

E Select the Rules tab.

Click Edit.
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H Add one or more lines of criteria to the existing rules by following the procedure
described in the “Creating Dynamic Server Groups by Using the New Group Option’
topic, step 3 on page 295.

Moving Servers from One Static Group to Another

The process of moving servers from one group to another is similar to copying servers
from one group to another with the exception that with a move, the servers do not remain
in the original group.

The Edit » Move menu option is disabled when you select servers in a dynamic group.
To move servers in a dynamic group, chose the Edit » Copy to Group menu command.
This menu command is also disabled for public groups when you do not have permission
to manage public groups.

To move servers from one group to another, perform the following steps:

E From the navigation panel, click Servers » Manage Servers. The Manage Servers
page appears.

H Navigate to the group containing the servers you want to move and select those
servers.

From the Edit menu, choose Move. The Move [group name] Group dialog box
appears.

Bl Navigate to the place in the group hierarchy where you want to create the group by
clicking the group links displayed in the Name and Type field.

B Click Move.

Duplicating Server Groups

Duplicating a group is similar to copying a group. To duplicate an existing group, perform
the following steps:

H Navigate to the group that you want to duplicate.

H Click the check box next to the group name.

307



User’s Guide: Server Automation

308

You can only select one group at a time to duplicate.

From the Edit menu, choose Duplicate Group. The Duplicate [group name] Group
dialog appears as shown in Figure 8-8.

Figure 8-8: Duplicate Group Dialog Box

A Duplicate Group -- Web Page Dialog

Duplicate 'test2' Group

Duplicate to: | Marketing Servers V| 5 {:ﬂ|
Mame Type
P East Coast Static

Group Name: |test2 |

Options: &) Maintain Static group and 1 subgroups

() Convert group and 1 subgroups to a static flat list (0
unique servers)

¥ Show Details

[ Duplicate ] [Cancel]

https: /192, 168, 196, 245 fcom, opsware. occ. servers fmer 8 Internet

Bl Select the location for the newly-duplicated group using the Duplicate In drop down
list.

The Duplicate In drop down list’s default location is the location of the group you select to
duplicate. Navigate through the hierarchy of groups to find the location where you want
the newly-duplicated group to reside.

B Enter the name of the new group.
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@ The values on the Options field will vary depending on whether the group duplicated
is static or dynamic.

If the group is static, select one of the following options:

+ Maintain Static group and <number> subgroups: Selecting this option copies
the group and its hierarchy as is.

+ Convert group and <number> subgroups to a static flat list: Selecting this
option copies the group and flattens the hierarchy.

B If the group is dynamic, select one of the following options:

« Maintain rules & group hierarchy: Selecting this option copies the group and
leaves it as a dynamic group, it also copies any subgroups.

« Convert to static group, maintain hierarchy: Selecting this option copies the
group, but turns it into a static group with the current servers defined by the rules
and also copies any subgroups.

+ Convert group and <number> subgroups to a static flat list: Selecting this
option copies the group, and turns it into a static group and flattens any hierarchy.

El Click Duplicate. The newly-duplicated group appears in the selected destination.

Rules for Deleting Server Groups

It's important to note the distinction between removing servers from a group, deleting a
server, and deleting a group.

Removing servers from a group only removes the server from the selected static group,
but the server itself remains in the global list of servers and is still managed by HP Server
Automation.

Deleting a server can only be performed on a server whose status is deactivated.
Selecting the Delete Server option completely removes the server from within HP Server
Automation, although its history remains.

Deleting a server group removes the group, but the servers in the group still remain in the
list of servers and in any other groups for which they are members.

A group cannot be deleted when any of the following conditions apply:
« Software is attached to the group or a subgroup of the group.

» Access control boundaries are attached to the groups or a subgroup of the group.
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.

Servers and groups are selected together for deletion.

Deleting a Server Group

To
(1]
2]

delete a server group, perform the following steps:
Click the check box next to the server group you want to delete.

From the Edit menu, choose Delete Group. A confirmation message appears,
detailing the number of servers and server groups in the server group that you want
to delete.

Click OK to complete the deletion of the server group.

The screen refreshes, showing the list of servers and groups without the deleted
server group.

Server Life Cycle

Th
co

is section provides information on the server life cycle within HP Server Automation and
ntains the following topics:

OS Provisioning and the Server Life Cycle

Server Properties

Server Management Tasks Related to the Server Life Cycle
Changing the Use and Stage Values for Servers

Editing the Properties of a Server

Tasks Associated with Deactivating a Server

Deactivating a Server

Deleting a Server from HP Server Automation

Server Management Jobs

OS Provisioning and the Server Life Cycle

HP Server Automation is designed to enable multiple teams to work together to provision

se
se

rvers. The OS Provisioning feature allows IT teams to separate the tasks of readying
rvers for provisioning (such as mounting servers in racks and connecting them to a

network) from provisioning the servers with operating systems and applications.
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For example, someone mounts a new server in a rack and connects it to the SA build
network. Next, they boot the server for the first time by using an SA Boot Floppy or CD or
by using the network.

At a later time, a different system administrator can select the available server from the
Server Pool list and provision it with an OS. In the available state, servers do not have the
target OS installed and might not have access to disk resources.

During OS provisioning, servers progress through the HP Server Automation life cycle
state changes:

Unprovisioned (No OS Build Agent) » Available » Installing OS » Managed

311



User’s Guide: Server Automation

Table 8-3 describes the HP Server Automation server life cycle values.

Table 8-3: HP Server Automation Life Cycle Values for Servers

Server Pool Values

Planned Indicates that a device record has been created for the server, but an SA
build agent has not yet been installed. Servers in this stage cannot be
provisioned until an OS build agent is installed.

For more information on this unprovisioned lifecycle value, see your SA
Administrator.

Available Indicates a server on which the OS Build Agent was installed and is
running, but the target OS has not been installed on the server.

The OS Build Agent is a small agent that can run in the memory of the
bare-metal server.

See SA User’s Guide: Application Automation for more information
about Operating System Provisioning.

Installing OS | Indicates that a user is installing the target OS on the server.

The server stays in the Server Pool list until the installation process
finishes successfully. Then the server moves to the Manage Servers list.

See SA User’s Guide: Application Automation for more information
about installing OS.

Build Failed Indicates a server on which the OS Build Agent was installed and is
running, but the installation of the target OS failed.

The server remains in the Server Pool list with this status for 7 days
before HP Server Automation deletes the entry.

See SA User’s Guide: Application Automation for more information
about Operating System Provisioning.
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Table 8-3: HP Server Automation Life Cycle Values for Servers (continued)

MANAGED
SERVER
LIFE CYCLE
VALUE

DESCRIPTION

Managed Server Values

Managed Indicates a server that HP Server Automation is managing. HP Server
Automation performs periodic reachability checks on managed servers.

After a server reaches this life cycle state, the entry for the server moves
from the Server Pool list to the Manage Servers list. On managed
servers, you can use HP Server Automation to install applications and
patches.

Deactivated Indicates an SA-managed server that was removed from service.
However, the server’s history still exists in HP Server Automation.
Deactivated servers are not reachable.

Table 8-4 describes server states in SA in regard to the server life cycle.
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Server Properties

Table 8-4: Server Status Icons in SA

&

Planned

Indicates that a device record has been created for the server, but an
SA OS Build Agent has not yet been installed on it. Servers in this stage
cannot be provisioned until the OS Build Agent is installed.

In the SA Client, appears in the Unprovisioned Server list.

In the SAS Web Client, appears in the My Jobs panel home page, in the
My Jobs page, and in the Server Pool list.

Unprovisioned — Unreachable

Indicates a server that has been registered with the core via the SA OS
Build Agent, but has not reported as ready for provisioning recently. This
may be due to networking problems between the server and the SA
core or the server having been disconnected or powered off.

In the SA Client, appears in the Unprovisioned Server list.

In the SAS Web Client, appears in the My Jobs panel home page, in the
My Jobs page, and in the Server Pool list.

Unprovisioned — Reachable

Indicates a server that has been registered with the core via the SA OS
Build Agent and is available to have a target OS installed on it.

In the SA Client, appears in the Unprovisioned Server list.

In the SAS Web Client, appears in the My Jobs panel home page, in the
My Jobs page, and in the Server Pool list.
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Table 8-4: Server Status Icons in SA (continued)

@

Provisioning — Unreachable

Indicates a server on which the OS Provisioning feature was in the
process of installing the target OS, but for some reason stopped
because the server is unable to communicate with the SA core.

In the SA Client, appears in the Unprovisioned Server list.

In the SAS Web Client, appears in the My Jobs panel home page, in the
My Jobs page, and in the Server Pool list.

Provisioning — Reachable

Indicates a server on which the OS Provisioning feature is in the
process of installing the target OS.

In the SA Client, appears in the Unprovisioned Server list.

In the SAS Web Client, appears in the My Jobs panel home page, in the
My Jobs page, and in the Server Pool list.

Provisioning Failed — Unreachable

Indicates an available server on which an error occurred while the OS
Provisioning Subsystem was installing a target OS, and that the server
is not able to communicate with the SA core.

In the SA Client, appears in the Unprovisioned Server list.

In the SAS Web Client, appears in the My Jobs panel home page, in the
My Jobs page, and in the Server Pool list.

Provisioning Failed — Reachable

Indicates an available server on which an error occurred while the OS
Provisioning Subsystem was installing a target OS.

In the SA Client, appears in the Unprovisioned Server list.

In the SAS Web Client, appears in the My Jobs panel home page, in the
My Jobs page, and in the Server Pool list.
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Table 8-4: Server Status Icons in SA (continued)

0

@

Managed — Reachable

Indicates a server has an An Server Agent is running on it and that it is
able to communicate with the SA core.

In the SA Client, appears in the All Managed Servers list and Virtual
Servers list.

In the SAS Web Client, appears in the My Jobs panel in the home page,
in the list in the My Jobs page, in the Manage Servers list, and in the
server lists in the SA wizards.

Managed — Unreachable

Indicates a managed server cannot communicate with the SA core (it is
Not Reachable).

If you want to discover reasons why the managed server is
unreachable, you can run a Communication Test. See “Agent
Reachability Communication Tests” on page 129 in Chapter 4 for more
information.

In the SA Client, appears in the All Managed Servers list and Virtual
Servers list.

In the SAS Web Client, appears in the My Jobs panel in the home page,
in the list in the My Jobs page, in the Manage Servers list, and in the
server lists in the SA wizards.
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Table 8-4: Server Status Icons in SA (continued)

9

Unmanaged

Indicates the server is unmanaged, which means it does not have an
Server Agent installed on it.

For unmanaged virtual servers, this means that someone created a
VMware Virtual Machine (VM) or Solaris local zone outside of SA and
thus does not have an Server Agent installed on it.

For virtual servers, this state could also mean that the VMware VM is
has not yet been provisioned, or that your user belongs to a group that
does not have permissions to perform operations on this virtual server.

For more information on installing an Server Agent on an unmanaged
server, see Chapter 4, “Agent Management” on page 105 of this guide.

Deactivated

Indicates a server that was deactivated in HP Server Automation so that
it is currently not managed and is no longer reachable.

Appears in the Manage Servers list and in the server lists in the SA
wizards (however, it is not selectable in the wizards).

Scheduled

Indicates a server that is scheduled for an operation (install software,
uninstall software, and so forth).

In the SA Client, appears in the Job Logs list.

In the SAS Web Client, appears in the My Jobs panel in the home page
and in the list in the My Jobs page.

Error

Indicates a managed server on which an error occurred while HP Server
Automation was installing or uninstalling software.

Appears in the My Jobs panel in the home page and in the list in the
My Jobs page.
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Table 8-4: Server Status Icons in SA (continued)

Warning

Indicates a managed server on which a warning occurred while HP
Server Automation was installing or uninstalling software.

Appears in the My Jobs panel in the home page and in the list in the
My Jobs page.

Application Configuration Out of Sync

@*H Indicates a managed server on which the configuration file on the
server is out of sync with the Application Configuration Template (SA
model).

Appears only in the Application Configuration feature and the server list
in the SA Client.

Static Device Group

Indicates a static server group. The same states that apply to single
servers apply to groups.

See “Server Groups” on page 282 in this chapter for information about
the different types of server groups.

Dynamic Device Group

E Indicates a dynamic server group. The same states that apply to single
servers apply to groups.

Public Static Device Group

’ .
E Indicates a public and static server group. The same states that apply to
single servers apply to groups.

Public Edenic Device Group

% Indicates a public and dynamic server group. The same states that
apply to single servers apply to groups.
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Figure 8-9 shows the Server Properties columns. Table 8-5, Table 8-6, and Table 8-7

describe the Status, Stage, and Use properties for managed servers.

Figure 8-9: Server Properties Columns in the Manage Servers List

Manage Servers (Summary Yiew) s
All Statuses w || All Operating Systems w || Al Stages W || All Uses b
Al Customers % || Al Manufacturers || Al Models w Upclate Ej
MManaged & Deactivated
Reszource  Edit  “iew  Tasks  Configuration Tracking |
D_m Host blame £IP Address  OF Wersion Stane Uze Customer
Public Groups
| EFH corelriopsveare.com  coretriopswarecom  Red Hat Enterprise Mot Mot Opsware
-~ 172163618 Linux &A% 3 Specified Specified
0 Eﬂ| m201 tr3.opsveare com | mh03 Wincdows 2000 Pt Pt Pt
-~ 172163634 Specified Specified Aszzigned

The Status property is represented by an icon in the first column in the Manage Servers

list.

Status (short for Agent Status) is set automatically by HP Server Automation.

HP Server Automation toggles each server between OK and Not Reachable by

reachability checks.

The Status value specifies the ability of HP Server Automation to manage servers. HP

Server Automation automatically detects the status of servers. To verify the current status
of a server, click Update in the Server Properties page for that server.

Table 8-5: Values for the Status Property for Managed Servers

OK Server is manageable by HP Server Automation. Represented as text

(OK) in the properties page for a server. Represented as an icon in the

Manage Servers and Server Pool lists:

&
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Table 8-5: Values for the Status Property for Managed Servers (continued)

Not Reachable | Server is unreachable by HP Server Automation due to an error (for
example, it cannot connect to the SA core); automatically set by HP
Server Automation. Represented as text (Not Reachable) in the
properties page for a server. Represented as an icon in the Manage

If you want to discover reasons why the managed server is

Servers list:

unreachable, you can run a Communication Test. See “Agent
Reachability Communication Tests” on page 129 in Chapter 4 for more
information.

Stage (short for Deployment Stage) is set by a user.

The Stage value specifies the stages of deployment for servers; for example, a server is
live or offline.

Your SA administrator can change the values for the Stage property. By default, HP Server
Automation is installed with the following Stage values.

Table 8-6: Values for the Stage Property for Managed Servers

In Deployment Initial stage after being fully initialized.

Live Your organization defines the meaning of this stage.

Not Specified The default value for a server. Cannot be changed by the SA
administrator.

Offline Your organization defines the meaning of this stage.

Ops Ready Your organization defines the meaning of this stage.

Use (short for Server Use) is set by a user.

The Use value specifies how an organization is utilizing servers. For example, a serveris a
staging server. Users set this property for servers.
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By default, HP Server Automation is installed with the following Use values. Except for the
Staging, Production, and Not Specified values, an SA administrator can change the
default values. The CDR feature depends on the Staging and Production values.
Therefore, these default values cannot be changed or deleted.

Table 8-7: Values for the Use Property for Managed Servers

Development A server that is not being used in production.

Not Specified The default value.

Production Fully live in-use servers (includes SA core servers).
Staging A staging server for production.

Server Management Tasks Related to the Server Life Cycle
Managing servers in HP Server Automation involves the following standard tasks:
» Bringing a new server into HP Server Automation so that it appears in the Server Pool

See SA User’'s Guide: Application Automation for more information about OS
Provisioning.

+ Installing an operating system on a server

See SA User’s Guide: Application Automation for more information about OS
Provisioning.

* Installing a patch

See SA User’s Guide: Application Automation for more information on installing
patches.

« Installing a software

See SA User’s Guide: Application Automation for more information on installing
software.

» Reprovisioning a server with a new OS

See SA User’s Guide: Application Automation for more information about OS
Provisioning.

You can reprovision Solaris and Linux servers so that they are running another version
of the same OS so long as the hardware supports that new version of the OS.
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You can reprovision servers built by HP Server Automation and SA-managed servers by

using this feature.

You cannot reprovision a Linux server so that it runs a Windows OS.

+ Deactivating a managed server so that HP Server Automation no longer manages it.

See “Tasks Associated with Deactivating a Server” on page 324 in this chapter for more

information.

You accomplish server management tasks by using the following menus in the Manage
Servers list:

.

Resource: Allows to create new server groups, view properties of servers.

Edit: Allows you to add servers to a group, delete server groups, remove servers from
a group, deactivate servers.

View: Allows you to view the summary, hardware, and software information of servers
and server groups.

Tasks: Allows you perform tasks such as running scripts, custom extensions and
running communication tests.

Configuration Tracking: Allows you to edit, and reconcile tracking policies.

Changing the Use and Stage Values for Servers

Perform the following steps to change the Use and Stage values for multiple servers
simultaneously:

From the navigation panel, click Servers » Manage Servers. The Manage Servers
page appears. Browse the list to find the server that you want to deactivate.

Or
Search for the server that you want to deactivate.

See “Using the Search Feature” on page 244 in Chapter 7 for more information. See
“Server Searching by IP Address” on page 260 in Chapter 7 for more information.

Select the servers that you want different Use or Stage values for.
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Choose Edit » Usage from the menu above the Manage Servers list. A window
prompts you to select different values, as Figure 8-10 shows.

Figure 8-10: Edit Server Popup Window

Edit Servers

Select the new values

Server Facility Stage Use
172.16.36.18 - core.tr3.opsware.com DATACENTERL current: Mot Specified current: Mot Specified
Mot Specified  » Mot Specified +
[ Save Changes ][ Cancel ]

Bl Select the Use and Stage values from the lists.
H Click Save Changes. The window closes and the Manage Servers list refreshes with

the updated values.

Editing the Properties of a Server

You can edit a server only if you have permission in the SAS Web Client to access the
customer to whom the server is associated.

When you edit the properties of a server, the server itself does not change; how HP
Server Automation views it changes. Perform the following steps to edit the properties of
a server:

E From the navigation panel, click Servers » Manage Servers. The Manage Servers
page appears. Browse the list to find the server whose properties you want to edit.

Or
Search for the server that you want to edit.

See “Using the Search Feature” on page 244 in Chapter 7 for more information. See
“Server Searching by IP Address” on page 260 in Chapter 7 for more information.

H Click the Server Display name. The Properties page for the server appears.

Change any of the following properties for the server:

« To change the name that appears in the SAS Web Client, edit the text in the Name
field.

« To change the description of the server, edit the Notes field.
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» To change the customer associated with the server, select a different customer
from the list. Your SA administrator defines the options for customer selections.
Contact your SA administrator if the list does not contain the customer that you
want to associate with this server.

You cannot change the customer associated with a server when the server is part of a
CDR service, synchronization, or sequence. See the SA Policy Setter’'s Guide for more
information.

» To change the Use or Stage of the server, make your changes in either of those
lists.

See “Server Properties” on page 314 in this chapter for more information.

» To change whether configuration tracking is enabled or disabled for the server,
select a value from the list.

See “Configuration Tracking” on page 429 in Chapter 12 for more information.

Bl To save your changes, click Save.

To change the custom attributes of the server, select the Custom Attributes tab. The
Q Manage Servers: Custom Attributes page appears. See “Managing Custom Attributes” on
page 339 in this chapter for more information.

Tasks Associated with Deactivating a Server

You will want to deactivate a server when HP Server Automation removes the server from
management. For example, you are moving the server to a warehouse for storage.
Additionally, you might choose to deactivate a server when you need to rebuild it from
scratch, without using the OS Provisioning feature.

When you deactivate a server, information about the server remains in the SA Model
Repository for auditing purposes.

After you deactivate a server, you can reactivate it by re-installing an Server Agent with the
Server Agent Installer and the - -clean command line option.

See “Agent Reachability Communication Tests” on page 129 in Chapter 4 for more
information.
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When you deactivate a server, you accomplish the following tasks:
+ Remove custom attributes from the server.

« Delete any configuration tracking policies from the server that are associated with
backups.

« Set the server life cycle value to Deactivated.

You cannot deactivate a server when it is part of a CDR service, synchronization, or
sequence. See the SA Policy Setter’s Guide for more information.

Deactivating a Server
Perform the following steps to deactivate a server:

E From the navigation panel, click Servers » Manage Servers. The Manage Servers
page appears. Browse the list to find the server that you want to deactivate.

Or
Search for the server that you want to deactivate.

See “Using the Search Feature” on page 244 in Chapter 7 for more information. See
“Server Searching by IP Address” on page 260 in Chapter 7 for more information.

Select the servers that you want to deactivate.

Choose Edit » Deactivate Server from the menu above the Manage Servers list. A
confirmation dialog box prompts you to confirm the deactivation.

Bl Click OK. The Manage Servers list refreshes and the server appears with a
deactivated icon.
Deleting a Server from HP Server Automation

When you want to remove all record of a server from HP Server Automation, you can
delete it.

You must deactivate a server before you can delete it from HP Server Automation.
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When you delete a server from HP Server Automation, it has these effects:
» Deletes all job information in the My Jobs feature

« Deletes the server from the Model Repository

Perform the following steps to delete a server:

E From the navigation panel, click Servers » Manage Servers. The Manage Servers
page appears. Browse the list to find the server that you want to delete.

Or
Search for the server that you want to delete.

See “Using the Search Feature” on page 244 in Chapter 7 for more information. See
“Server Searching by IP Address” on page 260 in Chapter 7 for more information.

Select the servers that you want to delete.

Choose Edit » Delete Server from the menu above the Manage Servers list. A
confirmation dialog box prompts you to confirm the deletion.

Bl Click OK. The Manage Servers list refreshes and the server disappears from the list.

Server Management Jobs

This section provides information about server management jobs within HP Server
Automation and contains the following topics:

+ My Jobs

» My Jobs Display Information

+ My Jobs in the SAS Web Client

+ Jobs in SA Client

» Viewing Job Details in the SAS Web Client

+ Viewing My Job Details from inside the SA Client

My Jobs

The My Jobs information is available only on a per-user basis. You cannot log in as an SA
administrator to see the jobs that other SA users have run. The My Jobs information
appears in two places in the SAS Web Client:
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« A panel on the SAS Web Client home page that lists your most recent six jobs

+ A page (accessed by clicking My Jobs in the navigation panel) that lists all the jobs that
you have run

HP Server Automation maintains information about the server operations that you have
run for the last 30 days in the My Jobs list. By default, the jobs are deleted from the SA
Model Repository after 30 days. (The bottom of the My Jobs page indicates how long
this interval is set for the HP Server Automation installation at your organization.)

My Jobs Display Information

For each job, the My Jobs lists display the following information:

« The name of the job, which is a link to a page that displays more detailed information
about the job

« The date and time the job started or is scheduled to start (using your preference for
time display)

* The number of servers that the job affects
» The status of the job:
+ Scheduled

* In Progress

Completed

.

Completed with errors
+ Completed with warnings

» You can search for an existing Job by the Job’s ID. On the Home page, select Job from
the drop-down list and enter a Job ID and click Go.

My Jobs in the SAS Web Client

The My Jobs feature in the SAS Web Client provides information about the following
Command Engine scripts:

+ OS provisioning
+ CDR requests
« Distributed script execution

» Custom Extensions
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Jobs in SA Client

Jobs feature in the SA Client displays job logs about the following SA Client jobs:
» Creating snapshots

+ Pushing or Auditing an Application Configuration

+ Auditing Servers

+ Creating Server Snapshots

+ Remediating policies

* Running OS Sequence

+ Any jobs scheduled to be run at a future date

Jobs in the SA Client appears in the Jobs Logs feature window.
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Viewing Job Details in the SAS Web Client

Perform the following steps to view the job details:

E From the SAS Web Client home page, click the link in the My Jobs panel for the job
that you want to view, as Figure 8-11 shows.

Figure 8-11: My Jobs Panel in the SAS Web Client Home Page
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From the navigation panel, click My Jobs and then click the link for the job to open a
window that shows the details of the job, as Figure 8-12 shows.

Figure 8-12: My Jobs Page Accessed from the Navigation Panel
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The My Jobs page displays the operations that you performed.
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H Click View Details to see detailed information about the job. The My Jobs
information contains a build log for the job. This build log contains any error
messages that HP Server Automation generates. See Figure 8-13.

Figure 8-13: Communication Test Details Page in the My Job Window
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Viewing My Job Details from inside the SA Client

You can also view job details from inside the SA Client. If the job was run from inside
the SA Client, you will see a link next to the job named Launch SA Client, as shown
in Figure 8-14.

Figure 8-14: My Jobs with link to SA Client
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To launch the SA Client and view the job details, click the link.

Server Management Scheduling and Notification
This section contains the following topics:

+ Scheduling a Job

+ Sending Email Notification

The time used for the scheduled job is specified in the user's preferred time zone (which
can be modified in My Profile). If the user does not have a preferred time zone set, the
time zone is derived from the SA core server (usually UTC).

Scheduling a Job
Perform the following steps to schedule server management tasks:

H In the Schedule and Notify page of an SA Wizard, choose the Run Now option to
execute the operation immediately or choose the Specify Time Option to schedule
the operation at a later date and time. See Figure 8-15

The time used for the scheduled job is specified in your preferred time zone which can be
modified in My Profile. If you do not have the preferred time zone set, the time zone is
derived from the SA core server (usually UTC).

H \When you schedule a job for a server group, you can specify how the members of
the group are determined. The membership of a dynamic server group changes
based on the changes in your operational environment. If you have “Allow Run
Refresh Jobs” permissions, you will see additional options. Select either of the
following options:

+ Option 1: Membership is determined based on the “Time of Confirm Selection.”
Select this option to run the job on the servers that were in the group when you
scheduled the job. Changes to the group membership do not affect the list of the
servers that the job will run on.
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« Option 2: Membership is updated when the job runs. Select this option to
recalculate the group membership prior to running the job. Changes to group
membership are reflected in the list of servers that the job will run on.

Figure 8-15: Scheduling a Job in an SA Wizard
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E Additionally, you can view a scheduled job in the My Jobs page and change the date
and time for the job to run, or cancel the job entirely. (Click the name of a scheduled
job to open a window to change the date or time that the job will run or cancel it.)

Sending Email Notification

The email notification feature provides you with an option to receive an email
summarizing the job details when a job is over, and to notify others at the address they
have registered with HP Server Automation.

You have the option of sending the notification
+ On the job success only
* On the job failure only

* On any result
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You can also send notification to various people based on the condition of the job. For

example, you can select to send the notification to your manager only on the job success,
select to send the notification to yourself on any result of the job, and select to send the

notification to support only on the job failure.

To send an email about the job details, choose the Condition option on the Schedule and
Notify page and set the parameters to send an email when the operation is completed.

You can choose to have an email sent on any result, if the operation fails, or if the

operation is successful. To add another email recipient, click the plus (+) button next to

the Recipients field. See Figure 8-16.

Figure 8-16: Notifying about a Job in the SAS Web Client
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Time-Outs for Server Management Jobs

Table 8-8 describes the time-out values that apply to the server management operations
in HP Server Automation.

Table 8-8: Time-Outs in HP Server Automation

420 Reconciling software (installation and uninstallation).
(7 hours)
2 Starting Command Engine sessions in response to a command. If the

Server Agent does not start executing the command within this time, the
command will time out and the Command Engine script will continue.

30 Responding to a command (for example, after a reboot, the maximum time
to wait until a server responds) or sending a message to the Command
Engine from the Server Agent.

If the Server Agent does not respond to the Command Engine at least once
during this interval, the command will time out and the Command Engine
script will continue.

HP Server Automation polls the Server Agent every 15 minutes and if the
Server Agent fails to respond two consecutive times, the command will
time out.

Customizing the Monitor Time-Out Duration

If you would like to set a different monitor time-out duration, you can create a custom
attribute named OPSW_reconcile monitor_ timeout and change the number of
minutes before a time out occurs. For each type of hardware running in your operational
environment, you can set a custom attribute with the time-out duration that you want. To
set a time-out duration for a type of hardware, click Environment » Hardware in the
navigation panel. Then, navigate to the type of hardware that you want to add a custom
attribute for.

During remediate, a periodic heartbeat occurs between the Server Agent and the
Command Engine to ensure that the agent is still responsive. This setting controls the
maximum amount of time that can pass between these heartbeat messages. Typically,
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you only need to increase this setting if you install software that reboots the server, and
the time that it takes for the server to reboot and for the agent to restart exceeds the
default value.

Custom Fields for Servers

This section provides information on custom fields for servers within HP Server
Automation and discusses the following topics:

» Overview of Custom Fields for Servers

« Changing the Value for a Custom Field

Overview of Custom Fields for Servers

In HP Server Automation, you can store custom server data that is specific to your
operational environment. These fields were created specifically for your HP Server
Automation installation — all servers in an HP Server Automation installation contain the
same number and type of custom fields. Custom fields can contain files, URLs, text
strings, numbers, and dates.

In addition to adding files, URLs, text strings, numbers, and dates, you can use custom
fields to search for servers based on a value stored in a custom field. You can also use a
custom field as criteria to create a dynamic server group.

In order for the custom fields to appear in the Manage Server: Properties page, you will
have to initially create a custom field. To create a custom field, you will need to install the
custFields.py Custom Extension which is available only from the Content Starter Pack.
Contact SA Technical Support for assistance in installing the custFields.py Custom
Extension in SA.

Typed Data Supported for Custom Fields
The custom fields designated for your operational environment will vary. However, the
custom fields created for your environment support values with the following data types:

* Number: The value provided must be a long integer.

« Short String: A text string that must be less than or equal to 4000 characters.
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+ Long String: A text string with no length restrictions. Custom fields with this type
cannot be used in search or in the rules for dynamic server groups.

» Date: The value will be verified for correctness.
» File: Indicates a file attachment.
« URI: A Uniform Resource Identifier string, which is validated as a URI.

HP Server Automation validates the value you enter in a custom field based on the data
type specified for the field.

Uses of Custom Fields

The custom fields designated for your operational environment will vary. However, you can
use custom fields to accomplish any of the following goals:

» To store the date of patch installation
« To assign a severity rating between 1 and 10 to a Hotfix
« To store an ID from an internal bug tracking system with its associated patch

» To store a JPEG image of the back of a server and have that JPEG associated with that
server

+ To store a Microsoft Word document describing the disaster recovery steps for a server
or group of servers

» To search for a server based on the value of a custom field

Changing the Value for a Custom Field

E From the navigation panel, click Servers » Manage Servers. The Manage Servers
page appears. Browse the list to find the server whose custom fields you want to
change.

Or

Search for the server whose custom fields you want to change.
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H Click the server name. The Manage Servers: Properties page appears. Scroll to the
Custom Fields section of the page. The custom fields that appear in the properties
page are specific to your operational environment. Figure 8-17 shows an example of
the types of custom fields that can appear for a server.

Figure 8-17: Custom Fields That Appear for a Server

CUSTOM FIELDS

Date to be installed |04 v || October v | 2004 v | [0 (v|[o0 w|TVT
External OS5 system ID |CQ12345 ||1| Enter up to 4000 characters in this field
Microsoft bulletin http:/iwww. microsoft com/bulletin/hotfixes/Q23909 html @7
Severity |4 | Pleaze enter an integer with a maximum of 18 digitz
Support document 'Sl':g?sot:: s:ppurl document for this patch.

o]

To change a value in a field requires a number or text, enter the value in the field.

Bl To add a file, click Browse and select the file from the dialog box.

B To remove a file, click Remove.

@ To specify a URL, enter the URL in the field or click Edit to change an existing URL.

To add or change a date, click the icon and select the date or enter the date in
the field by selecting the appropriate day, month, and year from the drop-down lists.

B Click Save.

Custom Attributes for Servers

This section provides information on custom attributes for servers within HP Server
Automation and contains the following topics:

+ Overview of Custom Attributes for Servers
+ Managing Custom Attributes

+ Adding Server Custom Attributes

+ Editing Server Custom Attributes

+ Deleting Server Custom Attributes
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Overview of Custom Attributes for Servers

Users often need to store specific miscellaneous information in the SA Model Repository
to facilitate server or application installation and configuration, scripting, or other
purposes.

The SAS Web Client provides a data management function by allowing users to set
custom attributes for servers. These custom attributes include setting miscellaneous
parameters and named data values. Users can write scripts that use these parameters
and values when performing a variety of functions, including network and server
configuration, naotifications, and CRON script configuration.

Custom attributes can be accessed by software packages at installation time to configure
settings that might be unique to the installation.

For information about how to set custom attributes required by the software running on a
specific server, contact the group responsible for packaging your applications, as
Figure 8-18 shows.

Figure 8-18: Custom Attributes Set for a Server

Return to Manage Servers

Custom Attributes

Walue Source

[ew) [ca1) |

OPSW reprovizsion_device_aftributes_to_preserve  kernel_arguments reboot_c... Operating Systems ! Red Hat Enterprize Linus A% 3 7 Mot
Azsigned (Opersting Systems)

Managing Custom Attributes

Do not edit or remove custom attributes without verifying that the change you are making
A does not impact other users or critical SA operations.

To set custom attributes that affect a specific server, use the Manage Servers list. After
locating the server and displaying the server properties, select the Custom Attributes tab.
The SAS Web Client displays the currently defined custom attributes for the selected
server.

When you add or edit server custom attributes using the SAS Web Client, SA removes
leading and trailing whitespace characters from custom attribute values.
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See “Adding Server Custom Attributes” on page 340 in this chapter for more information.

You can also set custom attributes to a software policy. See the SA Policy Setter's Guide
for more information.

Additionally, you can set custom attributes that affect every server associated with a
specific customer or for every server in a facility. Navigate to the customer or facility where
you want to set attributes. Select Environment » Customers or Facilities in the navigation
panel, and click the correct name in the list. Select the Custom Attributes tab, and add
attributes for all the servers associated with the customer or located in the facility. When
you use this option, you define custom attributes at a customer-specific or facility-specific
level. The procedure to add custom attributes to a customer or facility is the same as
adding custom attributes to individual servers.

Additionally, you can add custom attributes for a server group by viewing a server group,
and then selecting the Custom Attributes tab for that group. The procedure to add custom
attributes to a server group is the same as adding custom attributes to individual servers.

Adding Server Custom Attributes

For information about how to set custom attributes required by the software running on a
specific server, contact the group responsible for packaging your applications.

Perform the following steps to add a custom attribute for a server:

E From the navigation panel, click Servers » Manage Servers. The Manage Servers
page appears. Browse the list to find the server for which you want to add custom
attributes.

Or
Search for the server for which you want to add custom attributes.

H Click the display name of the server. The Manage Servers: Server Properties page
appears.

E Select the Custom Attributes tab. The Manage Servers: Custom Attributes page
appears.

Click New.

Enter the name and value for the custom attribute that you want to add.

Click Save.
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See “Using the Search Feature” on page 244 in Chapter 7 for more information. See
“Server Searching by IP Address” on page 260 in Chapter 7 for more information

Editing Server Custom Attributes

If you want to change the name of a custom attribute entry, you need to create a new
custom attribute and delete the old custom attribute.

Perform the following steps to edit custom attributes for a server:

E From the navigation panel, click Servers » Manage Servers or Server Pool. The
Manage Servers page appears. Browse the list to find the server for which you want
to edit custom attributes.

Or
Search for the server for which you want to edit custom attributes.

H Click the display name of the server. The Manage Servers: Server Properties page
appears.

E Select the Custom Attributes tab to change the custom attributes of the server. The
Manage Servers: Custom Attributes page appears.

Click the attribute name link for the custom attribute that you want to change.
B Update the value of the custom attribute.

A Click Save to save your changes. The Manage Servers: Custom Attributes page
reappears with the updated value.

See “Using the Search Feature” on page 244 in Chapter 7 for more information. See
“Server Searching by IP Address” on page 260 in Chapter 7 for more information.
Deleting Server Custom Attributes

Perform the following steps to delete custom attributes for a server:

E From the navigation panel, click Servers » Manage Servers or Server Pool. The
Manage Servers page appears. Browse the list to find the server from which you
want to remove custom attributes.

Or

Search for the server from which you want to remove custom attributes.
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See “Using the Search Feature” on page 244 in Chapter 7 for more information. See
“Server Searching by IP Address” on page 260 in Chapter 7 for more information.

H Click the display name of the server. The Manage Servers: Server Properties page
appears.

E Select the Custom Attributes tab. The Manage Servers: Custom Attributes page
appears.

Bl Select the check box for the custom attribute that you want to delete.
H Click Delete. The SAS Web Client displays a confirmation page.
@ Click OK to delete the custom attribute.

See “Using the Search Feature” on page 244 in Chapter 7 for more information. See
“Server Searching by IP Address” on page 260 in Chapter 7 for more information.

Service Levels

This section provides information about service levels within HP Server Automation and
contains the following topics:

+ Overview of Service Levels

+ Adding a Service Level to the SAS Web Client
» Editing a Service Level

+ Ways to View the Service Level for Servers

+ Assigning a Server to a Service Level

» Removing a Server from a Service Level

Overview of Service Levels

Service levels are user-defined categories that enable you to group servers in an arbitrary
way and design your own organizational schemes. For example, you can organize your
servers by functionality (finance, engineering, and so forth) or tier (Web, application, and
database) or by ontogeny (development, staging, and production).

You can also create service levels to indicate the Service Level Agreement (SLA) for the
servers that your IT organization manages. For example, you might create service levels to
denote Silver, Gold, and Platinum services.
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Please note that assigning servers to service levels does not cause SA to operate any
differently with respect to those servers. When you first use service levels, the categories
will be fairly empty and by default, when an Server Agent is installed on a server in the
operational environment, the server will be added to the UNKNOWN Service Level.

Adding a Service Level to the SAS Web Client

Perform the following steps to add a service level to the SAS Web Client:

E From the navigation panel, click Environment » Service Levels. The Service Levels
page appears.

H Navigate the hierarchy of service levels until you reach the point in the hierarchy
where you want to add a new service level, as Figure 8-19 shows.

Figure 8-19: Service Level Hierarchy

Service Levels = QOTHER

2
(4 U OTHER

Mo Sub-Modes

Cannot edit or delete this Mode. This Mode is resemed.

Name: OTHER
Description: Other service level
Customer: Customer Independent

Operating O3 Independent
System:

Locked: Mo
Allow Servers: ‘es

ID: 50003

E Click Add. The Service Levels page refreshes and the ADD SUB-NODE TO Service
Levels form appears in the page.

Bl Enter a name for the service level (required), and (optionally) enter notes and a
description for the service level.
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B Click Save. The service level is added to the hierarchy of service levels. The Edit
Service Level page appears, where you can change the properties of the service
level, such as the customer association.

Editing a Service Level
Perform the following steps to edit a service level:

E From the navigation panel, click Environment » Service Levels. The Service Levels
page appears.

H Navigate the hierarchy of service levels until you reach the point in the hierarchy
where you want to edit an existing service level.

HE Click Edit in the Properties tab. The page refreshes and an editable form appears for
the service level properties.

Bl Make changes to the service level name, description, notes, whether servers are
allowed to be assigned to the service level, the associated customers and operating
systems.

B Click Save.

Ways to View the Service Level for Servers

Find the server whose service levels you want to view by searching or browsing the
Manage Servers list.

+ If you are browsing the Manage Server list, you can find the service level for a server by
locating the value in the Environment column, as Figure 8-20 shows.

Figure 8-20: Service Level Node Appearing in the Software Tab of the Server List
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«+ If you searched for the server, click the server name and then select the Attached
Nodes tab. You can find the service levels, as Figure 8-21 shows.

Figure 8-21: Nodes Tab That Shows the Service Level to Which a Server is Assigned

m’t-ached Nodes

Expand all Contract All

= Directly Attached to Server

Software
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adh from Service Levels F Opsware
huildmar from Service Levels f QOpsware
coghotfrom Service Levels F Opsware
hiab from Semvice Levels F Opsware
oce from Service Levels F Opsware
spin from Service Lewvels f Opsware
twist from Service Levels [ Opsware
wiay fram Service Levels F Opsware
wiord from Service Levels J Opsware

Qpsware

» To view all the servers assigned to a particular service level, click Environment »
Service Levels in the navigation panel. Navigate the hierarchy of service levels until you
reach the one for which you want to see which servers are assigned. Select the
Members tab, as Figure 8-22 shows.

Figure 8-22: Manage Server Assigned to a Service Level

Serice Levels & Cpsware * adh & windows = Details

[# &g windows

Fesource  Edit  “iew Tasks  Configuration Tracking

D__ Host Mame f P Address OF Yersion Stane Use Customer

] gi:” m201 tr3 opsware com mhi3 Windows 2000 Mot Specified Mat Specified Mot Assigned
172.16.36.34

Assigning a Server to a Service Level
Perform the following steps to assign a server to a service level:

E From the navigation panel, click Servers » Manage Servers. The Manage Servers
page appears. Browse the list to find the server you want to assign to a service level.
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Or
Search for the server that you want to assign to a service level.
H Select the servers that you want to assign to a service level.

Choose Tasks » Assign Node from the menu above the Manage Servers list. A
window displays the categories of nodes, as Figure 8-23 shows.

Figure 8-23: Assign Nodes Popup Window
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By Service Levels

g web Servers

Bl Click the Service Levels link. The window refreshes to show the service levels
created for your operational environment.

B Navigate to the service level to which you want to assign the server.

@ Click Assign. The window closes and you are returned to the Manage Servers list.

Removing a Server from a Service Level
Perform the following steps to remove a server from a service level:

E From the navigation panel, click Servers » Manage Servers. The Manage Servers
page appears. Browse the list to find the server that you want to remove from a
service level.

Or
Search for the server that you want to remove from a service level.

B Select the server that you want to remove from a service level.
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Choose Tasks » Remove Node from the menu above the Manage Servers list. A
window displays the nodes to which the server is assigned, as Figure 8-24 shows.

Figure 8-24: Remove Nodes Popup Window
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Bl Select the service level node from which you want to remove the server and click
Remove. You are prompted to confirm that you want to remove the server from the
service level.

H Click Confirm Remove. The window closes and you are returned to the Manage
Servers list.

Network Configuration

This section provides information about network configuration within HP Server
Automation and contains the following topics:

+ Overview of the Server Network Configuration

« Configuring Networking for an SA Managed Server

Overview of the Server Network Configuration

You can use HP Server Automation to automatically configure network settings for a
server after you install the OS.

The OS Provisioning feature provisions servers with an OS by using DHCP addresses.
Because DHCP servers often assign temporary IP addresses to servers that boot over a
network, system administrators typically need to assign static IP addresses (and other
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network properties) before the servers can be put into service. HP Server Automation
enables system administrators to do this through the SAS Web Client rather than logging
onto the server manually after OS provisioning is complete.

HP Server Automation does not support managed servers that have IPv6 addresses.

The Server Network Configuration feature allows you to configure the following settings
on a server that are related to its network configuration:

* Host Name
+ Domain Name System (DNS) servers

+ Management interface (the interface that HP Server Automation should use when
managing the server)

See “Locating the Management IP Address of a Managed Server” on page 278 in
Chapter 8 for more information.

+ Gateway (the IP address of the default router)
+ DNS search domains
+ WINS (Windows Internet Naming Service) Servers

» Configuration for each network interface, including whether the interface is configured
statically or with a Dynamic Host Configuration Protocol (DHCP) IP address, host name,
and subnet mask

You can alter any of these options and then apply the settings to the managed server. HP
Server Automation updates the server and reboots it to cause the new settings to take
effect.

Configuring Networking for an SA Managed Server

You can only use the Network Configuration feature for servers running Sun Solaris, Red
Hat Linux, and Microsoft Windows operating systems.

Perform the following steps to configure networking for an SA managed server:

E From the navigation panel, click Servers » Manage Servers. The Manage Servers
page appears. Browse the list to find the server that you want to configure
networking on.
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Or

Search for the server that you want to configure networking on.

See “Using the Search Feature” on page 244 in Chapter 7 for more information. See
“Server Searching by IP Address” on page 260 in Chapter 7 for more information.

Click the name of the server that you want to configure networking for. The Manage
Servers: Properties page appears for that server.

Select the Network tab. The network information for the server displays.

Modify any of the following settings to configure the server networking.

For all fields, the default value is the one currently configured on the server.

Host Name: The host name configured on the managed server. This field only sets
the name by which the server knows itself and does not update DNS records for
the server.

Management Interface: Instructs HP Server Automation to use a particular
network interface when contacting the server. This is useful, for example, when a
server has multiple network interfaces, but not all of them are reachable by the SA
core. Designating a particular interface as the management interface allows HP
Server Automation to know which interface to use for managing the server.

Gateway: The IP address of the default router
DNS Servers: A list of DNS nameserver |IP addresses

Search Domains: A list of DNS domains to search when attempting to resolve
host names

WINS Servers: Set for Windows only; a list of WINS server IP addresses
Interface Configuration (for each network interface in the system):

+ DHCP: If DHCP is enabled for an interface, the system uses DHCP to configure
this network interface. In this case, static configuration settings (IP address, host
name, and subnet mask) are not relevant for this interface, and the SAS Web
Client makes those fields not editable. If DHCP is not enabled, then static
settings are required.

» IP Address: The IP address for this interface (unless DHCP is enabled).
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* Host Name: The local host name for the server. This item is only required for
servers running Solaris. Like the Computer Name field, this setting only affects
the name by which the managed server knows itself, and does not update DNS
records.

- Subnet Mask: The IP network mask to use for this interface.

In addition, HP Server Automation displays the management IP address and MAC
address for the server; however, you cannot change these values reported by the
Server Agent.

Click Update Server at the bottom of the page.

(If you click Revert, it causes any changes that you made to the fields to be
discarded.)

A confirmation dialog box appears that shows the changes that will be made to the
server. The confirmation dialog box includes a check box that allows you to indicate
that the server should revert to its old network configuration when it cannot contact
the SA core after you save the new network configuration. By default, the Revert
check box is selected.

The SAS Web Client does not validate the network configuration changes that you
make in the Network tab. Therefore, it is possible to provide a malformed IP address
in the IP address field for an interface.

To have the server revert to its previous network configuration if an error occurs,
ensure that the check box is selected in the confirmation dialog box.

Click OK to proceed with the configuration changes.

A progress dialog box appears that shows the progress of the operation. The process
of setting a new network configuration involves rebooting the managed server. The
operation might take several minutes.

You can walit for the operation to complete or close the progress dialog box and perform
other work in the SAS Web Client. The status of the task is available in the My Jobs user
interface if you want to check the status of the network configuration update.

Details About Changing the Domain for Windows Servers
You cannot use the DNS Domain field to change the domain name for a Windows server.
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HP Server Automation does not change the domain name of a Windows server because
changing the domain name of a server requires password authentication. Changing the
domain name of a Windows server is a manual operation. See Figure 8-25.

Figure 8-25: DNS Domain Field Displays in the Network Tab for a Server

Return to Manage Servers
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Chapter 9: NA Integration

This section discusses the following topics:

« Overview of NA Integration

« Setup for NA Integration

+ Device Information in SA

+ Device Groups and NA

+ Duplex Mismatch

» Network Device Information in Network Automation

* Network Reports

Overview of NA Integration

Implementing changes in an IT environment often requires a coordinated effort between
network administrators, system administrators, and application architects. Together, these
members of the IT staff must manage an application environment spanning servers
running different operating systems and network devices that include firewalls, load
balancers, switches, servers, Web applications, and so on. For example, in some
environments, you are required to make changes to network devices in front of an
application, such as load balancers, firewalls, switches, and so on.

The NA Integration feature makes this process easier. It enables IT staff members to see
how servers are connected to network devices and enables them to closely examine
managed servers. With this information, they can determine how all devices are related
and coordinate and implement required changes.
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Figure 9-1 shows the types of coordinated tasks you can perform by using the NA

Integration feature.

Figure 9-1: Overview of Coordinating Tasks Using NA Integration
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This section contains information about how to set up NA Integration, view device details,
examine connections between network devices and servers, identify duplex mismatches,
and view combined device history information. It also contains information about
implementing changes across the environment and generating network reports.

To support an integrated approach to making changes in your environment, such as
server reallocation, ensuring compliance across servers and network devices, and
detecting and resolving duplex mismatches, the NA Integration feature provides the

following SA interface points:

» HP Server Automation (SA)

* Network Automation (NA)

+ HP Global Shell (in SA)

+ HP HP Service Automation Visualizer (in SA)

» HP Reports (in SA)
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NA Integration Features

In the NA Integration feature, you will use several SA and Network Automation features to
perform the following tasks:

+ Use SA and Network Automation to view summarized and detailed hardware
information about managed servers and network devices, and their connections
(interfaces and ports).

+ Use the Global File System (OGFS) to navigate between managed servers and
connected network devices by tracing their associated physical connections, finding
network device configurations, and running scripts across servers and network devices.

+ Call NA scripts from SA scripts to automate operations across servers and network
devices.

+ Use features in SA and NA to create diagrams that illustrate managed servers, network
devices, and layer 1 connections in your environment.

+ Use SA to identify, troubleshoot, and remediate configuration duplex mismatches
between managed servers and network devices.

» Use SA to perform actions on device groups that contain both servers and network
devices.

+ Use SA to review a combined event history log of servers and network devices that
records changes made to an application in your environment.

+ Use SA to export a combined event history log to a CSV and an HTML file.
+ Use NA to directly access additional network device details and event history.

+ Use SA to run network reports that identify layer 1 connections and configuration
mismatches (duplex compliance).

Reference to connections in this documentation refer to physical connections, except
where noted.

How NA Data is Collected

The NA Integration feature uses the NA Topology Data Gathering and NA Duplex Data
Gathering diagnostic tools to collect information about network devices.
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NA Topology Data Gathering

The NA Topology Data Gathering diagnostic instructs NA to collect MAC addresses for all
switches. MAC addresses are required to discover and add physical connections to the
SA data model. For example, when you add another server to a switch, that information
will be collected the next time the Network Automation Topology Data Gathering
diagnostic runs. You can also run the Network Automation Topology Data Gathering
diagnostic or the NA Duplex Data Gathering on demand for specific network devices. See
the NA User’s Guide.

To avoid impairing performance in Network Automation, you cannot run this diagnostic
any more frequently than weekly. If you cannot wait a week to refresh the NA data, contact
HP Support.

NA Duplex Data Gathering

For network devices, speed and duplex is gathered by the Network Automation Duplex
Data Gathering diagnostic, which runs after a device is initially added to NA and then
according to a schedule that you define. To ensure that you have the latest speed and
duplex information about network devices, SA recommends that you set up a recurring
schedule that runs the diagnostic. See “Duplex Mismatch” on page 372 and the NA
User’s Guide.

Setup for NA Integration

When SA and NA are first installed, the SA administrator must perform certain tasks on
the core servers to enable integration. For details on these tasks, see “NA Integration” in
the SA Planning and Installation Guide.

Version Compatibility for NA Integration

The NA Integration feature requires that both Network Automation 6.1 and SA 6.x are
installed and configured to enable you to share data across servers and network devices
in your environment. See the SA Planning and Installation Guide.

The Server Agent 6.x is also required. If an agent older than 6.0 is installed on a server, it
cannot return the duplex and speed settings for the network interfaces. Therefore, duplex
compliance cannot be calculated for that server.
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Resetting the NA Host in the SA Client

Some NA Integration features require that the SA Client (Java) opens the NA Web
interface (directly from SA) so that you can access additional details about certain NA
events. If your administrator has completed the setup tasks in the SA Planning and
Installation Guide, but the SA Client is unable to communicate directly with the server
running the NA host (server) Web interface, you might need to change the NA option in
the SA Client. For example, if a firewall is preventing the SA Client from reaching the NA
host, you need to specify the name of a server that is acting as a proxy for the NA host.
This will override the default setting. This task must be performed on every desktop
running a SA Client that cannot communicate with the NA host.

To reset the NA host in the SA Client, perform the following steps:
E From the Tools menu in the SA Client window, select Options.
H In the Views pane, select HP Network Automation.

HE nthe Host field, enter the name of a server that is acting as a proxy for the NA host,
such as m208, which is the proxy for the m208.opsware.com NA host.

Bl (Optional) Click Restore Default to restore the previously saved NA host name.
H (Optional) Click Test to open the Network Automation login window.

@ Click Save.

Troubleshooting Tips
To test whether SA is communicating with NA, check the following conditions:

* You can log in to NA with your SA credentials. This verifies that NA can communicate
with SA.

« The SA credentials specified in the NA Administrative Settings under External
Authentication Type are set to SA. This ensures that NA can look up server MAC
addresses.

+ The NA Topology Gathering Diagnostic has run successfully. To verify this condition,
search for tasks and check their results. This ensures that NA has gathered MAC
addresses and tried to look them up in SA.
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Device Information in SA

In addition to basic hardware details about managed servers and network devices, the NA
Integration feature also reports the following information about network interfaces and
network ports:

« On the server side, network interfaces have the following properties: MAC address,
subnet mask, interface type, IP address, DHCP setting, connected switch port, speed,
and duplex (excluding Windows).

» On the network device side, network ports have the following properties: port name,
speed and duplex settings, devices connected, and interface type.

For most devices, auto-negotiation works best when both sides of the connection (server
and network device) are set to auto-negotiate mode. For example, a duplex policy could
specify that a port should be set to full, half, or auto, and not to full (auto). A full (auto)
duplex setting indicates that the port was set to auto-negotiate and it negotiated to full
duplex. See the NA User’s Guide.

The following tasks describe how you can access detailed hardware information for
servers and network devices directly in SA. See “Network Device Information in Network
Automation” on page 371 for instructions on how to access hardware information about
network devices directly in Network Automation.

Viewing Network Interfaces

To view hardware information about a server, including network interfaces, perform the
following steps:

E From the Navigation pane, select Devices » All Managed Servers.

H From the View drop-down list, select Hardware.
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Double-click on a server in the Content pane to display hardware details in the

Server Explorer.

Figure 9-2: Hardware View in the Server Explorer

3‘1 Server: m263.dev.opsware.com
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Viewing Network Ports

To view hardware information about a network device, including network ports, perform

the following steps:

E Fom the Navigation pane, select Devices » Device Groups » Public and then

select a group.

H Double-click on a network device in the Content pane to display the Network Device

Explorer.
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H Inthe Views pane, select Hardware to display information about the selected network
device.

Figure 9-3: Hardware View in the Network Device Explorer
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Connections Between Network Devices and Servers

The NA Integration features are based on layer 2 connections and inferred layer 1
connections. See Figure 9-4 for definitions of the OSI Model layers.

Figure 9-4: OSI Seven Layer Model

Application

Presentation

Session

Network

Data Link

| |
| |
| |
| Transport ‘
| |
| |
| |

Physical

Data Link Connections

The NA Integration feature includes functionality that detects data link (layer 2)
connections and reports on physical (layer 1) and data link connections. These data link
connections include switches that are directly connected to a managed server and
switches that are indirectly connected through other switches. These connections are
discovered by correlating the MAC addresses reported by the device with the known MAC
addresses for servers and switches.

Physical Connections

The physical connections are inferred from the data link connections. See “Inferred
Physical Connections” on page 363. Physical connections represent direct connections
(cables) between server and switches.

In the SA Client, you can see physical connections in the Server Explorer, the Network
Device Explorer and in detailed layout diagrams in SAV. In the NA diagramming feature,
you can see physical, data link or network (layer 3) connections.

Network Diagrams

You can use the SAV feature in SA and the Diagramming feature in Network Automation to
create detailed diagrams that illustrate managed servers, network devices, and layer 2
and layer 1 connections in your environment. You can also export these network
diagrams to .gif, .jpg, and .svg files, and then subsequently annotate and use them in
other applications.
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See the SA User’s Guide: Application Automation and the NA User’s Guide for more
information about the SAV and the Diagramming tool.

Launching HP Service Automation Visualizer

To access the SAV, perform the following steps:

E From the Navigation pane, select Devices » All Managed Servers.
H n the Content pane, select one or more servers.

E From the Tools menu, select HP Service Automation Visualizer and then select
one of the following options:

» Select New to open the SAV window.
+ Select Open to open a previously saved topology.
Bl To create and export topology diagrams, see the procedures for using HP Service

Automation Visualizer in the SA User’s Guide: Application Automation.

Launching NA Diagramming
See the NA User’s Guide for instructions on launching and using the Network Automation
Diagramming feature.

Network Directories

You can use the Global Shell feature to navigate between servers and connected network
devices by tracing their physical connections in the /opsw/Servers/@ and /opsw/
Network/@ directories in the OGFS.

You can also run three types of NA scripts in the OGFS: command, advanced, and
diagnostic. These scripts correspond to the three directories in the OGFS under /opsw/
Scripts/Network. See “Network Directories” on page 543.

In the OGFS, you can also write scripts in languages, such as Bourne shell and Python, to
perform the following tasks:

+ Find servers and network devices.

+ Find all servers that are connected to a certain switch.
» Find servers with a duplex mismatch.

« Display the network interfaces of a certain server.

+ Get the IP addresses of all devices.

« Compare two files to identify changes in a network device's configuration.
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« Change device details, such as the snmp-location.

Launching Global Shell

Within the Global Shell feature you can see all of the ports on a switch, view duplex
settings in the info file, see all device configurations, compare configuration files, and so
on. Every time a network device configuration is changed, a snapshot of it is also created.
All actions that you perform on a device are audited.

To access the OGFS in the Global Shell feature, perform the following steps:

E From the Tools menu, select Global Shell to launch a terminal window. See
“Opening a Global Shell Session” on page 388.

H To navigate between servers and connected network devices, use the guidelines
described in “SA Global Shell” on page 377 and “OGFS Directories” on page 531.

Remote Terminal

The Remote Shell (rosh) utility enables you to log in to devices (servers and network
devices) and run native commands. You invoke rosh from within a Global Shell session.
You can run rosh and enter native commands interactively, or you can specify the native
commands as an option of rosh. For example, you can log in to a switch with rosh and
run the show vlan command to view all VLAN details.

See “Remote Terminal” on page 398 and “Logging on to a Managed Server With rosh” on
page 392 for more information about using the rosh utility.
Inferred Physical Connections

The NA Integration feature also includes functionality that detects and reports on inferred
physical (layer 1) connections. These connections are inferred from data (such MAC
addresses that are seen by switches), captured, and then added to the SA data model.

These physical connections (inferred layer 1 data) are based on heuristics. In the OSI
model, each layer is an abstraction designed to hide the layer below. Therefore, the layer
2 data gathered from devices cannot generate 100% accurate layer 1 data. In particular,
layer 1 data may be incorrect if any of the following conditions exist:

» The device does not return the port number where MAC addresses are seen.

« There was no traffic between the devices within a few minutes of when NA gathered
the topology data (where MAC addresses are seen).

» There is an unmanaged device between two managed devices.
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» There is a hub between two managed devices.

In the SA Client, you can see inferred layer 1 connections by navigating network device
directories in Global Shell .

Device Groups and NA

A device group helps you categorize your devices (servers and network devices) in ways
that make sense for your organization. For example, you can group devices by customer,
facility, usage, application, and so on, and then perform actions on all of the devices in the

group.

In HP Server Automation, a device group can contain managed servers and network
devices, or only managed servers. In Network Automation, a device group contains only
network devices. You create and edit network device groups only in NA. See the NA
User’s Guide for more information about using the rosh utility.

To monitor an application that is running on multiple servers and relies on multiple
network devices in your environment, Hewlett Packard recommends that you model it as
a device group that contains all servers and network devices the application runs on. This
enables you to troubleshoot the application by using HP Server Automation.

Associating a NA Device Group

When you associate a public device group in SA with a device group in NA, you will be
able to monitor information about all servers and network devices that you are interested
in. You associate device groups by using identical group names.

Associated device groups have the following requirements:

« The SA device group is public.

+ The SA device group is static.

» The names of the associated NA and SA device groups are identical.

To associate device groups in SA and NA, perform the following steps:

E From the Navigation pane, select Devices » Device Groups » Public.
H nthe Content pane, select a device group.

HE Right-click on the device group and then select Open to display the Device Group
Explorer.
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From the View drop-down list, select Properties.

H Check the “Associate with a NA device group of the same name” check box to
enable this functionality.

@ From the File menu, select Save.

Combined Device History Log

The combined device history log records events performed on servers and network
devices in your environment. These events are recorded in detail as actions performed on
a certain date, by a certain user, on a certain server, or on a certain network device.

In many troubleshooting tasks, this type of information is critical because some of these
actions (changes) might be the root cause of problems. This log provides detailed
information, such as the date the action occurred, the name and type of the device that
the action was performed on, and a description of the action, that can help you perform
root cause analysis, capacity planning, and compliance remediation tasks. For example, if
an application in your environment has suddenly stopped running and you know exactly
when it was previously running, you need to examine a combined event history log for the
affected servers and network devices, for that time period. This information can help you
determine why the application stopped working.

Viewing a Combined Device Event History Log

You can view a detailed list of events that occurred on a server or network device, such as
all changes made to an application. You can narrow the time frame of the log display to
see changes that occurred daily, weekly, monthly, quarterly, or in a custom range of dates.
You can also dynamically filter the display of events by a certain date, device name,
device type, event type, or by user name.

You can view a combined device history log for one or more managed servers or for a
device group that contains managed servers and network devices.

To view a combined device history log for a device group, perform the following steps:

E From the Navigation pane, select Devices » Device Group, and then select a device
group.

H In the Content pane, select one or more devices in the group.
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Right-click and then select View History to list events that occurred on the selected
devices.

Figure 9-5: Combined Device Event History

U AEH)
View: |[Custorm Ranges % o~ [Date v

Range: |Sun 06262006 | v [03.00PM 2] to |Monoerzezooe | v) (0300 P 2] [ upsete |

Date = Device Name Device Type Evert User [e=]
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hdon Jun 26 04 ... im1 06 proopswy... Server removed "tmpisitemap-dc 7691 0c0006e5191 9e0c51 ScEbdbba... catarkey

Mon Jun 26 04: . col 40 prSops...  Server refnoved "tmplistemap-de 7629 0c0006:3131 920051 ScEbdbba. .. cstarkey

Mon Jun 26 04: ... cold40prSops.. Server removed "tmpisitemap-dc 76291 0c0006e5191 9e0c51 ScEbdbba... cstarkey

Mo Jun 26 04: . imd 01 prS.opsw. .. Server changed mode of "tmplstemap-de76e9f0c0006:8131 920051 5. cstarkey

flon Jun 26 04: .. im105 proopsw... Server changed mode of "tmpisitemap-dc7GeSf0c0006e5191 9e0c51 5. cstarkey

bdon Jun 26 04: ... i 01 pr2opsw. .. Server opened "tmpistemap-de T GeSf0c0005e8191 9e0cs1 Schbdkbal .. cstarkey

flon Jun 26 04: . im1 06 prS.opsw. . Server changed mode of "tmpizitemap-de7Be9f0c0006e5191 9elcs1 5. catarkey

hon Jun 26 04: ... im1035 proopsyy... Server opened "tmp/stemap-doT Ge8f0c0006:5131 920051 Schbdbbas... cstarkey

bon Jun 26 04: . i 06 pro.ops. .. Server opetied "tmpistemap-dc7Ge9f0c0006e8191 9e0c51 ScEbdkbbal.. cstarkey

flon Jun 26 04: .. im105 proopsw... Server created "tmplstemap-dc? 6e3f0c0006e5191 9elcs1 Schbdbba. .. cstarkey

Mo Jun 26 04: . i 01 pr.opsw. .. Server created "tmplstemap-doTBe9f0c000628191 9elcs1 ScEbdbba. .. cstarkey

flon Jun 26 04: .. im1 06 proopsw... Server created "trmplstemap-dc? 6e9f0c0006e5191 9elcs1 Schbdbba. .. cstarkey

bon Jun 26 04: ... col 40 proops...  Server changed mode of "tmplstemap-deTEe9f0c0006:5131 920051 5., cstarkey

Mon Jun 26 04: ... cold0prSops..  Server opened "tmplsitemap-de? BeSf0c000625191 Je0cs ScEbdbbal. . catarkey

hon Jun 26 04: ... col40proops..  Server created "tmplstemap-dc? 6e9f0c0006e5191 9elcs1 Schbdbba. .. cstarkey

Maon Jun 26 01: . swl prs Swvitch Task Started aclnin

Mon Jun 26 01: ... 3wl prs Swvitch Last Used Device Password Changed -

Mo Jun 26 01: .. swl prs Swvitch Device Disgnostic Completed Successfully aclnin

Mon Jun 26 01: ... swwl prs Swvitch Tazk Completed admin

Sun Jun 25 2200, swl prs Swvitch Device Snapshot aclrnin

Sun Jun 25 2200 swwl prs Swvitch Tazk Completed admin

Sun Jun 25 220 3wl prs Swvitch Last Used Device Password Changed -

Sun Juk 25 22000 5wl prs Swvitch Task Started acinin

Sun Jun 25190 3wl prs Swyitch Task Started admin

Sun Jun 25 19000 swl prs Swvitch Last Used Device Password Changed -

Sun Jun 25190 swwl prs Swyitch Device Diaghostic Completed Successfully admin

Sun Jun 25 1900, sl prs Swvitch Task Cornpleted aclrnin

Sun Jun 25 16:0.. swwl prs Swvitch Device Snapshot admin

Sun Jun 25 16:0... 3wl prs Swvitch Task Completed admin

Sun Jun 25 16:0.. swl prs Swvitch Last Used Device Pazsword Changed - 2

Viewing an Event History Log for Servers
To view a combined device history log for one or more managed servers, perform the
following steps:

E From the Navigation pane, select Devices » All Managed Servers.

H n the Content pane, select one or more servers.
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Right-click and then select View History to list events that occurred on the selected
servers.

Figure 9-6: View History of Servers
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(Optional) In the View History window, select an option in the View drop-down list to
list events by a time period, such as Last Day, Last Week, Last Month, or Custom
Range.

=
(Optional) In the View History window, use the search tool f"l to dynamically filter
the display of events by a certain date, device name, device type, event type, or by
user name.
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@ (Optional) To identify the device name and type for a certain event, double-click on
the event listed in the View History window to display the Event Details window.

Figure 9-7: Event Details for a Selected Server

B Event Details

Diate: Mot Jur 19 14:47:52 20
Device Name: mZ205 dey opsware .com
Device Type: Server

Uzer: hak

Upgrade Opsware Agent to version 32.0.1 .59 SUCCESS

Close

To view the combined device history log for a device group, perform the following steps:
El From the Navigation pane, select Devices » Public.

H In the Content pane, select one or more devices in the group.
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Right-click and then select View History to list events that occurred on the selected
network devices.

Figure 9-8: View History of Network Devices
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c... sw-ee-1-2b L3Swwitch [Device Snapshot -
. oEw-ee-1-2h L3Sweitch Task Cotnpleted -
L. sw-ee-1-1a Swvitch Taszk Started -
;... sw-ee-1-2a Switch Task Started -
. sw-ee-1-Zh LaSwvitch Tazk Started -
.. swe-ee-1-1a Switch Session Data Captured eslatis
. sw-ee-1-2a Switch Seszszion Data Captured eslatiz
i sw-ee-1-2b L3Swwitch Session Data Captured eslatis
L. Swe-ee-1-2h L3Sweitch Device Shnapshot -
;... sw-ee-1-2b L3Switch Task Completed -
.. oswe-ee-1-2h L3Sweitch Task Started -
. sw-ee-1-1a Switch Device Snapshot -
.. swe-ee-1-1a Switch Task Completed -
c... sw-ee-1-2a Switch Device Snapshot -
i sw-ee-1-2a Switch Task Completed -
L. eweee-1-1a Switch Task Started -
. oaw-ee-1-2a Swvitch Taszk Started -
... sw-ee-1-2h L3Sweitch Session Data Captured psi
. sw-ee-1-2h L3Switch Device Snapshot -
.. swe-ee-1-2h L3Sweitch Task Completed -
L. ewe-ee-1-2h LaSwvitch Tazk Started -
. sw-ee-1-2a Swwitch Session Data Captured eslatis
L. swe-ee-1-1a Switch Session Data Captured eslatis
. sw-ee-1-2h L3Switch Session Data Captured psi
.. sw-ee-1-2h L3Sweitch Device Snapshot -
;... zw-ee-1-2b L3Switch Taszk Completed -
.. sw-ee-1-2h L3Switch Task Started - 5

(Optional) In the View History window, select an option in the View drop-down list to
list events by a time period, such as Last Day, Last Week, Last Month, or Custom
Range.

-
(Optional) In the View History window, use the search tool -~ to dynamically filter
the display of events by a certain date, device name, device type, event type, or by
user name.
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(Optional) To display details for a certain event, double-click on the event listed in the
View History window to display the Event Details window.

Figure 9-9: Event Details for a Selected Network Device

B Event Details

Date: Tue Jun 20 01:23:01 2006
Device Mame: aw-ee-1-1a

Device Type: Swyitch

Uzer: s

Summary: Tazk Completed

The following task completed:

86493901: Task Mame: Run Diagnostics
Device: sw-ee-1-1a (192168195 .253)
Added by: nas (Donny Kaan)
Start Date: 2008-06-19 18:00:00.0
Repesat type: Mon-recurring
Status: Skipped
Comments: System task to regularly detect device hoots.

Open in Opsyvare NAS

Exporting a Combined Device History Log
If you need to use the log file in different applications, you can export the list of combined
device history events to a .csv or an .html file.

To export the combined device history log, perform the following steps:

From the View History window, click Export to display the Export Dashboard window.
In the Look in field, enter the location of where you want to save the file.

(Optional) From the Encoding drop-down list, select a character encoding option. The
default is Unicode (UTF-8).

In the File name field, enter a name for the file.
In the Files of type field, select .csv or .html.

Click Export to save the file in the selected format or click Cancel to close this
window without saving.
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Network Device Information in Network Automation

To help you with troubleshooting tasks that involve network devices in your environment,

you can examine additional network device details and network device event history by
logging directly in to Network Automation. The NA Integration feature provides a login
option to access detailed information about network devices and their event history as
recorded in Network Automation.

Viewing a Network Device Directly in Network Automation

If you want to view detailed information about a network device directly in Network
Automation, perform the following steps:

1]
2]

From the Navigation pane, select Devices » Device Group » Public.

In the Content pane, select a network device.

Right-click and select Open with » HP Network Automation to display the
Network Automation login window.

Enter your user name and login, and then click Login to display device details in NA.

Figure 9-10: Network Device Details in NA
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test ca Vendor: Cisco
Model: 2610 (C2600 series)

¢ My Settings

My Profile
My Workspace

My P e

Software Version:

Driver Name:

"—-rice_T_ype:

B Click Logout to exit NA.

12.0(4)T

Cisco routers, 800, 1700, 2500, 2600 & 4700 series,
103 version 12.x ]

RD_UEL/
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Viewing Event History Directly in Network Automation

If you want to view event details directly in Network Automation, perform the following
steps:

E nthe Event Details window, click Open with » HP Server Automation to display
the Network Automation login window. See Figure 9-8 on page 369.

H Enter your user name and login, and then click Login to display event details in NA.

Figure 9-11: Event Details for a Network Device in NA

ARE Support Docs The Opsware Network Logout
| @ Devices | hTasks | M Policies | «Reports | @ Admin nas Jun-20-06 03:38:27
= == =
&) Home s2ck@ 7 Event Detail Add to Favorites % Help @
Date Jun-20-06 06:15:34
IP or Hostname
Added By Opsware Metwork Automation System
Summary Device Diagnostic Completed Successfully
Or... Description NAS Detect Device Boot
T Device c-ee-1-2a (152.166.195.245) D

E Click on the Device link to view additional information, such as timestamps for when
the device was added, the last snapshot, and the last configuration change. See
Figure 9-9 on page 370.

B Click Logout to exit NA.

Duplex Mismatch

The NA Integration feature provides automatic detection of duplex mismatches. A duplex
mismatch is a configuration mismatch between the speed and duplex of a managed
server and a connected network device.

For servers’ network interfaces, speed and duplex information is gathered during every
hardware registration, which occurs every 24 hours. See “Agent Management” on
page 105 for information about hardware registration.

Due to the lack of a device independent method of determining duplex for servers
running a Windows operating system, the Server Agent for Windows does not report
duplex settings out-of-the-box. A custom script can be added to the Server Agent to
collect and report the speed and duplex setting for a certain network interface. For
instructions on how to create and integrate the script with the Agent, contact HP Support.
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Speed and duplex information for servers is not updated when you select View »
Refresh or press F5 in the SA Client. This data gets updated when the NA Duplex Data
Gathering diagnostic runs. See “NA Duplex Data Gathering” on page 356.

For network devices, speed and duplex is gathered by the NA Duplex Data Gathering
diagnostic, which runs according to a schedule that you define. To ensure that you have
the latest speed and duplex information about network devices, Hewlett Packard
recommends that you set up a recurring schedule that runs the diagnostic. See the NA
User’s Guide.

If the network interface information (speed and duplex) for a server does not match the
network port information (speed and duplex) for a connected network device, it is
considered to be non-compliant.

In the NA Integration feature, you can see duplex mismatches identified at a top level by
using the Dashboard. You can also see duplex mismatches identified by server and
network device by using the Server Explorer and Network Device Explorer, respectively.
Viewing Duplex Mismatches in the Dashboard

See the SA User’s Guide: Application Automation for information about duplex
compliance levels and how they are displayed in the Dashboard.

Viewing Duplex Mismatches by Server

To view duplex mismatches using the Server Explorer, perform the following steps:

E From the Navigation pane, select Devices » All Managed Servers.

In the Content pane, select a server.

Double-click on the server to display the Server Explorer.

In the Views pane, select Hardware.

In the Network Interfaces section, review the Duplex column for detected
mismatches. Mismatches are identified by an & icon that precedes the duplex
setting (Full, Half, Auto), in the Duplex column.

Viewing Duplex Mismatches by Network Device

To view duplex mismatches using the Network Device Explorer, perform the following
steps:

El From the Navigation pane, select Devices » Device Groups » Public.
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In the Content pane, select a network device.
Double-click on the network device to display the Network Device Explorer.

In the Views pane, select Hardware.

In the Network Ports section, review the Duplex column for detected mismatches.
Mismatches are identified by an & icon that precedes the duplex setting (Full, Half,
Auto), in the Duplex column. See Figure 9-2 on page 359.

Network Reports

To help troubleshoot problems that involve physical connections and duplex compliance,
you can run and examine several network reports. By using the Reports feature in the SA
Client, you can produce the following network reports that identify layer 1 connections
and configuration mismatches (duplex compliance) between managed servers and
network devices in your environment:

Connections by Network Device
This report lists all physical connections to a selected network device.

Connections by Server
This report lists all physical connections to a selected managed server.

Duplex Compliance (All Servers)

This report groups all managed servers by duplex compliance level to show configuration
mismatches between servers and network devices. Click on a section of the chart to
display a list of servers in a certain compliance level. Double-click on a server for more
details or to perform an action.

Duplex Compliance by Customer

This report lists all managed servers by customer and then by duplex compliance level to
show configuration mismatches between servers and network devices. Double-click on a
server for more details or to perform an action.

Duplex Compliance by Facility

This report lists all managed servers by facility and then by duplex compliance level to
show configuration mismatches between servers and network devices. Click on a section
of the chart to display a list of servers in a facility with a certain compliance level.
Double-click on a server for more details or to perform an action.
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See “Reports” in the SA User’'s Guide: Application Automation for information about how

A
to run, export, and print these reports.
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Chapter 10: SA Global Shell

This section discusses the following topics:
+ Overview of the Global Shell

+ Global Shell Tutorial

+ Global Shell Examples

« Character Encoding for the OGFS

+ Global Shell Error Messages

* Remote Terminal

Overview of the Global Shell

The Global Shell is a command-line interface to the Global File System (OGFS). The
command-line interface is a Unix shell such as bash that runs in a terminal window. The
OGFS unifies the SA data model and the contents of managed servers, including files,
into a single, virtual file system. You open a Global Shell session from within the SA Client
Client or from a direct ssh connection in a terminal client on your desktop. With the
Global Shell, you can automate repetitive system administration tasks by running scripts
across multiple servers in a secure environment.

SA Gilobal File System (OGFS)

The OGFS represents the SA data model as a hierarchical structure of file directories and
text files. For example, in the OGFS, the /opsw/Customer directory contains details
about SA customers and the /opsw/Server directory has information about managed
servers. The /opsw/Server directory also contains subdirectories that reflect the
contents (such as file systems and registries) of the managed servers. If you have the
required permissions, in the Global Shell, you can view and even modify the file systems
of managed servers.
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Remote SA Shell (rosh) Utility

The Remote SA Shell (rosh) utility enables you to log on to managed servers and run
native commands. You invoke rosh from within a Global Shell session. You can run rosh
and enter native commands interactively, or you can specify the native commands as an
option of rosh.

Benefits of the Global Shell
The Global Shell, OGFS, and rosh utility, offer the following benefits:

« Security: Logging on to managed servers is controlled by the HP Server Automation
security framework.

« Auditing: Logins and commands on managed servers are recorded in audit log files.

+ Re-use of existing scripts: Existing native scripts can run on managed servers with
the rosh utility. For example, you can run .BAT, .vbs, and .sh scripts on managed
servers. Scripts written in Unix shells will run within the Global Shell, which supports
bash, csh, and other common shells.

* Routine maintenance tasks on multiple servers: By accessing the global view of the
OGFS, system administration scripts can run iteratively on groups of servers.

+ Access to the HP Server Automation data model: Global shell scripts can access
information about managed servers, including custom attributes.

Commands Available in the Global Shell
The Global Shell offers the following types of Unix shells:

bash (default)

csh

ksh

sh

tcsh
Many common Unix commands (too numerous to list here) are available within the Global
Shell. To display these commands, in a Global Shell session, list (1s) the contents of the

following directories:
/bin /usr/bin
/opsw/bin

The /opsw/bin directory contains utilities (such as rosh) which are specific to SA. For
more information, see “Global Shell Utilities Syntax” on page 519.
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Differences Between the Global Shell and Unix Shells
The Global Shell is different from native Unix shells in the following ways:

* Restricted command set: Some Unix commands (such as cron) are unavailable in
the Global Shell. To find out if a command is available, use the which command.

+ Limited recursion: Commands cannot use recursion with the file systems of managed
servers. Examples of recursive commands are find, 1s -r,and rm -r.

« SA user: You log on to the Global Shell as an SA user, not as a Unix user.

+ SA permissions: The operations that you can perform and the servers that you can
access are limited by the SA permissions of your SA user group.

+ Private directories: The following directories are accessible only by your SA user:

/tmp

/var/tmp

/usr/tmp
For example, the /tmp directory seen by the jdoe SA user is different than the
/tmp seen by tjones.

+ SA data model in the OGFS: Stored in the Model Repository, the data model consists
of objects such as customers, facilities, and servers. End users manipulate these
objects with the SA Client. The OGFS represents the data model in a file system that
resembles a Unix file system. Changes to the data model appear as changes in the
OGFS, and vice versa.

+ Axis (@) symbol in directory names: In the OGFS, for example, this symbol appears
in the following directories:
/opsw/Server/@

/opsw/Server/@Group
/opsw/Group/Public/group-name/@

The axis (@) symbol represents the end of the filtering criteria for managed servers.

Server Filtering in the OGFS

As you navigate down the OGFS tree, the path grows longer and more specific as fewer
servers are visible in the Server directory. In the OGFS, the /opsw directory contains
subdirectories for several types of objects in the SA model space, such as Server,
Group, Facility, 0S, Application, Customer, and SO on
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In the Global Shell interface, you can filter your view of these object types in the Server
directory by specifying an axis (@) in the path. A path in the SA model space can be a list
of filtering criteria that selects objects of a given type. This path begins with the desired
object type, such as /Server, and each filtering criteria begins with an @, such as
@Customer. An ending @ denotes the end of the filtering criteria.

Figure 10-1 is graphical representation of related objects (customers and facilities) in a
hierarchical Server directory. The small boxes represent managed servers. Examples of
ways that you can filter this directory immediately follow the diagram.

Figure 10-1: Filtering in the Server Directory

Alpha

Customer

Gamma Beta

Facility

Atlanta Boston Chicago
O
O
O O
O O
O
O
O

Based on Figure 10-1, the following examples illustrate ways to narrow your search for

Servers:

» To find all 16 servers, specify the following path:

ls /opsw/Server/@

« To find servers in the Atlanta facility, specify the following path:

ls /opsw/Server/@Facility/Atlanta/@

+ To find servers that belong to customer Alpha, specify the following path:
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$ 1ls /opsw/Server/@Customer/Alpha/@

« To find servers in the Atlanta facility that belong to customer Alpha, specify either of the
following paths:

ls /opsw/Server/@Facility/Atlanta/@Customer/Alpha/@

ls /opsw/Server/@Customer/Alpha/@Facility/Atlanta/@
The following paths are filtered away by the OGFS, because they would yield a dead-end.
There are no servers belonging to customer Gamma in the Atlanta facility.

ls /opsw/Server/@Facility/Atlanta/@Customer/Gamma/@
ls /opsw/Server/@Customer/Gamma/@Facility/Atlanta/@

This same filtering logic can be applied to @Realm, @Group, and @Application.

Global Shell Tutorial

This tutorial covers just a few of the highlights of the OGFS and the Global Shell. After
completing this tutorial, you will know how to navigate the directories of the OGFS and
how to run commands on managed servers from within the Global Shell. Although the
tutorial is organized into steps, after performing step 1, you can perform the remaining
steps in any order.

Before starting the tutorial, you need the following capabilities:

* You can log on to the SA Client. As you work through this tutorial, you might find it
helpful to compare the stdout of the Global Shell with information displayed by the SA
Client.

« Your SA user has Read & Write permissions on at least one managed server. Typically
assigned by a security administrator, permissions are discussed in the SA
Administration Guide.

» Your SA user has all Global Shell permissions on the same managed server. For
information on these permissions, see “aaa Utility” on page 519.

The example commands in this tutorial operate on a Windows server named
abc.opsware. com. This server belongs to a device group named All Windows Servers.
When trying out these commands, substitute abc . opsware . com with the host name of
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the managed server you have permission to access. Also, replace jdoe with your SA
user name. If you wish to run the commands on a Unix managed server, replace
ipconfig with ifconfig; and replace Administrator with root.

Now, let's get started with the tutorial:
E Open a Global Shell session.

You can open a Global Shell session from within the SA Client. From the Actions
menu, select Global Shell. You can also open a Global Shell session from a terminal
client running on your desk top. For instructions, see “Opening a Global Shell
Session” on page 388.

H Check your session.

First, enter the whoami command, which displays the SA user name for this session:
S whoami

jdoe

You can enter the ps command to view the process status of your Global Shell
session. The following ps command shows the session is running the default bash

shell:

$ ps

PID TTY TIME CMD
7033 ? 00:00:00 bash
13712 ? 00:00:00 ps

Enter the uname command, which displays information about the server running the
OGFS component of SA:

$ uname -a

Linux ml71.dev.opsware.com 2.4.21-32.ELsmp #1 SMP Fri Apr 15
21:17:59 EDT 20 05 1686 GNU/Linux

If you log on to a Unix managed server with rosh, uname displays information about
that managed server, not the server running the OGFS component. Run the uname
command when you are not sure if you are interacting with the Global Shell or with

the shell of a managed server accessed with rosh.

B Confirm your home directory.

Every SA user has a home directory in the OGFS. The home directory has a
public/bin subdirectory where you can store scripts to be executed by other
users running Global Shell sessions. Each SA user also has a personal /tmp
directory for temporary files. You cannot view or modify the /tmp directories of other
users.
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The following commands show some information about the directories of the jdoe
user:

S cd

$ pwd

/home/jdoe

$ 1ls -1d /home/jdoe/public/bin

drwxr-xr-x 2 jdoe jdoe 4096 2006-05-17 17:12 /home/jdoe/
public/bin

$ 1s -1d /tmp

drwxrwxrwx 3 root root 4096 2006-06-09 23:37 /tmp

List all managed servers.

The /opsw/Server directory of the OGFS contains information about the servers
managed by SA. This directory is an example of how the OGFS represents objects (in
this case servers) of the SAdata model. Behind the scenes, SA stores this information
in a database referred to as the Model Repository.

To view the names of the servers managed by SA, enter the following command:

$ 1ls /opsw/Server/@
abc.ospware.com m33.opsware.com gist.opsware.com
pal.opsware.com hare.opsware.com gv55.opsware.com

Examine server information.

Each managed server has a directory structure containing information about that
server. The attr subdirectory contains text files that describe the server's attributes.
The attribute name matches the file name and the attribute value is the file contents.
The following cat command lists the OS version of the managed server named
abc.opsware.com:

$ cd /opsw/Server/@/abc.opsware.com

$ cat attr/osVersion

Microsoft Windows 2000 Advanced Server Service Pack 4 Build
2195 (05-02-2006

The Interface subdirectory has information about the server's network interfaces.
Here's an example:

$ cat “Interface/Local Area Connection/info”
AdminEnabledFlg: no

CardIndex:

CardSerialNum:

CircuitId:

Collisions:

ConfiguredDuplex: AUTO

ConfiguredSpeed: AUTO
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@ List the files of a managed server.

In addition to information about managed servers, /opsw/Server contains
directories that correspond to the file systems of those servers. If you have the
necessary permissions, in a Global Shell session you can access multiple servers
from a single virtual file system, the OGFS.

The following command navigates to file system of the abc . opsware. com server:

$ cd /opsw/Server/@/abc.opsware.com/files

The next 1s command displays OGFS subdirectories that correspond to native users
of the managed server. Your security administrator specified these users (login
names) when adding OGFS permissions. These are not SA users.

S 1s

Administrator LocalSystem

Native users might have different views of the managed server’s file system.
Therefore, under each user, the OGFS presents different file systems for each user.
The following ¢d command drills down to the Program Files directory as seen
by the Administrator user on the Windows server.

S cd "Administrator/C/Program Files"

$ pwd
/opsw/Server/@/abc.opsware.com/files/Administrator/C/Program
Files

Next, list the files in the Program Files directory:
$ 1s -1

Accessories

Common Files

ComPlus Applications

Internet Explorer

Messenger

Although these files reside in a directory on the managed server’s file system, you
are in the OGFS, as shown by the preceding pwd command. To verify that you are in
a Global Shell session (and not in a session running on the managed server), enter
the following commands:

S whoami jdoe

$ uname -a

Linux ml71.dev.opsware.com 2.4.21-32.ELsmp #1 SMP Fri Apr 15
21:17:59 EDT 2005 1686 GNU/Linux

Copy a file from the OGFS to a managed server.
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By entering the cd command, go to your home directory in the OGFS, for example:

S cd

S pwd
/home/jdoe

Next, create a simple text file in your home directory:

S echo “this is text” > myfile.txt

S cat myfile.txt

this is text

Copy the file that you just created to a directory in the file system of a managed
server. The following command copies myfile.txt tothe C:\temp directory of
the abc.opsware. com server:

S cp myfile.txt \

/opsw/Server/@/abc.opsware.com\
/files/Administrator/C/temp/afile. txt

Do not copy large files between the OGFS and managed servers. Copy only small
files, such as configuration files.

Log on to a managed server with rosh.

In the preceding steps, you accessed the file system of a managed server from
within a Global Shell session. In this step, from the Global Shell you log on to a

managed server with rosh. After you log in, you interact with the command-line
environment (MSDOS or Unix shell) of the managed server.

The following rosh command logs in as Administrator to a Windows managed
server named abc.opwsare. com:

$ cd /opsw/Server/@/abc.opsware.com

$ rosh -1 Administrator

Microsoft Windows 2000 [Version 5.00.2195]

(C) Copyright 1985-2000 Microsoft Corp.

The prompt indicates that you are now in the command-line environment of the
managed server. Enter the ipconfig and hostname commands:

C:\WINNT\system32>ipconfig
ipconfig

Windows 2000 IP Configuration

Ethernet adapter Local Area Connection:

Connection-specific DNS Suffix . : opsware.com
IP Address. . . . . . . . . . . . : 192.168.8.217
Subnet Mask . . . . . . . . . . . : 255.255.254.0
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Default Gateway . . . . . . . . . : 192.168.8.1

C:\WINNT\system32>hostname

hostname

abc

Terminate the remote login with the exit command:
C:\WINNT\system32>exit

Enter the uname command to verify that you have returned to the Global Shell
session:

$ uname -a
Linux ml71.dev.opsware.com 2.4.21-32.ELsmp #1 SMP Fri Apr 15
21:17:59 EDT 2005 1686 GNU/Linux

Create a script that runs across servers.

A Global Shell script can iterate within the OGFS and run the rosh command to
execute native commands on multiple servers. The example script shown in this step
iterates through the servers of the public device group named All Windows Servers.
On each server, the script runs the ipconfig command with the rosh command.
In this example, substitute your SA user name for jdoe.

First, return to your home directory in the OGFS:
S ed

$ cd public/bin

$ pwd

/home/jdoe/public/bin

Next, run the vi editor:

S vi

In vi, insert the following lines to create a bash script:
#!/bin/bash

# This is simple iterate.sh.

# Change jdoe to your user name.

OUTFILE="/home/jdoe/public/bin/ipconfig all.txt"
rm -f SOUTFILE

cd "/opsw/Group/Public/All Windows Servers/@/Server"

for SERVER NAME in *
do
echo ---- $SERVER_NAME
echo ---- $SERVER_NAME >> SOUTFILE
rosh -n $SERVER NAME -1 Administrator \
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"ipconfig" >> $OUTFILE
done
# Last line in simple iterate.sh.

Save the file in vi, naming it simple iterate.sh. Quit vi.

Change the permissions of simple iterate.sh with chmod, and then run it:

$ chmod 755 simple iterate.sh
$ ./simple iterate.sh
---- abc.ospware.com
---- gist.opsware.com
---- hare.opsware.com
---- m33.opsware.com

As the script runs, it echos the name of each server to stdout, and redirects the
output of the ipconfig command to the ipconfig all.txt file. Enter the
more command to view the contents of ipconfig all.txt:

$ more ipconfig all.txt

---- abc.ospware.com

Windows 2000 IP Configuration

Ethernet adapter Local Area Connection:

K Learn more.
Here are a few suggested tasks for learning more about the OGFS and the Global

Shell:

— Explore the folders and contents under /opsw/Library, comparing them with
the Library windows of the SA Client.

— If you have NA installed, navigate to the /opsw/Net* (network) directories. For
descriptions of these directories, see “Network Directories” on page 543.

— On Windows servers, examine the registry and complus directories under

/opsw/Server/@/server-name.

— List the files in the method directory, also under /opsw/Server/@/server-
name. These files are the executables of the SA Command-Line Interface (OCLI),
which enables you to perform SA functions from within the Global Shell. To learn
how to run the CLI methods, see the SA Platform Developer’s Guide.
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Global Shell Examples

The examples in this section use bash, the default shell of a Global Shell session. These
are relatively simple examples. For more complex examples, including those with method
invocations and search filters, see the SA Platform Developer’'s Guide.

Opening a Global Shell Session

You can open a Global Shell session with an ssh client or from within the SA Client.
When you open a session, the working directory is /home/user-name.

To open a Global Shell session with an ssh client, perform the following steps:

EF On ahost that is not an SA core server or a managed server, open a terminal
window.

H In the terminal window, enter an ssh command with the following syntax:
ssh -p 2222 user-name@ogfs-host

To use this command, port 2222 must be open on the firewall that protects the OGFS
server. The user-name is your SA user (login) and the ogfs-host is the host name (or
IP address) of the core server running the OGFS. The SA user name is not case
sensitive. After you enter the ssh command, the OGFS prompts for the password of
the SA user.

To open a Global Shell session from within the SA Client, from the Actions menu, select
Global Shell.

Finding Servers in the OGFS

List the names of all servers that you can manage with SA:

ls /opsw/Server/@

List the IDs of the servers:

ls -a /opsw/.Server.ID

Find all servers in the .opsware.com domain by specifying the wildcard character (*):

ls -d /opsw/Server/@/*.opsware.com

List all servers in the Atlanta facility:

ls /opsw/Server/@Facility/Atlanta/@

List the servers in the public device group named Alpha:

ls /opsw/Group/Public/Alpha/@/Server
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List the servers in the All Windows Servers group, first with backlashes to escape the
spaces in the group name, then by enclosing the option in single quotes:

ls /opsw/Group/Public/All\ Windows\ Servers/@/Server
ls '/opsw/Group/Public/All Windows Servers/@/Server'

List the servers of the Widget customer:

ls /opsw/Customer/Widget@/Server
The following two commands display the same output, the servers in the Atlanta facility

that belong to the Green customer:

ls /opsw/Server/@Facility/Atlanta/@Customer/Green/@
ls /opsw/Server/@Customer/Green/@Facility/Atlanta/e

Getting Server Information from the OGFS
List the Opsware ID and of the server named m256 . opsware . com:

cd /opsw/Server/@/m256.opsware.com

cat self:i ; echo
(The preceding echo command is optional. It generates a new line character, which
makes the output easier to read. The semicolon separates bash statements entered on
the same line.)

List the name of the server with an Opsware ID of 340039:

cat /opsw/.Server.ID/340039/self

By iterating through the server names with a for loop in bash, display the platform
(operating system) name for each server:

cd /opsw/Server/@
for SERVER_NAME in *
do
cat $SERVER NAME/attr/platform
done

Display the amount of RAM in the server named abc.opsware . com:

cd /opsw/Server/@/abc.opsware.com
grep Quantity Memory/RAM/info

Display the network interfaces of a the server named blizzard.opsware.com:
cd /opsw/Server/@/glengarriff.snvl.dev.opsware.com/Interface
for INTERFACE NAME in *

do
echo ............. $INTERFACE_NAME ............
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grep Interface "SINTERFACE NAME/info"
echo nn
done

Browsing a Server’s File System or Registry

List all of the files the C:\ Program Files directory of the Windows server named

abc.opsware.com:

cd /opsw/Server/@/abc.opsware.com/files/Administrator
ls C/Program\ Files

List the registry keys of the abc . opsware . com server:

cd /opsw/Server/@/abc.opsware.com/registry/\ Administrator/
1ls *

List the contents of the /var directory on the Unix server named m256 . opsware . com:

/opsw/Server/@/m256 .opsware.com/files/root
1ls var

Managing Custom Attributes

On the server abc . opsware. com, create a custom attribute named MyGreeting with
the value hello there:

cd /opsw/Server/@/abc.opsware.com/CustAttr
echo -n "hello there" > MyGreeting
cat MyGreeting

Execute runit .bat on the abc.opsware. com server, passing the value of the My
Test custom attribute as a command-line parameter for runit.bat:

cd /opsw/Server/@/abc.opsware.com
TESTPARAM="cat CuStAttr/"My Test"
rosh -1 Administrator "C:\temp\runit.bat STESTPARAM"

~

« When you create or edit custom attributes within the OGFS, HP Server Automation
preserves leading and trailing whitespace characters in custom attribute values.

Copying Files Within the OGFS

Do not use the techniques in this section to copy large files. The OGFS is not designed
distribute large amounts of data. However, you can use these techniques for copying
small files (such as configuration files) to and from managed servers.

Copy myfile.txt from the home directory in the OGFS of the jdoe user to the
C:\temp directory of the Windows server named abc . opsware. com:
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cp /home/jdoe/myfile.txt \
/opsw/Server/@/abc.opsware.com/files/Administrator/C/temp

Copy myfile.txt from the home directory in the OGFS of the jdoe user to the /tmp

directory of the Unix server named m25 . opsware . comé:

cp /home/jdoe/myfile.txt \
/opsw/Server/@/m256 .opsware.com/files/root/tmp

Copy the C:\temp\myfile. txt file from the abc.opsware.com server to the

m344 .opsware.com Server:

cp /opsw/Server/@/abc.opsware.com/files/\
Administrator/C/temp/myfile.txt \
/opsw/Server/@/m344 .opsware.com/files/\
Administrator/C/temp/myfile.txt

Copying Files Between the OGFS and a Development Server

You can securely copy files between the OGFS and a server that is not part of HP Server
Automation. To copy the files, perform the following steps:

EF On a host that is not an SA core server or a managed server, open a terminal
window.

H In the terminal window, enter either the scp, sftp, or rsync command and specify
port 2222, your SA user name, and the host running the OGFS.

The following three scp examples perform the same operation: They copy the file
myscript.sh from the local machine to the file /home/jdoe/myscript.shin the
OGFS. The SA user is jdoe and the host running the OGFS is 192.168.166.178.

scp -P 2222 myscript.sh jdoe@192.168.166.178:myscript.sh
scp -P 2222 myscript.sh jdoe@192.168.166.178:/home/jdoe
scp -P 2222 myscript.sh jdoe@l192.168.166.178:

The following example copies myscript . sh from the home directory of jdoe in the
OGEFS to the local machine:

scp -P 2222 jdoe@192.168.166.178:myscript.sh myscript.sh

The following sftp example copies myscript . sh from the local machine to the OGFS:

sftp -oPort=2222 jdoe@192.168.166.178
Connecting to 192.168.166.178...

Opsware Global Shell
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jdoe@opsware's password:
sftp> put myscript.sh

The following rsync example transfers files from /path on the local machine to
/other/path in the OGFS:

rsync -av -e "ssh -p 2222" /path \
jdoe@192.168.166.178:/other/path

Logging on to a Managed Server With rosh

The next three rosh commands perform the same operation: logging on to the Windows
server named abc . opsware.com as the Administrator user. After logging on, the
current working directory on the remote shell is the default working directory of the
Administrator Windows user. These rosh commands require different options, depending
on the current working directory in the OGFS. For example, the first rosh command does
not require the -n (server name) and -1 (user) options because the option values can be
inferred from the current working directory of OGFS. The options of the following three
rosh commands differ because of the current working directory:

cd /opsw/Server/@/abc.opsware.com/files/Administrator
rosh

exit

cd /opsw/Server/@/abc.opsware.com
rosh -1 Administrator

exit

cd /home/jdoe
rosh -n abc.opsware.com -1 Administrator

exit
The next rosh command logs into the Unix server named m256 . opsware . com as the
root user with the current working directory of /tmp:

rosh -n m256.opsware.com -1 root -d /tmp
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Running OGFS Scripts on Managed Servers With rosh

The next sequence of commands create a .BAT script in the OGFS and then run the script
on a Windows managed server. Created with echo statements, the myfile.bat script
resides in the OGFS under /home/jdoe/public/bin. (Note that myfile.bat does
not reside in the file system of the managed server.) The myfile.bat script contains
three commands: ipconfig, c¢d, and dir. The rosh command runs myfile.bat on
the server named abc.opsware. com as the Administrator Windows user. The
following commands create a local .BAT script and run it remotely with rosh:

cd /home/jdoe/public/bin

echo ipconfig > myfile.bat
echo "cd c:\temp" >> myfile.bat
echo dir >> myfile.bat

rosh -n abc.opsware.com -1 Administrator -s ./myfile.bat

Create a script named who. sh in the /home/jdoe/public/bin directory of the
OGFS and then run who. sh on the server named m256 . opsware . com:

cd /home/jdoe/public/bin

echo \#\!\/bin\/sh > who.sh
echo "uname -n" >> who.sh
echo id >> who.sh

echo pwd >> who.sh

rosh -n m256.opsware.com -1 root -s ./who.sh

Running Native Programs on Managed Servers With rosh

The next two rosh commands run the dir and ipconfig MSDOS commands on the
Windows server named abc . opsware . com. Note that the native MSDOS commands
are enclosed in quotes. Because the server name and user (login) can be inferred from
the current working directory, the first rosh command omits the -n and -1 options, as
shown in the following code:

cd /opsw/Server/@/abc.opsware.com/files/Administrator
rosh "dir & ipconfig"

cd /home/jdoe

rosh -n abc.opsware.com -1 Administrator "dir & ipconfig"

Run the ipconfig command on abc.opsware . com and redirect the output to a file in
home directory of jdoe in the OGFS:
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rosh -n abc.opsware.com -1 Administrator "ipconfig" \
> /home/jdoe/ipconfig ouptput.txt

On the Unix server named m256 . opsware . com, run the uname and 1s commands as

root:

rosh -n m256.opsware.com -1 root "uname -a; ls /tmp"

Within a for loop in bash, run the MSDOS ipconfig command on each server in the
All Windows device group:

cd /opsw/Group/Public/All\ Windows\ Servers/@/Server

for SERVER NAME in *

do
echo ............. SSERVER NAME ............
rosh -n $SERVER NAME -1 Administrator "ipconfig"
echo nn

done

Character Encoding for the OGFS

To support international environments, the OGFS can display information in different
character encodings such as Shift-JIS (Japanese) and EUC-KR (Korean). You can control
the encoding of Global Sessions in the following ways:

+ To specify the encoding of your Global Shell sessions, in the Terminal and Shell
Preferences of the SA Client, select an item from the Encoding drop-down list.

» To change the encoding of an active Global Shell session, run the swenc command
with the -e option.

If you change the encoding of an active session, you must also change the encoding of
the terminal application for that session. This procedure varies according to the terminal
application.

Terminal Application Configuration

The terminal application that is hosting a Global Shell or Remote Terminal session must
be configured to use the same encoding expected by the session. If the encodings do
not match, the data might be displayed incorrectly.

When the SA Client launches the terminal application, it composes the command
specified by the Terminal Client field in the Terminal and Shell Preferences. If the Terminal
Client field includes the %e substitution variable, the SA Client replaces %e with an
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encoding name. For Global Shell sessions, this encoding name is specified by the
Encoding field of the Terminal and Shell Preferences. For Remote Terminal sessions, this
encoding name is the value of the Encoding field in the Properties section of the Device
Explorer. If the terminal application does not support the encoding that replaces the %e
variable, or if the %e variable is not specified, you must change the encoding manually in
the terminal application after it starts.

Data that Cannot Be Displayed

Data that cannot be displayed might be from a managed server (such as the contents of
files) or it might be the name of an object in the SA model. If the session’s encoding does
not support the data to be displayed, the data often appears as question marks.
(However, it might appear as other characters such as exclamation points.) The session
attempts to display this data with the current encoding. Usually, this data cannot be
accessed. To access this data, select a compatible encoding for the session.

Objects in the SA model, such as Facility and Server, appear as file names in the OGFS. If
these file names contain characters that cannot be represented by the encoding of the
session, they are displayed as question marks, appended by the Opsware ID of the
object. In the following example, the IDs are 10002 and 11002:

New York

Paris

Montr?al~10002

??~11002

If the model object does not have an ID, such as a custom attribute, then the session
attempts to display the name with the current encoding.

LANG and LC_CTYPE Environment Variables

Many Unix commands (such as 1s) rely on the character encoding, which is determined
by the LANG or LC_CTYPE environment variables. In a Global Session, if the encoding is
changed with the swenc command, the system attempts to reset these variables.

HP Server Automation determines the new value of the LANG variable with the following
process:

El The value of LANG is generated by combining the language of the user's profile in
the SAS Web Client with the current session encoding. For example, if the language
is English and the session encoding is UTF-8, LANG is set to en_US.utf8.
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H The value determined by the preceding step is compared with the set of valid locales
on the OGFS server (according to the output of locale -a). If the value is a valid
locale, LANG is set to this value.

HE If the value is not a valid locale, the system attempts to find a valid locale that
specifies the user's language without the encoding. For example, if the user’s
language is English and the session encoding is EUC-JP, and this combination does
not form a valid locale, LANG is set to en_US. If no matching locale is found, LANG is
left unspecified.

The new value of the LC_CTYPE variable is determined in the following order:

El HP Server Automation attempts to find a valid locale that matches the session
encoding, regardless of the language.

B If a valid locale is found, LC_CTYPE is set to this locale. For example, if the session
encoding is EUC-JP, the LC_CTYPE variable is set to ja_JP.eucjp.

El If no matching locale is found, LC_CTYPE is left unspecified.

B If HP Server Automation cannot set the LANG or LC_CTYPE variables with the
preceding process, you should set them manually.

Transcoded Data in a Managed Server

Transcoding is the conversion of data from one character encoding to another. HP Server
Automation automatically transcodes some of the data between Global Shell sessions
and other sources of data. For example, the file names of managed servers are
transcoded, but the contents of the files are not. To see which data is transcoded, see
Table 10-1. To display the transcoding mode of the current Global Shell session, enter the
swenc command with no options.

Table 10-1: Data Transcoded for Global Shell Sessions

Objects in the SA model space, such as Between UTF-8 and the session encoding.
Facility, Customer, and Server.

These objects are stored in the SA Model

Repository (database) in UTF-8.

File and directory names of managed Between the managed server encoding
servers. and the session encoding.
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Table 10-1: Data Transcoded for Global Shell Sessions (continued)

Meta-data of managed servers, such as
user names and registry key nam