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Preface

Welcome to the Opsware Server Automation System (SAS) — an enterprise-class
software solution that enables customers to get all the benefits of the Opsware data
center automation platform and support services. Opsware SAS provides a core
foundation for automating formerly manual tasks associated with the deployment,
support, and growth of server and server application infrastructure.

This guide describes how to use Opsware SAS, starting with an introduction to the system
and how to navigate the user interface. It provides information about managing servers,
operating system provisioning, managing software packages, provisioning applications,
reconciling servers, and configuration tracking. This guide is intended for system
administrators who are responsible for all aspects of managing and provisioning the
servers in an operational environment.

Contents of this Guide

This guide contains the following chapters and appendices:

Chapter 1: Migrating SAS to Version 6.0.2: Provides an overview of the Content
Migration process, explains how to run the Software Migration Tool, and describes the
impact that the Software Migration Tool has on the SAS Web Client and SAS Client.

Chapter 2: Server Tracking in the SAS Web Client: Provides information about server
asset tracking, server lists, server search, server histories and reports.

Chapter 3: Server Management in the SAS Web Client: Provides information about all
aspects of server management including server groups, server life cycle, server locking,
and service levels.

Chapter 4: Package Management: Provides information about container and installable
packages, and details about package types, metadata, and any prerequisites or scripts for
each supported operating system. It also discusses how to view packages assigned to
nodes, and how to upload, overwrite, edit, delete, deprecate, and download packages.
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Chapter 5: Software Provisioning Setup: Provides information about how to prepare for
provisioning servers with software including a description of the Software Tree, managing
nodes on the Software Tree, an overview of modeling software attached to nodes,
configuration settings, viewing software attached to nodes, adding and removing software
packages from nodes, and changing the installation order of software. It also discusses
the concepts of inheritance and dependencies. Managing custom attributes is described,
as well as an in-depth discussion of all aspects of creating templates for operating
systems, patches, applications, and service levels.

Chapter 6: Software Provisioning: Provides information about installing and uninstalling
software and using templates for installation.

Chapter 7: Configuration Tracking Using the Software Tree: Provides information
about configuration tracking policies, the supported types of configuration files and
databases that can be backed up, how changes are detected, node-based tracking
policies, and reconciling node-based tracking policies.

Chapter 8: Operating System Provisioning: Provides information about supported
environments for OS provisioning and an overview of the permissions and server life
cycles associated with OS provisioning.

Appendix A: Reconcile: Reviews the server reconciliation process and how it works, with
an in-depth discussion of how to perform a reconcile, reconcile and package metadata,
installation and uninstallation order, adopted software, patches and reconcile, and
reconcile preview. Types of reconcile are also discussed, along with reconcile on
supported operating systems, reconcile and scripts, reconcile output, assigning servers to
and removing servers from nodes, and the Reconcile Software Wizard.

Conventions in this Guide

This guide uses the following typographical and formatting conventions.

Bold Identifies field menu names, menu items, button names, and
inline terms that begin with a bullet.

1 6 Opsware Inc. Confidential Information: Not for Redistribution. Copyright © 2000-2006 Opsware Inc. All Rights Reserved.



Courier Identifies text that is entered or displayed at the
command-line prompt, such as Unix commands, Opsware
SAS commands, file names, paths, directories, environment
variable names, contents of text files that are viewed or edited
with a text editor, source code in a programming language,
and SQL (database) commands.

ltalics Identifies document titles, DVD titles, web site addresses.
Used to introduce new terms when they are first defined in a
document and for emphasis.
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Icons in this Guide

This guide uses the following iconographic conventions.

This icon represents a note. It identifies especially important
concepts that warrant added emphasis.

[

This icon represents a requirement. It identifies a task that
must be performed before an action under discussion can be
performed.

<

This icon represents a tip. It identifies information that can
help simplify or clarify tasks.

)

This icon represents a warning. It is used to identify significant
information that must be read before proceeding.

=
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Guides in the Documentation Set and Associated Users

- The Opsware® SAS User’s Guide: Server Automation is intended to be read by
systems administrators and describes how to use Opsware SAS, starting with an
introduction to the system and how to navigate the user interface. It provides
information about managing servers, remediating servers, script execution,
configuration tracking, deploying and rolling back code, agent deployment, and using
the Opsware Global Shell and opening a Remote Terminal on managed servers. This
guide is intended for system administrators who are responsible for all aspects of
managing the servers in an operational environment.

. Opsware® SAS User’'s Guide: Application Automation is intended to be read by the
system administrator who is responsible for performing the day-to-day functions of
managing servers, such as auditing and compliance, software packaging, visual
application management, application configuration, and installing software and
operating systems on managed servers.

+ The Opsware® SAS Administration Guide is intended to be read by Opsware
administrators who will be responsible for monitoring and diagnosing the health of the
Opsware SAS components.

* The Opsware® SAS Deployment and Installation Guide is intended to be used by
advanced system administrators who are responsible for planning all facets of an
Opsware SAS installation and for the installation of Opsware SAS in a facility. It
documents all the main features of Opsware SAS, scopes out the planning tasks
necessary to successfully install Opsware SAS, how to run the Opsware Installer, and
how to configure each of the components. It also includes information on system sizing
and checklists for installation.

- The Opsware® SAS Configuration Guide is intended to be used by system
administrators who are responsible for all facets of configuring the Opsware Server
Automation Web Client. It documents how to set up users and groups, how to configure
Opsware server management, and how to set up the main Opsware SAS features, such
as patch management, configuration tracking, code deployment, and software
management.

Opsware, Inc. Contact Information

The main web site and phone number for Opsware, Inc. are as follows:

* http://www.opsware.com/index.htm

* +1 (408) 744-7300
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For links to the latest product documentation and software downloads, see the Opsware
Customer Support site:

* https://download.opsware.com/opsw/main.htm

For troubleshooting information, you can search the Opsware Knowledge Base at:
* https://download.opsware.com/kb/kbindex.jspa

The Opsware Customer Support email address and phone number follow:
* support@opsware.com

* +1(877) 677-9273
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Chapter 1: Migrating SAS Content to 6.0.2

This section discusses the following topics:
« About the Content Migration Guide

« Content Migration Overview

« How to Run the Software Migration Tool

« Command Syntax for the Script

+ Content Migration Example

« Special Cases for Software Tree Migration

+ Migration of Software Tree Permissions

About the Content Migration Guide

After upgrading an Opsware SAS core to 6.0.2 from an earlier release, your SAS Web
Client will contain legacy features that are deprecated as of Opsware SAS 6.0:

« Software Tree for software provisioning

+ The Reconcile operation for servers and software provisioning
« Templates for software provisioning and OS provisioning

+ The Package Management feature in the SAS Web Client

« Configuration Tracking using the Software Tree

+ OS provisioning by using the SAS Web Client

These features will continue to be available in your version of the SAS Web Client until you
complete the content migration process as described in this chapter of the Opsware®

SAS Content Migration Guide.

Use the content in this guide for these legacy features until you migrate fully to using the
new features in the 6.0 version of the SAS Client.
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Content Migration Overview

In Opsware SAS 6.0, enhanced software management functionality is available as part of
the SAS Client. The Software Management feature in the SAS Client replaces the node-
based Software Tree accessible from the SAS Web Client.

See the Opsware® SAS User’s Guide: Application Automation for information about the
Software Management feature in the SAS Client.

After upgrading an Opsware SAS core to 6.0.2, you run the Software Migration Tool to
migrate Software Tree nodes and package information to the Library in the SAS Client.

Running the Software Migration Tool on your upgraded SAS core allows you to use the
new software management features with your existing data. After the migration, your
Software Tree data and package information appear in the SAS Client under the Migrated
folder in the Library.

See the Opsware® SAS Policy Setter’'s Guide for information about the Library in the SAS
Client.

See “Full Migration” on page 23 for information about the Migrated folder in the SAS
Client.

Because the new Software Management functionality and the old functionality are both
available after upgrading to Opsware SAS 6.0.2, customers can choose the best time for
them to migrate completely their Software Tree data and package information.

Content Migration Process

The content migration process consists of two primary phases:

Part 1: Run the Software Migration Tool to duplicate the data and packages in the
Software Tree in the SAS Client Library and software policies.
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Part 2: Run the Software Migration Tool again on the Opsware SAS core to remove the
Software Tree data from the SAS Web Client and unlock the packages in the SAS Client

Library and software policies.

Figure 1-1: Content Migration Process
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[ Web Services SAS Client [ SAS Client
Data Access
Engine Software Policy
Policies
¢ panaicY 1
STEP 1 STEP 2 STEP 3

Log in as root on

the Web Services
Data Access Engine
server; run the script
swmgmt -migrate.sh
with the -c option

The script removes

the Software Tree

data from the SAS Web
Client and unlocks the
objects (folders, policies,
packages) in the SAS
Client

Opsware users
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Full Migration

Full migration occurs when you run the Software Migration Tool with the -f option.
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Impact on the Software Tree
The Software Migration Tool copies all data for the following objects in the Software Tree:

+ All nodes in the Software Tree (Software » Applications in the navigation panel)

« All Service Levels except for the Service Levels under Opsware (Service Levels>»
Opsware)

« All templates except for the templates under Opsware (Templates » Opsware)
+ All packages in the Package Management feature

After you run the Software Migration Tool, the container and leaf nodes in the Software
Tree are locked. Users cannot delete nodes or modify them (which includes changing
their properties, package lists, custom attributes, or installation order settings). Users with
the manage lock permission for the nodes cannot change the lock state.

With a locked node, users can still:
» Assign, reassign, install, uninstall, and reconcile the nodes against servers and groups
« Utilize configuration tracking for nodes in the Software Tree

» Add child nodes to the Software Tree

Opsware Inc. recommends that users do not add child nodes to the Software Tree after
the migration script is run and that complete migration should be performed on the SAS
core as soon as possible. See “Content Migration Best Practices” on page 30 in this
chapter for more information about the preferred way to perform the migration.

Packages included in the nodes are locked and cannot be deleted, replaced, or have their
properties modified. With a locked package, users can still:

« Assign or reassign the package to unlocked nodes.
+ Install, uninstall, and reconcile nodes with locked packages against servers and groups.
Opsware-specific Nodes

When you perform a full migration, the following Opsware-specific nodes are not
migrated because their software policy equivalents already exist in the SAS Client:

+ Templates under /Opsware

« Templates under /Opsware Tools
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« Service levels under /Opsware

+ Applications under /System Utilities/Opsware Tools

Impact on the SAS Client
The Software Migration Tool creates the equivalent objects in the SAS Client Library under
the Migrated folder.

In the Migrated folder, the folder hierarchy mirrors the object hierarchy in the Software
Tree. Each Software Tree node has a corresponding folder in the SAS Client Library; the
path of the folder mirrors the full path of the Software Tree node.

The folders have the same name as the display names of the nodes and the same
customer associations as the nodes.

In each folder, the Software Migration Tool creates a software policy. Each software policy
has a.p suffix and has properties that mirror the properties of the node it was duplicated
from; for example, the OS assignment of the node becomes an OS attribute of the
software policy.

Once the folders and software policies are created in the SAS Client Library, they are
marked as in the "in migration" state and they cannot be modified while in this state.

All history entries for a migrated node are copied to the node’s software policy equivalent.
Additionally, the Software Migration Tool adds an entry to the history for each node and
software policy that a migration event occurred. The history description references the
corresponding objects.

After the migration, servers and groups that are attached to Software Tree nodes are also
attached to the equivalent software policy objects. For example, if a group of servers has
three node attachments, three software policies will be created and attached to the same
group of servers.
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The Software Migration Tool also duplicates all package information in the Package
Management feature in the SAS Web Client (Software » Packages in the navigation

panel). The package information is displayed in the SAS Client Library as shown in
Figure 1-2.

Figure 1-2: Packages in the SAS Client Library
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If you used the Opsware Import Media Tool (provided with the Opsware OS Provisioning

IZ feature designed for use in the SAS Web Client Ul) to upload OS packages for OS
Installation Profiles, you will not be able to access them or add them to software policies
in the SAS Client Ul after the Content Migration. If you want to use these OS packages
with software policies, you must re-upload them by using the packages features in the
SAS Client. See the Opsware® SAS Policy Setter’s Guide for information.
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Reconcile Behavior After Full Migration

Users can still reconcile servers with nodes that are in the "in migration" state. Likewise,
users can remediate servers with the software policy counterparts that are also in the "in
migration" state.

However, the two functions are separate: node reconcile in the SAS Web Client operates
only on Software Tree node attachments, and software policy remediation in the SAS
Client operates only on software policy attachments.

Complete Migration

The Complete Migration step is the second part of the Content Migration process for the
Software Tree data. When you run the Software Migration Tool with the - ¢ option, the tool
performs the following actions:

+ Removes all Software Tree nodes along the path that leads to migrated nodes.
+ Removes all server attachments to nodes in the SAS Web Client.
« Unlocks the software policy and folder counterparts in the SAS Client.

+ Clears the “in migration” state from the software policy objects so that users (with the
necessary SAS Client permissions) can modify them.

+ Removes packages that are no longer referenced by any node, (whether they are in
migration or not) from the SAS Web Client; but they are still available in the SAS Client.

Migration of Software Installation Dependencies

The Software Migration Tool automatically preserves installation order data set for
Software Tree nodes in the following ways:

« Within a node, package installation order is based on the order in which the packages
were encountered while traversing the Software Tree node hierarchy to get to a leaf
node.

+ When a Software Tree node contains a software installation dependency, the Software
Migration Tool preserves the data about dependent nodes in the software policy
equivalent so that when a server is remediated with the software policy, the software is
installed in the correct order. The data about dependent nodes is stored internally and
is not modifiable in the SAS Client.

See “Dependencies Between Nodes for Software Installation” on page 200 in Chapter
4 for more information about installation order set for Software Tree nodes.
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« The the top-level categories in the Software Tree have a default installation order when
servers are reconciled. This default installation order based on software category is
preserved in the software policy equivalents. The data about the installation order of
software categories is stored internally and is not modifiable in the SAS Client.

See “Dependencies Between Nodes for Software Installation” on page 200 in Chapter
4 for more information.

Configuration Tracking in Opsware SAS 6.0.2

As of Opsware SAS 6.0, newly installed cores do not provide functionality to set up
configuration tracking for Software Tree nodes. Configuration tracking for servers is still
available. See the Opsware® SAS User’s Guide: Server Automation for information.

While your upgraded Opsware SAS 6.0.2 core is still in the “in migration” state, you can
continue to use the Configuration Tracking feature with Software Tree nodes.

How to Run the Software Migration Tool

Before you run the Software Migration Tool, make sure that the nodes in the Software Tree
IZ follow these naming conventions or else the full migration operation will fail.

» Node names cannot begin or end with a space character.

* Node names cannot begin with a period, comma, question mark, or exclamation.

* Node names cannot contain a forward slash, back slash, tab, or return character.

E Log on as root to the server running the Web Services Data Access Engine (twist)
component. This component is installed on the same server as the SAS Web Client
component.

(Recommended) Run the script from your source core, which is the first core
installed in a multimaster mesh. See the Opsware® SAS Planning and Installation
Guide for information about source and target cores.

You only run a migration operation once per multimaster mesh. The multimaster
functionality will propagate the change to the rest of the cores in the mesh.

H Locate the script in the following directory:

/opt/opsware/twist/migration/swmgmt-migrate.sh
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(Recommended) To preview the migration, enter the following command:
swmgmt -migrate -f -n

The script displays a detailed report indicating what will occur when the migration
operation is run. The detailed information is important in disclosing what changes will
be made and the scope of the changes. Use this information to schedule an
appropriate time to perform the actual migration.

The detailed information includes metrics on the amount time the operation might
take. Use the metrics as an estimate of how much time in bytes per second (bps) it
might take to complete the operation for the core the script is run against. The
metrics factor in the requirements of multimaster propagation. These metrics serve
as a guideline and should not be interpreted as the exact time the migration
operation will run.

To perform a full migration of the Software Tree data, enter the following command:
swmgmt -migrate -£

Optionally, you can specify the -s option to skip the detailed report. The script still
displays a basic report.

At the confirmation prompt, specify that you are ready to proceed with the full
migration.

The migration proceeds and displays result information and success/failure details as
it runs.

You can access the script logs in the /var/log/opsware/swmgmt directory.

On successful completion of the full migration operation, log into the SAS Client for a
core in the mesh and verify the results of the migration.

Log on as root to the server running the Web Services Data Access Engine (twist)
component and rerun the script to complete the migration:

swmgmt -migrate -c -f

To optimize the execution speed of the migration operation, use the -f option.

See “Complete Migration” on page 27 in this chapter for more information.
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Content Migration Best Practices

+ Make the upgraded release public only after the Software Migration Tool runs and
completes successfully.

« After the full migration, existing Software Tree nodes are locked in the SAS Web Client.
However, by default, users can still create new nodes in Software Tree. Opsware, Inc.
recommends that you modify SAS Web Client permissions so that Opsware SAS users
(excluding Opsware System Administrators) do not have write permissions to the
Software Tree, Software Provisioning Wizards, Package Management feature, and
Templates after the migration.

« To prevent further use of unused packages, the Software Migration Tool moves
packages that are not included in any nodes to the Software Repository folder in the
SAS Client. Therefore, if a package does not exist in a folder in the SAS Client after the
migration, add it to the folders where you need it.

Command Syntax for the Script
swmgmt -migrate.sh [options]
Table 1-1 provides a description of each option for the Software Migration Tool.

Options -¢, -o, -p, and -r cannot be combined.

Table 1-1: Command Syntax for the swmgmt-migrate.sh Script

-c Completes a migration. See “Complete Migration” on page 27
in this chapter for more information.

-f Migrates all nodes in the Software Tree (Software »
Applications in the navigation panel), Service Levels, and
templates, leaving nothing except the top-level categories
under Software » Applications, /Templates/Opsware, and
/Service Levels/Opsware. See “Full Migration” on page 23 in
this chapter for more information.

Full migration also syncs permissions, sets installation orders,
and migrates packages automatically.
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Table 1-1: Command Syntax for the swmgmt-migrate.sh Script

-m When used in conjunction with other options, displays all
migrated Software Tree nodes.

-n Displays a report on how the migration will be preformed; does
not perform the actual migration.

-0 Sets global ordering by taking a snapshot of existing installa-
tion order for nodes and recording the global order numbers by
using custom attributes.

-p Synchronizes permissions by granting equivalent software
policy permissions for user groups that have existing software
tree-related permissions.

See “Synchronizing Permissions After a Content Migration” on
page 40 in this chapter for more information about when to
use the -p option.

-r Rolls back a migration by undoing the "in migration" Software
Tree nodes. "Completed" nodes are removed; therefore, it's not
possible to roll them back.

REQUIREMENT: Before you rollback a full migration, detach all
migrated software policies from OS sequences in the SAS
Client first; otherwise, the rollback will generate errors that get
recorded in the Software Migration logs.

-s Performs the migration in silent mode (no preview).

--help Shows usage and examples for the swmgmt -migrate.sh
script.

Command Syntax Examples
To perform a full migration, enter the following command:

swmgmt -migrate -f
To roll back the last full migration, enter the following command:

swmgmt -migrate -r -f
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To complete a migration, enter the following command:

swmgmt -migrate -c -f

To optimize the execution speed of the migration operation, use the -f option, as shown
Q in the examples above.

Content Migration Example

The following example illustrates the process for migrating Software Tree nodes to
Opsware SAS 6.0.2.

In this example, the Software Tree has two container nodes (node A and node B) and one

leaf node (node C) in the Application Servers category of the Software Tree. Node C has
packages X and Y and node B has package Z.

Figure 1-3: Software Tree Before Running the Migration Script
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In this example, these three nodes have the properties shown in Table 1-2:

Table 1-2: Node Properties Before Migration

NODE TYPE A%%?;S'IMES Pﬁ:\:réﬁ:ss . CUSTOMER
A Container Yes None Independent
Container Yes Z Independent
C Leaf Yes XY Marketing

An Opsware administrator runs the Software Migration script to migrate node C as shown
by Figure 1-4:

Figure 1-4: Full Migration of Node C
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The script migrates everything that formulates the path to node C, which means it also
migrates container nodes A and B.

In the SAS Client, the Software Migration script creates folders that correspond to
container nodes A and B. Additionally, because nodes A and B have custom attributes
and packages defined, the script creates software policies that correspond to nodes A
and B to capture the custom attribute and package information.

Software policy B includes A as a nested policy so that the custom attribute inheritance is
captured.

For leaf node C, the script creates software policy C and folder C so that the Marketing
customer constraint can be placed on folder C. The net effect is that software policy C is
constrained to the customer Marketing.

Software policy C includes software policy B to capture custom attribute and package Z
associations due to inheritance in the Software Tree. Lastly, the packages X and Y are
associated to software policy C. The existing packages (X and Y) are associated with both
Software Tree nodes and software policies.

At this point, all the nodes, folders, software policies, and packages involved are in an "in
migration" state. All objects in the Software Tree and in the SAS Client are “locked” and “in
migration” mode.

The following table lists the properties of the software policies created as a result:

Table 1-3: Node Properties After Full Migration

A Folder N/A N/A Independent
A Software Policy | Those of node | None N/A
A’s
B Folder N/A N/A Independent
B Software Policy | Those of node | W N/A
B's
Folder N/A N/A Marketing
Software Policy | Those of node | X, Y N/A
C’s

Opsware Inc. Confidential Information: Not for Redistribution. Copyright © 2000-2006 Opsware Inc. All Rights Reserved.



Chapter 1: Migrating SAS Content to 6.0.2

If the "complete the migration" operation is done with the migration script, then both the
Software Tree notes and software policy representation would be "unlocked" so that
modifications are allowed for involved objects in both areas. Then the Software Tree
branch would be entirely removed, leaving just the software policy representation.

Table 1-4: Software Policy Properties After Complete Migration

A Folder N/A

A Software Policy | Those of node
A's

B Folder N/A

B Software Policy | Those of node
B’s

C Folder N/A

C Software Policy | Those of node
C’s
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Figure 1-5: Software Policy Hierarchy for Node C After Complete Migration
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Figure 1-5 shows the software policy hierarchy with C migrated. The Software Tree source
is completely removed. The software policy equivalents are no longer in migration mode.

Packages are reused as they were.

Special Cases for Software Tree Migration

When you migrate the Software Tree data to the SAS Client, you should understand how
the following Software Tree objects are migrated because their data equivalents in the

SAS Client have unique properties:
« Service Levels
+ Templates

 Inheritance and Negative Overrides in the Software Tree
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Service Level Migration

Unlike application nodes in the Software Tree, service levels cannot have packages as
part of their specification and they can have multiple customer assignments (whereas an
application nodes can only have one).

The software policy equivalent of a service level is combination of a folder and a software
policy. A folder is needed so that the node's customer assignments can be transformed
to multiple customer constraints on the folder.

Template Migration
Templates can include application nodes, OS nodes, patches, and service levels.

When an application node or service level is migrated, all templates that include the
nodes still function normally.

If a template includes the installation of an operating system, it is used for OS
provisioning. Templates that include OS installation are migrated to the SAS Client to
Software Policy Templates or to OS sequences. The migrated OS sequences reside in the
/Migrated/Templates folder in the SAS Client Library.

Migrated OS sequences are locked in the SAS Client and cannot be modified until after
the migration is completed. See “Complete Migration” on page 27 for information.

If the OS Installation Profile in the SAS Web Client is customer independent, the customer
field of the Install OS Task can be empty or set to a specific customer when migrated to
the SAS Client.

Inheritance and Negative Overrides

In the Software Tree, inheritance and negative overrides can be set for custom attributes
and packages that are assigned to nodes. See “Software Inheritance from Other Nodes”
on page 198 in Chapter 4 for information about inheritance and negative overrides for
packages.

In the SAS Client, software policies do not support inheritance for custom attributes.
Therefore, for custom attributes that use inheritance or negative overrides, the Software
Migration Tool simply creates the corresponding custom attributes on the software
policies directly.

When a node has negative overrides of packages, the software policy counterpart is a
flattened out version of the node hierarchy. The software policy includes all packages that
the node would inherit, minus the packages that were negatively overridden.
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For example, assume you have two nodes — A (parent node) and B (child node of A) —
and node A has packages X and Y. If child node B has negative inheritance on package
Y, then a software policy B would be created with straight inclusion of package X but not
Y, and it would not nest policy A.

Template Inheritance

Applications, patches, and service levels can be attached to templates. They can be
inherited and blocked. See “Template Inheritance” on page 209 in Chapter 4 for more
information.

When you run the Software Migration Tool, it handles a blocked node attached to a
template in the following way:

+ Two objects are created in the SAS Client — a software policy equivalent of the template
and a software policy equivalent of the node

» The software policy equivalent of the template does not include the software policy
equivalent of the node

For example, if G and H are templates, H is a child of G, and G includes application nodes
R and V.

Figure 1-6: Example of Template Inheritance in the SAS Web Client
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Figure 1-6 shows the template hierarchy with H migrated. R and V are members of G. H is
a child of G. H has an override on V so that it only gets R through inheritance.
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Continuing with this example, the software policy equivalent to G, say G' would not have
the software policy equivalent of V, say V', as a nested policy, but would have R'. Also, H
specifies that V is negatively overridden, so that H only inherits R from G as a result.

Figure 1-7: Example of Template Inheritance After Migration to the SAS Client
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Figure 1-7 shows all of G, H, R, and V are migrated. H’ only nests R’ however. It does not
nest G’ or V..

Migration of Software Tree Permissions

In Opsware SAS 6.0, software policies and folders have new permissions for the Software
Management feature in the SAS Client.

As part of the Content Migration, Opsware SAS user groups that had permission to
perform software provisioning in the SAS Web Client are granted the corresponding
Software Management permissions in the SAS Client.

Table 1-5: Mapping of SAS Web Client Permissions to SAS Client Permissions

« Model: Applications « Manage Application Policies: Read/Write
+ Model: Service Levels + Manage Folders: Read/Write
+ Templates
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Table 1-5: Mapping of SAS Web Client Permissions to SAS Client Permissions

+ Packages + Manage Folders: Read/Write
* Manage Packages: Read/Write
+ Allow Install Packages
« Allow Uninstall Packages
+ Wizard: Install Software + Allow Attach/Detach Application Policy:

» Wizard: Uninstall Software ves

+ Allow Remediate Application Policy: Yes

+ ISM Controls + Allow Run ISM Controls: Yes
+ Other » Manage Server Permissions » | « Client Features » Server Group
Model Public Device Groups Permissions » Model Public Device
Groups

Folder-specific permissions are assigned as appropriate when nodes are migrated to the
SAS Client. See the Opsware® SAS Administration Guide for information about granting
folder permissions in the SAS Client.

Synchronizing Permissions After a Content Migration

After upgrading to Opsware SAS 6.0.2, you can run the Software Migration Tool with the
sync permissions (-p) option when you need to grant a user group that has the SAS Web
Client software provisioning permissions the corresponding permissions in the SAS Client.

For example, user group A is added and granted access to all categories in the Software
Tree (Software » Applications in the SAS Web Client navigation panel) but the user
group does not have permission to access folder and software policy features in the SAS
Client.

Later, you grant user group A access permission to certain folders. However, the
members of user group A still cannot operate on these folder because their group does
not have the feature permission for the SAS Client. You can manually add these
permission for the user group or run the Software Migration Tool with sync permission (-
p) option.
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Client

This section discusses the following topics:
« Server Tracking

+ Server Lists

+ My Servers

+ Server Search

+ Server Identification

+ Server Histories and Reports

+ Hardware Information for Managed Servers

Server Tracking

This section discusses the following topics:
» Ways to Locate, List, and Display Servers
» Tracked Server Properties

» Supported Operating Systems for Managed Servers.

Ways to Locate, List, and Display Servers
You can locate, list, and display servers in the SAS Web Client in the following four ways:

» By searching when you know the name, host name, or IP address of the server you
want to provision or manage.

+ By viewing the Manage Servers list and Server Pool list when you want to see a
complete list of all your servers. You can refine the lists by using filters.
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« By browsing nodes in the Software Tree to determine which servers specific software
should be installed on or find all servers that match certain rules; for example all
servers with a specific application installed.

+ By viewing servers sorted by hardware category. (Click Environment » Hardware in the
navigation panel.) The Servers tab in the Hardware pages shows each manufacturer
and model that you have running in the operational environment. See “Hardware
Information for Managed Servers” on page 82 in this chapter for more information.

» You can also browse managed servers and group of servers using the SAS Client.

Tracked Server Properties
Every server that Opsware SAS manages has the following properties:
« |P addresses, host name, and the server ID

+ Which nodes the server is assigned to in the Software Tree categories. Click a node link
to display specific information about that node.

+ What software should be installed on the server. Select the Install List tab from the
Manage Servers: Server Properties page to display the list of software packages that
should be installed on that server by virtue of that server's assigned nodes.

Opsware SAS is able to determine what software should be installed on a server
because of its model-based approach to server management. The software that should
be installed is recorded in the Opsware Model Repository.

«+ All software that is installed on the server. Select the Installed Packages tab from the
Manage Servers: Server Properties page to display the list of software that is reportedly
installed on the server.

Opsware SAS is able to determine what software is installed on a server because the
Opsware Agent communicates with the Opsware core and reports the installed
hardware and software for the server.

In some cases, Solaris packages might only be partially installed. In these cases, the
partially installed Solaris package does not show up in the installed list.

For a complete list of all the hardware and software information that Opsware SAS tracks
for managed servers, see the Opsware® SAS User’s Guide: Server Automation.
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This section lists the supported operating systems for Opsware Agents, the SAS Web

Client, and the SAS Client.

The following table lists the supported operating systems for Opsware Agents, which run
on the servers managed by Opsware SAS.

Table 2-1: Opsware Agent Supported Operating Systems

AIX

HP-UX

Sun Solaris

Fujitsu Solaris

Windows
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AlIX 4.3
AIX 5.1
AIX 5.2
AIX 5.3

HP-UX 10.20
HP-UX 11.00
HP-UX 11.11

HP-UX 11i v2

Solaris 6
Solaris 7
Solaris 8
Solaris 9
Solaris 10

Solaris 8
Solaris 9
Solaris 10

Windows NT 4.0

Windows 2000 Server Family
Windows Server 2003
Windows Server 2003 x64
Windows XP Professional

POWER
POWER
POWER
POWER

PA-RISC
PA-RISC
PA-RISC

PA-RISC and Itanium

Sun SPARC
Sun SPARC
Sun SPARC
Sun SPARC

Sun SPARC, 64 bit x86 and

Niagara

Fujitsu SPARC
Fujitsu SPARC
Fujitsu SPARC

32 bit x86
32 bit x86
32 bit x86
64 bit x86
64 bit x86
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Table 2-1: Opsware Agent Supported Operating Systems

SUPPORTED
OPERATING SYSTEMS

FOR OPSWARE AGENT

VERSIONS

ARCHITECTURE

Red Hat Linux

Red Hat Linux 7.3

Red Hat Linux 8.0

Red Hat Enterprise Linux 2.1 AS
Red Hat Enterprise Linux 2.1 ES
Red Hat Enterprise Linux 2.1 WS
Red Hat Enterprise Linux 3 AS

Red Hat Enterprise Linux 3 ES
Red Hat Enterprise Linux 3 WS
Red Hat Enterprise Linux 4 AS

Red Hat Enterprise Linux 4 ES
Red Hat Enterprise Linux 4WS

32 bit x86

32 bit x86

32 bit x86

32 bit x86

32 bit x86

32 bit x86 and 64 bit x86
and Itanium

32 bit x86 and 64 bit x86
and Itanium

32 bit x86 and 64 bit x86
and Itanium

32 bit x86 and 64 bit x86
32 bit x86 and 64 bit x86
32 bit x86 and 64 bit x86

SUSE Linux

SUSE Linux Enterprise Server 8
SUSE Linux Standard Server 8
SUSE Linux Enterprise Server 9

32 bit x86
32 bit x86
32 bit x86 and 64 bit x86

The following table lists the operating systems supported for the SAS Client.

Table 2-2: SAS Client Supported Operating Systems

SUPPORTED

OPERATING SYSTEMS

FOR SAS CLIENT

VERSIONS

ARCHITECTURE

Windows

Windows XP
Windows 2003
Windows 2000

32 bit x86
32 bit x86
32 bit x86

download.html

Java J2SE v 1.4.2 - 1.4.2-10 JRE must be installed on the system that runs on the SAS
Client. To download this version of Java, go to http://java.sun.com/j2se/1.4.2/
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Server Lists

This section discusses the following topics:
« Types of Server Lists

+ Server Pool

+ Manage Servers List

« Filters on the Manage Servers List

Types of Server Lists
The SAS Web Client displays lists for two types of servers, as Figure 2-1 shows.

Figure 2-1: Servers Section in the Navigation Panel

=l Servers
= hly Senvers
*hlanage Servars
»Search
*Senver Fool

Server Pool: Servers in the Server Pool have registered their presence with Opsware SAS
but do not have the target OS installed. An OS Build Agent is running on each server so
that they can communicate with Opsware SAS.

See “Operating System Provisioning” on page 319 in Chapter 8 for information about how
to use the Server Pool when you install the target OS on a server.

Manage Servers: The Manage Servers list contains servers on which Opsware SAS can
perform management tasks, because Opsware Agents are installed on them. However,
Opsware SAS might not have provisioned all software running on the servers.

You begin the OS provisioning process by reviewing the servers in the Server Pool list.
From the Server Pool, you can install a target OS by selecting a server and clicking Install
0S.

Server Pool

The Server Pool provides the following information about each server waiting to be
provisioned with the target OS:

+ The host name set by booting the server for the first time over the network or by using
an Opsware Boot Floppy

* The MAC address
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The manufacturer and model

The OS that the OS Build Agent is running — DOS (Windows operating systems), Linux,
or Solaris

You use this information to select the target OS for servers. If the server is in the
process of installing an OS, this value might change.

The last date and time that the Opsware Agent on the server communicated with
Opsware SAS (by submitting the server's hardware and software information)

If the server is in an unreachable state (that is, if the server icon has a red “x” on it), you
can run a Communication Test to help you troubleshoot why that server is unreachable.
See the Opsware® SAS User’s Guide: Server Automation for information.

The life cycle value, such as whether the server is available to have a target OS
installed on it

The facility in which the server is located
The customer association

Additional hardware information (Click the server name to open a window that displays
specific hardware information.)

Manage Servers List

The Manage Servers list contains servers on which Opsware SAS can perform
management tasks because Opsware Agents are installed on them. When an existing
operational server has an Opsware Agent installed successfully, it appears in the Manage
Servers list and the server icon indicates that it is fully manageable, as Figure 2-2 shows.

Figure 2-2: The Manage Servers List in the SAS Web Client

Manage Servers (Summary Yiew) e
Al Statuses * || Red Hat Enterprise Linux 45 2.1 W || Al Stages w || Al Uzes w

All Facilties || All Customers ¥ || Al Manutacturers b Update E]"
All Models w || Al Lifecycles w

Resource  Edit  Wiew  Tasks  Configuration Tracking

[

O

Host Mame /P Address  ©S Yersion Stage Uze Facilty Customer
Public Groups
5]
3 || mi22 dev opsware.com | m022 dev opsware.com  Red Hat Erterprise ot Mot o3 Mot
. 192.168.197 .91 Linux &5 2.1 Specified  Specified Azzigned
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By default, servers in the Manage Servers list are sorted by the Name column. However,
you can re-sort the list based on any of the column headings. For example, you can click
the Hostname / IP Address column heading to re-sort the list by host name or IP address.

If you have many servers that Opsware SAS manages, the list of servers is grouped by
pages. Click the page number links or the left arrow at the bottom of the list.

The Manage Servers list provides the following information about each server:
+ The name of the server

By default, the server’s host name appears in this field. However, you can edit it so that
it is more descriptive or useful.

» The host name of the server determined by the Opsware Agent

« The IP address configured for the server, which users can edit by using the network
configuration feature in the SAS Web Client

« The reported OS, which is obtained by the Opsware Agent that is running on the server

« The stage of the server, which specifies the stages of deployment for servers

» The server's use

» The facility in which the server is located

+ The customer association

+ Additional hardware information (Click the server name to open a window that displays
specific hardware information.)

Filters on the Manage Servers List

The Manage Servers list displays the following filters that you can specify to qualify the
servers that the SAS Web Client displays, as Figure 2-3 shows.

Figure 2-3: Filters in the Manage Servers List

Manage Servers (Summary “iew)

All Statuses || &l Operating Systems W || Al Stages W || &l Uses || &ll Facilties || &ll Customers W
Al Manufacturers || &l hodels

« Status: Specifies the ability of Opsware SAS to manage servers. Opsware SAS
automatically detects the status of servers; a server’s status is OK or Not Reachable.

+ 0OS: Specifies the operating system on the server, which is obtained by the Opsware
Agent that is running on the server.
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« Stages: Specifies the stages of deployment for servers; for example, a server is live or
offline. Users set this property for servers. The values in this list are customizable by the
Opsware administrator.

» Uses: Specifies how an organization is utilizing servers; for example, a server is a
staging server. Users set this property for servers. The Opsware administrator can
customize the values in this list.

+ Facilities: Specifies the location of servers. From an SAS Web Client, users can
manage servers located in any facility. For example, a user could log in to the SAS Web
Client running in facility A and manage the server located in facility B.

+ Customers: Specifies the customer associated with each server. Your Opsware
administrator defines the options for customer selections by using the Administration
pages.

+ Manufacturers: Specifies the manufacturer for the server as reported by the OS Build
Agent running on the server.

* Models: Specifies the model of the server as reported by the OS Build Agent running
on the server.

» Life cycles: Specifies the various Opsware server life cycle values which include
Managed, Available, Build Failed, Installing OS, and Deactivated.

You can change the filters displayed in the Manage Servers page. To change the filters
Q you want to be displayed on the Manage Servers page, click on the icon as shown in
Figure 2-4 and specify the filters from the Edit Filters Menu.

Figure 2-4: Edit Icon

Figure 2-5 shows the filters that are in the Server Pool list.

Figure 2-5: Filters in the Server Pool List

Al Manufacturers || Al Models || &)l Facilities » || Update

+ Manufacturers: Specifies the manufacturer for the server as reported by the OS Build
Agent running on the server.
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* Models: Specifies the model of the server as reported by the OS Build Agent running
on the server.

+ Facilities: Specifies the location of the server. Users can manage servers in any facility
from an SAS Web Client in any facility.
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My Servers

This section contains the following topics:
+ Overview of My Servers
+ Adding Servers to My Servers

+ Removing Servers from My Servers

Overview of My Servers

The My Servers feature provides an efficient way to manage servers when your
operational environment contains hundreds or thousands of servers.

When you search for servers or browse the server lists, you can add servers to My
Servers (similar to a shopping cart on an e-commerce site). Using My Servers allows you
to view and perform actions on selected servers.

When you use the same browser and login to the SAS Web Client running in the same
facility, servers stay in My Servers for one year or until you explicitly remove them. Each
time that you login to the SAS Web Client, you see the servers that were in My Servers the
last time that you logged in.

The My Servers feature is available only on a per-user basis. You cannot log in as an
Opsware administrator to see the servers in the My Servers area of other Opsware users.
Adding Servers to My Servers

Perform the following steps to add a server to My Servers:

E From the navigation panel, click Servers » Manage Servers. The Manage Servers
page appears. Browse the list to find the servers that you want to add to the My
Servers.

Or
Search for the servers that you want to add to My Servers.

See “Using the Search Feature” on page 53 in this chapter for more information. See
“Server Searching by IP Address” on page 69 in this chapter for more information.

Select the servers that you want to add to My Servers.

Choose Resource » Add to My Servers from the menu above the Manage
Servers list. The Add To My Servers window appears, which indicates that you added
the chosen number of servers to My Servers.
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Bl Click Close to close the window.

H Next, select the My Servers link at the top of the page. You see the selected servers
added to My Servers, as Figure 2-6 shows.

Figure 2-6: Servers in My Servers
My Servers (Surnmary “iew) ;]

Fesource  Edit Wiew  Tasks  Configuration Tracking |

D_m Host Mame [ P Address OF Wersion  Stage Usze Facility — Customer

O E || moasd dev.opsware com mOS5 dev opaware.com  SunOS 5.8 Mot Specified  Production C03 Opaware
. 182 165192 67

You can perform the same server management tasks on servers in My Servers as on the
servers in the Manage Servers list.

Removing Servers from My Servers

Perform the following steps to remove servers from My Servers:

E Click the My Servers link in the navigation panel of the SAS Web Client. The My
Servers page appears that shows the servers currently added to it.

H Select the servers that you want to remove from My Servers and choose Edit »
Remove from My Servers from the menu above the Server list.

The My Servers page refreshes and displays the remaining servers in My Servers.
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Server Search

This section provides information about Server Search and contains the following topics:

Searching for a Server By Using the Search Box

Ways to Use Search

Using the Search Feature

Rules for Server Search and for Creating Dynamic Groups
Line Break Workaround for Server Search

Conditions for Searching with Multiple Rules

Server Searching by IP Address

Example: Server Search

Searching for a group of servers

Searching for a Server By Using the Search Box

Perform the following steps to search for a server using the Search box:

E On the Home page, click the down arrow in the top navigation panel to open the

Search box, as Figure 2-7 shows.

Figure 2-7: Search Text Box on the SAS Web Client Home Page

Home lobs

UL Servers ~ NEN il <Enter search text here=

Applicationz

Packages
Server Groups

Service Levelz
Templates

B Verify that the Servers option is selected in the list.

E Type the server's IP address, host name, or name in the Search box and then click

Go.

The search text that you enter can include an asterisk (*) wildcard character.
However, the search feature automatically prepends and appends an asterisk to the
text.

For example, you can type any of the following search queries:
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192.168.68.6
host02.coredev-val.sample.com
192.168.*.19
hostl*.xyz.samplecompany.com

The resulting page contains one or more servers, depending on the type of search
query that you specified. If no servers are found, the SAS Web Client displays a
message that indicates that no servers were found that matched your query.

See “Using the Search Feature” on page 53 in this chapter for information about how
to formulate complex, multiple rule search queries.

Ways to Use Search

By using the SAS Web Client, you can perform searches in the following ways:

» From Opsware wizards

While using the Opsware wizards from the Tasks panel, you are prompted to select (by
browsing or searching) servers or group of servers, operating systems, patches,
applications, and templates at specific points in the process.

What you can search for in the Opsware wizards is context sensitive to the type of
operation that you are performing. For example, if you are using the Install Patch
Wizard, you can select the Search tab to search for patches to install on servers.

* When adding operating systems, patches, or applications to templates

Searching for an operating system, patch, or application to add to a template functions
the same way as searching through the Opsware wizards.

« From the navigation panel, click Servers » Search.
The Search page allows you to search for managed servers that match specified rules.
+ While adding or modifying rules for a dynamic group (By clicking Search on the Rules
tab for a group).
Using the Search Feature

In the Opsware wizards, you can browse for servers, operating systems, patches,
applications, templates, and service levels, or use the Search feature to search for these
items.

Opsware Inc. Confidential Information: Not for Redistribution. Copyright © 2000-2006 Opsware Inc. All Rights Reserved.

53



Opsware® SAS 6.0.2 Content Migration Guide

Perform the following steps to search by using the Search feature:

El n an Opsware wizard, select the Search tab. The following Search page appears.
See Figure 2-8.

Figure 2-8: Search Tab in the Select Servers Step of an Opsware Wizard

Select Software

Select the software application(s) you wish to install.

Browse Search | (0) Software Selected

Match: if all rules are met

|Name V||is V|| | =]

You can also use the Search tab at other steps in the wizards to search for operating
systems, patches, applications, and templates.

Or

From the navigation panel, click Servers » Search. The Search page appears, as
Figure 2-9 shows.

Figure 2-9: Search Page
Search 2

¥ Rules

WMatch: | if all rules are met | % |

Search for servers whose:

Agent Discovery Date V| | Is after v | | May V| |23 V| | 2005 V| =

[ Search ” Save. ][Reset ]

By default, one search rule is added to the search.

54 Opsware Inc. Confidential Information: Not for Redistribution. Copyright © 2000-2006 Opsware Inc. All Rights Reserved.




Chapter 2: Server Tracking in the SAS Web Client

H Specify the rule that you want to search for by selecting it from the first list, as
Figure 2-10 shows.

Figure 2-10: Search Rules List in the Search Page

Agent Discovery Date w
Properties ~
. Agent Discove
Agent Reporting
Agent Status
Agent Version
Custom Attribute {any)
Custom Attribute {local)
Customer
Deployment Stage
Facility
Group Membership
Hostname
Mame (any)
Motes
Opsware Display Name
Server Use
Senice Level
Opsware Properties
Application Caonfiguration
Code Deployment
Configuration Tracking
Lifecycle
Server D
Software
Attached Software
Installed Patches

~assmstalled Software oo es
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Depending on the rule that you select, a popup window might appear in the page.
For example, if you selected Deployment Stage, a popup window showing the
stages appears in the page as Figure 2-11 shows:

Figure 2-11: Search Popup Window with Values

Search 2

¥ Rules

Match: | if all rules are met | v

Search for servers whose:

Deployment Stage v| | Is

Choose any number of deployment stages:

(0) selected

Building
FAILED

In Deployment
Live

Not Specified

Not Specified

Ooooooooao

Offling

[ Clear All Selections
@Done é 0 Internet

You cannot search in Notes that contain line breaks. See “Line Break Workaround for
Server Search” on page 67 in this chapter for more information and a workaround.

If you are searching while using an Opsware wizard, the first search rule list might not
have all the options. The list only includes the options that are relevant for the
Opsware wizard that is being used. For example, the Install OS Wizard does not
include options to search for installed patches on the servers.

In the second list, specify how you want Opsware SAS to search by selecting a value.
The operator selected defines how the search text is treated. Negative operators
might not be available in all cases.

See “Rules for Server Search and for Creating Dynamic Groups” on page 58 in this
chapter for more information about the operator for each search rule.
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Bl Enter the text that you want to search for in the text box or choose a value from the
list or popup window. The search text that you enter can include an asterisk (*)
wildcard character. The search text is case insensitive. You can also use the SHIFT or
CTRL key to select multiple values from the list or popup window.

B (Optional) To add additional rules, click the plus (+) button as Figure 2-12 shows and
repeat Steps 2 through 4.

Figure 2-12: Multiple Rules in a Search
Search 2

¥ Rules

Match: | if all rules are met | %

Search for servers whose:

|Depl0yment Stage V| | Is V| |Ir1 Deployment |E =
|Op9ware Display Name V| | Contains V| |marketing| |E =

Search Save .. || Reset

@ If you specified multiple rules for the search, select whether you want search results
only if all rules are met or if any of the rules are met, as Figure 2-13 shows.

Figure 2-13: Operator Controlling Search Results

Match: | if allrules are met | %

if all rules are met |
if anv rules are met

By default, search results appear for servers that match all the search rules. If you are
searching from an Opsware wizard, this field is set to the value if all rules are met;
you can change the value when searching for servers, but you cannot change it
when searching for patches, software, operating systems, and so on.
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Click Search. The list of servers that match your search rules appears in the page, as
Figure 2-14 shows.

Figure 2-14: Displayed Search Results

Results

FResource  Edit Tasks  Configuration Tracking

e i | ||

O @” cazela.znvl.corp.opsware.com cazela.znv].corp.opsware.com 152.1868.9.191  SunO055% c12 Opsware
- Web Services test box

O @ chamarel.znv1.corp.opswars.com chamarel.znvi. corp.opswars.com 192168959146 | Red Hat c12 Opaware
~ Web Services test box

Linux 7.3

The search results include columns for Name, IP Address, OS Version, Facility, and
Customer.

When you search for installed software or patches and include an asterisk in the
search text, Opsware SAS might take several minutes to display the search results.

Rules for Server Search and for Creating Dynamic Groups

The following table describes the rules that you can use to search for servers or to create
dynamic server groups.

Note that anywhere you can enter text, you can enter a wildcard (*) character to broaden
your results.

Table 2-3: Rules for Server Search and for Creating Dynamic Groups

PROPERTIES
Agent Discovery Date: The + |s after Drop-down lists with the day,
date that the Opsware Agent | Is before month, and year
was installed.
* Is within the last User-entered text
+ Is today N/A

58
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Table 2-3: Rules for Server Search and for Creating Dynamic Groups (continued)

Agent Reporting: Whether e Is + Has not reported
the Opsware Agent is
reporting to Opsware SAS.

+ Is not + OK
« Registration in progress

* Reporting error

Agent Status: \Whether the e Is * Not reachable
Opsware Agent is reachable | Is not . OK
by Opsware SAS.
Agent Version: The version of | « Contains User-entered text
the Opsware Agent — such as | Does not contain
14.2.3b.
« s
* Is not
Custom Attribute (any): The « Contains User-entered text
name of a custom attribute s
that is associated with the
server through attachment or
inheritance.
Custom Attribute (local): The | < Contains User-entered text
name of a custom attribute s
that is locally attached to the
server,
Customer: The customer or + s Popup window of customers
account that the server is
* Is not

associated with.
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Table 2-3: Rules for Server Search and for Creating Dynamic Groups (continued)

Deployment Stage: The e Is * In Deployment
stage the server performs
within a lifecycle environment.

Is not « Live
» Not Specified
« Offline

The values that appear in this
list are customizable; in
addition to the values above,
values specific to your
environment might appear.

Facility: The collection of * s Popup window of facilities
servers managed by a.n . Is not
Opsware SAS installation. When Opsware SAS is running

multimaster mode, the list can
contain many facilities.

Group Membership: Whether |« Is Popup window of groups
the server belongs to a group.

Host name: The host name of | < Contains User-entered text
the server — such as

* Does not contain
mO04.company.com.

e s
* Is not

Name (any): This enables + Contains User-entered text
searching for any name or IP
address associated with a

* Does not contain

server. Is

* Is not
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Table 2-3: Rules for Server Search and for Creating Dynamic Groups (continued)

Notes: The contents of the
Notes field from the Properties
tab for a server.

Opsware Display Name: The
user-configurable name for the
server.

Server Use: How the server is
being used — such as
Development, Staging,
Production.
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Contains

Does not contain
Is

Is not

Contains

Does not contain

User-entered text

User-entered text

By default, Opsware SAS uses
the configured host name of
the server until a user edits it.

+ Development
» Not Specified
+ Production

« Staging

You can customize values that
appear in this list. In addition
to the values above, values
specific to your environment
might appear.
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Table 2-3: Rules for Server Search and for Creating Dynamic Groups (continued)

Service Level: The user- * s Popup window of service
defined category that can be | Is attached here or levels
used as an organizational tool.
below
Servers can be associated
with multiple service levels.
See the Opsware® SAS User's
Guide for more information
about working with service
levels.
OPSWARE PROPERTIES
Application Configuration: * |s not used N/A
Whether the server uses the
* Is used
Application Configuration
feature.
Code Deployment: \Whether |+ Is not used N/A
the server uses the Code
+ Is used
Deployment feature.
Configuration Tracking: + |s off N/A
Whether the Configuration . Ison
Tracking feature is monitoring
or backing up specific files or
configurations on a server.
Lifecycle: The server states e Is + Available
that are part of bringing a . Is not . Build Failed

server into Opsware SAS.
+ Deactivated

+ Installing OS

* Managed
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Table 2-3: Rules for Server Search and for Creating Dynamic Groups (continued)

Server ID: The internal ID
Opsware SAS uses to identify
the server.

SOFTWARE

Attached Software: The
software that is assigned or
modeled through the Opsware
reconcile operation — the
installation process.

Installed Patches: \Whether a
patch is installed on the
server.

Installed Software: The
package reported installed on
the server.

OS Version: The OS version
defined by OS definitions in
the OS Provisioning feature.

Reported OS: For Windows —
the version reported by the
OS, for Unix — the version
returned by the uname
command.
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* Is not

Is

 |s attached here or

below

Contains

» Does not contain

Is
Is not

Contains

* Does not contain

Is

Is not

Is

* Is not

Contains

» Does not contain

Is

Is not

User-entered text

In most cases, the Server ID is
the same as the MID.

Popup window of software

User-entered text

User-entered text

A package does not have to
be installed by Opsware SAS
to be reported as installed on

a server.

Popup window of operating
systems

User-entered text
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Table 2-3: Rules for Server Search and for Creating Dynamic Groups (continued)

Windows Service: The names
of the Windows services that
are reported to Opsware SAS.

NETWORK

DNS Search Domains: The
domains configured to be
searched in the server's

network settings.

DNS Servers: The IP
addresses of the DNS servers
configured in the server’s

network settings.

Default Gateway: The IP
address of the default router.

IP Address: Any Internet
Protocol address for the server.

MAC Address: Any Media
Access Control address, which
is the network interface card's
unigue hardware number.

Contains

* Does not contain

Is

Is not

Contains

» Does not contain

Is
Is not

Contains

* Does not contain

Is
Is not

Contains

* Does not contain

Is
Is not

Contains

* Does not contain

Is
Is not

Contains

* Does not contain

Is

Is not

User-entered text

User-entered text

User-entered text

User-entered text

User-entered text

User-entered text
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Table 2-3: Rules for Server Search and for Creating Dynamic Groups (continued)

WINS Servers: The Windows
Internet Naming Servers
configured in the server’s
network settings.

HARDWARE

CPU Make and Model: The
vendor name and CPU model
for the server — such as
GENUINEINTEL Intel(R)
Pentium(R) 4 CPU 2.60GHz.

CPU Speed: The Central
Processing Unit speed in
gigahertz [GHZz].

Make and Model: The vendor
name and server model for the
server — such as Compagq -
DL360.

Number of CPUs: The
number of CPUs on the server.

RAM: The amount of RAM on
the server in megabytes [MB].

Contains

* Does not contain

* Is not

Does not equal

+ Equals

Is greater than
Is less than

Is

* |s not

Does not equal

* Equals

Is greater than
Is less than

Does not equal

* Equals

Is greater than

Is less than

User-entered text

Popup window of CPU makes
and models

User-entered text

A 600 Mhz machine should be
entered as 0. 6.

Popup window of server
makes and models

User-entered text

User-entered text

To enter 1 Gigabyte, type
1024.
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Table 2-3: Rules for Server Search and for Creating Dynamic Groups (continued)

Serial Number: The serial « Contains

number of the server. .
* Does not contain

Storage Make and Model: e s
The vendor name and storage

Is not
model for the server — such as
WDC - WD800BB-75DKAQ.
CUSTOM FIELDS
A Numeric field * Does not equal
* Equals

 |s greater than
* Isless than
A String field « Contains
+ Does not contain
s Is
* Is not
A URI field + Contains
+ Does not contain
+ s
+ Is not
A File field + Contains
+ Does not contain
* s

* |s not

User-entered text

Popup window of storage
makes and models

User-entered text

User-entered text

User-entered text

User-entered text
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Table 2-3: Rules for Server Search and for Creating Dynamic Groups (continued)

A Date field + |s after Drop-down lists with the day,
. Is before month, and year
+ Is within the last User-entered text
+ Is today N/A

Line Break Workaround for Server Search

You cannot search in notes that contain line breaks. For example, you cannot search for
text in a note when it is this type of text:

linel <line breaks>

line2

For example, the following query does not return any results:
Any/all notes contain linel <line breaks> line2
However, the following query does return all servers that have notes:
Any/all notes is not linel <line breaks> line2

To work around this limitation, include an asterisk (*) where the line break occurs, as
Figure 2-15 shows. For example:

Any/all notes is linel*line2

Figure 2-15: Line Break Workaround in the Server Search Feature
Search D

¥ Rules

Match: | ifallrules are met  |w |

Search for servers whose:

MNotes V||I5 V||Iine1*line2| |DB
D@ [ Search][ Save".][ Reset]
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Conditions for Searching with Multiple Rules

When you perform a search with multiple rules, the following conditions apply to the way
Opsware SAS provides search results:

+ When it evaluates rules, the Search feature considers each rule individually, finding
servers (or operating systems, patches, and so forth) that match the individual rule, and
then the results of each rule are combined.

+ You must select at least one rule, and it must have a value. Default filter rules count as
rules with a value. For example, in the MS Updates Wizard, when searching for a server,
the Search feature automatically enters a default rule to search only for servers running
a Windows OS. Therefore, users are not required to specify any more rules.

« Empty rules are ignored in searches. Users do not have to manually remove them for
the search to proceed.

» You cannot search for empty values. For example, you cannot search for all servers
where the Notes field is empty.

At certain steps in the Opsware wizards, the Search feature provides default values based
on previous selections in the wizard.
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For example, in the Select Servers step of the Install Patch Wizard, the search query
automatically includes the value for OS version that you specified in earlier steps, as
Figure 2-16 shows.

Figure 2-16: Default Values Entered in Searches

Install Patch 2}

Select Select Servers
Patches .
. Select the server(s) you wish to patch.
0, Select
Servers
) Browse Search (0) Items Selected
g:lr;fé;?;ns Match: | if all rules are met v|
Schedule
and Motify
Search for servers whose:
Install |Agent Status v| | Is v| Mot Reachable

|OS Version v| | Is ( V| |Sun
A
| Lifecycle V| | Is =M

Cancel = Previous

The wizards are flexible; for example, when you select multiple servers and applications,
Opsware SAS will install the correct applications on the servers, even if you selected
different OS versions for the servers and applications in the respective steps. Opsware
SAS also matches the customer association for applications, operating systems, and
templates with the customer association of servers.

If Opsware SAS cannot find a match, an error message appears at the end of the wizard;
therefore, use caution when modifying these default values.

Server Searching by IP Address

Users can search for servers by entering a specific IP address in the Search box in the top
navigation or in the Search feature.
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Opsware SAS includes support for static Network Address Translation (NAT). This feature
introduces the concept of a management IP, which might be different from any of the
local IP addresses that the Opsware Agent reported for a server.

When searching for a server based on its IP address, the Search feature searches based
on the server's primary IP address and based on the IP address for any interface that
server has, including its management IP address. In the search results, an extra column is
shown that lists all matching IP addresses for all interfaces. The management IP address
is included if the server's networking is configured for static NAT.

See “Communication Between Managed Servers and Opsware SAS” on page 87 in
Chapter 3 for information about how Opsware SAS handles servers that are affected by
static NAT.

Example: Server Search

Using the Search feature, a user creates a query with the following conditions:

+ Installed Software contains ga

+ Installed Software contains man

« If all rules are met is selected

The results of this search will be all servers that have at least one installed package with
ga somewhere in its name and at least one installed package (not necessarily the same
one) with man in its name.

The search results are not limited to packages that contain both ga and man in the
package name.

Find all servers that have some version of Apache or some version of Java installed:
+ Installed Package contains apache
 Installed Package contains java

« If any rules are met is selected
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Searching for a group of servers

E From the navigation panel, click Servers » Search. The Search page appears. By
default, the Servers tab is selected.

Select the Groups tab. The rules for group of servers search appear as Figure 2-17
shows. By default, one search rule is added to the search.

Figure 2-17: Rules for Group Search
Search 2

¥ Rules

Watch: | if allrules are met | ¥ |

Search for groups whose:

Group Name v || Contains v| | 2=

ProEerﬁe.s

H In the second list, specify how you want Opsware SAS to search by selecting either
“Contains” or “Is". The operator selected defines how the search text is treated.

El Enter the text that you want to search for in the text box. The search text that you
enter can include an asterisk (*) wildcard character. (The search text is case
sensitive. Search is not enabled until you enter text in the text box.)

When searching for a group of servers, you can only specify one rule for Group Name.
The plus (+) button is disabled.
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Bl Click Search. The search results appear as Figure 2-18 shows.

Figure 2-18: Group Search Results

¥ Rules

Match: | if all rules are met |

Search for groups whose:

Group Mame v | | Contains Vl |test | D =

Results

Resource  Edit  Taske  Configuration Tracking |

_EET Total Mode! Custom
| Location Servers  Subgroups  Servers Type Attachments Aftributes  Last Use

| atestgroup Public Groups 0 0 0  Dynamic 3 0 05-22-05
O
) 16:00:00

Server Identification

This section provides information on server identification within Opsware SAS and
contains the following topics:

« Overview of Server |dentification
+ Ways that Servers are Identified by Opsware SAS
» Customer Accounts in Opsware SAS

» Associating Servers with Customers

Overview of Server Identification
Opsware SAS uses the following IDs to track managed servers:

+ MID: Machine ID. The unique identifier that Opsware SAS uses to identify the server.
The MID is usually equal to the server ID.

The MID is stored in a file on a server's disk so that the MID can persist and be read by
the Opsware Agent.
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The MID follows the hard disk, not the chassis, so system administrators can swap
chassis for servers without affecting how Opsware SAS tracks those servers.

See “Example: Opsware SAS Swaps a Server's Hard Disk” on page 74 in this chapter
for information about swapping hard disks.

Server ID: The primary key in the Opsware Model Repository (database) that
represents a given server. The Server ID is used internally in Opsware SAS. Generally,
users do not need this value for servers to manage them in Opsware SAS.

MAC Address: Media Access Control address, which is the network interface card’s
unigue hardware number. The MAC is used as the server's physical address on the
network.

Chassis ID: A unique hardware-based identifier that the Opsware Agent discovers,
typically derived from some property of the server's chassis. As a common source for
this ID, Opsware SAS uses an interface's MAC address or the host ID on Solaris
servers, or the serial number for one of the interfaces.

Ways that Servers are Identified by Opsware SAS

Servers in the Manage Servers list are identified in the following ways when they register

their hardware and software with Opsware SAS:

» Opsware SAS identifies each server by using the MID first.

+ If the MID cannot be determined, the chassis ID is used to identify the server.

« If the server cannot be identified with the chassis ID, the MAC addresses are used to

identify the server.

In the Server Pool, the MAC Address column displays values by which Opsware SAS

tracks the servers. The value used varies by platform:

« Intel x86 processor-based servers are identified by the MAC address of the server.
+ Sun SPARC processor servers are identified by the host ID of the server.

The host ID for Sun SPARC processor servers appears in the MAC Address column in
the Server Pool list.

To determine the value in the MAC Address column, Opsware SAS uses the hardware
address by which the server contacted the Opsware Build Manager (a component of
the OS Provisioning feature).
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74

Example: Opsware SAS Swaps a Server’s Hard Disk
The following steps show how Opsware SAS handles swapping a hard disk for a server:

A system administrator swaps the hard disk of Server A (MID 1230001, chassis ID
AB: 08) with the hard disk of Server B (MID 98730001, chassis ID XY: 96).

The Opsware Agent on Server A registers its hardware with Opsware SAS. The MID
for Server A equals 1230001 and the chassis ID equals XY : 96.

Opsware SAS locates Server A by using the MID.

Opsware SAS updates the data it has for Server A in the Model Repository. It sets the
chassis ID equal to XY :96.

The Opsware Agent on Server B registers its hardware with Opsware SAS. The MID
for Server B equals 98730001 and the chassis ID equals AB: 08.

Opsware SAS locates Server B by using the MID.

Opsware SAS updates the data it has for Server B in the Model Repository. It sets the
chassis ID equal to AB: 08.

Customer Accounts in Opsware SAS

Many enterprise customers have consolidated disparate IT operations into a single
operation, yet they still need separate reporting, billing, and management for different
business units or groups (for example, West Coast Office, East Coast Office, and London
Office).

Opsware SAS accommodates these requirements with customer accounts created by
your Opsware administrator.
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When your Opsware administrator creates a customer in Opsware SAS, a value for that
customer is automatically added to the customer filter in the Manage Servers list, as
Figure 2-19 shows.

Figure 2-19: Customer Filter in the Manage Servers List

Manage Servers (Summary View) 2
All Statuses w || Al Operating Systems || Al Stages hd
All Uzes w | Al Customers v | &l Manufacturers A Update Ejl'

Al Models bactivated v

Rezource Configuration Tracking

[} Mame [P Address  OS Version Stage Uze Customer
@di Public Groups
&
O Ei coretr3opsware.com  corgtr3opsware.com  Red Hat Mot it Opswware
- 172163618 Enterprize Linux  Specified  Specified
AS S
El E’ OPEWARE-STROCOZ  OPSWARE-STROCOZ  Windows 2000 hat Mat Mot
-~ 172163643 Specified  Specified  Assigned

By using customer accounts in the SAS Web Client, you can segregate servers that
belong to different business units. By segregating servers, you can have separate
accounting for each customer or different levels of security for different customers. You
might want to segregate the servers based on the department or business unit.

By default, Opsware SAS is shipped with the following two customers:

« Customer Independent: A global customer in Opsware SAS. Resources (applications,
patches, and templates) that are associated with “Customer Independent” can be
installed on any managed server, no matter what customer it is associated with.

* Not Assigned: The servers are not associated with a customer. You can install
applications, patches, or templates that are Customer Independent on Not Assigned
servers. However, you cannot install or use any resources associated with a customer
on a server that is not assigned to a customer.

When you install an Opsware Agent in a server, the server is associated with the Not
Assigned customer if IP ranges were not created to automatically associate Opsware SAS
managed servers with customers. See Figure 2-20.
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Opsware, Inc. recommends that you associate servers with customers, if necessary, by
Iz using the Server Properties pages.

Figure 2-20: Customers List Under Environment in the SAS Web Client

Customers
Mame Matne
ﬁ'ﬂiu 12204 ;'-')‘u Corp Test
ﬁ'ﬂiu Bigy Cor "-"'u Big Corp2
i"u Test Cust ;‘-"'u Customer Independert
ﬁ"u E-Cammerce ;'-ﬁ'u Rt Assigned

Associating Servers with Customers

An Opsware user or an Opsware administrator can set up an IP range group so that
servers are automatically associated with customers when users perform the following
server management tasks:

+ Install Opsware Agents on the servers.
See the Opsware® SAS User’s Guide: Server Automation for information.

+ Use the OS Provisioning feature to install operating systems on bare-metal servers.
See “Operating System Provisioning” on page 319 in Chapter 8 for more information.

To set up this automatic customer association, you must create IP range groups for
customers and specify the ranges of IP addresses that the groups contain.

In the SAS Web Client, an IP range group is both a physical and logical list — an
accounting way to group ranges of IP address and assign them to a particular customer.
An IP range identifies a range of IP addresses within an IP range group.

When you set this up, IP addresses get their customer association through the IP range,
which, in turn, gets its customer association from the IP range group.

Customer
IP Address > IP Range > IP Range Group

Facility (data center
or server room)
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See the Opsware® SAS Configuration Guide for more information.

The loose relationship between server and IP address means that you can associate a
server with a different customer from its IP address.

Even when IP range groups are set up for a customer, a server's IP address does not
necessarily determine the customer to which the server is associated because a user can
change the customer association in the Server Properties page.

See “Editing the Properties of a Server” on page 131 in Chapter 3 for information about
how to change the customer association for a server.

The customer association for a server is based on the management IP address of the
server and not the primary IP address.

See “Communication Between Managed Servers and Opsware SAS” on page 87 in

Chapter 3 for information about how Opsware SAS uses management IP addresses for
servers.

However, a server always belongs to the same facility (data center or server room) as its
primary IP address. Opsware SAS enforces the relationship between server and facility at
hardware registration. See Figure 2-21.

Figure 2-21: Primary IP Addresses in Opsware SAS

Primary IP Address

"Loopback Network"
10.200.0.0/24

"Core Network"

Loopback Address
= 10.200.0.1

"Network A" |
10.1.2.0/24

Switch A

"Network B"
10.2.2.0/24

Customer B

Customer A

10.2.2.20

10.1.2.11 10.2.2.21
Primary IP
Address

In this illustration, the following conditions apply:
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« Server 1 belongs to Customer A.

Server 2 belongs to Customer A but has IP addresses in Network A and Network B.

Server 3 belongs to Customer B.

The Router belongs to the Core Network but has IP addresses in Network A and
Network B.

Server Histories and Reports
This section provides information on server histories and reporting with Opsware SAS and

contains the following topics:

» Overview of Server History

« Viewing Server History

+ Time Stamp for Server Operations

« DCI Reporting

Overview of Server History

By using the SAS Web Client, you can view the history of changes made to a server. Each
action performed on a managed server is logged in the history with the associated user
who performed the action and the time of the action. You can view the history at any time,
but you cannot change it. History is read-only. See Figure 2-22 for examples of recorded
information.

Figure 2-22: Server History for a Server in the Manage Servers List

Manage Servers: History | chamarel smvl_corp.opsware.com 3)

Return to Manage Servers

HISTORY FOR chamarel.snv1.corp.opsware.com BELONGING TO OPSWARE

Show Last: 'Week | 2 Weeks | Month | Guarter

Description Maodified By Date Modified

Added server to server group copy of gry’ gshart Thu May 12 01:38:28 2005
Added server to server group Test Dynamic DCHgzse buildmgr Wed May 11 18:57:30 2005
Added server to server group Test GroupsByMaodes DCHugnj buildmgr Wied May 11 18:43:43 2005
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Each History entry contains three pieces of information, as Table 2-4 shows.

Table 2-4: ‘Description of the Entries in the Server History Tab

Event Description Description of the operation performed, for example:
Install Template (Job ID: 21870101L) completed
successfully.

Modified By The name of the Opsware user who made the change.

Date Modified The date and time the change was made, for example:

Mon Aug 06 18:14:41 GMT+00:00 2001)

Actions Logged in History

Opsware SAS also logs the following actions in the history for each managed server:

.

Addition of the server to a node
Removal of the server from a node
Reassignment of the server from one node to another

Addition of a cloned server to a node (when cloning a server, node assignments occur
in Opsware SAS and are logged)

Installation of a template on the server

Preview reconcile failure or success

Reconcile failure or success

Time Stamps used in History

Data is maintained for servers in Opsware SAS for the following periods of time:

The SAS Web Client maintains the history of changes for the last three-month interval.

Command Engine session logs are retained for 30 days, except for the last reconcile
session for a server, which is retained indefinitely.

The Command Engine is the Opsware SAS component that enables distributed
programs to run across many servers.

Server node history is retained for 6 months.
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If longer periods of time are required, Opsware, Inc. recommends regular backups to
enable offline storage of Opsware SAS data.

Opsware SAS deletes old data from the Opsware Model Repository, and does not copy
the data before it removes it, but you can retain information for longer periods of time, by
using Oracle commands to manipulate scheduled jobs. Contact your Opsware, Inc.
support representative for assistance in changing these retention periods.

Viewing Server History

Perform the following steps to view the server history:

E From the navigation panel, click Servers » Manage Servers. The Manage Servers
page appears. Browse the list to find the server whose history you want to view.

Or
Search for the server whose history you want to view.

See “Using the Search Feature” on page 53 in this chapter for more information. See
“Server Searching by IP Address” on page 69 in this chapter for more information.

H Click the name of the server whose information you want to see. The Manage
Servers: Properties page appears for that server.

E Select the History tab.

By default, the view shows changes made within the past week.

Time Stamp for Server Operations

Opsware SAS maintains a comprehensive audit trail of the software that the Opsware
users install, configure, and remove from a server. By using the SAS Web Client, you can
view the history of the changes made to a server. Entries are generated when actions are
performed for managed servers in the SAS Web Client. The history is read-only. See
“Server Histories and Reports” on page 78 in this chapter for more information.

The time stamps for system events are determined based on the system clocks of the
servers running the Opsware core components. To obtain accurate time stamps in server
histories (displayed in the SAS Web Client) and Opsware component logs, you must:

» Synchronize the system clocks on all servers running Opsware components so that all
the servers are running with a common time.
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« Set the time zone for all servers running Opsware components to Coordinated
Universal Time (UTC).

See the Opsware® SAS Deployment and Installation Guide for more information on facility
time requirements.

Additionally, Opsware, Inc. recommends that after installing an Opsware Agent on the
server (so that it becomes managed by Opsware SAS), you should synchronize the
system clock on the server with the system clocks of the servers running the Opsware
core components.

The time stamps appearing in the SAS Web Client server History tab and the Opsware

Agent logs are obtained from the Opsware core; however, you might need to review the
server’s logs (such as, stdout). Having a consistent time stamp in the server’s logs and

Opsware SAS is essential for effective troubleshooting.

DCI Reporting

The Model Repository maintains precise information about the state and configuration of
every server under management. You can access this information through Opsware Data
Center Intelligence (DCI) Reporting. DCI Reporting provides dynamic and detailed
information about the operational environment, and it includes the following features:

» Exact information about the latest system state and configurations
« Visibility across the entire operational environment
+ Accurate and detailed change history information

« A comprehensive set of patch reports

.

The ability to extend the DCI reports

See the Opsware System DCI 1.8 Administrator’s Guide for information about how to set
up the DCI Reporting component. See the online DCI Reporting documentation for
information about how to use and run the reports. Note that the DCI Reporting feature
must be installed and running in the facility to view the online documentation.

The Opsware Data Center Intelligence Reporting feature is an optional component. By
default, it is not installed with Opsware SAS. If this reporting feature is not available for
your organization, contact your Opsware, Inc. support representative for information about
how to obtain it so that you can generate reports for your managed servers.
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Hardware Information for Managed Servers

The Hardware link of the SAS Web Client provides a read-only view of all servers in your
managed environment categorized by hardware manufacturer and model. The Hardware
link provides hardware related information for each server, such as:

+ Manufacturer

* Model number

« MACID

+ Serial number

+ CPUs used on the server

+ Memory

+ Storage capacity

See the Opsware® SAS User’s Guide: Server Automation for the list of server information
that the Opsware Agent tracks.

Viewing Managed Server Hardware Information

Viewing hardware information allows you to see all the servers in your managed
environment by hardware vendor, and view such information as MAC ID, CPUs, memory,
and so on.

To view hardware of managed servers:

E From the navigation panel, click Environment » Hardware. You see the top level of
the Hardware category in the managed environment, as shown in Figure 2-23.

Figure 2-23: Top level hardware node

Hardware /)
Details
O varaware
Mame OF Yersion tdaodified Customer
[} sERVER O Incependent 03-28-2005  Customer Independent

H To view the servers in your managed environment, click the Servers link.
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El Drill down to the type of server you want to look at. For example, you might want to
look at all Dell POWEREDGE 650s, as shown in Figure 2-24.

Figure 2-24: Hardware home page for Dell POWEREDGE 650s

Hardware = SERVER * DELL COMPUTER CORPORATION = POWEREDGE 650

[ u POWEREDGE 650

Mo Sub-Modes

Zannot edit or delete this Mode. This Mode is auto-generated. This Mode is special and cannot be modified.

Name: POWEREDGE 650
Customer: Custamer Independent
Operating Systermn: 05 Independent
Locked: Mo
Allow Servers: ‘Yes

ID: 1360003

B Next, select the Members tab. You will see a list of all the Dell POWEREDGE 650s in
your managed environment.

B To view specific hardware information, from the View menu, choose Hardware. You
now see more detailed information about all the Dell POWEREDGE 650s computers
being managed by Opsware SAS.
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Client

This section discusses the following topics:

Overview of Server Management

Communication Between Managed Servers and Opsware SAS
Server Groups

Server Life Cycle

Server Management Jobs

Custom Fields for Servers

Custom Attributes for Servers

Service Levels

Network Configuration

This section does not document how to install operating systems, patches, or applications
on servers. However, it does discuss how those tasks fit into the overall server life cycle,
and it does provide cross-references to the appropriate topics in other sections.

Overview of Server Management

Opsware SAS manages servers in an operational environment in the following ways:

Installing Opsware Agents on servers that are already functioning in the operational
environment, which allows users to deploy and manage new applications installed on
those servers

Provisioning servers with Microsoft Windows, Red Hat Linux, and Sun Solaris operating
systems by using vendor-provided operating system bootstrapping technologies.
Additionally, Opsware SAS integrates with AIX NIM and HP-UX Ignite installation
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technologies to provide a uniform method for OS provisioning across a heterogeneous
environment.

See the Opsware® SAS User’s Guide: Application Automationfor information about
how Opsware SAS provisions Microsoft Windows, Red Hat Linux, and Sun Solaris
operating systems on managed servers.

See the Opsware® SAS Configuration Guide for information about how Opsware SAS
integrates with AIX NIM and HP-UX Ignite installation technologies.

+ Automating patch management on Opsware SAS-managed servers by providing the
ability to react quickly to newly-discovered security threats and the degree of control
required to ensure that new patches are installed in a uniform way.

See the Opsware® SAS User’s Guide: Application Automation for information.

» Managing application provisioning, which enables users to deploy applications and
databases across many servers simultaneously, and track what is deployed on each
server.

See “Software Provisioning” on page 279 in Chapter 6 for more information.

» Providing configuration tracking, which allows users to monitor selected configuration
files and databases and to take certain actions when change is detected.

See the Opsware® SAS User’s Guide: Server Automation for information about tracking
configurations for servers. See Chapter 7, “Configuration Tracking Using the Software
Tree" on page 297 of this guide for more information setting configuration tracking
polices with the Software Tree.

To manage servers with Opsware SAS, you do not need root access on Unix or

Iz administrator access on Windows. However, you will need permissions to use specific
Opsware SAS features, as well as permissions for customers and facilities associated with
servers. To obtain these permissions, contact your Opsware administrator. For more
information, see the Permissions Reference appendix in the Opsware® SAS Configuration
Guide.
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Communication Between Managed Servers and Opsware
SAS

This section provides information about communication between managed servers and
Opsware SAS and contains the following topics:

» Network Address Translation (NAT) for Managed Servers

+ Key Terms of Opsware SAS Managed Server Communication
» Locating the Management IP Address of a Managed Server
» Code Deployment and Static NAT

+ Setting the Primary IP Address of a Server

* NAT Table Mapping and Managed Servers

Network Address Translation (NAT) for Managed Servers

To manage a server, Opsware SAS requires that the server have a unique IP address that
is routable from Opsware SAS. However, in a large operational environment, all servers
might not have unique IP addresses. In this case, Opsware SAS supports static Network
Address Translation (NAT) for managed servers.

Static NAT maps public IP addresses to hosts inside the internal network, which allows
Opsware SAS to manage all servers in the environment.

Unlike dynamic NAT, the mapping between Opsware SAS and the servers under
management is set ahead of time, not dynamically at runtime.

Key Terms of Opsware SAS Managed Server Communication

To understand how Opsware SAS communicates with managed servers, you must
understand these three terms:

+ Management IP: The IP address that Opsware SAS uses to communicate with the
Opsware Agent on the server.

During hardware registration for a server, the Opsware Agent opens a TCP/IP
connection to Opsware SAS. The connection contains the source IP (called peer IP)
address of the server. By default, Opsware SAS uses this peer IP address as the
management IP for the server.

+ Management Interface: \When a server has more than one network interface, you can
designate one of them as the management interface.
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« Primary IP: The IP address of the management interface. When you change the
management interface, the primary IP changes to the IP address of that interface. The
primary IP address is a locally-configured IP address.

During synchronizations, the Code Deployment & Rollback feature uses the primary IP
address to communicate with the server. See “Code Deployment and Static NAT” on
page 90 in this chapter for more information.

The Opsware Agents on servers communicate with each other by using the primary IP
addresses, even though Opsware SAS uses management IP addresses to
communicate with the servers.

Opsware SAS does not support managed servers that have IPv6 addresses.

When static NAT is being used, the management IP address for a server will not be the
same as the primary IP address. When static NAT is being used, the management IP is
the NAT-translated IP address for the server. When static NAT is not being used, the
management IP address is always the same as the primary IP address.

Locating the Management IP Address of a Managed Server

In the SAS Web Client, you can find the management IP address of a server and check
whether it is using static NAT. You might need this information for troubleshooting any
servers marked Not Reachable and to determine whether your NAT configuration is
correct. The SAS Web Client displays the management IP address of a managed server in
the following two places:

» The Network tab of the Server Details page

« The Hardware view of the Manage Servers list
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The Network tab shows (and allows the user to set) the management interface for the
server by selecting it from a drop-down list, as Figure 3-1 shows.

Figure 3-1: Management IP Address Information in the Network Tab

NETWORK INFORMATION |

Hostname: |core.tr3.0psware.com

Management IP: 17216.36.18
Facility: DATACEMTER1

Management Interface:

Gateway: |17 15.36.17

DNS Servers: |gf 54 32 78
66.54.0.75

Search Domains: tr3.0psware.com

opsware.com

CONFIGURATION FOR: ethn
Use DHCP Settings:

IP Address: 1173 15.36.18 |

MAC Address: 00:11:43:D7:2F:5F
Interface Type: ETHERMET
Interface Speed: {nhot sef)

SubnetMask: |5c5, o5 265,248 |

CONFIGURATION FOR: eth1
Use DHCP Settings:

IP Address: | |

MAC Address: 00:11:43:D7:2F:60
Interface Type: ETHERMET
Interface Speed: {nhot sef)

Subnet Mask: |
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Figure 3-2 shows the Hardware view in the Manage Servers list, which displays the
management interface for the server in the Network Info column. (To access the
Hardware view, choose Hardware from the View menu.)

Figure 3-2: Hardware Tab in the Manage Servers List

Al Statuses
Managed & Deactivated v

Resource

w Al Operating Systems Al Stages v Al ses w &) Customers v Al Manufacturers Al Models v

Edit

Upilate

“Wiew  Tasks  Configuration Tracking

o Host Mame /P Address Redqistration  Metwork Info Hardwvare Info Hardheeare Components
Public Groups
5]
O Ej corelriopswarecom  coredrdopsware com O 17216 36.18 (eth) Mar:  DELL COMPUTER CORPORATION CPUs:  Intel(R) Xeon(TM) CPU 2.80GHz, 2793 MHZ, 1 MB
17216.36.18 i et ) Mok POWEREDGE 1850 Intel(R) ¥eon(TH) CPU 2 80GHz, 2783 MHz, 1 MB
Mac: 00:11:43:D7:2F:5F Intel(R) ¥ean(Th) CPU 2 80GHZ, 2793 MHZ, 1 MB
Ser: 2YLLPE1 Intel(R) ¥eon(Th) CPU 2.80GHz, 2793 MHZ, 1 MB

Memory: 3.9 GB RAM
1.85 GB SWAP
Stor. hda (CDROM)
sda (SCSI DISKES 24 GA)

The Network Info column shows the IP addresses and interfaces configured for each
server in the list. If a server is using static NAT, the management IP is the first entry in this
list and (NAT) appears after the IP address. If it is not using static NAT, the management IP
is the same as the management interface, so it is already shown.

Code Deployment and Static NAT

Code Deployment and Rollback (CDR) synchronizations can only occur between
Opsware Agents in the same NAT domain. Synchronizations cannot be performed
between Opsware Agents in different NAT domains.

Opsware SAS uses the primary IP address (instead of the management IP address)
during synchronization because it is assumed that static NAT is not occurring between
the servers in the synchronization. During CDR synchronizations, two Opsware Agents
must communicate directly. Users can override the IP address that Opsware SAS
determined and designate a specific network interface as the management interface.

See the Opsware® SAS User’s Guide: Server Automation for information about how to
use CDR.

Setting the Primary IP Address of a Server

When a server has more than one network interface, users can specify one of them as
the management interface and the IP address for this interface is designated the primary
IP address. The primary IP address is used for Opsware Agent-to-Opsware Agent
communication.
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If static NAT is not being used, the management and primary IP addresses are the same.
If static NAT is being used, the management IP is unaffected when a user changes the
management interface.

Perform the following steps to set the primary IP address of a server:

E From the navigation panel, click Servers » Manage Servers. The Manage Servers
page appears. Browse the list to find the server whose management IP address you
want to view.

Or

Search for the server whose management IP address you want to view.

Click the server name. The Manage Servers: Properties page appears.
E Select the Network tab. The network information for the server appears.
The Network tab shows (and allows you to set) the server's management interface.

Bl Set the management interface by selecting it from the Management Interface field.
The IP address for this interface is designated the primary IP address.

B Click Update.

See “Using the Search Feature” on page 53 in Chapter 2 for more information. See
“Server Searching by IP Address” on page 69 in Chapter 2 for more information.

NAT Table Mapping and Managed Servers

Static, one-to-one NAT tables map routable IP addresses between Opsware SAS and
managed servers. Network administrators configure and maintain these NAT tables. After
the static NAT tables are configured, you do not have to perform any additional setup for
Opsware SAS.

Opsware SAS does not control these NAT tables and errors can occur if they are modified
after Opsware-managed servers register their hardware information. The following errors
can occur if the IP address mapping of a server changes:

+ If the IP address on the Opsware SAS side of the NAT mapping is modified, the server
becomes unmanageable and might be marked Not Reachable on the Manage Servers:
Status page. It stays in this state until the Opsware Agent requests another hardware
registration and the server's management IP is updated.

« If an IP address mapped to a particular server is mapped to a different server, both
servers become unmanageable and might be marked Not Reachable on the Manage
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Servers: Status page. This problem is resolved when one of the two servers reports its
IP address during hardware registration. The other server remains unmanageable until
the server registers with the Opsware Agent. Both servers eventually become
manageable.

Server Groups

This section provides information on group of servers within Opsware SAS and discusses
the following topics:

« Overview of Server Groups

+ Types of Server Groups

* Public Group Modeling

+ Ways to Create Server Groups

« Adding a Server to Static Groups, Both Public and Private

» Removing Servers from Static Groups, Both Public and Private
» Duplicating Server Groups

» Rules for Deleting Server Groups

Overview of Server Groups

The Server Groups feature is useful for gathering servers into collections. These groups
can be used as a shortcut for performing the same action on all of the servers
simultaneously, instead of performing the action on each individual server, one at a time.
Server groups can also be used to simply organize groups of servers.

Server groups can be comprised of individual servers as well as other groups of servers.

The My Servers feature can also be used to gather servers and groups of servers, but it

Q has different functionality than the Server Groups feature. You can add individual servers,
groups of servers, and nested groups that you access frequently to My Servers. See “My
Servers” on page 50 in Chapter 2 for information about using this feature.
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Uses for Server Groups
Some recommended uses for server groups include:

+ Grouping servers by OS version

« @Grouping servers by customer

+ Grouping servers by facility

« Grouping servers by deployment stage

+ Grouping servers by use (Server Use in the Server Properties page)

« @Grouping servers by operational boundaries, for example, grouping together all servers
that require identical application configuration

« @Grouping servers by access control boundaries, for example, creating server groups
that are associated with a specific User Group

Permissions Required for Working with Server Groups
Users must have the permissions shown in Table 3-1 in order to perform specific tasks
related to server groups. Only administrators can set permissions.

Table 3-1: Permissions Required for Working with Server Groups
Manage Servers Create, edit, and delete pri-

vate server groups, both
static and dynamic.

Manage Public Server The Manage Servers Per- Create, edit, and delete pub-
Groups missions section on the lic server groups, both static
Other tab in Users and and dynamic.
Groups

Model Public Server Groups | The Manage Servers Per- Model public server groups.

missions section on the See “Public Group Model-

Other tab in Users and ing” on page 96 in this

Groups chapter for more
information.
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Table 3-1: Permissions Required for Working with Server Groups (continued)

Allow Run Refresh Jobs The Manage Servers Per- Add or remove servers from
missions section on the groups before a scheduled
Other tab in Users and job is run. This permission
Groups gives you the option to

refresh group membership
before a job is run so that it
is only run on the servers
that belong to the group
when the job is actually run.

Characteristics of Server Groups
When using server groups, groups have the following characteristics:

 Individual servers can be included in as many groups as you want, or not included in
any groups.

« Adding servers to a group does not remove those servers from the list of all servers
that appears when you click Servers » Manage Servers in the navigation panel.

+ Groups can contain servers and subgroups.
« Server groups are hierarchical (they can be nested) with these caveats:

« Private and public groups cannot be mixed in a hierarchy, but static and dynamic
groups can.

See “Types of Server Groups” on page 95 in this chapter for more information about
private and public groups.

» The rules for a dynamic group are not inherited from a parent dynamic group to a
dynamic subgroup.

See “Dynamic Groups” on page 96 in this chapter for more information about the
characteristics of dynamic groups.

+ Groups do not inherit modeling data from their parents, including node attachments
and custom attributes.

* When you run an operation on a group that contains nested groups, the operation
also applies to all the servers in the nested groups below the current group.
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* When an Application Configuration operation within the SAS Client is applied to
groups, and those groups contain subgroups, the operation does not apply to all the
servers in the subgroups. It only applies to the group upon which the operation was
directly applied.

Types of Server Groups

There are private groups and public groups, and each can be either static or dynamic.

Private Groups

If you belong to a user group that has access to the Manage Servers list, you can create
groups that you alone can see and work with. Only you see your private groups — other
Opsware users cannot see them. Private groups behave the same way as public groups,
with the exception that modeling is not available for private groups. See “Public Group
Modeling” on page 96 in Chapter 3 for information about how the Opsware model affects
groups.

When you create your first group, the default type will be Private Static, which can be
changed to Private Dynamic, Public Static, or Public Dynamic. When you create a sub-
group, the type of group is private if you are in a private group when you create the new
group, and the type is public if you are in a public group when you create the new group.
Public and private groups cannot be mixed in a hierarchy. In other words, if the parent
group is public, the subgroups must be public, and if the parent group is private, the sub-
groups are also private.

Public Groups

Public groups can be created, edited, or deleted by anybody who has Manage Public
Server Groups permissions. Public groups are visible to all users, and can be used by
anybody, regardless of who created them, but only users with the Manage Public Server
Groups permissions can change the rules that govern dynamic groups.

A link called Public Groups appears at the top of server lists. Clicking that link displays a
list of available public groups.

Only public groups can be used for modeling.

Static Groups

Static groups can be either public or private, and no specific permissions are required for
static groups. A static group has servers that are added to and removed from the group
manually. When using static groups, you first create the group, and then select the
servers to populate it.
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Dynamic Groups

Dynamic groups contain servers that are added to or removed from the group based on a
set of user-defined rules. If the rules are changed or the servers in the environment
change, servers will be added to or removed from the group automatically. Rules apply
only to the group being created or modified, not to any subgroups.

Once the rules have been created, Opsware SAS will search for servers that match the
criteria of that specific group, and add them to the group. When the rules are changed,
Opsware SAS will search again, and the resulting group members reflect the changed
criteria. Consequently, as servers are added to or removed from management using
Opsware SAS, the members of the group will change automatically.

Opsware SAS calculates server group membership each time any of the following actions
occur:

+ After users add, delete, or change the rules for dynamic server groups.

* When attributes of servers change such that dynamic group membership could
change.

Additionally, Opsware SAS automatically recalculates dynamic group membership every
hour.

When a user schedules a job to run, dynamic group membership can be determined in
either of the following ways:

« Based on the servers in the dynamic group when the job was scheduled.

+ Based on the set of servers in the dynamic group when the job actually runs. The
membership is recalculated at that time.

Public Group Modeling

With Opsware modeling, the desired state of a server is defined and then applied to
servers. In the case of public server groups — static and dynamic — you can define a
model consisting of applications, patches, service levels, and custom attributes, which will
be applied to all servers in the group. The modeling information is attached to the group,
but not to any subgroups.

If the modeling information changes, the servers in the group are not affected until the
reconcile operation runs on those servers. If the model has already been reconciled on
that server when it is removed from the group, the installed material will be removed at
the next reconcile.

96 Opsware Inc. Confidential Information: Not for Redistribution. Copyright © 2000-2006 Opsware Inc. All Rights Reserved.



Chapter 3: Server Management in the SAS Web Client

Manage Servers Display for Public and Private Groups

As Figure 3-3 shows, server groups appear at the top of the Manage Server list. Public
Groups appear as a link at the top of the list. Private groups, if any have been created,
appear next, followed by the list of individual servers.

Figure 3-3: Manage Servers Displaying Public and Private Groups — Servers and Group View
Resource  Edit  “iew  Tasks  Configuration Tracking _L@ |

D__ Host Name / [P Address 0S Version Stage S Facility Customer e’

4] Public Groups

O @ barbar, 0 Servers (Static)

O barfoo, 0 Servers (Dynamic)
sl

O \J dhcp-8-071.corp.opsware.com :EEp1-B—U1
dL

.corp.opsware.com | Red Hat Enterprise Not Not c29 Opsware
faizals desktop do not touch

ES.S?.H Linux AS 3 Specified Specified
Manage Servers List - Groups Only

When you select View » Groups Only from the menu, information about the number of
servers in a group, the number of groups in a group, and whether the group is static or
dynamic appears in the list of groups, as Figure 3-4 shows.

Figure 3-4: Manage Servers List — Group Only View

Manage Servers (Surnmary View - Groups Only)

| oK || All Operating Systems v || update

Resource  Edit  “Yiew  Tasks  Configuration Tracking

o sE Total Model Custom
] Servers Subgroupz Servers Type Attachments Aftributes  Last Uze

§oai Public Groups 0 113 222 0 0
s
0 Eij A Group 0 1 0 Static 0 0

You can modify your views of servers and server groups by selecting Summary,
Hardware, Software, and Communications from the View menu. You can also elect to
further modify your view by selecting Servers and Groups, Servers Only, or Groups Only.

Operations on Server Groups

Any operation that can be done to a server can be done to a server group, because the
group acts as a container for a collection of servers, and so provides a shortcut to avoid
having to repeat the same operation on each individual server.
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When any of the following operations are performed on a group, they are actually
performed on the servers within the group, not on the group itself.

* Install
« Application
« Patch (Unix patch)
- OS
+ By Template
* Uninstall
» Application
» Patch (Unix Patch)
* Run
« Script
+ Control
+ Custom Extension
+ Comm Test
* Reconcile
+ Customer
+ Usage
» SAS Client operations

+ Configure Application

Audit Application Configurations

Perform Server Audit
» Create Server Snapshot

Also, some operations allow users to refresh the list of servers in the group (if the user
has the Allow Run Refresh Jobs permissions). Users with the correct permissions
schedule a job, and before the job is run, Opsware SAS will update the members of the
server groups upon which the operation is performed. The following actions allow refresh
when scheduling a job:
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« Install Application

* Install Patch

+ Install By Template

* Run Script

+ Run Custom Extension

» Reconcile

Using Server Groups Tabs

When you view group properties, the information for the group appears in the page, as
Figure 3-5 shows.

You can view group properties in either of the following ways:
+ By clicking the This Group link at the top of eac