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1 Introduction

With this integration, users can generate OO flows from the selected PowerShell cmdlets
found in a list of modules/snapins.

Purpose of the PowerShell Wizard Integration

Its main advantages are:

e Automation. Avoid having to repeat the same time-consuming process of creating flows
which execute PowerShell cmdlets. Perform the following steps as an alternative to
using the PowerShell Wizard (multiply by the number of cmdlets):

— Create an empty flow

— Drag and drop the PowerShell Script operation
— Search for the cmdlet description

— Set the required input values

— Add the cmdlet parameters as flow and step inputs (some cmdlets may have
numerous parameters)

— Set the description of the flow. The step inherits its description from the PowerShell
Script operation, but this is not available for the flow.

e Authoring ease. The description of each flow contains the default description of the corresponding
cmdlet which it executes. Therefore, the user is not forced to open the cmdlet description in
a browser and switch between OO and the Internet.

e Module and cmdlet discovery. The wizard discovers the available modules and cmdlets
from a target host.

Supported Versions

Table 1 Supported Versions

Operations Orchestration Version PowerShell Wizard Version

00 Content Pack 7 01.00.00




2 Getting Started with the PowerShell Wizard
Integration

PowerShell Wizard Installer Overview

The PowerShell Wizard Installer installs the PowerShell Wizard (pswizard.exe), which
allows you to create OO flows based on the PowerShell cmdlets discovered in modules and
snapins from a host that you specify when you run the wizard.

Downloading the PowerShell Wizard

The PowerShell Wizard Installer is an executable file that can be downloaded from the HP
Live Network page

1 From https:/hpln.hp.com, click Operations Orchestration Community and log in.

The Operations Orchestration Community page contains links to announcements,
discussions, downloads, documentation, help, and support.

2 On the left-hand side, click Operations Orchestration Content Packs.

3 In the Operations Orchestration Content Packs box, click Content. The HP
Passport and sign-in page appears.

4 Enter your user ID and Password to access to continue.

Click HP Operations Orchestration 9.00, and then select the items that you want to
download.

8 PowerShell Integration Guide



Install the PowerShell Wizard

Follow the PowerShell Wizard instructions. After the PowerShell Wizard is installed, a new
folder is created in the OO Home folder in Studio/tools/. This folder contains the following:

o pswizard.exe. The HP OO PowerShell Wizard application executable.

o pswizard/lib/ folder. Contains the pswizard.exe jar dependencies.

o pswizard/dotnet/ folder. Contains the pswizard.exe dll dependencies.

e conf/ folder. Contains logging configuration and user interface message files.
e OO Home folder/pswizard/uninst. Contains the uninstall icon and other files.

The PowerShell Wizard is available from the Start Menu folder if you navigate to Hewlett-
Packard/Operations Orchestration/Wizards where you can find icons for running the
application or uninstalling it.

Note: On Windows 2008 and Windows 2008 R2 servers, you must have administrative
privileges to install the PowerShell Wizard.

To apply administrative privileges:

(a) On the Start menu, select All Programs > Hewlett-Packard > Operations
Orchestration > Wizards.

(b) Right-click on the PowerShell Wizard for HP Operations Orchestration, and then
select Run as administrator.

You now have administrative (elevated) privileges and can successfully run the PowerShell
Wizard installer.

PowerShell Wizard Dependencies

When you run the PowerShell Wizard, it starts a new javaw process and searches for library
dependencies in the order defined in the classpath:

pswizard\lib\*;

lib\*;

.\.\Studio\tools\lib\*;

.\..\Studio\tools\thirdparty\*;

.\..\Studio\tools\conf (The Wizard SDK searches this conf folder for certain files.)

Besides these dependencies, the wizard uses JNI to invoke C# code. The assembly
dependencies loaded at runtime can be found in the pswizard\dotnet folder.



Configure Logging Settings

Once the installation succeeds, you will find the new files psw.properties and
psw.log4j.properties in the OO home directory, in the Studio/tools/conf/ folder. These
files allow you to configure basic logging settings for the PowerShell Wizard. When you run
the PowerShell Wizard, logging information is written to the PowerShellWizard.log file
which can be found in the OO Home folder in Studio/tools/.

Uninstall the PowerShell Wizard

Before uninstalling the PowerShell Wizard, make sure you back up your installation and
repository. For information on backing up HP Central and Studio, see the OO
Administrator’s Guide.

Note: Uninstalling the PowerShell Wizard deletes all of the resources, files, and folders
created when the PowerShell Wizard was installed. However, uninstalling does not delete
the Studio/tools/ subfolder in the OO home directory if a log file was created there or if the
PowerShell Wizard created a new repository in this folder. This happens when you run the
wizard without providing an absolute repository path.

To uninstall the PowerShell Wizard:
1 Make sure that the PowerShell Wizard is shut down.
2 Open Control Panel, and then click Add/Remove Programs.

3 Scroll down to and highlight HP Operations Orchestration PowerShell Wizard
<version_number>, and then click Remove.

4 When you are prompted to confirm whether you want to remove the PowerShell Wizard
and its components, click Yes.

— The Uninstall Status box appears, in which progress of the removal is tracked in a
progress bar. When the PowerShell Wizard is completely removed, a message box
informs you that the uninstall process is complete.

— If you have any relevant folders open, the message box may tell you that some
components could not be removed. This can be ignored.

5 Click OK.

PowerShell Integration Guide



PowerShell Wizard Requirements

RAS host

PowerShell
HP Operations Orchestration Studio 9.00 (x32 or x64).

Content repository which contains the PowerShell Script operation (UUID fOb2afd2-
5733-47e4-80ba-7f2387cc66d5)

Notes:

The wizard requires an existing environment for products providing PowerShell cmdlets,
but it doesn’t require any additional installations on the RAS host.

If providing the Central’s rcrepo as the content repository when running the PowerShell
Wizard under a domain account, you may receive an error message stating the repository
is locked. This is due to insufficient administrative privileges.

Target host

.

PowerShell with remoting enabled.

For the products providing PowerShell cmdlets, the target host must have the modules
and snapins available. Run one of the following cmdlets to list the required modules and
snapins. Otherwise, it means that the host does not have the cmdlets provided for that
product.

E.ﬂ\dministratur: Windows Powershell EI@

PE C:sUsersooadmin.00DEV> get—module —ListAvailable | select—object name

Mamne

PiDiagnostics
TroubleshootingPack
HebAdministration

PS8 GC:xUserz~ooadmin.O0DEU> Get—PSSnapin —Registered | select—object name

Mane

VHuare .DeployAutomation
UMware . ImageBuilder

UMuare .UimAutomation.Core
UMuare .UimAutomation.License

P8 GC:sUserszs“ooadmin.O00DEU>

Figure 1: How to list the modules and snapiné in the PowerShell console



3 The PowerShell Wizard Steps

The PowerShell Wizard contains only a few steps. The Welcome page contains a short
summary of the wizard. This section describes the steps that the user has to perform.

Step 2. Select Repository

% PowerShell Wizard X
Steps Select repository
1. Welcome to the Enter the repository to open:
PowerShell Wizard
2. Select repository

3. PowerShell
connection

4. Modules page
5. Select cmdlets
6. Finish

< Back Next >

Figure 2: PowerShell Wizard : Select repository page

e In the Enter the repository to open: field, type in the required repository path or click
Browse to locate the required repository.

Following are the repository validation conditions:

e Studio or any other programs should not hold any locks on the repository, that is, it
should not be opened in Studio or anywhere else.

e The repository the must contain the PowerShell Script operation UUID fOb2afd2-5733-
47e4-80ba-7f2387cc66d5

e The selected repository must be compatible with HP Operations Orchestration 9.00.

12 PowerShell Integration Guide



Step 3. PowerShell Connection

g% PowerShell Wizard [ﬁ

Steps PowerShell connection

1. Welcome to the
PowerShell Wizard

Host:
2. Select reposito
3 v Username:
3. PowerShell
e, Password:
4. Modules page Port:
5. Select cmdlets Authentication type: | Default >
6. Finish

[] use ssL

Figure 3: PowerShell Wizard: Connection page

Cancel

Host

Type the name of the host that you want to connect to. If you leave the Host field empty, the
PowerShell Wizard uses localhost as the default.

Note: If Host is empty then the authentication type would be
NegotiateWithImplicitCredential. If the host has been defined, the wizard considers the host
definition provided by the user.

Username

Enter the user name.

Password

Enter the password.

Port

The port values can be in the range of 1-65535. If you set the port value to 0, the wizard
ignores it and uses the default port values. The default port values are: 5985 (HTTP) and
5986 (HTTPS). The Port and Use SSL inputs are ignored for “localhost”.
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Step 4. Modules

% PowerShell Wizard

-

Steps

1. Welcome to the
PowerShell Wizard

2. Select repository

3. PowerShell
connection

4. Modules page
5. Select cmdlets
6. Finish

Modules page

Select the modules and snapins for the cmdlets to be loaded. They will be displayed on the next page.
Default cmdlets (e.g. Get-Process, Get-Service, Get-Host) will only be included if you select the checkbox

below.

Available Modules and Snapins

Selected Modules and Snapins

ADRMS

Applocker
BestPractices
BitsTransfer
PSDiagnostics
ServerManagsr
TroubleshootingPack
WebAdministration

-

["] Add default PowerShell cmdlets ( i. e. the ones that come with PowerShell installation)

FailoverClusters

SalserverCmdletSnapin100
SqlServerProviderSnapin100

Cancel

Figure 4: PowerShell Wizard: Modules page

The wizard detects all the available modules/snapins on the target host and displays them in
a list as shown above. You can select/unselect any module and the wizard retrieves only

those cmdlets contained in the selected modules.

Cmdlets such as Get-Process and Get-Service are not contained in the list of available
modules. These are cmdlets which are available by default in PowerShell. To retrieve the list
of default ecmdlets, select the checkbox Add default PowerShell ecmdlets.
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Step 5. Select Operations (Cmdlets)

% PowerShell Wizard

=X

Steps

1. Welcome to the
PowerShell Wizard

2. Select repository

3. PowerShell
connection

4. Modules page
5. Select cmdlets
6. Finish

Select cmdlets

There are 74 PowerShell cmdlets that matched your search on the given host. Please select the ones you

would like to import.

Search cmdlets:

All available cmdlets

Selected cmdlets

Add-ClusterDisk
Add-ClusterFileServerRole

| Add-ClusterGenericApplicationRole
Add-ClusterGenericScriptRols
(Add-ClusterGenericServiceRole

| Add-ClusterGroup
Add-ClusterNode
Add-ClusterPrintServerRole
Add-ClusterResource
Add-ClusterResourceDependency
Add-ClusterResourceType

L] »

Cancel

Figure 5: PowerShell Wizard: Select cmdlets page

The selected modules are loaded to the PowerShell runspace, and the wizard retrieves the

names of the cmdlets from those modules.

You can move the cmdlets from left to right or right to left. Use the search textbox in case the
list 1s very large, and you have difficulties finding the required cmdlet. The wizard searches
the list for the cmdlets with names containing the search text. In addition, the wizard
updates the list while you are typing.



4 Using the PowerShell Wizard — OO
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Integration

PowerShell Wizard Integration Operations and Flows

Describes the operations and flows in the PowerShell integration.

Generated Flows

Local Repositary - CLEMENS - E:\WORKSPACESICLEMENS | Repositariest... [0 o R 1x° Get Datastore - Flow

B“L‘Pn?ﬂ\r:celeral:orPacks = H lél %b & - o @ I—l_L x :'—"21 fy .‘_:5-v v

How Do I Flowes

T
i
My Ops Flows

Operations
Templates

Powershe

mn

Tutorials I
e Ukility Operations
[=h 22 Wizards
(=)= PowerShell Wizard
% pdd Deploy Rule
," Add Esx Software Depot
% pdd Esx Software Package b

# add Passthrough Device
- pdd ¥m Host Ntp Server Resolved : Error
2 pdd vMHost success failure
-8 apply Drs Recommendation
% ppply ESxImage Profile
-8 apply WWHost Profile
% Compare Esx Image Profile
,9 Connect VIServer

P Copy Datastore Item
2 Copy Deploy Rule
- Copy Hard Disk.
- % Copy YMGUest File
? Disconnect VIServer
% Dismount Tools
-8 Export Esx Image Profile
P Export VApp
# Export VMHost Profile
- Format: WHost Disk Partition
# et advanced Setting
-8 Get Alarm Action
% Gt Alarm Action Trigger
- et Alarm Definition
P et Annotation
,9 iGet CDDrive
-8 Get Cluster
# Get Custom Attribute
. er
- M Get Datastore
- Get Datastore Cluster
% Gt Deploy Rule
- et Deploy Rule Set
P izet Drs Recommendation

Figure 6: Example of a generated flow

The PowerShell wizard generates one flow for each selected cmdlet unless the repository
already contains the flow. For example, if the flow was generated in a previous run of the
wizard.

The name of the flow is obtained from the name of the cmdlet by applying the following rules:

11313

e Replace “-“ with a white space

e Add a white space before a sequence of capital letters.

For example, the name of the flow for the cmdlet Get-IScsiHbaTarget is going to be Get IScsi
Hba Target.

PowerShell Integration Guide



Inputs

Input Required Type Template
password & Single Yalue « | Prompt User
rowDelimiber & Single Yalue w | Prompt User
returnTable O Single Yalue | Prompt User
USErname & Single Yalue | Prompk User
URI & Single Yalue | Prompt User
port = Single Yalue | Prompt User
skipCNCheck Single Yalue | Prompt Lser
colDelimiter Single Yalue « | Prompt Lser
runspacelly = Single Yalue « | Prompt Lser
hiost [&] Single Yalue « | Prompt Lser
snapins [&] Single Yalue | Prompt User
shellURT Single Yalue | Prompt User
enablePiping Single Yalue | Prompt User
authType [&] Single Yalue | Prompt User
skipCACheck & Single Yalue « | Prompt User
modules & Single Yalue w | Prompt User
cmdlet O Single Yalue | Value: Get-Datastore
keepSessiondlive & Single Yalue | Prompk User
scripk & Single Yalue | Prompt User
usessl = Single Yalue | Prompt User
delimiter = Single Yalue | Prompt Lser
Server Single Yalue « | Prompt User
1d = Single Yalue « | Prompt Lser
MName [&] Single Yalue « | Prompt Lser
Datacenter [&] Single Yalue « | Prompt Lser
WMHast [&] Single Yalue | Prompt User
W [&] Single Yalue | Prompt User
Entity [&] Single Yalue | Prompt User
Refresh (& Single Yalue « | Prompt User

Figure 7: Inputs of a generated flow

Each flow has the following inputs:

e Common inputs. All the inputs of the PowerShell Script operation

e Cmdlet parameters. The wizard discovers the parameters of the cmdlet and adds them as

new inputs for the flow and the step. The parameters of the ecmdlet usually start with a
capital letter and are added after the common inputs (for example, the inputs displayed

in the red square above).
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Descriptions

® Gel Datastore - Flow = 1N
Mame: Gt Datastors

URD: SLBIB300-e4d5-447e-adb4- 1 909 305710 Version: | (01/16]12 C65:19 admini) Z‘g
Inguts | Cukpuks | Responses | Description | Sariptet | Advanced

e -
Relr

sistle Rt o 36t of ditastunes the e by e perameters. To gty o server dilferen from tre del s o, wse the <Server pansmster.
i < kgl i erpelen P Dokestore ied

Inputs:
pursswced - The
riwiekiter - [bMMHIMMwMHMnHDmmI'IN- Ciafadl v neswline

Tbrue, Her gach P50 gk emiks. s these PObits, 3] te

el s Lyt ke, rom e Powes e cormche Do v e
e -
URI - Species dentifier (LRT) that defines th du f <Transpart >4 < v i=Ful
ot - Speifies th ek the oenertion. To cennert b th k thy Hhat th . The: defaudk poets are S50 (the et Foe HTTR) WIRRM poet for

CHESR

S Chesk - (N of thee server the server true
colDelimiter - TIEMM.UMJLUM‘!MMBHU!UIMEﬂEDddMR
rurepacedl - IF ot emply, U ope byt L L ries bo use R o ik wede arclh wed i I'l ks
brken o s d d P sk e cper the h ek by o, Th
e gkion t has, useerene, nmmd n\ﬂﬂ!"ﬂ.lﬁc&ﬂ e, user oy I th does ok exdst In the O session.
hast - The i addenas of th and shell L.
vwm ah#mmmmmmthwm“ Each vl the kst £ aregy s (L. the hame, rk the i Mcroandt Furhy el 3100
URT) of the shell that H chion i made. This input ive with host. [ rricrosott.
umu . Ths ingudt - i true. First . = e ls
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wmm—uu Mdnuaof'!‘
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Figure 8: Description of a generated flow
The description of each generated flow contains the following items:
e A description of the cmdlet as found in its native documentation

e A link where the user can find a detailed description of the cmdlet written by the
provider of the module

e The description of the common inputs copied from the PowerShell Script operation’s
description.

e The description of the cmmdlet parameters

e The description of the common results
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Most of the information included in the description can be obtained from the PowerShell
console as shown below:

3 Select Administrator: Windows PowerShell EI @
-

PS C:sUsers“ooadmin.QO0DEV> get—help get—datastore —full

NAME
Get—Datastore

SYNOPSIS
Retrieves the datastores available on a vSphere seruvep._

SYNTAX
Get—Datastore [-Server <{UIServer[1>]1 [-Id <String[1>] [[-Namel <Stringl[1»]1 [-Datacenter <{Datacenter[1>1 [-UHH
MHost[1>1 [-UH <UVirtwalMachinel[l1>]1 [-Entity <UIObject[1>]1 [-Refreshl [<CommonParameters>]

DESCRIPTION
Retrieves the datastores available on a vSphere server. Returns a set of datastores that correspond to the fi
riteria defined by the cmdlet parameters. To specify a server different from the default one. use the —Server|
eter.

PARAMET ERS
—Server <UIServerll>
Specify the vSphere servers on which you want to run the cmdlet. If no value is given to this parameter,
mmand runs on the default servers. For more information about default sevvers, see the description of Con
IServer.

Reguired? false
Position? named
Default value

ficcept pipeline input? false
ficcept wildcard characters? true

{Btringll>
Specify the Ids of the datastores you want to petrieve.

Required? falze
Position? named
Default value

ficcept pipeline input? false
ficcept wildcard characters? true

—Hame <Stringll1>
Specify the names of the datastores you want to retrieve.

Required? false

Figure 9: Obtaining the description from the PowerShell console

PowerShell Script Operation

The operation is used to execute a PowerShell script or cmdlet on a target host, either local
or remote. If the operation executes a single cmdlet, the parameters of the cmdlet should be
passed to the operation inputs.



Inputs

|u PowerShell Sc...n - Properties X 4B

B &

Mame: | Powershel Scripk

UUID: fObZafd2-5733-47e4-80ba-7f 2387 cc66dS ¥Yersion: 72 (11/23/11 18:11 admin)

Assign Categories:
Inputs Outputs| Responses| Descripti0n| Scriptlet|

« = | Inputs Summary 4 X

RAS Operation fields

Action Class; |dotMETwebActions_PowerShell, Iactions, PowerShellBasection
Archive; |dotMETWebActions_PowerShell. dil
RAS: ﬁ IConfiguration/Remote Action Services/RAS_Cperator_Path

Crverride RAS: | ${overrideMRAS)H

Inputs
Remaove Inpuk 4 ¥

Input Required Tvpe Template

hiast ] |Single value - | Prompt User ==
LRI [T Single Yalue « | Prompt User =
shellURI [ Single Value - | Prompt User =
USErTane ] | Single value - | Prompt Liser =
passward [T Single Yalue « | Prompt User =
authType [T Single Yalue - | Prompt Lser =5
useSaL ] | Single value - | Prompt Liser =
skipCACheck [T Single Yalue - | Yalue: =
skipCMCheck, [T Single Yalue - | Yalue =5
port [ Single Yalue - | PrOmpt Lser e
keepSessiondlive [T Single Yalue - | Prompt User =
enablefiping [ Single Yalue - | Prompt Lser ==
runspaceI [ Single Yalue - | PrOmpt Lser e
modules ] |Single value « | Prompt User =
snapins [ Single Value « | Prompt User =
script [ Single Value w | Prompt Lser e
crodlet ] |Single value « | Prompt User =
returnTable [ Single Yalue - | Prompt User ==
delimiter [ Single Value - | Prompt User =
colDefimiter ] |Single value - | Prompt Liser o
rowDelimiter [T Single Yalue « | Prompt User =

Figure 10: Inputs of the PowerShell Script operation
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Connection inputs

host

The hostname or ip address of the PowerShell host. This input is mutual exclusive with URI
and shellURI

Default value: localhost

URI

Specifies a Uniform Resource Identifier (URI) that defines the connection endpoint for the
interactive session.

Value format: <Transport>://<ComputerName>:<Port>/<ApplicationName>
Example: htip://exch2010CAS1/Powershell?serializationLevel=Full

shellURI

Gets the Uniform Resource Identifier (URI) of the shell that is launched when the connection
is made. This input is mutual exclusive with host.

Example: http://schemas.microsoft.com/powershell/ Microsoft. Exchange

Username
The username to use when connecting to the server.

Value format: username@domain or domain\username

password

The password to use when connecting to the server

authType

Specifies the mechanism that is used to authenticate the user's credentials. Valid values:
Default, Basic, Credssp, Digest, Kerberos, Negotiate, Negotiate WithImplicitCredential.
(case-insensitive).

Default value: Default

useSSL

If true, the operation uses the Secure Sockets Layer (SSL) protocol to establish a connection
to the remote computer. By default, SSL is not used. WS-Management encrypts all Windows
PowerShell content transmitted over the network. UseSSL is an additional protection that
sends the data across an HTTPS connection instead of an HTTP connection.

Default port for SSL: 5986.

Default value: false

skipCACheck

Indicates when connecting over HTTPS that the client does not validate that the server
certificate is signed by a trusted certificate authority (CA).

Default value: true

21


http://exch2010cas1/Powershell?serializationLevel=Full�
http://schemas.microsoft.com/powershell/Microsoft.Exchange�

skipCNCheck

Indicates whether the certificate common name (CN) of the server and the hostname of the
server are not checked for being the same.

Default value: true

port

Specifies the network port on the remote computer that is used for this connection. To
connect to a remote computer, the remote computer must be listening on the port that the
connection uses. The default ports are 5985 (the WinRM port for HT'TP) and 5986 (the
WinRM port for HTTPS).

Session and piping inputs

keepSessionAlive

If true, the operation will not close the PowerShell runspace (i.e. the PSSession in case of
remote connections ) created during the execution and returns the runspacelD as the result
of the operation. Actually the PowerShell runspace is saved in the OO session and can be
used in other operations using the runspacelD result of previous operation.

Default value: false

enablePiping

If true, the operation enables piping the way PowerShell does. This input should be used only
when keepSessionAlive input is true. First time the piped objects are null and the scope is to
save the objects resulted from the PowerShell script execution. Next time the piped objects
can be referred in the script as "$_" objects.

Default value: false

Example: First, run "Get-Service" script with enablePiping=true and keepSessionAlive=true,
then run the script "Select-Object -property name,displayname,status | where-object
{$_.Name -1t "C"}" with enablePiping=true keepSessionAlive=true. Observe the use of "$_".

runspacelD

If this is not empty, the operation searches the OO session for keys which equal the
runspacelD. If the operation finds the runspace specified by the runspacelD it tries to use it
and does not create another PowerShell runspace with provided inputs. If the runspace
exists but is broken or unavailable the operation uses its authentication parameters and
tries to reconnect and recreate the PowerShell runspace.

Note: The operation uses the connection parameters of the runspace identified by
runspacelD, not the values provided as user inputs. The operation processes the connection
inputs, for example, host, username, password, authType, useSSL that is provided by the
user only if the runspacelD does not exist in the OO session.
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Additional Modules and Snapins

Modules

A list of PowerShell modules that is loaded after the PowerShell connection is established.
Each value from the list specifies the name of the module to import. Enter the name of the
module or the name of a file in the module, such as a .psd1, .psm1, .dll, or psl1 file. File paths
are optional. Wildcards are not permitted. Specify only the module name whenever possible.
When you specify a file name, only the members that are implemented in that file are
imported. If the module contains other files, they are not imported, and you might be missing

important members of the module. The list of modules should be separated by the comma ","
delimiter.

Example: FailoverClusters

Snapins

A list of PowerShell snapins loaded after the PowerShell connection is established. Each
value from the list specifies the name of a registered snapin, for example, the Name, not the
AssemblyName or ModuleName.

Example: Microsoft.Exchange.Management.PowerShell. E2010

PowerShell script and cmdlet Inputs

script

The script to execute on the PowerShell host. If you want to execute a script from a file just
provide the file path.

Example: C:\PowerShellScripts\GetHost.ps1

Cmdlet

The name of the PowerShell cmdlet to invoke. If the cmdlet has additional parameters,
please provide them as inputs to the operation. If the parameter has the same name as one of
the operation's inputs just prefix it with "_". This input is intended to be used together with
the PowerShell wizard so please use the script input whenever possible.

Result formatting

returnTable

If true, the operation will return a table containing a row for each PSObject that the script
emits. The table's columns represent the properties of these PSObjects, in the
propertyName<delimiter>propertyValue format. If false the operation returns a string
representation of the result similar to the output from the PowerShell console.

Default value: false.

delimiter

The delimiter used to separate each property name from the property value in the output
table.

n.n

Default value:

colDelimiter

The delimiter used to separate columns in the output table.
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Default value: ",".

rowDelimiter
The delimiter used to separate rows in the output table.

Default value: newline.

Running a PowerShell Script on a Localhost

The only setting required to execute the PowerShell scripts on the localhost is that the
ExecutionPolicy must be RemoteSigned. Use Get-ExecutionPolicy to display the current

execution policy and Set-ExecutionPolicy to set the execution policy.

In addition, the required input is the script input.

2 Local PS Script - Debug <

PIHE bk ada

Run Tree

»

Transition History

“®

&’ Run [Local PS Script]

Step Result Inspector
> |5tep [Powershell Script] (Complete) e e

»

@ Step [Resolved : success] (Complete) {Result=0;returnResult=Mame: AdobeARMservice,
Mame: AeLookupSve,

Mame:ALG,

Mame: AppHostSwe,

Mame: AppIDSwve,

Mame: Appinfo,

Marme: Appiamt,

Mame: AudioEndpointBuilder,

Mame: AudioSry,

Mame: AxInstsy,

Mame:BDESYC,

Marme:BFE,

Mame:BITS,

Mame:Browser,

Mame:bthsery,

Marne: CrrtPronSuer.

4| i |

Raw Result | Primary Result I Other Results|

Context Inspector
B 8=l el
= Step Inputs
LRI
authType
crdlet
colDelimiter
delimiter
enableFiping
hast
keepSessionalive
modules
password photokskekol:
pork
returnTable
rowDelimiter
runspacell

Breakpoints & Response Dverrides

»

shell

k.
skipCHCheck

Enable/Disable Al snapins
use5sL
Ereakpoints | Response Cverrides Username
WS

script get-service|select-object name

»

»

leam |

Figure 11: Running the PowerShell Script operation on localhost

If one script requires elevated rights, enter a username and a password.
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Running PowerShell scripts from a File

Run Tree S Transition History ¥
@' RunRun PS Script From File] Step Result Inspector %
- Sk k] plete)
- Step [Resolved : success] (Complete) {Result=0;returnResult= -
Narne : Default Hosk
Version P20

Instanceld ¢ 6e68454c-2098-4462-9212-a6874d94h284
: System.Management, Automation. Internal. Host, InkernalHostUserIn
terface

CurrentCulture @ en-US

CurrentUICulure : en-US

PrivateData

IsRunspacePushed

Runspace

m

sreburnCnde=N:nhierteCnnnk=1 :epesinnli=7A77A304-N1 43-4771-Re33-3hhA 1 4eAARNA: <rrink=Frllowina i< Hhe ™
4| [} | »

Raw Result | Primary Result I Other Resultsl

»

Context Inspector
= A - ¥
2= i =) el
[ Step Inputs
URI
authType
crndlet
colDelimiter
delimiter
enablePiping

»

[

Breakpoints & Response Dverrides % host
keepSessianalive
modules
password
piott
returnTable false
rowDelirmiter
runspacell

| scripk & "C\Scripks\PS Tests\PSScriptGetHaost . ps1”
shellURT
skipCACheck
skipCHNCheck

Enable/Disable &l snaping
useS5L
Breakpoints | Response Owerrides Username Il
Ot e

sk

Figure 12: Running the PowerShell Script operation from a File

To run scripts from a file, just provide the path to that file. This should work in most of the
cases, when the path to the file contains whitespaces, the operation fails. To fix this provide
the path to that file like in the picture above.
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Loading PowerShell Functions from Files

Fowdrshell

Error:

Resolved :
SUCCESS

»

m

Inspeckar

Step Mame: PowerShell Script
Inputs | Results | Display | Description

4 ¥ | Inputs Summary > scripkt

Advanced | Scriptlet

Mame: |scripk
Input Data Flow
Assign From Variable: | soript
&:. Otherwise: :Use Constant

Assign to Yariable: | soript

Input Properties

Validation Format: <ok validated>

Record Under: <run hiskory =

Input Type:

[ Encrypted

:Single Walue

[ Required
z)

-

‘Otherwise: Use Constant' Configuration
Constant Value:

,"CiScriptsiPS Tests)GetParameter . ps1”
(Get-Parameter Get-Process

Figure 13: Using a script to enable all functions from a local file

In certain cases, a PowerShell script depends on functions from other file from the disk. The
script from the picture above might help to load this file and enable all functions and cmdlets
from it. Get-Parameter cmdlet is defined in the file named Get-Parameter.psl.
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Running a PowerShell Script on a Remote Host

# 5 Soripk - Flow < | %58 PS Script - Debug < 4 b BE
P ii . 1
P> B had @
Run Tree b3 Transition History *
i RunPS Script] Step Result Inspector *
: Jotep
@ Step [Resolved @ success] (Complete) {Result=0;returnResult=Mame: AeLookupSve, RequiredServices:, CanPauseAndCont

Mame:ALG,Requiredservices:, CanPauseandContinue: False, Canshutdown: False, Ca
Mame AppHostSyve, RequiredServices: , CanPausedndContinue: True, Canshutdown: T
Mame AppIDSve, RequiredServices: System, ServiceProcess. ServiceController Systen
Marne:Appinfo,RequiredServices: System. ServiceProcess, Service Controller Systern,®
MNarme:AppMamt, Regquired3ervices: , CanPausedndContinue :False, Canshutdown:Fal:
MName:aspnet_state,Required3ervices: , CanPausesndContinue :False, Canshutdown
Name:AudicEndpointBuilder, RequiredServices: System . ServiceProcess, ServiceCanth
Name:AudioSry RequiredServices: System, ServiceProcess, ServiceCaontroller Syskem
MName:BFE,RequiredServices: System. ServiceProcess, ServiceController, CanPausesn
MName:BITS, Required3ervices: Syskem, ServiceProcess, ServiceContraller System, Ser
MName:Browser, Required3ervices: System, ServiceProcess . ServiceContraller System,:
MName:ZertPropave, Requiredservices: System, ServicePracess, ServiceContraller, Can
Name:ZertSve, RequiredServices:, CanPauseAnd Continue: True,CanShukdown: True,
Name:clr_optimization_v2.0.50727_32,Required3ervices: ,CanPauseAndContinue:F.

Nal:gﬁ:rlr nntimization w2.0.50727 4. ReniiredSarvices: CanPanseandCnntinoe:F
4 2

|

Raw Resulk | Primary Result I Other Results

Context Inspector
o T
= Step Inputs -
LRI
authType
crdlet —
colDelimiter
delimiter
enablePiping
hiost exch2010CAS1
keepsessiondlive
modules
password phobetokk:
pork
returnTable

»

m

»

Breakpoints & Response Overrides

rowDelimiter

runspacell

scripk Gek-Service
shellUpI

skipCACheck

skipChCheck

Enable/Disable Al SNaping
use55L
Breakpoints | Response Overrides username oodeviooadmin i
e e

Figure 14: Running the PowerShell Script operation on a remote host

First, execute the script providing only the required inputs: host, username, password and
the script.

Negotiate is the default authentication type if the host is provided as an IP address and
Kerberos for host names. Please refer to PowerShell Remoting and Authentication Types if
the connection fails.
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Formatting the result

The result can be formatted as a table or the same way it will be displayed in the PowerShell
console. The format is decided by the returnTable input described above. If returnTable is
set to false the operation will return the result as in the PowerShell console and like the old
operation.

»

Step Result Inspector

{Result=0;returnResult= -
Skatus Mame DisplayMame

Running AdobeARMservice Adobe Acrobat Update Service

Stopped AsLookupSve Application Experience

Stopped ALG Application Layer Gateway Service E
Running AppHoskSwe Application Host Helper Service
Stopped AppID&v Application Identity

Stopped Appinfo Application Infarmation

Stopped  AppManit Application Management

Running AudicEndpointBu. .. Windows Audio Endpaint Builder
Running AudioSry windows Audio

Stopped AxInsksy Activer Installer (AxInskSy)
Stopped BDESWC BitLocker Drive Encryphion Service
Running BFE Base Filkering Engine

Running BITS Background Inteligent Transfer Ser...
Running Browser Computer Browser

Stopped bthsery Blugtooth Support Service

Running CertPropSyc Certificate Propagation

Stopped clr_optimizatio, .. Micrasoft \MET Framework NGEMN v2.0,...
Stopped clr_optimizatio, .. Micrasoft \MET Framework NGEMN v2.0,...
Stopped clr_optimizatio, .. Micrasoft \MET Frarmewaork MGEM w4.0,..,
Stopped clr_optimizatio, .. Micrasoft \MET Frarmewaork MGEM w4.0,..,
Stopped COMSysApp COM+ Syskem Application

Running CrypkSyve Cryptographic Services

Running CscService Offline Files

Running DcomLaunch DCOM Server Process Launcher

Stopped defragswe Disk Defragmenter

Running Dhep DHCP Client

Running Dnscache DNS Client

Stopped dok3swe ‘Wired AutaConfig

Running DPS Diagnostic Palicy Service

Stopped EapHost Extensible Authentication Pratocal

Stopped EFS Encrypting File System (EFS)

Stopped ehRecvr ‘Windows Media Center Receiver Service

Stopped ehSched wWindows Media Center Scheduler Service

Running eventlog Windows Event Log

Running EwentSystem COM+ Event Syskern

Stopped Fax Fax

Stopped FdPHosE Function Discovery Provider Host -
4 fnr I

Raw Result | Primary Result | Other Resulks

Figure 15: The result if returnTable=false

The result is human readable, but the problem is that it is very difficult to parse, and does
not contain properties which could not be displayed on the screen.

The result can be displayed as a table.

PowerShell session considerations results are displayed as a table. Each PowerShell object
(in this case each service) is displayed by default on a line. Each line contains different

properties of the service (default delimiter is “,”) and the key-value pairs are delimited by “:”.
All these delimiters can be changed, refer to the Inputs section for more information.
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For example Get-Service returns the following result:

Step Result Inspector F3

Mame: AppMgmt, RequiredServices: System, ServiceProcess, ServiceController[], CanPauseandContinue: False, Canshubdown: False, CanStop: False, DisplayMame: Applicatio »
Mame:AudicEndpointBuilder, RequiredServices: System. ServiceProcess, ServiceController[ ], CanPauseAndContinue: False, Canshutdown:False, Canstop: True, Displayham:
Mame:AudioSry, RequiredServices: System, ServicePracess, ServiceCantroller[], CanPauseAndContinue False, Canshutdown: False, CanStap: True, DisplayMame: Windaws £
Mame:AxInstSy, Required3ervices: System. ServiceProcess, ServiceController[ ], CanPauseAndContinue: False, CanShutdown: False, CanStop;: False, Displaytlame: Activer I
Mame BDESWC, RequiredServices: System, ServiceProcess, ServiceController] ], CanPauseandContinue: False, Canshutdown: False, Canstop: False, Displayhame BitLocker D
Mame:BFE, RequiredServices: System, ServicePracess, ServiceCantroller[], CanPauseAndContinue False, Canshutdown: False, CanStap: True, DisplayMame: Base Filkering Er
Mame:BIT3,Required3ervices: System, ServiceProcess, ServiceController[], CanPauseAndContinue: False, Canshutdown:False, Canstop: True, DisplayMame :Background Int) =
Mame :Browser, Requiredservices: System, ServiceProcess, ServiceContraller] ], CanPauseAndContinue: False, Canshutdown: False, CanStop: True, Displayiame: Computer E
Mame:bthsery, RequiredServices: System. ServiceProcess. ServiceCantroller[], CanPauseAndCaontinue: False CanShutdawn: False, CanStop: False, DisplayMame :Blustooth £
Mame:CertPropSve, RequiredServices: System. ServiceProcess. ServiceController[], CanPauseAndContinue:False, CanShutdown: True, CanStop: True, Displaytame: Certifice
Mame:cl_optimization_v2,0,50727_32, RequiredServices: System, ServiceProcess, ServiceController ], CanPauseAndContinue: False, CanShukdown: False, CanStop: False, |
Mame:cl_optimization_v2.0,50727_64,RequiredServices: System, ServiceProcess, ServiceController[], CanPauseAndContinue: False, CanShukdown: False, CanStop: False, |
Mame:clr_optimization_w4.0.30319_3Z, RequiredServices: System. ServiceProcess. ServiceController[], CanPauseandContinue: False, Canshutdown: False, CanStop: False, |
Mame:cl_optimization_w4.0,30319_&4, RequiredServices: System, ServiceProcess, ServiceController ], CanPauseAndContinue: False, CanShukdown: False, CanStop: False, |
Mame:COMSysApp, RequiredServices: System, ServiceProcess, ServiceContraller[], CanPauseAndContinue:False, CanShutdawn:False, CanStop:False, DisplayMame: COM+
Mame:CryptSve, RequiredServices: System. ServiceProcess, ServiceContraller ], CanPauseAndContinue: False, Canshutdown: True, Canstop: True, Displayhame Cryptograp
Mame:CscService, RequiredServices: System, ServiceProcess, ServiceController[ ], CanPauseAndContinue: False, CanShutdown:False, CanStop: True, DisplayMame: OFfline F
Mame:DcomLaunch, RequiredServices: Syskem, ServiceProcess, ServiceController[], CanPauseAndContinue :False, CanShutdown; False, CanStop: False, DisplayMame: DCOM
Mame:defragsve, RequiredServices: System. ServiceProcess, ServiceContraller[], CanPauseandContinue False, Canshutdown: False, CansStop: False, Displayhame: Disk Defr
Mame:Dhop, RequiredServices: System, ServiceProcess, ServiceContraller[ ], CanPauseandContinue False, Canshutdown: True, CanStop: True, DisplayMame: DHCP Clisnt, De
Mame:Dnscache, RequiredServices:System, ServiceProcess, ServiceController[], CanPauseAndContinue: False, CanShukdown:False, CanStop: True, Displayhame: DMS Clienl
Mamedot3sve, RequiredServices: System, ServiceProcess, ServiceController] ], CanPauseandContinue: False, Canshutdown: False, CanStop: False, Displayhame wired Aukc
Mame:DPS, RequiredServices: System. ServiceProcess, ServiceController[ ], CanPauseandContinue False, CansShutdown: True, CanStop: True, DisplayMamme Diagnastic Policy
Mame:EapHost, Required3er vices: System, ServiceProcess, ServiceController[], CanPauseAndContinue; False, CanShutdown:False, CanStop;:False, Displayiame; Extensible
Mame:EFS, Requiredservices: Syskem. ServiceProcess, ServiceController[], CanPauseAndContinue :False, Canshutdown: False, Canstop: False, Displayhame: Encrypting File
Mame:ehRecyr, RequiredServices:System, ServicePracess. ServiceController[], CanPauseandContinue:False, CanShutdown:False, CanStop:False, DisplayMame: Windaws b
Mame:ehSched, Required3ervices: System, ServiceProcess, ServiceController[], CanPauseAndContinue:False, CanShutdown:False, Canstop;False, DisplayMame: Windows I
Mameeventlog, Requiredservices: System, ServiceProcess, ServiceController[ ], CanPauseandContinue :False, Canshutdown: True, CanStop: True, Displayiame: Windows Ev
Mame:EventSystem, RequiredServices:System, ServiceProcess, ServiceContraller] ] CanPauseAndContinue: False, CanShutdown: False, CanStop: True, DisplayMNamme: COM+
Mame:Fax, RequiredServices: Syskem, ServiceProcess, ServiceController[], CanPauseAndContinue:False, Canshutdown;: False, Can3top: False, DisplayMame: Fax, Dependenl
Mame:FdPHost, RequiredServices: System, ServiceProcess, ServiceController] ], CanPauseandContinue: False, Canshutdown: False, Canstop: False, Displayhame :Function Di
Mame :FDResPub, RequiredServices: System. ServiceProcess, ServiceContraller[ ], CanPauseAndCantinue :False CanShutdawn: False  CanStop: False, DisplayMame Functian
Mame:FontCache, RequiredServices: System. ServiceProcess, ServiceController[ ], CanPauseandContinue: False, Canshutdown: True, CanStop: True, DisplayMame: Windows
Mame:FontCache3,0,0,0,RequiredServices :System, ServiceProcess, ServiceController[ ], CanPausedndContinue: False, CanShukdown: False, Canstop:False, DisplayMame b
Mame:gpsve,RequiredServices: System, ServiceProcess, ServiceController[], CanPauseAndContinue: False, CanShutdown:False, CanStop: True, Displayhlarne  Group Policy ¢
Mame:hidsery, Requiredservices: System., ServiceProcess . ServiceController[ ], CanPauseAndContinue:False, CanShutdown:False, CansStop: False, DisplayMame: Human Inke
Mame:hkmsve, RequiredServices: System, ServiceProcess, ServiceController[ ], CanPauseAnd Continue False, CanShutdown:False, CansStop False, DisplayMame: Health Key
Mame :HomeGroupListener, RequiredServices: Swstem, ServiceProcess, ServiceController] ], CanPauseAndContinue: False, CanShutdown;: False, CanStop: False, DisplayMame
Mame HomeGroupProvider,RequiredServices: System, ServiceProcess, ServiceController[], CanPauseAndContinue: False, Canshutdown:False, CansStop:False, Displayhame
Mame:tidsve, RequiredServices: System, ServiceProcess, ServiceContraller[ ], CanPauseandContinue False, Canshutdown: False, CanStop: False, DisplayName: Windows Carc ~
4 mn 2

Raw Result | Primary Result | Other Results

Figure 16: Raw result of the Get-Service flow

The result contains a full list of properties without any additional PowerShell script, for
example, Get-Service | fl, Get-Service | Select-Object Status). Therefore, the status of the
services appears and can be parsed by writing two types filters on the result.

Inspector a
Step Mame:! | Powershell Script
Inputs | Results | Display | Description | Advanced | Scriptlet

& w |Step Resuls > serviceNames 4F X

| Add ”Wlﬁ o MaoFiker Selected

:,'-I./ ReqgEx: 'Mame:[~,]*
}:., Replace All Mame:" with *

Test Filker Input

Test All Filkers

” Test Selected Filters Ijj Jal & Clear | Quick Command

Hame: AdobeilMservice, Bequired3ervices: Systen. 3erviceProcess. ServiceController[],CanPauseindContinue:F  *

alse,Canfhutdowm: False,CanStop: True,DisplayNaue: Adobe Acrobat Update
Service,DependentServices: Systen. ServiceProcess. ServiceController (] ,MachineNaus: ., ServiceNaus: AdobeAl
Mservice,ServicesDependedOn: Systen. Servicelrocess. ServiceController (], ServiceHandle: SafeferviceHandle =

Test Qutput

TWirmemt -

TrinEM

Wlanswc

wmikpSry

WHPHNetworkSve

WPCEwe

WPIBus Enum

wsosve

Wsearch

TAAUSe Xy

wadfsve

Twrandwve -
] 3

Figure 17: Filtering the results



Run multiple PowerShell cmdlets scripts in the same PowerShell Session

This section explains how to run multiple PowerShell Script steps in the same PowerShell
session. When the PowerShell Script has to execute a single script on a remote server
keeping the sessions alive is not necessary. The PowerShell Script connects to the remote
host, creates a new PowerShell Runspace, for example, a new PowerShell session, runs the
full script on the target and closes the runspace and the connection.

If you want to use the PowerShell Wizard and run the generated flows in a different
sequence, you need to consider how much effort is required from the user and whether
additional PowerShell Scripts need to be created in order to general flows. However, there
are situations when you want to keep the PowerShell session alive.

For example, one uses the PowerShell Wizard, connects to a host which has PowerCLI
installed on it and follows the wizard steps to generate OO flows for the PowerShell cmdlets
to execute VMWare tasks. Suppose that after the wizard finishes, the user wants to execute
one simple cmdlet like Get VM.

To run ecmdlets and keep the sessions alive:
1  Run the OOTB Get Datacenter flow generated with the PowerShell Wizard.

Note: This cmdlet does not have any required inputs, however the flow fails to run as
you need to run the Connect VIServer cmdlet. The PowerShell Wizard generates this
flow to solve this problem.

2 Create a flow sequence as shown below.
e Do not modify the generated flow.
e The flow tries to execute Connect VIServer before Get VM.

In the flow below, the parameters specific to the cmdlet were added as flow inputs. The
names appear in capital letters.

G oremos - TR e e
Fie Fd& Tos i

ttei

Ingecter 3

Step Name: | Connect YlServer
Tt | Fresubs | Dusplay | Description | Advarced | Scrptist

S B

Figure 18: Adding values to specific parameters of the cmdlet
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The user runs the flow and provides inputs for the server, user name and password
(Connect VIServer). No inputs are required for the Get Datacenter. The Connect
VIServer succeeds, however, the Get Datacenter fails.

The Get Datacenter fails for the following reasons:

e Connect VIServer passes successfully and the connection to the VMWare server was
established.

e Connect VIServer created a new PowerShell runspace, for example, PowerShell
session and executed the cmdlet which established a valid connection to the server,
however the runspace is closed after the flow runs and the connection is lost.

¢ Get Datacenter flow creates another PowerShell runspace which is different from the
one created by Connect VIServer flow. Therefore, Get-Datacenter cmdlet fails.

The solution to the previous step is to keep the session alive during the execution of the 2
cmdlets.

To do this:

keepSessionAlive=true for the first flow which is Connect VIServer; the runspacelD must
be added to the results of the Connect VIServer flow;

° PS Wizard ¥YMW... sample - Flow | 35 PS Wizard VMW, , sample - Debug % 4 F B
D v E
r
%
_J
et Resolved :
Datafenter success
Error: Error
failure failure
] 1 b
Inspector o
Step Mame: | Connect VIServer
Inputs |[Resultsl| Display | Description | Advanced | Seriptlet
« w | Step Results 4F X
Add Result Remove Result +* 2
Mame From Assign To Assignment Ackion Filcers
runspacelD |Result Field: runspacelD |F|DW Wariable ‘O\IERWRITE |NU Filters |E{>-

Design | Properties
Figure 19: Adding a result to the Connect VIServer flow

runspacelD of the Get Datacenter flow must get its value from the result of the
Connect VIServer. This happens automatically because runspacelD input assigns its
value from the flow variable.
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At this point the flow completes successfully.

Run Tree

FS

M5 Run [PS Wizard YMware sample]
=4 Skep [Connect WIServer] (Complete)

B3 Step [Powershell Script] (Complete)
O Step [Resolved : success] (Complete)
Get Datacenter] {Complste)

Bl Step [Powershel Script] (Complete)
Step [Resolved : success] {Complete)
@ Step [Resolved @ success] (Complete)

Breakpoints & Response Overrides

»

EnableDisable All

Breakpoints | Response Overrides

Transition History ¥
Step Result Inspector -3
{returnResult= -
Mame 1d b
O0datacenter Datacenter-datacenter-21
O0datacenter Datacenter-datacenter-21
;jobjectsCount=1;script=Following is the Powershell script executed on the target ho 3
$5etDatacenter=Get-Datacenter -Server 16,53,236.24
$5etDatacenter; warnings=;FailureMessage=; TimedCOut=;Result=
Mame 1d
OOdatacenter Datacenter-datacenter-21
OOdatacenter Datacenter-datacenter-21
4| (1 +
Raw Resulk | Primaty Result | Other Resulks
Context Inspector F3

8 4l =t el
= Step Inputs
Cluster
d
Location
Mame
MaoR.ecursion
Server 168.53.236.24
LRI
W
WMHosE
aUthType
cmdlet Get-Dakacenter
colDelimiter
delimiter
enablePiping
haost exch2010CASL
keepSessionalive
modules
password bbbkt
pork
returnTable false
rowDelimiter

TR .Y £44 b 40N ATED OEDO mn OV = m A mOEA

m

Figure 20: The execution of the PSWizard VMWare sample flow
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Assign the Result of one cmdlet as a Parameter to another cmdlet

Most of the “get” flows generated through the PowerShell Wizard should work OOTB with
minimum effort from the user. But there are some cmdlets, probably the “new” cmdlets,
which require as parameters the result of another cmdlet. For example, one would like to
create a new virtual machine using the generated flow New VM.

Even if the user follows all the steps described in the previous section, the flow can not be
executed. The PowerShell Wizard generates the flow, but the user can run OOTB flows only
if their parameters have a built-in type (e.g. strings or integers). In case of cmdlets like Get-
Help the parameters can be passed as strings (e.g. the name of the cmdlet to search for help
information). The New VM flow parameters are below:

Iﬁ Operations Orchestration Studio - 'admin' @ Local Repository - CLEMENS - EAWORKSPACESACLEMENS\Repositaries\Repository E@
File Edit Tools Repositony ‘Window Help
Local Repositary - CLEMENS - E/\WORKSPACESICLEMENS\Repositoriest,. O @ 3 2 New ¥M - Flow x 4 F E |G
& Mount Tooks - p =
# Move Cluster H lél % & %
P Miowe Datacenter
& Move Folder Mame: Mew YM #
? Move Inventory UUID: aa500a2d-5624-40ca-bd2f -beddefd3anod ¥ersion: 1 (01/16/12 08:19 admin) § o) ’s
S S e
- Move YApp Tnputs | Gutputs | Responses | Description | Scriptlet | Advanced %
': mz:: thﬂSt “ ¥ | Inputs Summary 1F X
& New Advanced Setting
-2 New Alarm Action Inputs E‘
,° Mew Alarm Action Trigger Add Input ][ Remave Input ][ 4 H RL3 ] %T
,° New CODrive 5
P New Cluster Input Required Type Template &
-8 New Custom Attribute Lt Y e I Kl et = | |F
B tew Custom Field rowDelimiter [ Single Yalue + | Prompt User e o
o New Datacenter returnTable [l Single Yalue + | Prompt User cx
o New Datastare username Single Yalue w | Prompt User B
'@ New Deplay Rule LRI | Single Yalue ~ | Prompt User =
'° Mew Drs Rule port M Single Yalue + | Prompt User =
- ® Now Esx Image Frofis skipCHCheck [] [Single Value | Prompt User G
B e Floppy Drive colDefimiter O Single Yalue « | Prompt User ;}-
o New Folder runspacelD [ Single Yalug « | Prompt User o
'ﬁ New Hard Disk hast [ Single Walue « | Prampt User ?-
'g New I5csi Hba Target snaping Single Yalue « | Prompt User =
:g New Netwark Adapter shellURT Sinale Yalue | Prompt User =
- New CSCustomization Hic Mapping enablePiping [l S!HQ\E Walue ~ | Prompt User ==
. Mo OaCustomization Spec authType [] [Single Value | Prompt User G|
28 N Resource Podl | [ skinChcheck [][Single Value | Prompt User G
B News Scsi Controller = | modules O Single Yalue ~ | Prompt User ;}-
'ﬂ New Snapshot crndlet [ Single Walue - | Yalug! Mew-ym ;)-
'@ New Stat Interval keepSessionalive [ Single Walue « | Prampt User ?-
:g New Template | seript Single Yalue « | Prompt User =
B e vipp useSSL [ Single Yalug | Prompt User B=
- New WICredential Store Trem delimiter [l Single Yalug ~ | Prompt User ==
8 New VIPamission AdvancedOption | - | Frompt User o
£ New VIProperty ost i e Prompt User
8 e VROl Wersion O Single Yalue ~ | Prompt User ;}- L
'ﬂ New Virtual Port Group Marne [ Single Walue - | Prampt User ;)-
'@ New Wirtual Switch ResourcePool [ Single Walue | Prampt User ?-
'@ n v WApp Single Yalue « | Prompt User =
- Mot WMGUsst Route Location [ Single Yalug | Prompt User B=
B [ ——— Datastors ] [single value + | Prompt User =
. News ¥MHost Metwork Adapter DiskHB — Single ¥alus ~ | Prompt User =
8 Nows Yot Profile DiskPath (1 [Single Value | Prompt User G
'o News WMHost Route DiskStorageFormat O Single Yalue w | Prompt User ;)-
'g Remove Advanced Setting MemoryME [ Single Walue - | Prampt User ;)-
:g Remove Alatm Action MurnCpu [ Single Walue | Prampt User ?-
 Remove dlarm Action Trigger Floppy Single Yalue | Prompt Uiser 2=
. Berrne CODFE T | Design | Properties

B3 References & Problems Q, Search

Figure 21: The inputs of the New VM flow
New VM has an input named VMHost. What is the type of this parameter?

The description of the generated flows contains information about the PowerShell cmdlet,
but from size reasons and other considerations we could not include the full description of the
cmdlet as it is displayed when someone executes Get-Help New-VM —full. The description of
the operation contains the original link where the user can find detailed information about
the cmdlet.
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|l Operations Orchestration Studio - ‘admin’ @ Local Repository - CLEMENS - EAWORKSPACES\CLEMENS\RepositorieshRepository

File Edit Tools Repository ‘Window Help

Local Repository - CLEMEMS - E:\WORKSPACES\CLEMENS|Repositariest,.,. O & & 2 New ¥YM - Flow % 4 B |6
- Wounk Tools - =)
- Move Cluster lTI:II ?ﬁ’ i g

# Move Datacenter

- Move Folder Mame: Mew YM # _
- % Move Inventary UUID: 33500a2d-5624-40ca-bd2f-beddcfd3a03d Yersion: 1 {01/16/12 08:19 admin) L
- % Move Resource Pool ‘Assign Categories: i éu
- % Move Template _— Ey
& Move vapn Inputs | Qutputs | Responses | Description | Scriptlet | Advanced ]
# pave ¥M p— =1 |8

-+ ¥ Move VitHost: Creates a new virtual maching with the provided parameters, The netwark adapter and the SCSI
- hew Advanced Setting adapter of the new virtual maching are created of the recommended type For the 05 that is specified by €
- % new Alarm Action the Guestld parameter, If the OSCustomizationSpec parameter is used, the virtual machine is -
& 1ew Alarm Action Trigger customized according to the spec. You must specify values For at least one of the ResourcePool, 2
B [ew CODrive ‘WMHost, and WApp parameters. =
: o
B ew Cluster [GH A WSS, COMY SUDDOFE J0e SI0DEr JPOWEr CRER e ?}‘-‘—
% Rew Custom Attribute Inputs: T

-8 hlew Custom Fisld
- New Datacenter

 Kew Datastore

- % Mew Deploy Rule

- hew Drs Rule

% New Esx Image Profile
- New Floppy Drive

# Mew Folder
#* hew Hard Disk

% Mew 15csi Hba Targst
-8 New Network Adapter

password - The password to use when connecting to the server,

rowDelimiter - The delimiter used to separate rows in the output table, Default value: newline,

returnTable - If true, the operation will return a table containing a row for each PSObject that the
script emits. The table's columns represent the properties of these PSObjects, in the
propertyMame <delimiter >propertyYalue Format, IF False the operation returns a string representation of
the result similar to the output From the PowerShell console,Default value: true

username - The username ko use when connecting to the server, Value format: username@domain or
domainiusername.

URI - Specifies a Unifarm Resource Identifier (URT) that defines the cannection endpaint for the
interactive session. YValue format:
<Transport z:)] <ComputerMame =; <Port >/ <ApplicationName =Example;
hittp: jfexch2010CAS1 [Powershell?serializationLevel=Full

port - Sperifies the netwark port on the remate computer that is used for this connection. To connect

m

- Rew OSCustomization Rlic Mapping
& 1ew OSCustomization Spec
# new Resource Poal

- hew Sesi Controller

% New Snapshot

o & remote computer, the remaote computer must be listening on the port that the connection uses, The
default ports are 5985 (the WinRM port For HTTP) and 5986 (the WinRM port for HTTPS).

skipZNCheck - Indicates whether the certificate common name (CM) of the server and the hostname
of the server are not checked for being the same.Default value: true

colDelimiter - The delimiter used to separate columns in the output table. Default value: )"
- % Rew Stat Interval runspacelD - If not empty, the operation wil search the OO session For keys which equal the

& Lew Template runspacelD. If the operation Founds the runspace specified by the runspacelD it tries o use it and does

£ ew vapp not create another Powershel nunspace with provided inputs. IF the runspace exisks but is broken or
unavailable the operation uses its authentication parameters and tries to reconnect and recreate the
8 New YIPermission PowerShell runspace. Please note that the operation will use the connection parameters of the runspace

o identified by runspacelD, not the walues provided as user inputs. The operation will take into
~ % Mew VIProperty consideration the connection inputs (i.e. host, username, password, authType, useSSL, etc.) provided
- Hew VIROle by user only if the runspacelD does not exist in the OO sassion,

& pew virtual Port Group host - The hostname ot ip address of the PowerShell host. This input is mutual exclusive with URT and
- Mew Yirtual Switch shellURI.Default value: localhost

3 snapins - A list of PowerShell snapins ko load after the PowerShell connection is established. Each
alue from the list specifies the name of a registered snapin {j.e. the Mame, not the AssemblyMame or
ModuleMame), Example: Microsoft.Exchange, Management Powershell E2010

shellURI - Gets the Uniform Resource Identifier {URI) of the shell that is launched when the:
connection is made. This input is mutual exclusive with host.Example:
http:J/schemas. microsoft, comjpowershelliMicrosoft . Exchange

enablePiping - If true the operatin enables piping the way PowerShell does, This input should be used
only when keepSessionAlive input is true, First time the piped objects are null and the scope is to save
the objects resulked from the PowerShell script execution, Mext time the piped objects can be refered in
the script as "§_" objects.Default value: FalseExample: First, run "Get-Service" script with

=~ | Design | Propertiss

m

- New VICredential Store Ttem

-8 hlew YMGLEst Route

2 New YMHost Account
& few YMHosE MNetwark Adapter
#* hew VMHost Profile

% hew VMHost Route

- % Remove Advanced Setting

- Remove Alarm Action
& pemaove Alarm Action Trigger
# pemove CODHve

@ References Yy Problems <, Search

Figure 22: The description of the New VM flow

If the user opens the link in a browser he can observe the types of the cmdlet parameters. In
our case, VMHost is of the same type as the name suggests.
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Parameters

NAME TYPE
VMHost VMHost

Template Template
AdvancedOption AdvancedOption[]
AlternateGuestName String

CcD SwitchParameter
Confirm SwitchParameter
Datastore StorageResource

Figure 23: The VMHost object: parameters

The problem is that VMHost is an object, not a built-in type which can be resolved as a
string. Following the link provided for the VMHost type the user can find which cmdlets
return VMHost objects as it can be observed below. In our case the type suggests that a

cmdlet like Get-VMHost would return this kind of objects.

vSphere PowerCLI Reference

VMHost - Object

Property of
VMHostProfilelnput, HostVMKernelVirtualNic, EsxCli, VirtualMachine, VMHostFirewallDefaultPolicy, Log, VMHostPatchResult, HostService, VMHostAUl

HostVirtualNic, VMHostDiagnosticPartition, VirtualSwitch, VmHostModule, ViMHostNetworkInfo, HostNic, IScsiHba, VMHostProfile, VMHostPatch, Hos|
NicTeamingPolicy, VMHostProfileIncompliance, PciPassthroughDevice

Parameter to
Start-VMHost, Restart-VMHost, Get-VMHostHba, New-VMHostNetworkAdapter, Get-PassthroughDevice, Get-Datacenter, Get-Cluster, Remove-Dat

VMHostNtpServer, New-VMHostProfile, Get-VMHostService, New-VM, Import-VMHostProfile, Add-VmHostNtpServer, Suspend-VMHost, Stop-VMHo st

VMHostFirewallDefaultPolicy, Get-VMHostStartPolicy, Get-VMHostProfile, Get-VMHostDiagnosticPartition, Get-VMHostNetworkAdapter, Set-VMHostH

Datastore, Get-VMHostStorage, Get-VMHostNetwork, Get-VMHostFirmware, Get-VirtualSwitch, Test-VMHostProfileCompliance, Get-VirtualPortGrou,

VMHostDisk, Get-EsxCli, Get-VMHostProfileReguiredInput, Get-VMHostAuthentication

Returned by
Start-VMHost, Add-VMHost, Set-VMHost, Suspend-VMHost, Stop-VMHost, RestarthMHost,lGet—VMHcst,!Mcve—VMHost Get-HAPrimaryVMHost

Extends
VIContainer

Figure 24: The VMHost object : additional information

In the previous section, we explained how to execute in the same PowerShell session multiple
0O flows generated with the PowerShell wizard. At this point we can imagine the following

chain of cmdlets which need to be executed to create a new vm:

Connect-VIServer — this must be executed before any VMWare cmdlet;

Get-VMHost — we need the result of this cmdlet as parameter for the next cmdlet;

New-VM - this cmdlet actually creates a new virtual machine.

New VM has other parameters beside VMHost which are not built-in, but we are going to
explain how to solve the VMHost parameter, because the process is the same for the other

parameters, too.
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You need to execute 3 cmdlets in the same PowerShell session. You have generated flows for
each of the cmdlets and executed them in the same session. The next step is to take the
result of the Get-VMHost cmdlet and pass it to the New-VM cmdlet? Select from one of the

following solutions:

Solution 1: Creating a new PowerShell Script step

Powershell
Script

Error :
failure

r
> "'-, -'#@—-su:::ss_b-
3
NETVM
Error:
failure

Resolved :
SUCCESS

Figure 25: Add a PowerShell script step to the flow

Create a new PowerShell script in addition to the generated flow that you want to run. If you
keep the session alive during the execution of the 2 PowerShell script steps, you can use the
PowerShell script variables defined in the first step to pass them in the script of the second
step or as parameters for the generated flow. In this case, you are not using the generated
flows for Connect-VIServer and Get-VMHost, however you need to write the script.

1 Execute the following script, then save the result of the Get-VMHost cmdlet in the
PowerShell variable named $vmHost.

Inspeckor

Step Mame: | PowerShell Script

4 ¥ |Inputs Summary >  scripk

Inputs | Resulks | Display | Description | Adwanced | Scriptlet

Mame: | script
Input Data Flow
Assign From Yariable: | soripk
k’ Otherwise: :Use Constant

Assign to Variable: | soipk

Input Properties

Validation Format: <not validated >

Record Under: <run higkory =

Input Type: :Single ‘alue

[ Encrypted

[] Required
x]

-

-
‘Otherwise: Use Constant’ Configuration

Constant Yalue:

$vmHost = Get-YMHost wmHostMame

Connect-vIServer -Server server -Lser user|-Passw0rd $Apassword}

Figure 26: Use a variable to save the result of the step

2 The next step is to assign the value of the VMHost input from the $vmHost variable.
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]|$Power5hell Pa...Example - Flow X

Input Data Flow 'Otherwise: Use Constant' Configuration

Assign From Variable: |'v'MHost - | Constant Value:

4 ¢ B
BE& | rBRRX 0N [D- @
-
-
FowgrShell Resolved
SLCCESS =
‘r ‘ ‘r ‘
Error: Error i
Step Mame: |New WM |
Inputs | Results | Display | Description | advanced | Scriptiet |
i |Inputs Summary > ¥MHosk 4 X
Mame: |\.-'MHost | Input Type: | Single Yalue -

ﬂ) COtherwise: [Use Conskank v] $vmnHost

Assign to Yariable; |W—fost

h |

Input Properties

Encryphed Required
Walidation Format: [ <not validatad> - ]
Record Under: [ run hiskory = - ]

Design Properties|
Figure 27: Assign the variable to the VMHost input of the flow

This way we managed to pass PowerShell cmdlets results between OO flows generated

with the PowerShell wizard.

Note: The $var refers to PowerShell variables and ${var} refers to OO flow variables
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Solution 2: Run a PowerShell Script in the Generated Flow Context

Errar:
failure

Resalved :
sUCCEsSS

Figure 28: The NewVM Flow

The second solution is to execute the previous defined script in the context of the generated
flow. The PowerShell script operation has two inputs which build the script that is going to

be executed:

Script — a PowerShell script to execute on target host;

Cmdlet — the PowerShell cmdlet name. If the script input is not empty, than the PowerShell
script defined by this input is going to be executed before the cmdlet. Although the script is
executed in the same PowerShell runspace with no extra settings.

The solution is shown in the following flow:

,? PowerShel Pa...Example - Flow | ;,9 *pS Parameter...ample 2 - Flow > ‘

HE& B v BRX 0N D~

@~

4 rBE

-—0

Resolved
Success

Error
failure

Inspector

Step Mame: New WM
Inputs Results‘ D\sp\ay’l Des:riptiunl Advanced ‘ Scnptlst‘

= v | Inputs Summary > script P X
Remave Input % ¥
Assign To Input Required Type From
host ] |single value « | Prompt User =2 [P
snapins = Single Yalue + | Prampt Lser =
shellURT Single Yalue + | Prampt Lser ==
enablePiping & Single Value + | Prompt User =
authType O Single ¥ alue | Prompt User |
skipCacCheck & Single Yalue + | Prampt User B
madules Single Yalue + | Prampt Lser ==
crndlat & Single Value - | Value: New-yM =
keepSessiondlive & Single ¥ alue « | Prompt User =B
Lscr\pt Single Value | Walue: Connect-VIServer -server server -User User -P... | |
useSsL Single Yalue + | Prampt Lser =
delimiter ] Single Value + | Prompt User =
AdvancedOption & Single Yalue | Prompt User =
‘VMHost = Single Value | Walue: $vmHost B
Version I Single Yalue + | Prampt Lser =
Mame ] Single Value + | Prompt User =
ResourcePool & Single Yalue | Prompt User =
VARp ] |Single Value + | Prompt User B
Location = Single Yalue + | Prampt Lser =
Datastare [&] Single Valus « | Prompt User =
DiskMB ] |single value + | Prompt User = -
Design | Properties |

Figure 29: Add a script to the input of the flow
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Solution 3: Using generated flows only and minimizing the user effort

” v r

& "%, %,

R b b

v 4

Connect Get%Hnst NE?VM Resolved
WISgrver

Error: Error: Error

failure failure Tailure

SUCCESS

Figure 30: Using only generated flows

The result of each PowerShell cmdlet executed from a generated flow is saved in a

PowerShell variable with the same name as the cmdlet, for example, for Get-VMHost the
variable is $GetVMHost.

Without writing any PowerShell script, the user can execute Get VMHost generated flow and

know that the result of this cmdlet is saved in the $GetVMHost variable. Pass the variable to
the VMHost input of the New VM flow.
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PowerShell Remoting

Overview

Enable PowerShell remoting, by running the following cmdlet: Enable-PSRemoting.

In workgroup environments, enable classic mode authentication for network logons. This can
be performed by opening the "Local Security Policy" from Control Panel and selecting
"Administrative Tools". Navigate to "Local Policies" — "Security Options", double-click on
"Network Access: Sharing and Security Model for local accounts" and set it to classic.

Modify the WSMan trusted hosts setting, by adding the IP addresses of all remote clients to
the list of trusted hosts. This can be done using one of the following commands:

Set-item wsman:localhost \ client \ trustedhosts -value * (adds all computers as trusted hosts)

Set-item wsman:localhost \ client \ trustedhosts -value Computer (only adds Computer to the
trusted hosts)

Set-item wsman:localhost\client \ trustedhosts -value *.domain.com (adds all computers in the
specified domain)

Set-item wsman:localhost\client \ trustedhosts -value 10.10.10.1 (adds the remote computer
with the IP address 10.10.10.1 to the trusted hosts list).

Enable Remoting Using GPO (Group Policy Obijects)

While remoting can be enabled manually using Enable-PSRemoting, it is recommendation is
to use GPO management tools whenever it is possible. Use GPO to apply policies on a single
host (i.e. the target PowerShell host) or a group of servers.
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Group Policy Configuration for a single host

To enable PowerShell remoting for a single host execute the following steps:
1 Open Group Policy Management console, for example, gpedit.msc.

2 Go to Local Computer Policy — Computer Configuration — Administrative Templates —
Windows Components.

—] ]
| Local Group Policy Edito )

| File Action View Help
NENN 7 Ro:l 4
4 & Computer Configuration
i [2 Software Settings = || Event Log Service Setting o
[ ¢+ [ Windows Settings ] Network Projector l
| 4 [ Administrative Templates 1 Online Assistance t
: E g Ec;ntwﬂg:kpana ] Parental Controls I
o [ Presentation Settings
I '__j Printers 1 Remote Desktop Services
1> 7] System .
- lj Windows Componentsl '__:‘ RSS Feeds
] ActiveX Installer Service ‘:_' Search
[ Application Compatibilit [ Security Center
| [ AutoPlay Policies [l shutdown Options
1 2 Backup 1 Smart Card
I ] Biometrics [ Sound Recorder ||
I i+ [3 BitLocker Drive Encryptic 1 Tablet PC i
ll .::l Credential User Interface _ <o v i
« i v Extended /, Standard /

Figure 31: Group Policy Configuration : Windows components section

3 In the Windows Components listed in the right pane we are interested in two of them.
The first one is Windows Remote Management (WinRM) and the second one is Windows
Remote Shell. The next step will refer to the first one, therefore browse the components
and open Windows Remote Management (WinRM).

L oot gy ' R 1
¥

File Action View Help
| 2@ = Hm T

4

3 Windows Calendar =
2 Windows Color System | |
2 Windows Customer Expenence Improvemen Select an item 10 view its Setting State Comment
' = Windows Defender description. 1) Allow automatic configuration of listeners Mot configu_. No
f i & Windows Errar Reporting 1] Allow Basic authentication Mot configu_ Na
| » & Windows Explorer 1] Allow CredSSP authentication Not configu.. No
f R Winclawrs Instaliey 22 Allow unencrypted traffic Not configu_. No
_‘_ x:xgz ::::’" Optino 11 Specity channel binding token hardening level Mot configu_. No
1 Windows Madia Cantar &) Disallow Kerberos authentication Not configu_. Mo
“ Windows Media Digital Rights Management 2 Disallow Negotiate authentication Mot configu_ No
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2 Windows Messenger 2] Tum On Compatibility HTTPS Listener Mot configu-. No
2 Windows Mobility Center
21 Windows Reliability Analysis
4 1 Windows Remate Management (WinRM) | =
1 WinRM Client
1 WinRM Service
1 Windows Remote Shell I
2 Windows SideShow
L 2 Windows System Resource Manager o « e | »
|« i 'i ' A\ /Standard [
|9

Figure 32: Group Policy Configuration : WinRM Service section
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WinRM is the service which PowerShell uses for remote sessions. WinRM can be
configured as client or service, depending on the role the host is going to have in a
PowerShell connection (i.e. request access to execute scripts on other hosts or allow other
hosts to execute scripts on the current host). At this point the user can enable different
authentication types, specify the trusted hosts, enable HTTP or HTTPS listeners, etc.

There are some other default settings the user might want to change in a production
environment. These settings can be found in Windows Remote Shell as shown below:

R — = rﬁi =
P TP T T e - . mm . = WS

| File Action View Help

|y 2@ =BT |
Windows Calendar o . Windows Remate Shell ||

Windows Color System

Windows Customer Experience Improvemen Select an item to view its Setting State Comment

Windows Defender description. 2 Allow Remaote Shell Access Not configu_ No

Windows Error Reporting ' Specify idle Timeout Mot configu_ No

Windows Explores 31 MaxConcurrentlisers Mot configu_. No

| x:::‘:\ﬁ :’:::Lt;)plmm i Specify maximum amount of memory in MB pe.. Mot configu_ No !
Windwes Mail i Specify maximum number of processes per Shell Mot configu_ No

Windows Media Center

Windows Media Digital Rights Management 1 Speaily Shell Timeout Mot configu.. Mo

Windows Media Player |

Windows Messenger

Windows Mobility Center {l

Wincows Reliability Analysis

Windows Remote Management (WinRM) |

Windows Remate Shell i

‘Windows SideShow

i Windows System Resource Manager

Windows Update
All Settings - . n [

) specify maxmum number of remote shells per . Not configu. No
|

P + |\Extended /Standard i
|| 7 setting(s)

= =

Figure 33: Group Policy Configuration : Windows Remote Shell section

The user can specify the maximum number of remote shells per user (default is 2) or the
maximum amount of memory in MB for shell (default is 150).

After configuring the GPO you might need to restart the computer in order to apply the
policies or try to run the command gpupdate.
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Group Policy Configuration for a group of servers

Sometimes the GPO policies must be applied on multiple server hosts and repeating the
above steps on every server might not be the best solution. Therefore, the user can create a
new GPO policy, configure it and apply it on a list of servers.

1
2

Go to the domain controller or on a server where gpmc.msc is available and open it.

Right click on the Group Policy Object item as in the following picture and choose New.
Fill in the name for the new GPO and select the policy to inherit from, then go to the next

step.

_g':' Group Policy Management !E E
b File  Action  View Window Help

JEETE
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0 ®
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Microsoft Exchange Security Groups
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Mew Windaw fram Here

Refresh

Help

Group Policy Objects in oodev.hp.ro
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=/ Default Damain Policy
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KN E—

Figure 34: Using Group Policy Objects - step 1

3 Right-click the new GPO and select Edit.
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Figure 35: Using Group Policy Objects - step 2

Configure the GPO same way as for single hosts.

Now that there is a new GPO, you can apply it to a group of servers. The following
example shows you how to link it on an existing OU from AD, however this can be
applied to other groups either. The GPO interface displays the existing OU’s from the
domain controller AD. To link a GPO to an OU, go to that, right click it and select Link

an Existing GPO.

g Group Policy Management !E E
3 File  Action Wiew ‘Window Help ‘ o = |
= %@ 0|0 EE
(&, Group Palicy Management Group Policy Objects in oodev.hp.ro
= _ﬁ Forest: oodev.hp.ro Conterts |
1 [ Damains Delegation I
E 5 oodev.hp.ro Name ~
b
) Default Domain Policy 1=/ Defaul Domain Controllers Policy
= | Domain Contrallers ? Distault Darmain Falicy
Microsaft Exchange Security Groups = PowerShell Femoting
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~ " Link an Existing GPO...
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Elock Inheritance
Group Policy Modeling Wizard. ..
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Neww Window Fram Here
Delete
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Refrash
Propetties
Help
N i
|Se|act an existing GPO and link it to this container |

Figure 36: Using Group Policy Objects - step 3

The GPO settings will be applied to all servers contained in the selected OU. Although a
GPO update might be required and also a reboot for the servers before the policies are

actually applied.

Note: Local policies overwrite domain policies.

PowerShell Integration Guide



Enable Remoting for Non-Administrative Users

To establish a PSSession or run a command on a remote computer, the user must have
permission to use the session configurations on the remote computer.

By default, only members of the Administrators group on a computer have permission to use
the default session configurations. Therefore, only members of the Administrators group can
connect to the computer remotely.

To allow other users to connect to the local computer, give the user Execute permissions to
the default session configurations on the local computer.

The following command opens a property sheet that lets you change the security descriptor of
the default Microsoft.PowerShell session configuration on the local computer.

Set-PSSessionConfiguration Microsoft.Powershell -ShowSecurityDescriptorUI

. Permissions for http://schemas.microsoft.com; powers... [E3

http: £ fschemas. microsoft. comd powershell/Microsoft Powershell |

Grou

52 Administrators [EXCH2010CAST\Administrators]

Agd... | Bemove |
Permizzions for peuger Al Deny
Full Controljall Operations) O
Fead|Get,Enumerate, Subscribe] O O
Wwite[Put,Delete Create) O O
Execute(lnvoke) a a
Special pemizsions O O

For special permizzions or advanced settings, Advanced |
click Advanced. —
Leain about access control and permissions

0k I Cancel | Apply |

Figure 37: Adding a user to the PowerShell session configuration
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Authentication Types

Basic

Client side steps

Allow unencrypted communication for the client, by running the following
PowerShell command: set-item wsman:\localhost\client\AllowUnencrypted -value
true

Enable Basic authentication for the client, by running the following PowerShell
command: set-item wsman:\localhost\client\auth\Basic -value true

Server side steps

Notes

Turn off encryption for the WinRM service, by running the following PowerShell
command: set-item wsman:\localhost\service\AllowUnencrypted -value true

Enable Basic authentication for the service, by running the following PowerShell
command: set-item wsman:\localhost\service\auth\Basic -value true

The client and server can be in different domains.

When using Basic authentication, a local user account must be provided for
authentication on the remote host.

Basic can be used when the destination is an IP address.

Basic can be used when the destination is one of the following: localhost, 127.0.0.1,
[::1].

The cluster name, as well as the hostnames of the cluster nodes can be used for the
destination host.
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CredSSP

Client side steps

e Enable CredSSP authentication for the client, by running the command: Enable-
WSManCredSSP -Role Client -DelegateComputer WSMAN/*.

o Allow delegating fresh credentials by performing the following steps. Open
gpedit.msc and go to Computer Configuration — Administrative Templates —
System — Credentials Delegation. Enable "Allow Delegating Fresh Credentials" and
add the wsman hosts to the server list. Run gpupdate /force from command line to
force policy update.

Server side steps

e Enable CredSSP authentication, by running the following PowerShell command:
Enable-WSManCredSSP -Role Server

e C(Create a new https listener by using the following commad: winrm create
winrm/config/Listener?Address=*+Transport=HTTPS.

Domain Controller side steps

e Ifthe NETWORK SERVICE doesn't have "Validated write to service principal
name", either try running the following command: dsacls
"CN=AdminSDHolder, CN=System,DC=domain,DC=com" /G "Sn-1-5-
20:WS;Validated write to service principal name" or open ADUC, go to Computers —
DC object — Security, select Network Service and give it "Validated write to SPN".

Default

When Default authentication is used, the following situations can occur:

o Kerberos is the method of authentication used if the client is in the same domain as
the destination host, and the value specified for that host is not one of the following:
localhost, 127.0.0.1, [::1].

e Negotiate is the method of authentication used if the client is not in the same domain
as the destination host, or the value specified for that host is one of the following:
localhost, 127.0.0.1, [::1].

Digest

e Digest authentication is not supported for remote connections. It cannot be
configured for the WinRM server component.
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Kerberos

Client side steps

Enable Kerberos authentication for the client, by running the following PowerShell
command: set-item wsman:\localhost\client\auth\Kerberos -value true

Server side steps

Notes:

Negotiate

Enable Kerberos authentication for the service, by running the following PowerShell
command: set-item wsman:\localhost\service\auth\Kerberos -value true

The client and server must be in the same domain.

Either a local or a domain user account can be provided for authentication on the
server host.

Kerberos cannot be used when the destination is an IP address.

Kerberos cannot be used when the destination is one of the following: localhost,
127.0.0.1, [::1].

The cluster name cannot be used to specify the host. Only the hostnames of the
cluster nodes can be used for the destination host.

Client side steps

Enable Negotiate authentication for the client, by running the following PowerShell
command: set-item wsman:\localhost\client\auth\Negotiate -value true

Server side steps

Notes
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Enable Negotiate authentication for the service, by running the following PowerShell
command: set-item wsman:\localhost\service\auth\Negotiate -value true

The client and server can be in different domains.

Either a local or a domain user account can be provided for authentication on the
server host. Local accounts can only be provided when connecting to the localhost.

Negotiate can be used when the destination is an IP address.

Negotiate can be used when the destination is one of the following: localhost,
127.0.0.1, [::1].

The cluster name, as well as the hostnames of the cluster nodes can be used for the
destination host.
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Negotiate WithImplicitCredential

Notes

e  When using NegotiateWithImplicitCredentials, no credentials should be provided.
The current logged-on user account will be used for authentication. This can either be
a local or a domain user account.

e NegotiateWithImplicitCredential can only be used when the destination is one of the
following: localhost, 127.0.0.1, [::1].
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6 Troubleshooting

This section provides troubleshooting procedures that you can use to solve problems you may
encounter while using the wizard. It also includes an error message you may receive while
using the integration and offers descriptions and possible fixes for the error.

Could not connect to the host

The possible reasons are:
e The user credentials are not correct.

e The user does not have permission to execute PowerShell scripts on the target host.
Make sure the user has admin rights or refer to the section Enable Remoting for Non-
Administrative Users.

e Authentication problems (most common). Refer to Running a PowerShell Script on a
Remote Host.

e The WinRM service is stopped on the target host.

e  WinRM default ports (5985 and 5986) were changed. You need to provide the correct
port in the connection page of the wizard.

The wizard fails to load modules on a x64 localhost.

Some modules cannot be loaded using the wizard, but they are loaded from the PowerShell
console. By default, the wizard runs in a x32 process (depends on the OO jre) which ends up
calling x32 PowerShell. The x32 version of PowerShell cannot load some modules (e.g.
FailoverClusters) therefore the wizard fails. In order to fix this, do not leave the host input
empty. Instead, you need to provide the “localhost”. This way, the wizard will try to
authenticate the localhost like any other remote host. Note that remoting rules should be
satisfied for localhost in this case. If user is left empty, the wizard will connect using the
NegotiateWithImplicitCredential. Otherwise, you need to provide user credentials and
authentication type as for any other remote host.
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The user has exceeded the maximum allowed number of remote shells

The user has exceeded the maximum allowed number of remote shells. This error would
probably occur if the user stresses the wizard with too many “back and next” actions without
running the wizard from start to end. Refer to Group Policy Configuration sections in order
to increase the allowed number of remote shells per user.

owerShell Connection Error

Zould not connect to karget Powershell host,
ErroridotMETWebactions _Powershell, PowerShellExceptions
\SessionException: Could not conneck to host, ---= System
Management. Automation. Remating. PSRemotingTransportE
xcepkion: Connecting ko remote server Failed with the Follow
ing error message : The Wa-Management service cannot pr
ocess the request, This user is allowed a maximum number o
f & concurrent shells, which has been exceeded. Close exisk
ing shells or raise the guota For this user, For more informati
on, see the about_Remote_Troubleshooting Help topic,

--- End of inner exception stack trace ---
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Figure 38: Connection Error - number of remote shells has been exceeded
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