HP Operations Manager

for the Windows operating system

Software Version: 8.10

PDF version of the online help

This document is a PDF version of the online help that is available in HP Operations for Windows.
It is provided to allow you to print the help, should you want to do so. Note that some interactive topics
are not included because they will not print properly, and that this document does not contain hyperlinks.

Document Release Date: July, 2008
Software Release Date: July, 2008



HP Operations Manager for Windows 8.10 Online Help
TABLE OF CONTENTS
Legal notices 42
HP Operations Manager for Windows 43
HP Operations Manager for Windows and the MMC 45
Software Support Online 47
Getting Started 48
First steps 50
License HP Operations Manager for Windows 51
Obtain a license 53
View a license report 54
High contrast option 56
Keyboard navigation 57
How to use help 58
For more information... 60
Terminal Services Support 61
Administering Your Environment 62
Set up an operator's view 63
Configuration toolbar 65
HPOM Security 66
HPOM group accounts 67
HPOM user accounts 69
Update HPOM user accounts 70
Access requirements for NTFS partitions 73
Trust relationships between Active Directory domains 74
Installing DCE agents on backup domain controllers 76
Security Audits 77
Log files and event sources 79
Audit policy management and deployment 80
Audit the security server 82
Audit the message and action server 83
Audit message changes 85
Message change audit event log 87
© Copyright 1999 - 2008 Hewlett-Packard Development Company, L.P. Page 1



HP Operations Manager for Windows 8.10 Online Help
Message change audit event attributes 89
Restrict message change auditing to higher severities 93
Handle large annotations and message texts 94

Enable and disable security audits 95

Security audits in a high-availability environment 98
Auditing security 102
DCE RPC Communication without using the Endpoint Mapper 103
Concepts of DCE RPC communication without endpoint mapper 105
Configuring the HPOM management server system 108
Configuring HP Operations managed node systems 110
Server port specification file 113
Configuration examples 117
Verifying configuration 120
Troubleshooting 122
Variable reference 125
Internal process handling 127
Improved Management Server Availability 129
HPOM installed on a clustered Windows 2003 server 130
Check cluster consistency 131
Cluster check report 132
Cluster consistency enforcement 134
HPOM Cluster Resource Group 137
Reinstall the management server agent 139
Configure the Cluster Consistency Check resource 140
Registry key replication 141
Failover to backup server 142
Backing up and Restoring the HPOM Management Server 143
Back up the HPOM database 144
Restore the HPOM database 147
Back up miscellaneous data and files 149
Configuring the Database 151
Maintain the database 152
Distribute database files and log files to to different disk drives 153

© Copyright 1999 - 2008 Hewlett-Packard Development Company, L.P. Page 2



HP Operations Manager for Windows 8.10 Online Help

Maintain acknowledged messages in the management server database 155
Message download 157
Resize SQL Server virtual memory usage 159
DB Maintenance Component details 160
Change history database default settings 161
Implement a remote Microsoft SQL database 165
Install and configure the management server database 166
Install and configure the remote database system 168
Final configuration steps 169
Configuring Managed Nodes 171
Specify nodes to be managed 174
Select nodes from discovered nodes list 175
Create new nodes 176
Create new node groups 178
Check prerequisites for managed nodes 179
Delete, copy, and move managed nodes 182
Change names and IP addresses 184
Agent ID on server and node mismatch 189
Resolve the IP address of the management server 191
Add node to node group after upgrade from Windows 2000 to Windows 2003 193
Discover managed nodes 194
SNMP discovery 196
Specify IP range for DNS discovery 198
Filter domain view 199
ADS discovery example 200
Configuring node information 201
Configure general information for managed nodes 202
Configure network information for managed nodes 204
Configure messages information for managed nodes 207
Configure system information for managed nodes 208
Configure tools for managed nodes 210
Configure outage information for managed nodes 212
View node group information 214

© Copyright 1999 - 2008 Hewlett-Packard Development Company, L.P. Page 3



HP Operations Manager for Windows 8.10 Online Help
System type, OS type, and OS version information 215
View policy and package inventory 216

Configuring external nodes 217
Configure general information for external nodes 220
Configure details information for external nodes 221
Configure order information for external nodes 223
Configure outage information for external nodes 224

Cluster support in HPOM 225
Server or cluster failover behavior 226
Reconnect to the policy management server 228
TruCluster system information 229

Optimizing HPOM node name resolution 231
Avoid unnecessary name resolution for virtual nodes 232
Reduce the number of Windows API calls gethostbyname() and gethostbyaddr() 234
Configure the number of retries for gethostbyname() and gethostbyaddr() 236
Avoid unnecessary reverse name resolution 237

Configuring Agents 239

Remote agent installation 240
Install agents remotely 241
Configure agent deployment to UNIX and Linux nodes 244
Configure HTTPS agent installation defaults 246
Configure DCE agent installation defaults 248
Install agents in trusted domains 252
Disable automatic agent installation 253
Start Windows node security setup 254

Manual agent installation 256
Manual installation of HTTPS agents 257

Manually install a default HTTPS agent 258
Manually install an HTTPS agent with a profile 260
Preinstall an HTTPS agent 262
Manual installation of DCE agents 265
Read-me for DCE agents on Windows 266
Read-me for DCE agents on HP-UX 277
© Copyright 1999 - 2008 Hewlett-Packard Development Company, L.P. Page 4



HP Operations Manager for Windows 8.10 Online Help
Read-me for DCE agents on Linux 283
Read-me for DCE agents on OpenVMS 291
Read-me for DCE agents on Solaris 296
Read-me for DCE agents on Tru64 302

Agent migration 310
Migrate from DCE to HTTPS 311
Migrate from HTTPS to DCE 314
Migrate from 32 bit to 64 bit 316

Manual agent deinstallation 318
Deinstall an HTTPS agent manually 319
Deinstall a DCE agent from a Windows node 321
Deinstall a DCE agent from a UNIX or Linux node 322

Configuring HTTPS communication through firewalls 323
Configuring two-way communication 325

Redirect HTTPS communication through proxies 326
Configure communication broker ports 329
Configure local communication ports 332
Configure multihomed nodes 334
Configuring outbound-only communication 335
Configure a reverse channel proxy 338
Configure reverse administration channels 340
Forward outbound connections through a reverse channel proxy 342

Agent users 344
Change the default user of DCE agents 345
Change the user of an HTTPS agent 347
Change the default user for commands 349

Troubleshoot HTTPS agents 350

Configuring Certificates 353

Request certificates automatically 354

Request certificates with an installation key 355

Deploy certificates manually 357

Map certificate requests to nodes 360

Grant certificate requests automatically 362

© Copyright 1999 - 2008 Hewlett-Packard Development Company, L.P. Page 5



HP Operations Manager for Windows 8.10 Online Help

Grant or deny certificate requests manually 364
Configure trusted certificates for multiple management servers 366
Backup and restore certificates 367
Configuring Tools 369
Create a new tool or tool group 371
Configure general information for tools 373
Configure tool details 374
Configure target nodes for tools 376
View nodes and node groups associated with this tool 378
Add nodes or node groups 379
Variables for tools 380
Tool security 386
User accounts for tools 387
Security authentication module 389
Allow tools to run on Windows 2003 Server nodes 391
Change the password for multiple tools 392
Configuring Services 393
Service hierarchy overview 394
Plan your service hierarchy 396
Design effective service IDs 397
Change status display mode 399
Service type overview 401
Add component service 402
Set service hosting 404
Configure general service properties 405
Configure reports and graphs 406
Configure the status calculation 407
Configure calculation rules 408
Configure superordinates 409
General shared status propagation rule properties 410
Choose propagation rules 411
Propagation Association 413
Configure subordinates 414

© Copyright 1999 - 2008 Hewlett-Packard Development Company, L.P. Page 6



HP Operations Manager for Windows 8.10 Online Help

Add tools 415
View outage information 416
Add dependency 417
Create or edit shared calculation rules 418
Edit shared propagation rules 419
View service inventory 420
Edit a service 421
Delete a service 422
Configuring Service Types 423
Specify service type properties 424
Configure General application services properties 425
Configure reports and graphs for service types 426
Configure tools for service types 427
Configure deployment for service types 428
Select report family or category for service types 429
Select graph family or category for service types 430
Select tools for service types 431
Select policy group for service types 432
Custom icons for service types 433
Configuring Service Auto-Discovery 434
About management modules 436
Using a service auto-discovery policy 437
Configure discovery 438
Configure schedule 439
Set multiple time intervals 440
Configuring User Roles 441
Assign user roles 443
Configure a new user role 444
Configure general information for user roles 446
Configure services for user roles 447
Configure nodes for user roles 448
Configure tools for user roles 449
Configure messages for user roles 450

© Copyright 1999 - 2008 Hewlett-Packard Development Company, L.P. Page 7



HP Operations Manager for Windows 8.10 Online Help

Set permitted operations for message groups 452
Configure policies for user roles 453
Set permissions for policy categories 455
Configure users and groups for user roles 456
Select users and groups for user roles 457
Select users from groups 459
Specify operator lockdown 460
User roles and levels of security 461
Event Policy Editors 463
Choose a policy type 464
Create a new policy 467
Policy objects and examples 468
Category types 490
Configure Sources 491
Logfile Entry Source 492
Select the logfile to monitor 493

Set the logfile polling interval 494

Set the read mode 495

Set log file source properties 497

Log file preprocessing 498
Select the logfile character set 499
Measurement Threshold policies 502
Set threshold source properties 503
Write Scripts for Threshold Monitor Policies 504
Configure Start/Continue/End Actions 505
Performance monitor examples 506

Set measurement threshold processing options 507
Performance metrics 508
Editing Parameters in the Threshold Policy Type Editor 509
Create a measurement threshold policy with parameters 511

Edit an existing measurement threshold policy with parameters 512
SESSION parameters 513
Parameter definition keywords 515

© Copyright 1999 - 2008 Hewlett-Packard Development Company, L.P. Page 8



HP Operations Manager for Windows 8.10 Online Help
Scheduled task overview 516
Scheduled task 517
Choose schedule options 519
Set reoccurrence 520
Windows Event Log 521
Select the event log to monitor 522
Set windows event log source 523
Receive a message if the event log is missing 524
Windows Management Interface 525
Select WMI source 526
WMI instance browser 528
WMI class browser 529
Process Monitor 530
Set up a process-monitor policy 531
Add a process to monitor 533
Copy a process monitor 535
Modify a process monitor 536
Delete a process monitor 537
Process monitor properties 538
Default actions 540
Windows Services Monitor 542
Set up a Windows service-monitor policy 543
Add a Windows service to monitor 545
Copy a Windows service monitor 547
Modify a Windows service monitor 548
Delete a Windows service monitor 549
Windows Service monitor properties 550
Default actions 552
Agentless Monitoring 554
Deployment models 556
Identify the originating node 559
Monitor SNMP devices 562
Monitor WMI information 566

© Copyright 1999 - 2008 Hewlett-Packard Development Company, L.P.

Page 9



HP Operations Manager for Windows 8.10 Online Help
Configure Rules 567
Set policy rule properties 568
Change the rule order 569
Create a rule 570
Delete a rule 571
Modify a rule 572
Configure conditions 573
Set log file rule conditions 574
Threshold rule condition (instance filter) 575
Set general threshold rule properties 576
Set event log rule conditions properties 578
Set WMI rule conditions 580
Set open message interface policy rule conditions 581
Set SNMP rule conditions properties 583
Manage Intelligent Devices with SNMP 586
Configure actions 587
Configure policy actions 588
Configure message attributes 589
Configure message correlation 591
Add custom message attributes 593
Write instructions to accompany a message 594
Message stream interface and external services 595
Send messages to the message stream interface 596
Forward messages to external services 598
Add operator-initiated commands to a policy rule 599
Add automatic commands to policy rules 601
Set message defaults 603
Configure Policy Options 604
Log local events on the managed node 605
Capture unmatched events 606
Set field separators 607
Set case sensitivity 608
Variables and Pattern Matching 609
© Copyright 1999 - 2008 Hewlett-Packard Development Company, L.P. Page 10



HP Operations Manager for Windows 8.10 Online Help

Policy variables 611
SNMP variables 618
Environment variables 621
Pattern-matching details 622
User-defined variables in patterns 625
Pattern matching for variables 627
Numeric range operators 629
Examples of pattern matching in rule conditions 631
Test pattern matching 633
Command-line Programs 634
Sending messages through e-mail 635
Node Info Policy Type 639
Node info policy parameters 640
ConfigFile Policy Type 647
ConfigFile policy General tab 648
ConfigFile policy Data tab 649
Policy Management and Deployment 651
Policy properties 652
View policy properties 653
Policy versioning 654
Policy view filter 655
Policy groups 656
View policies by group 657
Create new policy group 658
Delete policy group 659
Add a policy to a policy group 660
Remove policy from policy group 661
Assign the latest policy version to a group 662
Update to latest 663
Policy deployment 664
Deploy a policy or policy group 665
Remove policy from node 667
Delete policies manually from a node 669

© Copyright 1999 - 2008 Hewlett-Packard Development Company, L.P. Page 11



HP Operations Manager for Windows 8.10 Online Help

View installed policies 672
Create a policy inventory report 673
Synchronize policies and packages 674
Reinstall policies 676
Update policy on node 678
Enable policy 680
Disable policy 681
Disable policy autodeployment 682
Policy development 683
Maintain policies 684
Create a new policy 467
Edit an old version of a policy 686
Save a policy 687
Save policy as 688
Change policy version 689
Change a policy description 690
Add categories to a policy 691
Delete a policy from the management server 692
Mass operations on policies 693
Import OVO for UNIX templates 694
Manage cluster-aware applications 696
Instrumentation 703
Associate instrumentation with policies 704
Migrate existing instrumentation 707
Deploy instrumentation 709
Instrumentation with multiple management servers 711
Deployment packages 712
Deploy deployment package 713
View details of available packages 714
View installed packages and subpackages 715
Synchronize packages 716
Reinstall packages 717
Reinstall all 718

© Copyright 1999 - 2008 Hewlett-Packard Development Company, L.P. Page 12



HP Operations Manager for Windows 8.10 Online Help

Update packages 720
Update all 721
Remove package from node 722
Uninstall all 724
Deployment jobs 726
View job 727
Suspend job 728
Restart job 729
Restart job with new options 730
Cancel job 732
Change maximum parallel jobs 733
Scalable Architecture for Multiple Management Servers 734
Scalability Scenarios 735
Follow-the-sun control 736
Competence centers 738
Exchange configuration data between management servers 740
Exchange node configurations 742
Exchange node inventories 745
Exchange instruction texts 746
Configuration interoperability 747
Homogeneous configuration synchronization 749
Heterogeneous configuration synchronization 751
Switch the primary management server 753
Agent-based flexible management 755
Create an agent-based flexible management policy 756
Syntax for agent-based flexible management policies 757
Keywords for flexible management policies 760
Time templates 763
Time template examples and keywords 764
Message target rules 767
Configure action-allowed and secondary managers 768
Configure agents to communicate with HP Operations Manager for UNIX 770
Communicate with agents installed by HP Operations Manager for UNIX 774

© Copyright 1999 - 2008 Hewlett-Packard Development Company, L.P. Page 13



HP Operations Manager for Windows 8.10 Online Help
Server-based flexible management 777
Configure prerequisites for server-based flexible management 779
Configure action-allowed and secondary managers 768
Configure forwarding options for server-based flexible management 780
Configure duplicate suppression for server-based flexible management 782
Configure the character set for server-based flexible management 786
Configure communication protocols for server-based flexible management 788
Configure HPOM for UNIX compatibility mode 789
Security for server-based flexible management 790
Migrate from ForwardToVP-based forwarding 792
Configure firewall and NAT for DCE-based server communication 794
Create a server-based flexible management policy 799
Syntax of server-based flexible management policies 801
Example server-based flexible management policies 804
Configuring Management Servers 811
Generic server configuration 812
Change server configuration values 813
Find help on server configuration values 814
Duplicate message suppression 815
Configure duplicate message suppression 816
Specify duplicate message criteria 818
Configure maximum suppression thresholds 819
Configure automatic actions for duplicate messages 820
Remote Action Security Policies 821
Create a remote action security policy 823
Set exceptions for a remote action security policy 824
Reconfigure registry keys for remote action security 826
Server-based MSI Policies 827
Configuring Outage Information 829
Put nodes into unplanned outage mode 830
Configure scheduled outages for nodes 831
Put services into unplanned outage mode 834
Configure scheduled outages for services 835
© Copyright 1999 - 2008 Hewlett-Packard Development Company, L.P. Page 14



HP Operations Manager for Windows 8.10 Online Help
Configure status calculation options 837
Forwarding Messages to External Applications 838
Using WMI policies to intercept incoming messages 841
Using automatic actions to forward messages 844
Example policies and scripts 847
Forward messages to Service Desk 850
Forward messages to Remedy ARS 851
Forward messages as in HPOM for UNIX 853
Forwarding message changes 854
How to prevent loops 856
HPOM Application Integration Guide 858
Agent Application Programming Interfaces (APIs) 860
Function-naming conventions 861
Libraries on the managed nodes 865
Using APIs in internationalized environments 869
HP Software Partnerships 870
Data API 871
opcdata_clear() 872
opcdata_copy() 874
opcdata_create 876
opcdata_free() 878
opcdata_generate_id 880
opcdata_get_double() 881
opcdata_get_error_msg() 882
opcdata_get_long() 884
opcdata_get_str() 885
opcdata_report_error() 886
opcdata_set_double() 887
opcdata_set_long() 889
opcdata_set_str() 891
opcdata_type() 893
opcreg_copy() 894
opcreg_create() 896
© Copyright 1999 - 2008 Hewlett-Packard Development Company, L.P. Page 15



HP Operations Manager for Windows 8.10 Online Help

opcreg_free() 898
opcreg_get_long() 900
opcreg_get_str() 902
opcreg_set_long() 904
opcreg_set_str() 906
Interface API 908
Security considerations for the OVO Interface API 910
opcif_close() 912
opcif_get_pipe() 915
opcif_open() 912
opcif_read() 917
opcif_register() 919
opcif_unregister() 921
opcif_write() 923
opcreg_copy() 925
opcreg_create() 927
opcreg_free() 929
opcreg_get_long() 931
opcreg_get_str() 902
opcreg_set_long() 933
opcreg_set_str() 935
Agent Message API 937
opcagtmsg_ack() 939
opcagtmsg_send() 941
opcmsg() 943
Agent Monitor API 946
opcagtmon_send() 947
opcmon() 949
Data Structures 951
OPCDTYPE_MESSAGE 952
OPCDTYPE_MESSAGE_ID 959
OPCDTYPE_MONITOR_MESSAGE 960
opcregcond 961

© Copyright 1999 - 2008 Hewlett-Packard Development Company, L.P. Page 16



HP Operations Manager for Windows 8.10 Online Help
Agent Message Stream Interface (MSI) 962
msiconf (4) 963
Server Message Stream Interface (MSI) 965
C-API Functions 966
C-API Security 968
opcif_close() 970
opcif_get_pipe() 973
opcif_open() 970
opcif_read() 975
opcif_register() 977
opcif_unregister() 979
opcif_write() 981
opcreg_copy() 983
opcreg_create() 985
opcreg_free() 986
opcreg_get_long() 987
opcreg_get_str() 988
opcreg_set_long() 989
opcreg_set_str() 991
COM-API 993
COM-API Documentation 994
COM-API Examples 996
Database Schema for Message/Action Server 1007
Table OV_MS_Message 1009
Table OV_MS_KeyRelationCache 1015
Table OV_MS_Annotation 1016
Table OV_MS_Instruction 1017
Table OV_MS_MessageCMAs 1018
Table OV_MS_ServerList 1019
Table OV_MS_Stats 1020
Database Schema for Policy Management and Deployment 1021
Table OPP_OV_AgentBinaryFormat 1022
Table OPP_OV_AgentCommType 1023
© Copyright 1999 - 2008 Hewlett-Packard Development Company, L.P. Page 17



HP Operations Manager for Windows 8.10 Online Help

Table OPP_OV_NodePlatform 1024
Table OPP_OV_OsType 1025
Table OPP_OV_OsVersion 1026
Table OPP_OV_SystemType 1027
Table OV_LIC_LicensedProduct 1028
Table OV_LIC_ProductOnNode 1029
Table OV_PM_Category 1030
Table OV_PM_CategoryOfPolicy 1031
Table OV_PM_CategoryOnNode 1032
Table OV_PM_Job 1033
Table OV_PM_Package 1034
Table OV_PM_Packagelmplementation 1035
Table OV_PM_PackageOnNode 1036
Table OV_PM_PackagePlatform 1037
Table OV_PM_PackageStructure 1038
Table OV_PM_PackageVersion 1039
Table OV_PM_Policy 1040
Table OV_PM_PolicyGroup 1041
Table OV_PM_PolicyGroupAssignment 1042
Table OV_PM_PolicyOnNode 1043
Table OV_PM_PolicyStream 1044
Table OV_PM_PolicyType 1045
Table OV_PM_PolicyTypePlatform 1047
Table OV_PM_PolicyTypeVersion 1048
Table OV_PM_PolicyVersion 1049
Table OV_PM_Subpackage 1051
Table OV_PM_SubpackageOnNode 1052
Table OV_PM_SubpackageVersion 1053
Table OV_PM_TypeNeedsPackage 1054
Table sto_ov_managednode 1055
Database Schema for the Security Server 1056
Table OV_RS_Role 1058
Table OV_RS_RoleAndMsgGroup 1060

© Copyright 1999 - 2008 Hewlett-Packard Development Company, L.P. Page 18



HP Operations Manager for Windows 8.10 Online Help

Table OV_RS_UserAndRole 1062
Table OV_RS_RoleAndCategory 1063
Table OV_CSA_RequestNodeMap 1064
Java API 1065
Class JOpcAgentMessage 1067
Class JOpcException 1070
Class JOpcMonValue 1073
Interface JOpcApiDefinition 1076
Class JOpcMessage 1100
Class JOpcObject 1107
Command-Line Utilities 1116
Agent Command-Line Utilities 1117
bbc.ini 1118
bbcutil 1124
opcagt 1128
opcmon 1130
opcmsg 1132
opcntprocs 1134
opctemplate 1135
ovagtrep 1137
ovappinstance 1139
ovbbccb 1142
ovbbcrep 1147
ovc 1154
ovcert 1159
ovclusterinfo 1163
ovcm 1166
ovconfchg 1170
ovconfget 1173
ovconfpar 1175
ovcoreid 1178
ovcreg 1181
ovlogdump 1184

© Copyright 1999 - 2008 Hewlett-Packard Development Company, L.P. Page 19



HP Operations Manager for Windows 8.10 Online Help
ovoreqcheckagt 1186
ovpolicy 1189
ovrc 1195
ovswitchuser 1199

Server Command-Line Utilities 1203
IOvReqCheck 1204
IOvReqCheckSrv 1210
opcdeploy 1215
opcragt 1217
ovowconfigexchange 1222
ovpmpwultil 1226
ovpmutil 1227
ovownodeutil 1236
OvOWNPReg 1248
ovowmomchk 1250
ovowmsgultil 1252
ovowreqcheck 1258
ovowserviceultil 1261
ovowtoolutil 1278
ovtrap2opc 1282
Command-Line Tools 1284

WMI Methods 1285

Extended Status Codes 1286

OV_Action 1292
OV_Action Properties 1300
OV_Action Class Methods 1304

OV_Action::ChangeName() 1305
OV_Action::Create() 1307
OV_Action::CreateAsExecutable() 1311
OV_Action::CreateAsJScript() 1315
OV_Action::CreateAsPerlScript() 1318
OV_Action::CreateAsURL() 1321
OV_Action::CreateAsVBScript() 1323
© Copyright 1999 - 2008 Hewlett-Packard Development Company, L.P. Page 20



HP Operations Manager for Windows 8.10 Online Help
OV_Action::CreateAsWScript() 1326
OV_Action::GetByHierarchicalPath() 1329
OV_Action::GetByName() 1330
OV_Action::Remove() 1331

OV_Action Instance Methods 1332
OV_Action::GetNodeGroups() 1333
OV_Action::GetNodes() 1335
OV_Action::GetParents() 1337
OV_Action::GetServices() 1339
OV_Action::GetServiceTypes() 1340
OV_Action::IsAssociatedWithNode() 1341
OV_Action::IsChildOf() 1343
OV_Action::Modify() 1344

OV_Action_ActionRequest 1346
OV_Action_ActionRequest Properties 1347
OV_Action_ActionRequest::Cancel() 1350
OV_ActionRequest 1351
OV_Action_ActionRequest Properties 1352
OV_ActionRequest::Cancel() 1355
OV_ActionResponseEvent 1356
OV_ActionResponseEvent Properties 1357
OV_AutoDeployPolicyGroup 1359

OV_AutoDeployPolicyGroup Properties 1362

OV_AutoDeployPolicyGroup Class Methods 1364
OV_AutoDeployPolicyGroup::Create() 1365
OV_AutoDeployPolicyGroup::GetByName() 1367
OV_AutoDeployPolicyGroup::GetByPolicyPath() 1368
OV_AutoDeployPolicyGroup::Remove() 1370

OV_AutoDeployPolicyGroup Instance Methods 1371
OV_AutoDeployPolicyGroup::GetNodeGroups() 1372
OV_AutoDeployPolicyGroup::GetServiceTypes() 1373
OV_AutoDeployPolicyGroup::IsAssociatedWithNodeGroup() 1374
OV_AutoDeployPolicyGroup::Modify() 1375

© Copyright 1999 - 2008 Hewlett-Packard Development Company, L.P. Page 21



HP Operations Manager for Windows 8.10 Online Help
OV_CalculationRule 1377
OV_CalculationRule Properties 1380
OV__CalculationRule Class Methods 1386
OV _CalculationRulePolicyGroup::Create() 1387
OV_CalculationRulePolicyGroup::GetByCaption() 1391
OV_CalculationRulePolicyGroup::GetByld() 1392
OV_CalculationRulePolicyGroup::Remove() 1393
OV_CalculationRulePolicyGroup Instance Methods 1395
OV_CalculationRulePolicyGroup::GetServices() 1396
OV_CalculationRulePolicyGroup::GetServiceTypes() 1397
OV__CalculationRulePolicyGroup::Modify() 1398
OV_ConfigFileVariety 1400
OV_ConfigFileVariety-Properties 1402
OV_ConfigFileVariety Class Methods 1404
OV_ConfigFileVariety::GetApplicationStrings() 1405
OV_ConfigFileVariety::GetSubGroupStrings() 1406
OV_ConfigFileVariety::GetFilenameStrings() 1407
OV_ConfigFileVariety::VarietylsExisting() 1408
OV_ConfigFileVariety::GetVariety() 1409
OV_ConfigFileVariety Instance Methods 1411
OV_ConfigFileVariety::HasTemplate() 1412
OV_ConfigFileVariety::GetTemplate() 1413
OV_ConfigFileVariety::SaveAsTemplate() 1414
OV_Configltem 1416
OV_Configltem Properties 1417
OV_ConfigNamespace 1422
OV_ConfigNamespace Properties 1423
OV_ConfigValue 1424
OV_ConfigValue Properties 1425
OV_ExternalMessage 1426
OV_ExternalMessage Properties 1427
OV_ExternalNode 1431
OV_ExternalNode Properties 1434

© Copyright 1999 - 2008 Hewlett-Packard Development Company, L.P. Page 22



HP Operations Manager for Windows 8.10 Online Help
OV_ExternalNode Class Methods 1436
OV_ExternalNodePolicyGroup::Create() 1437
OV_ExternalNodePolicyGroup::GetByHierarchicalPath() 1440
OV_ExternalNodePolicyGroup::GetByName() 1441
OV_ExternalNodePolicyGroup::Remove() 1442
OV_ExternalNodePolicyGroup Instance Methods 1443
OV_ExternalNodePolicyGroup::GetParents() 1444
OV_ExternalNodePolicyGroup::IsChildOf() 1446
OV_ExternalNodePolicyGroup::Modify() 1447
OV_ExternalNodePolicyGroup::SetOutage() 1449
OV_ManagedNode 1451
OV_ManagedNode Properties 1457
OV_ManagedNode Class Methods 1466
OV_ManagedNode::Create() 1467
OV_ManagedNode::CreateWithNodeType() 1471
OV_ManagedNode::GetByHierarchicalPath() 1475
OV_ManagedNode::GetByName() 1476
OV_ManagedNode::GetByPrimaryNodeName() 1477
OV_ManagedNode::Remove() 1478
OV_ManagedNode Instance Methods 1480
OV_ManagedNode::AddAction() 1481
OV_ManagedNode::GetActions() 1482
OV_ManagedNode::GetParents() 1484
OV_ManagedNode::GetServices() 1486
OV_ManagedNode::HasAction() 1487
OV_ManagedNode::IsChildOf() 1489
OV_ManagedNode::Modify() 1490
OV_ManagedNode::RemoveAction() 1492
OV_ManagedNode::SetOutage() 1493
OV_Message 1495
OV_Message Properties 1499
OV_Message Class Methods 1511
OV_Message::AcknowledgeMessages() 1512

© Copyright 1999 - 2008 Hewlett-Packard Development Company, L.P.

Page 23



HP Operations Manager for Windows 8.10 Online Help
OV_Message::CountMessages() 1513
OV_Message::DisownMessages() 1514
OV_Message::GetDistinctMessageAttributes() 1515
OV_Message::OwnMessages() 1517
OV_Message::UnacknowledgeMessages() 1518

OV_Message Instance Methods 1519
OV_Message::Acknowledge() 1520
OV_Message::AddAnnotation() 1521
OV_Message::ChangeSeverity() 1522
OV_Message::ChangeText() 1523
OV_Message::DeleteAnnotation() 1524
OV_Message::Disown() 1525
OV_Message::GetAnnotation() 1526
OV_Message::GetAnnotationArray() 1527
OV_Message::Getlnstruction() 1529
OV_Message::GetOriginalText() 1530
OV_Message::GetServerList() 1531
OV_Message::GetStoredDuplicate() 1532
OV_Message::GetStoredDuplicateArray() 1533
OV_Message::ModifyAnnotation() 1535
OV_Message::0Own() 1536
OV_Message::SetCMAs() 1537
OV_Message::Unacknowledge() 1538

OV_Message_AttributeChangeEvent 1539
OV_Message_AttributeChangeEvent Properties 1540
OV_Message_CA 1541
OV_Message CA Properties 1542
OV_Message_ChangeEvent 1543
OV_Message_ChangeEvent Properties 1544
OV_Message_CounterChangeEvent 1545
OV_Message_CounterChangeEvent Properties 1546
OV_Message_MassOperationResult 1547

OV_Message_MassOperationResult Properties 1548

© Copyright 1999 - 2008 Hewlett-Packard Development Company, L.P. Page 24



HP Operations Manager for Windows 8.10 Online Help

OV_Message_NumberOfAnnotationsChangeEvent 1549
OV_Message_NumberOfAnnotationsChangeEvent Properties 1550
OV_Message_SeverityChangeEvent 1551
OV_Message_SeverityChangeEvent Properties 1552
OV_Message_StateChangeEvent 1554
OV_Message_StateChangeEvent Properties 1555
OV_Message_TextChangeEvent 1557
OV_Message_TextChangeEvent Properties 1558
OV_MessageAction 1559
OV_MessageAction Properties 1560
OV_MessageAction::Execute() 1562
OV_MessageAction::Stop() 1563
OV_MessageAction_StateChangeEvent 1564
OV_MessageAction_StateChangeEvent Properties 1565
OV_MessageAnnotation 1566
OV_MessageAnnotation Properties 1567
OV_MessageStoredDuplicate 1569
OV_MessageStoredDuplicate Properties 1570
OV_NodeGroup 1572
OV_NodeGroup Properties 1581
OV_NodeGroup Class Methods 1583
OV_NodeGroup::Create() 1584
OV_NodeGroup::GetByHierarchicalPath() 1586
OV_NodeGroup::GetByName() 1587
OV_NodeGroup::GetNodeSet() 1588
OV_NodeGroup::GetRoot() 1590
OV_NodeGroup::Remove() 1591
OV_NodeGroup Instance Methods 1593
OV_NodeGroup::AddAction() 1594
OV_NodeGroup::AddAutoDeployPackage() 1595
OV_NodeGroup::AddAutoDeployPolicyGroup() 1596
OV_NodeGroup::AddExternalNode() 1598
OV_NodeGroup::AddNode() 1600

© Copyright 1999 - 2008 Hewlett-Packard Development Company, L.P. Page 25



HP Operations Manager for Windows 8.10 Online Help
OV_NodeGroup::AddNodeGroup() 1602
OV_NodeGroup::AddReport() 1604
OV_NodeGroup::DeleteGraph() 1606
OV_NodeGroup::GetActions() 1607
OV_NodeGroup::GetAutoDeployPackages() 1609
OV_NodeGroup::GetAutoDeployPolicyGroups() 1610
OV_NodeGroup::GetChildNodeGroups() 1611
OV_NodeGroup::GetExternalNodes() 1613
OV_NodeGroup::GetNodes() 1615
OV_NodeGroup::GetParents() 1617
OV_NodeGroup::GetReports() 1619
OV_NodeGroup::GetServices() 1620
OV_NodeGroup::HasAction() 1621
OV_NodeGroup::HasAutoDeployPackage() 1623
OV_NodeGroup::HasAutoDeployPolicyGroup() 1624
OV_NodeGroup::HasChildExternalNode() 1625
OV_NodeGroup::HasChildNode() 1627
OV_NodeGroup::HasChildNodeGroup() 1629
OV_NodeGroup::HasReport() 1631
OV_NodeGroup::1sChildOf() 1632
OV_NodeGroup::Modify() 1633
OV_NodeGroup::RemoveAction() 1635
OV_NodeGroup::RemoveAutoDeployPackage() 1636
OV_NodeGroup::RemoveAutoDeployPolicyGroup() 1637
OV_NodeGroup::RemoveExternalNode() 1638
OV_NodeGroup::RemoveNode() 1640
OV_NodeGroup::RemoveNodeGroup() 1642
OV_NodeGroup::RemoveReport() 1644
OV_NodeGroup::SetGraph() 1645
OV_NodeGroup::SetOutage() 1647

OV_PropagationRule 1649
OV_PropagationRule Properties 1654
OV_PropagationRule Class Methods 1660

© Copyright 1999 - 2008 Hewlett-Packard Development Company, L.P. Page 26



HP Operations Manager for Windows 8.10 Online Help
OV_PropagationRulePolicyGroup::Create() 1661
OV_PropagationRulePolicyGroup::GetByCaption() 1664
OV_PropagationRulePolicyGroup::GetByld() 1665
OV_PropagationRulePolicyGroup::GetFromServiceComposition() 1666
OV_PropagationRulePolicyGroup::GetFromServiceDependency() 1668
OV_PropagationRulePolicyGroup::GetFromServiceTypeComposition() 1670
OV_PropagationRulePolicyGroup::GetFromServiceTypeDependency() 1672
OV_PropagationRulePolicyGroup::Remove() 1674

OV_PropagationRulePolicyGroup Instance Methods 1676
OV_PropagationRulePolicyGroup::GetAntecedentServices() 1677
OV_PropagationRulePolicyGroup::GetAntecedentServiceTypes() 1678
OV_PropagationRulePolicyGroup::GetChildServices() 1679
OV_PropagationRulePolicyGroup::GetChildServiceTypes() 1680
OV_PropagationRulePolicyGroup::GetDependentServices() 1681
OV_PropagationRulePolicyGroup::GetDependentServiceTypes() 1682
OV_PropagationRulePolicyGroup::GetParentServices() 1683
OV_PropagationRulePolicyGroup::GetParentServiceTypes() 1684
OV_PropagationRulePolicyGroup::GetServicesWithMsgPropRule() 1685
OV_PropagationRulePolicyGroup::GetServiceTypesWithMsgPropRule() 1686
OV_PropagationRulePolicyGroup::Modify() 1687

OV_Service 1689

OV_Service Properties 1699

OV_Service Class Methods 1703
OV_ServicePolicyGroup::Create() 1704
OV_ServicePolicyGroup::GetByHierarchicalPath() 1707
OV_ServicePolicyGroup::GetByName() 1708
OV_ServicePolicyGroup::GetRoot() 1709
OV _ServicePolicyGroup::GetServiceSet() 1710
OV_ServicePolicyGroup::Remove() 1712

OV_ServicePolicyGroup Instance Methods 1714
OV_ServicePolicyGroup::AddAction() 1715
OV_ServicePolicyGroup::AddAntecedentService() 1716
OV_ServicePolicyGroup::DeleteGraph() 1718

© Copyright 1999 - 2008 Hewlett-Packard Development Company, L.P. Page 27



HP Operations Manager for Windows 8.10 Online Help
OV_ServicePolicyGroup::DeleteReport() 1719
OV_ServicePolicyGroup::GetActions() 1720
OV_ServicePolicyGroup::GetAntecedentServices() 1722
OV _ServicePolicyGroup::GetCalculationRule() 1724
OV_ServicePolicyGroup::GetChildServices() 1725
OV_ServicePolicyGroup::GetCompositionPropagationRule() 1727
OV_ServicePolicyGroup::GetCompositionWeightFactor() 1729
OV_ServicePolicyGroup::GetDependencyPropagationRule() 1731
OV_ServicePolicyGroup::GetDependencyWeightFactor() 1733
OV_ServicePolicyGroup::GetDependentServices() 1735
OV_ServicePolicyGroup::GetHostNode() 1737
OV _ServicePolicyGroup::GetHostNodeGroup() 1738
OV_ServicePolicyGroup::GetMessagePropagationRule() 1739
OV_ServicePolicyGroup::GetMessageWeightFactor() 1740
OV_ServicePolicyGroup::GetParents() 1741
OV_ServicePolicyGroup::GetServiceType() 1743
OV_ServicePolicyGroup::HasAction() 1744
OV_ServicePolicyGroup::HasAntecedentService() 1746
OV_ServicePolicyGroup::HasChildService() 1748
OV _ServicePolicyGroup::HasDependentService() 1750
OV_ServicePolicyGroup::IsChildOf() 1752
OV_ServicePolicyGroup::IsHostedOnNode() 1753
OV_ServicePolicyGroup::IsHostedOnNodeGroup() 1754
OV_ServicePolicyGroup::Modify() 1755
OV_ServicePolicyGroup::RemoveAction() 1757
OV_ServicePolicyGroup::RemoveAntecedentService() 1758
OV_ServicePolicyGroup::SetCalculationRule() 1759
OV_ServicePolicyGroup::SetCompositionPropagationRule() 1760
OV_ServicePolicyGroup::SetCompositionWeightFactor() 1762
OV_ServicePolicyGroup::SetDependencyPropagationRule() 1764
OV_ServicePolicyGroup::SetDependencyWeightFactor() 1766
OV_ServicePolicyGroup::SetGraph() 1768
OV_ServicePolicyGroup::SetMessagePropagationRule() 1770

© Copyright 1999 - 2008 Hewlett-Packard Development Company, L.P. Page 28



HP Operations Manager for Windows 8.10 Online Help
OV_ServicePolicyGroup::SetMessageWeightFactor() 1771
OV_ServicePolicyGroup::SetOutage() 1772
OV_ServicePolicyGroup::SetReport() 1774

OV _ServiceTypeDefinition 1776
OV_ServiceTypeDefinition Properties 1784
OV_ServiceTypeDefinition Class Methods 1787

OV_ServiceTypeDefinitionPolicyGroup::GetByHierarchicalPath() 1788
OV_ServiceTypeDefinitionPolicyGroup::GetByld() 1789
OV_ServiceTypeDefinitionPolicyGroup::GetRoot() 1790
OV_ServiceTypeDefinitionPolicyGroup Instance Methods 1791
OV_ServiceTypeDefinitionPolicyGroup::AddAction() 1792
OV _ServiceTypeDefinitionPolicyGroup::AddAntecedentServiceType() 1793
OV_ServiceTypeDefinitionPolicyGroup::AddAutoDeployPackage() 1795
OV_ServiceTypeDefinitionPolicyGroup::AddAutoDeployPolicyGroup() 1797
OV_ServiceTypeDefinitionPolicyGroup::DeleteGraph() 1799
OV_ServiceTypeDefinitionPolicyGroup::DeleteReport() 1800
OV_ServiceTypeDefinitionPolicyGroup::GetActions() 1801
OV_ServiceTypeDefinitionPolicyGroup::GetAntecedentServiceTypes() 1802
OV_ServiceTypeDefinitionPolicyGroup::GetAutoDeployPolicyGroups() 1804
OV _ServiceTypeDefinitionPolicyGroup::GetAutoDeployPackages() 1805
OV_ServiceTypeDefinitionPolicyGroup::GetCalculationRule() 1806
OV_ServiceTypeDefinitionPolicyGroup::GetChildServiceTypes() 1807
OV_ServiceTypeDefinitionPolicyGroup::GetCompositionPropagationRule() 1809
OV_ServiceTypeDefinitionPolicyGroup::GetDependencyPropagationRule() 1811
OV_ServiceTypeDefinitionPolicyGroup::GetDependentServiceTypes() 1813
OV_ServiceTypeDefinitionPolicyGroup::GetMessagePropagationRule() 1815
OV_ServiceTypeDefinitionPolicyGroup::GetParents() 1816
OV _ServiceTypeDefinitionPolicyGroup::HasAction() 1818
OV_ServiceTypeDefinitionPolicyGroup::HasAntecedentServiceType() 1819
OV_ServiceTypeDefinitionPolicyGroup::HasAutoDeployPolicyGroup() 1821
OV_ServiceTypeDefinitionPolicyGroup::HasAutoDeployPackage() 1822
OV_ServiceTypeDefinitionPolicyGroup::HasChildServiceType() 1823
OV_ServiceTypeDefinitionPolicyGroup::HasDependentServiceType() 1825
© Copyright 1999 - 2008 Hewlett-Packard Development Company, L.P. Page 29



HP Operations Manager for Windows 8.10 Online Help
OV_ServiceTypeDefinitionPolicyGroup::IsChildOf() 1827
OV_ServiceTypeDefinitionPolicyGroup::RemoveAction() 1828
OV_ServiceTypeDefinitionPolicyGroup::RemoveAntecedentServiceType() 1829
OV _ServiceTypeDefinitionPolicyGroup::RemoveAutoDeployPolicyGroup() 1830
OV_ServiceTypeDefinitionPolicyGroup::RemoveAutoDeployPackage() 1831
OV_ServiceTypeDefinitionPolicyGroup::SetCalculationRule() 1832
OV_ServiceTypeDefinitionPolicyGroup::SetCompositionPropagationRule() 1833
OV_ServiceTypeDefinitionPolicyGroup::SetDependencyPropagationRule() 1835
OV_ServiceTypeDefinitionPolicyGroup::SetGraph() 1837
OV_ServiceTypeDefinitionPolicyGroup::SetMessagePropagationRule() 1839
OV_ServiceTypeDefinitionPolicyGroup::SetReport() 1840

OV_Tools 1842
OV_Tools Properties 1846
OV _Tools Class Methods 1847

OV_Tools::ChangeName() 1848
OV_Tools::Create() 1850
OV_Tools::GetByHierarchicalPath() 1852
OV_Tools::GetByName() 1853
OV_Tools::GetRoot() 1854
OV_Tools::Remove() 1855
OV_Tools Instance Methods 1857
OV_Tools::AddAction() 1858
OV_Tools::AddToolGroup() 1859
OV_Tools::GetActions() 1861
OV_Tools::GetChildToolGroups() 1863
OV_Tools::GetParents() 1865
OV_Tools::HasChildAction() 1867
OV _Tools::HasChildToolGroup() 1869
OV_Tools::IsChildOf() 1871
OV_Tools::Modify() 1872
OV_Tools::RemoveAction() 1874
OV_Tools::RemoveToolGroup() 1876

OV_Transaction 1878

© Copyright 1999 - 2008 Hewlett-Packard Development Company, L.P. Page 30



HP Operations Manager for Windows 8.10 Online Help
OV_Transaction-Properties 1879
OV_Transaction::Commit() 1880
OV_Transaction::IsExisting() 1881
OV _Transaction::Rollback() 1882
OV_Transaction::Start() 1883
OV_Transaction::StillAlive() 1884

OV_TrustedCertificates 1886
OV_TrustedCertificates Properties 1887
OV_TrustedCertificates::getCertificate() 1889
OV_TrustedCertificates::installCertificate() 1890

COM Interface APIs 1891

Agent Command-Line API 1892
Automation Wrapper: opcmsg 1893
Automation Wrapper: opcmon 1896
Automation Wrapper: opcmack 1898

Agent Remote Administration 1899
IOvRemoteAgent 1900

IOvRemoteAgent::Cancel 1903
IOvRemoteAgent::GetManagementServerPrimaryNodeName 1905
IOvRemoteAgent::BecomePrimMgr 1906
IOvRemoteAgent::BecomePrmMgrAsync 1909
IOvRemoteAgent::GetStatus 1912
IOvRemoteAgent::GetStatusAsync 1915
IOvRemoteAgent::StartAgent 1918
IOvRemoteAgent::StartAgentAsync 1921
IOvRemoteAgent::StopAgent 1924
IOvRemoteAgent::StopAgentAsync 1927
IOvRemoteAgent::GetAgentVersion 1930
IOvRemoteAgentGetAgentVersionAsync 1933
IOvRemoteAgent::GetConfigVar 1936
IOvRemoteAgent::GetConfigVarAsync 1939
IOvRemoteAgent::SetConfigvVar 1942
IOvRemoteAgent::SetConfigVarAsync 1945
© Copyright 1999 - 2008 Hewlett-Packard Development Company, L.P. Page 31



HP Operations Manager for Windows 8.10 Online Help
IOvRemoteAgentEvents 1948
IOvRemoteAgentEvents::OnStatusChanged 1949
IOvRemoteAgentEvents::OnMessage 1951
IOvRemoteAgentEvents::OnOutOfMemory 1952
IOvRemoteAgentEvents::OnCancel 1953
IOvStdio 1954
I0vStdio::CancelKeys 1955
I0vStdio::IsCancelKeyPressed 1957
I0vStdio::IsKeyPressed 1958
I0vStdio::IsAnyKeyPressed 1960
I0vStdio::WaitOnCancelKey 1961
I0vStdio::WaitOnKey 1962
IOvStdio::GetKey 1963
Prerequisite Check 1964
IOvReqCheckSrv 1965
IOvReqCheckSrv::CheckingEnabled 1967
IOvReqCheckSrv::CheckNode 1968
IOvReqCheckSrv::CheckNodeOv 1973
I0OvReqCheckSrv::CheckNodeOv2 1976
I0OvReqCheckSrv2 1979
IOvReqCheckSrv2::CheckNode2 1982
IOvReqCheckSrv2::CheckNodeOv3 1987
IOvRegCheckSrv2::CheckNodeOv4 1991
IOvReqCheck 1995
IOvReqCheck::CheckNode 1998
I0OvReqCheck::CheckNodeOv 2003
IOvReqCheck::CheckNodeOv2 2006
I0vReqCheck::UseManagementServer 2009
IOvReqCheck::GetRequirements 2011
IOvRegCheck::GetAllRequirements 2013
IOvReqCheck::GetSupportedSystems 2015
IOvReqCheck2 2017
IOvReqCheck2::CheckNode2 2020

© Copyright 1999 - 2008 Hewlett-Packard Development Company, L.P. Page 32



HP Operations Manager for Windows 8.10 Online Help
IOvReqCheck2::CheckNodeOv3 2025
IOvReqCheck2::CheckNodeOv4 2029
IOvReqCheck?2::GetRequirements2 2033
I0vReqCheck2::GetAllIRequirements2 2036
PMAD API Documentation 2038
Incident Web Service 2039
Introduction to the Incident Web Service 2039
Incident to Message Mappings 2040
XML Namespaces 2045
Endpoint References 2046
Configuring the Incident Web Service 2048
Service Configuration 2049
Port Configuration 2051
IIS Configuration 2052
Operations Reference 2053
Get 2054
Put 2056
Create 2058
Close 2060
Reopen 2062
EnumerateOp 2064
PullOp 2067
ReleaseOp 2069
SubscribeOp 2071
UnsubscribeOp 2075
RenewOp 2076
OwnMany 2078
DisownMany 2079
GetAnnotations 2080
AddAnnotation 2082
UpdateAnnotation 2084
DeleteAnnotation 2086
SetCustomAttribute 2088

© Copyright 1999 - 2008 Hewlett-Packard Development Company, L.P. Page 33



HP Operations Manager for Windows 8.10 Online Help
DeleteCustomAttribute 2090
CloseMany 2092
ReopenMany 2093

Security for Incident Web Service Clients 2094
User Authentication 2095
Secure HTTP Connections 2096
Basic Troubleshooting 2097
Troubleshoot Connectivity 2098
Troubleshoot on HPOM for UNIX 2099
Troubleshoot on HPOM for Windows 2100
SOAP Envelope Examples 2101
Understanding the Operator's Role 2109
Steps to problem resolution 2110
Managing your Workspace 2111
Browse messages with the web console 2112
Configuring the console 2114
Specify console general properties 2115
Specify console data presentation properties 2117
Specify console message browser properties 2119
Specify console notifications properties 2121
Console menu 2122
Console toolbar 2124
Save your workspace 2125
Sort columns in the details pane 2126
Find nodes and services in the console tree 2127
Viewing Properties for Services, Nodes, and Tools 2129
Services properties 2130
Services general properties 2131
Services reports and graph properties 2132
Services tools properties 2133
Services outage properties 2134
Node group properties 2135
Node group general properties 2136

© Copyright 1999 - 2008 Hewlett-Packard Development Company, L.P. Page 34



HP Operations Manager for Windows 8.10 Online Help

Node group tools properties 2137
Node group reports and graph properties 2138
Node group deployment properties 2139
View node general properties 2140
View node network properties 2141
View node outage properties 2144
View node system properties 2145
View node tools properties 2147
View external node general properties 2148
View external node details properties 2149
View external node order properties 2151
View external node outage properties 2152
Tool group properties 2154
View tool general properties 2155
View tool details 2156
View tool target properties 2157
View tool nodes properties 2158
Applying Tools to Managed Nodes, Services, and Messages 2159
Select nodes, services, or messages to apply tools 2160
Select tools to apply 2162
Edit parameters 2164
Edit login 2166
Agent users and actions 2168
View tool application status 2169
Filtering Messages 2170
Apply filters 2171
Create filters 2173
Set general filter properties 2174
Set time filter properties 2175
Set message source filter properties 2176
Set message properties filter properties 2177
Set message CMA filter properties 2179
Edit filters 2180

© Copyright 1999 - 2008 Hewlett-Packard Development Company, L.P. Page 35



HP Operations Manager for Windows 8.10 Online Help

Browsing Messages 2181
Using the message browser interface 2182
Browsing active messages 2183
Browsing acknowledged messages 2185
Read the browser headline 2186
Message browser toolbar 2187
Message attributes key 2188
Message severity and status levels 2190
Acting on messages 2191
Acknowledge a message 2192
Active messages browser menu 2193
Assign messages 2195
Annotate a message 2196
Edit annotation text 2197
Disown a message 2198
Edit message text 2199
Launch commands 2200
Stop a command 2201
Launch policies from message browser 2202
Mass operations on messages 2203
Modify message attributes 2204
Own a message 2205
Policy editing options table 2206
Sort message information 2207
Specify duplicate message criteria 2208
Unacknowledge a message 2209
View actions 2210
View messages for selected nodes or services 2211
Managing message storms 2212
Detect and suppress message storms 2213
Configure the message storm detection mechanism 2214
Variables used in message storm detection 2219
High priority messages and actions 2221

© Copyright 1999 - 2008 Hewlett-Packard Development Company, L.P. Page 36



HP Operations Manager for Windows 8.10 Online Help

Messages generated by message storm detection 2222
Managing message delays 2224
Detect nodes that cause a message delay 2225
Configure message delay detection 2228
Configuring the browser display 2230
Change the message browser column display 2231
Configure policies from the message browser 2233
Change the default message browser limit 2234
Create a suppress condition from within the message browser 2235
Create a match condition from within the message browser 2236
Turn on brower error dialog boxes 2238
Turn off browser error dialog boxes 2239
Viewing and editing message properties 2240
View General message properties 2241
View and edit custom message attributes 2243
View and edit message annotations 2245
View duplicate messages 2246
View message instructions 2247
Edit message text 2199
View message state 2248
View commands 2210
Diagnosing Problems Using the Map View 2249
Open a map view of nodes and services 2250
Map view keyboard commands 2252
Map view menu 2253
Map view toolbar 2254
Show root cause 2255
Show impacted services 2256
Understanding uses and contains relationships 2257
Monitoring HP Operations Manager for Windows 2258
vpstat command syntax 2259
vpstat return codes 2261
List patch history 2263

© Copyright 1999 - 2008 Hewlett-Packard Development Company, L.P. Page 37



HP Operations Manager for Windows 8.10 Online Help
Run all options 2264
Example: launch vpstat with no commands and no parameters 2265
Example: launch vpstat with -3 and -? options 2266
Get system, memory, disk, network, and security information 2267
Example: get system, memory, disk, network, and security information 2268
Check file version 2270
Example: check file version and display help 2272
List services 2273
Example: list services using the -n option 2274
Example: list services using the -a option 2275
Example: list services using the -r option 2277
List registry entries 2278
List DCOM servers 2279
Example: list DCOM servers with -1 option 2280
List RPC servers 2281
Example: list RPC servers using the -d option 2282
Managed node requirements check 2283
Example: managed node requirements check using the -? option 2284
Example: managed node requirements check using the -d, -n options 2285
List processes 2286
Example: list processes using the -l option 2287
Get management server/console version 2288
Example: get server/console version on local node 2289
Example: get console version on remote node 2290
HPOM Self Management 2291
Synchronizing self management 2292
Schedule synchronization 2293
Start synchronization manually 2294
Disable automatic deployment of self-management policies 2295
Self-management policies 2296
Server self-management policies 2297
Agent self-management policies 2298
Database server self-management policies 2299

© Copyright 1999 - 2008 Hewlett-Packard Development Company, L.P. Page 38



HP Operations Manager for Windows 8.10 Online Help
Message queue file self-monitoring 2300
Agent health checks 2306

HP Performance Manager Integration 2311
Configure HP Performance Manager integration 2312
Show graphs 2314

HP Reporter Integration 2317
Configure HP Reporter integration 2319
Show reports 2321
Configure service logging 2323

HP NNM Adapters 2324
HP NNMi Adapter 2325

Configuration Tasks 2327
Configuring the NNM Server Name and Port 2328
Configuring the NNM Server Nodes 2329
Enabling the Tools in the By Node Sub-Group 2330
NNMi Web Tools 2331
NNMi Web Tools: By Incident 2332
NNMi Web Tools: By Node 2333
NNMi Web Tools: General 2335
Synchronization of Incident Updates 2336
HP NNM Adapter 2337
Automatic update 2338
Update the node list 2340
Message-service assignments 2343
HP NNM Adapter utilities 2344
Solving problems with the HP NNM Adapter 2346
Installing the HP NNM Adapter 2349
HP NNM Adapter features 2351
Installing and configuring the web server on HP NNM for Windows system 2353
Installing the HP NNM Adapter 2355
Removing the HP NNM Adapter 2358
Instaling the HP NNM Adapter in a cluster environment 2362
Installing the HP NNM Adapter on subsequent cluster nodes 2364

© Copyright 1999 - 2008 Hewlett-Packard Development Company, L.P. Page 39



HP Operations Manager for Windows 8.10 Online Help

HP BAC Adapter 2365
Installing the HP BAC Adapter 2366
Configuring the HP BAC Adapter 2367
Tuning the HP BAC Adapter 2368
Starting and Stopping the HP BAC Adapter 2370
Uninstalling the HP BAC Adapter 2371

HP SiteScope Adapter 2372
Service discovery 2373
Tools 2374
Script alerts 2376
Message rules and field mappings 2377
Installing the HP SiteScope Adapter 2381

Installing the HP SiteScope Adapter in a cluster environment 2383
Uninstalling the HP SiteScope Adapter 2384
Deploying the HP SiteScope Adapter 2386
Deploying policies 2387
Moving script alerts 2388
Implementing script alerts 2390
Troubleshooting the HP SiteScope Adapter 2392
Service tree not updated 2393
Service discovery log files 2394

© Copyright 1999 - 2008 Hewlett-Packard Development Company, L.P. Page 40



HP Operations Manager for Windows 8.10 Online Help

Legal Notices

Warranty
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The information contained herein is subject to change without notice.

Restricted Rights Legend
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Copyright Notices
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HP Operations Manager for Windows Overview

HP Operations Manager for Windows (HPOM) is a distributed, client-server software solution designed to
provide service-driven event and performance management of business-critical enterprise systems,
applications, and services.

HPOM enables management of distributed, heterogeneous, e-business infrastructures and includes support
for a broad range of Windows and UNIX systems and applications, including e-commerce, web and
application servers, conferencing and emails, databases, ERP software, and more.

Using HPOM, administrators can maximize IT system performance, reduce downtime, delegate tasks to
operators, and reduce costs. HPOM constantly monitors thousands of events occurring on all your managed
nodes and presents just the information you want to know just when you need it.

To manage your enterprise environment, HPOM performs the following functions:

m Auto-discovers the managed environment and auto-deploys management policies.
m Monitors and detects events or potential performance problems arising from managed nodes and services.

m Extends your management viewpoint beyond event and performance management to include a business
service perspective.

m Notifies you in one view when a problem occurs.
m Displays data graphically for in-depth problem diagnosis.

m Displays map views of selected services or nodes, showing relationships and dependencies, multi-level
views, and root cause and impact analysis.

m Solves problems automatically or manually to prevent downtime in your service environment.

m Integrates with other HP BTO Software components to provide breadth and perspective, as well as
specialty management solutions for specific disciplines.

m Manages key systems and applications with out-of-box intelligence using Smart Plug-in management
modules.

m Offers a web console view in addition to the MMC console for remote and mobile operational control.

m Collects network, managed node, and performance metrics to help you optimize performance and prevent
problems.

m Creates user roles to configure an operator's view of the environment to focus on specific assigned tasks
and responsibilities.

m Provides an industry-standard database, including clustered database support.
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Related Topics:
m Getting started with HP Operations Manager for Windows
m HP Operations Manager for Windows and the MMC
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HP Operations Manager for Windows and the MMC

When you install HP Operations Manager for Windows, you are installing both the MMC and HPOM for
Windows, which is a snap-in to the MMC. MMC is a framework that hosts snap-ins such as administrative
tools used to administer networks, nodes, services, and other system components. MMC does not perform
administrative functions. It hosts programs, called snap-ins, that do.

Together, the MMC and its snap-ins combine to form a console. You can save a console by adding snap-ins
to the MMC framework and saving the configuration. Console views are saved as files with an . nsc

extension. Any snap-in settings for administering specific components or nodes can be saved as a
customized console.

All of the configuration settings for the tools and controls are saved with the console view and restored when
the customized console file is opened. As an administrator, you can create a console file, save it as an . nsc
file, then distribute it to different computers across your environment for operators to use in performing their
tasks.

Typically, the . msc file is specific to one management server, which is named in the . nsc file. If you
distribute the . nsc file to a different management server, when you open the . nsc file, it attempts to find
the server originally specified. If unable to locate that server, the program prompts you for a new server
name.

The components of an MMC console are contained in the MMC window, which has several menus and a
toolbar that provide the commands to open, create, and save MMC console views. The toolbar on the MMC
window is called the main toolbar.

MMC menu and toolbar

J fction  Wiew  Faworites J = | | | 2

HP Operations Manager for Windows menu and toolbar

Jﬂctin:nn Yiew  Faworites JQI' =y | | | EY
EE- I T E A

Each console view has its own menus and toolbar, separate from those of the main MMC window, that help
the user perform tasks.

MMC and HPOM for Windows menu behavior
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The MMC and HPOM for Windows make extensive use of context, or shortcut menus. These menus may
contain commands provided by:

m The MMC console

m HP Operations Manager for Windows

Menus may display different commands depending on the context in which they are opened and the way
they are selected. For example, click services, nodes, or tools in the console tree to select the item, then
right-click to display a shortcut menu for that item that looks like this:

Configure Message Filkers., ..
Modes. ..

all Tasks » =
Server...

= k Service Types...

Mews Window From Here Services. ..

v Tools, .,

Mew Taskpad Wiew. . User Reles...

Properties

Help

If you right-click an item in the console tree without first selecting it with a left-click, a slightly different
menu displays.

Configure
All Tasks L -
Server
Mew Window From Here Service Types. .,
i SErvices. ..
Properties Tk
Help User Rales...

Behavior of New Windows

In the console, when you can open a new window in the following ways:

1. Click one of the View toolbar buttons to view a message browser or map.

2. Choose a different view from the context menu in the map or message browser.

You can also request a new window from the console tree by selecting an item and then right-clicking to
open the console menu. From this menu, choose the option New Window from Here.

Related Topics:

m HP Operations Manager for Windows Overview
m First steps
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Software Support Online

The HP Software Support Online web site offers in-depth information on a variety of topics:
m Troubleshooting, knowledge base search, known problems

Problem reporting and support information

User manuals, software updates and patches, demos
Training and education

Discussion forum

Click Software Support Online to open the Support web site in a separate browser window.
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Online Help

Getting started with HP Operations Manager for Windows

HP Operations Manager for Windows helps you manage the increasing complexity of your IT service
environment from a single console view to increase productivity and prevent or correct downtime of critical

business services.

The illustration shows a typical HPOM for Windows view, as configured by the administrator, with the console
tree on the left, a map view in the details pane, and the active messages browser window open above the

map.

F= HP Operations Manager

File  Action Wiew Favorites Window Help

=] g3

e - | @E| @ i |8 S T

PioNdaivaad AT EE

I:l HF Cperations Manager
H-ift Operations Manager : MANAGER
Services

Certificate requests
£ policy management

&

al |

F= HP Operations Manager',Operations Manager : MANAGER 1" Services

Wiew in display; Containg or Uses

@ Syztems Infrastructure
# Windows

Windows Server suus
& Windows XP

|Fi|ter:

[:I HP Operations Manager Severity Duplicates | S |U I |a|2|N|Received + | Service Maode
=g Operations Manager : MANAGER | €3 critical - - - - - - 7/25/2007 10:03:12 AM nodel:Operatio,.. nodel
Pl H
B Services 2 Mormal - - W - - - TFIZE/2007 1240013 M Services &Proc.. MAMAGE
- % ?':'dles {23 Marmal - - W - - - 72602007 12:43:19 AM  Services B:Proc... nodel
ools
Certificate requests
-4 Policy management
1| | i
‘| | »l 91 [¥o .0 [0 [VE (o [F o &0 |3

|Fi|ter:

| | Y

HPOM for Windows provides a view of your environment configured by the administrator to:

m Display the status of managed nodes and services through color-coded icons and messages, as configured

by the administrator through deployed policies.

m Provide tools for further diagnosis and administration.
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m Launch corrective actions required to resolve problems before critical services are impacted, as configured
by the administrator through deployed policies .

Related Topics:

m HP Operations Manager for Windows Overview

m HP Operations Manager for Windows and the MMC
= About the map view

m About the message browser
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First steps

At installation, HP Operations Manager for Windows installs several default policies that can be used as-is to
manage your enterprise environment. Deploying the default policies to your managed nodes provides the
fastest, simplest way for you to begin receiving data and messages from your environment.

For more detailed, specific information from your managed services and nodes, you must configure your
environment by editing the existing policies or creating new policies to meet your special needs. After
configuring the policies, you deploy them to managed nodes and services.

In either case, you need to perform several steps to configure your console to report and display the
performance information and messages important to your enterprise operations.

Configuration overview

Configuring your enterprise environment requires several steps:
Select and configure managed nodes

Configure tools

Configure services

Create, manage, and deploy policies
Configuring event policies

Apply tools to nodes and services
Create a new policy

Create user roles

Create service types
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License HP Operations Manager for Windows

You must have a license key password to use HPOM for Windows. At installation, you are given a 60-day trial
license. Within this 60 day period, you must obtain a permanent license key password to continue to use
HPOM. To obtain your license key password at installation, follow the instructions in the message box that
appears on screen at product startup. It takes a minute or so for the licensing program to launch.

& NOTE:
You cannot request a license key password from a remote console. You must log on to the management
server to obtain a license key password.

If you do not obtain your permanent license key password on startup, you can obtain it from within the
program at a later time by launching the licensing program from the console tree.

HP Operations Manager for Windows Manager

The full management server license allows you to operate one HPOM for Windows management server,
including the management server node .

Additional licenses are required for the following items:

m Managed nodes: Any additional node managed by the HPOM for Windows management server requires
an additional HP Operations agent license.

m Monitored nodes: Target connector licenses are required for each remote system that is being
monitored by HPOM. Monitored nodes are systems that do not have an HP Operations agent installed, for
example, agentless nodes, systems that are monitored through proxy connections, or systems that send
messages to HPOM by way of external nodes. For nodes monitored through external nodes, target
connector licenses are only required if a message has been received for that node. Target connector
licenses are not required if the event-originating node is an L2/L3 networked device and the event is from
HP Network Node Manager, or if the event is from other HP monitoring software (for example, HP
SiteScope, HP Internet Services, HP Storage Essentials, HP Insight Manager, NonStop management,
Webjetadmin, Procurve monitoring).

m Smart Plug-ins: Additional licenses are required for the installation and use of HP Operations Smart
Plug-ins.

The HP Operations Manager for Windows Manager LTU entitles you to a license each for HP Reporter and HP
Performance Manager. The HP Reporter license allows you to install HP Reporter locally on the management
server or remotely on another system. A remote installation is recommended to balance the available
resources. HP Performance Manager can only be installed locally on the HPOM management server.
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HP Operations Manager for Windows Limited Edition

The HP Operations Manager for Windows Limited Edition LTU allows you to operate the HPOM for Windows
management server with 20 nodes. (You can extend the number of nodes to 30 by purchasing an extension
to the HP Operations Manager for Windows Limited Edition LTU.)

The number of licensed nodes includes:

m Management server node: The HP Operations agent running on the management server.
m Managed nodes: Nodes that have an HP Operations agent installed.

m Monitored nodes: Nodes that are monitored by HPOM but do not have an HP Operations agent installed.

The HP Operations Manager for Windows Limited Edition LTU includes the right to use one copy each of
selected SPIs, of HP Reporter, and of HP Performance Manager.

& NOTE:

With an HP Operations Manager for Windows Limited Edition, you will not be able to manage more than
the license-specified number of nodes, even if there are additional standard HP Operations agent licenses
being installed.

An HP Operations Manager for Windows Limited Edition license can be upgraded with an HP Operations
Manager for Windows Manager license at any time. However, in this case, you also need to buy the
appropriate amount of licenses for the HP Operations agents running on all the nodes managed by the
HPOM for Windows management server, for all remote nodes that are monitored by HPOM, and for the
HP Operations Smart Plug-ins to be used.

For details about the HP Operations Manager for Windows Limited Edition, its extension, and migration
possibilities, contact your sales representative or see the customer letter included with your media
bundle.

HPOM counts the number of available and used licenses at the following times:

m Each time the console starts

m Each time a policy or package is deployed

m Each time a node is added

m At least every 24 hours

For complete details about licensing HP Operations Manager for Windows, see the help files provided with the
HP AutoPass licensing program.

Related Topics:

m Obtain a license
m Create and view a license report
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Obtain a license

Use these instructions to obtain a permanent license number for HP Operations agents, HP Performance
Agent Software agents, target connectors, Smart Plug-ins, and other related HPOM for Windows products.

To obtain a license, you must provide the number of the HP Purchase Order that you received from your HP
Software authorized reseller when you bought the product that you want to license. If you have not yet
purchased the product, call 1-877-686-9637 (in the United States and Canada) or visit hp.com to locate an
HP Software authorized reseller.

To obtain a license

1. In the console tree, select Tools — HP Operations Manager Tools — Licensing .
2. Right-click Obtain License and select All Tasks —=Launch Tool... .
3. Select the product for which you want to purchase licenses from the window that appears.

4. When the HP AutoPass window appears, use the wizard to enter the required information and to
receive your license number.

Related Topics:

m License HP Operations Manager for Windows
m Create and view a license report
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Create and view a license report

To verify that you have purchased enough licenses for the HP Operations agents, HP Performance Agent
Software agents, target connectors, Smart Plug-ins, and other HP Operations Manager for Windows products
that you have installed, use the License Report tool. This report shows what products you have installed,
how many copies are installed, and how many licenses you have purchased for these products.

To create and view a license report

1. In the console tree, select Tools —= HP Operations Manager Tools — Licensing .
2. Right-click License Report and select All Tasks —Launch Tool... .

3. Wait for the report to be generated. This takes about 20 seconds, or longer, depending on the speed of
your computer and the size of your managed environment.

4. When the report appears in your browser, select a product from the pull-down menu. For each product,
the following information appears:

Running with Instant On:
This field indicates whether the product is running under an Instant On license. The first time
you install a product, you get an Instant On license that allows you to use the product for 60
days.

Remaining days:
The number displayed here is the number of days for which the Instant On license will remain
valid.

Expiration Date:
The date the license expires.

License Capacity:
The number displayed here is the number of licenses that you have purchased for this product.

Number of installed nodes:
The number displayed here shows the number of nodes where this product is installed.

Available licenses:
The number displayed here shows the number of unused licenses that are available for this

product.

Number of unlicensed installations:
The number of product installations that are running without a valid license. If this number is
not zero (0), purchase the necessary licenses.
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L NOTE:

For target connector licenses, the report calculates an average value for all used licenses, based on the
license usage of the last 30 days. For HP Operations agent licenses, the report gives the number of
licenses used at the time the report is generated.

Related Topics:

m Obtain a license
m License HP Operations Manager for Windows
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High contrast option

If you want to use the high contrast mode for better readability, set the high contrast mode using the
following key sequence before you start the HPOM for Windows console. Press all keys simultaneously.

Left ALT, Left Shift key, and the Print Screen key

This opens a dialog box in which you can set your preferred high contrast options. Alternatively, if you set
the high contrast options by following the path Control Panel — Display — Appearances, you should still use
the key stroke sequence after setting your options in the dialog box to enable all the features of the high
contrast option.
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Keyboard navigation

Keyboard navigation in HP Operations Manager for Windows conforms to standard Microsoft behavior with
the following exceptions:

Tab key: The Tab key is not functional in the Configure Nodes and Configure Tools dialog boxes. To move
through the enabled controls in either of these dialog boxes, use these key combinations instead:

Ctrl + T (tabs through enabled controls)
Ctrl + Shift + T (tabs through enabled controls in reverse order). Press the Spacebar to choose what you
have selected in the dialog box. (For example, to select the OK or Cancel button.)

To move in and out of the dialog boxes using the keyboard, use the Application key (between the Windows
logo key and the Ctrl on the right side of the keyboard), or Shift + F10.

& NOTE:

Pressing the Tab key shifts the focus from the dialog box to one of the main windows in HP Operations
Manager for Windows. To tab back into the dialog box, press the Tab key (if necessary) to set focus on
either the console tree or details pane, then press Shift + F10 to open the context menu.

Press the letter o to return to the Configure Tools dialog box. Press the letter d to return to the Configure
Nodes dialog box.
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How to use help

HP Operations Manager for Windows provides help files to guide you through the tasks you want to perform.
Help is available from several locations:

m Help drop-down menu
= Any shortcut menu
m Help buttons in dialog boxes

Help files consist of overview, conceptual, and procedural topics and interactive demonstrations.

= @ Overview topics are associated with the book level icon in the table of contents. Procedural topics may
also contain some overview information, to explain concepts related to a particular task.

= @ Conceptual topics provide a high-level view of a task or a series of related tasks and are identified in
the table of contents with an icon that resembles a document page.

= Procedures are step-by-step instructions that describe a particular user task. These are identified in
the table of contents with an icon that illustrates numbered steps.

= Q:I Interactive demos illustrate complex concepts such as the flow of a process or the interrelationship of
rules and parameters. In some cases you can change information in a help demonstration to test the
results of an action before you implement the task. See the Basic Training for HP Operations interactive
tutorial in the help system table of contents for an example of an interactive demonstration.

Links to more information

Blue underlined text is linked to related topics that appear in various ways, depending on the content of the
linked information:

m Popup windows display acronym and glossary information.

m Links to other topics replace the existing text in the help window. Use the Back button to return to your
starting place.

n Links to hidden text expand to provide additional information without requiring you to leave your
current location. A small blue arrow indicates expandable information. When printing from help files,
expand the hidden text to print it.

Cautions and notes

= ﬂ. Cautions show important information that may significantly affect your work.

n @ Notes present helpful information.
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Printing help files

Print topics of interest by printing one topic page at a time or groups of topics by right-clicking the topic in
the contents pane and selecting Print . If you want to print the entire help, start from the top-level topic (HP
Operations Manager for Windows ). Note that, depending on the number of SPIs installed, the help may
contain more than 2500 printed pages.

You can also download the core help (which excludes help for SPIs) in PDF format from the HP Software
Product Manuals web site.

Copying help files

You may want to copy the help files from your management server to your local computer. This enables to
you to read HPOM documentation when you cannot access the management server. The help files are .chm
files, and are located on your management server at %vi nstal | Di r % hel p\ en\ . Copy all the .chm files
into one directory on your local computer. Double-click consol e. chmto start the online help.
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For more information...

Additional information about HP Operations Manager for Windows is available in manual format as .pdf files.
Unless you specified a different directory, manuals are installed in the default installation directory:

C.\ Program Fi | es\ HP\ HP BTO Sof t war e\ paper docs\ en .

Manuals are also available on the Documentation directory on the installation media in this location:
Docunent at i on\ HPOM Cui des

Additional technical information is provided in the form of white papers, available on the installation media in
this location:

Docunent ati on\ Wi te Papers
Basic Training for HP Operations Manager

Basic Training is an interactive tutorial that opens automatically after the first installation of HP Operations
Manager for Windows. To open the tutorial at any time after installation, go to the help system table of
contents and click the Basic Training for HP Operations contents entry. Look for the light bulb icon, the
symbol for an interactive demo.

HPOM for Windows Manuals

m HP Operations Manager for Windows Upgrade Guide

The interactive upgrade guide lets you choose options to indicate the type of upgrade that you want to
perform. The procedure changes according to your selection, creating an upgrade procedure that is
tailored to your individual situation. You can view the file from the Documentation directory on the
installation media.

m HP Operations Manager for Windows Installation Guide

The installation guide contains detailed installation information and an overview of how to use other HP
BTO Software products with HP Operations Manager. A printed guide comes with each set of installation
media. You can view the file from the Documentation directory on the installation media.

m HP Operations Manager for Windows Release Notes

The release notes file (HPOM_Release_Notes.htm) is also available in the Documentation directory on the
installation media.

To open and view or print a file, navigate to the directory where you have installed the manuals and double-
click the name of the file you want to view or print.
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Terminal Services support

HP Operations Manager for Windows supports remote operation using Microsoft Windows Terminal Services
and Citrix Metaframe XP on Windows 2000 and 2003 server. Both the Terminal Services Administration Mode
and the Terminal Services Application Mode are supported.

For detailed information on Microsoft Terminal Services and Citrix Metaframe, refer to the HPOM Support
Matrix .
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Administering your environment

The administrator of an enterprise IT environment has many responsibilities. Using HPOM, you can perform
all necessary configuration tasks for your operators on a single management console from one central
location.

As administrator, you will:

m Install HPOM and deploy to managed nodes .

m Define the environment for operators by managing installation and the configuration of nodes, tools , and
services.

m Configure policies for receiving messages or the collection of metrics and deploy them to managed nodes.

m Customize the automatic commands (scripts that are configured to run automatically when a specific
event occurs) and operator-initiated commands (the set of commands/executable scripts that are
available to an operator when a specific event occurs) required to complete a task.

m Provide specific message instructions to help with problem resolution.

m Extend the scope of HPOM by integrating additional tools and managed services and nodes.
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Set up an operator’'s view

As administrator, you determine the view of your enterprise environment that will be displayed in HP
Operations Manager for Windows by configuring the environment using policies . The view you create is used
by operators to perform these tasks:

Monitor performance and events.

Perform routine maintenance tasks.

Correct problems as they arise.

Prevent problems before they can impact your network.

HPOM provides predefined policies that you can use as-is or modify to meet your requirements. You can also
create your own new policies. After installing HPOM, you perform a number of configuration and deployment
tasks to create a view of the managed nodes and services in your environment, the status messages that
apply to them, and the corrective actions available to resolve problems.

By creating user roles and assigning users to these various roles, you configure an operator's view of the
environment to focus on specific assigned tasks and responsibilities. By defining roles for specified operators
and administrators, you control the users view of your enterprise and the range of activities which that user
has permission to perform. By assigning users to well-defined, specific roles, you can distribute monitoring
and maintenance tasks across a group of individuals with their own particular areas of expertise and
experience and customize each users console view.

Configure the management server

m Configure managed nodes and deploy necessary policies to these nodes.
m Configure tools that operators use to resolve problem situations.

m Configure services by defining the service hierarchy and specifying the way status is calculated and
propagated for display in the message browser and map views.

m Configure service types that are used when an instance of a service is created.

Develop policies

m Create policies for messages or the collection of metrics and deploy them to managed nodes. You can use
the predefined default policies supplied with HPOM if you prefer.

e Specify the messages that result from events that occur in the environment.
e Customize the automatic actions (scripts that are configured to run automatically when a specific event

occurs) and operator-initiated actions (the set of commands/executable scripts that are available to an
operator when a specific event occurs) required to complete a task.
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e Configure measurement collections. Specify the data to be collected, the nodes from which it is
collected, and the thresholds, which when exceeded, trigger events that produce messages in the
console for operators to act upon.

e Provide specific message instructions to help with problem resolution.

Deploy policies

m Deploy appropriate policies to specified managed nodes

m Extend the scope of HPOM by integrating additional applications and managed services and nodes.

Assign operators and administrators to user roles

m Create user roles that focus the attention of operators or administrators on their primary tasks without
the distraction of information that is not relevant to their assigned responsibilities.

m Specify which users can view, create, modify, delete, deploy, and undeploy policies and packages.
m Specify which services, nodes, and tools will be available to specific user roles.

m Specify which Message Groups will be available to operators.

Related Topics:

Configuring Managed Nodes
Configuring Tools

Configuring Services

Configure Service Types

Policy Management and Deployment
Configure User Roles

Configuring event policies

© Copyright 1999 - 2008 Hewlett-Packard Development Company, L.P. Page 64



HP Operations Manager for Windows 8.10 Online Help

Using the configuration toolbar

Configuration tasks are grouped on the Configuration toolbar to provide quick access to all configuration
editors.

S 2 e e

Click the appropriate icon in the console view to open one of the editors to configure services, nodes, or
tools.
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HPOM security

Security is involved in many of the HPOM tasks performed by administrators and operators. As an
administrator, you need to consider your environment and plan your security needs before installing HPOM.

Users establishing security for HPOM should be:

m Experienced Windows administrators who understand Windows security concepts and terminology.

m Experienced with the Windows domain environment.

Related Topics:

= HPOM group accounts
= HPOM user accounts
m Update HPOM user accounts
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HPOM group accounts

HPOM uses Windows group accounts to identify valid users of the product. During the installation, HPOM
creates the following two groups, either locally on the management server (if you are performing a
workgroup installation), or in the domain for domain installation:

m HP-OVE-ADMINS (HPOM administrators)

m HP-OVE-OPERATORS (HPOM operators)

You can also specify different names during the installation, or, instead of having HPOM create them for you,
you can also create these groups yourself before or during the installation.

The purpose of these groups is to allow users to access the HPOM console and HPOM resources so that they
can perform HPOM administrator or operator tasks. For example, you can add Rosa Galvez, who is not a
Windows administrator, to the HP-OVE-ADMINS group so that she can perform HPOM administrator tasks, or
add Sean Payne, another HPOM user who is not a Windows administrator, to the HP-OVE-OPERATORS group
to perform operator tasks. Local or domain administrators by default cannot access HPOM.

& NOTE:
No user should be part of both groups. An HPOM administrator should not be added to the HP-OVE-
OPERATORS group.

HP-OVE-ADMINS

The HP-OVE-ADMINS group by default contains the following members:

m Installing user

After the installation, an HPOM administrator can remove the installing user from the HP-OVE-ADMINS
group by launching the Tools — HP Operations Manager Tools — Cleanup rights of the installing
user tool (OvONReset OVOMdM nRegKeyRi ght s. exe ). The installing user and HPOM operators do not
have permissions to execute this tool.
HP-OVE-User

m HP-OVE-Deleg-User

HPOM Administrator Tasks

Users classified as HP-OVE-ADMINS can perform the following HPOM administrator functions:

m Add managed nodes
m Configure managed nodes, tools, service types, and user roles
m Deploy policies and packages Required administrator privileges for package deployment
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Create and modify policies, tools, services, and user roles

Create automatic and operator-initiated commands

Expand and navigate Policy Management in the console tree

Run utilities (register packages, upload and download from user roles policies)
Perform all operator tasks

HP-OVE-OPERATORS

The HP-OVE-OPERATORS group is initially empty.

HPOM Operator Tasks

Users classified as HP-OVE-OPERATORS can perform all HPOM tasks except those listed under HP-OVE-
ADMINS tasks:

All actions on messages
m Use message filters

m Change severity

Modify message text

With the proper authority, execute tools, view service maps, and access policy and package management.

As an administrator, after adding a user to the HP-OVE-OPERATORS group, you can further define the rights
of that user with the User Roles Editor.

Related Topics:

s HPOM user accounts
m Configuring user roles

© Copyright 1999 - 2008 Hewlett-Packard Development Company, L.P. Page 68



HP Operations Manager for Windows 8.10 Online Help

HPOM user accounts

When the HPOM management server is installed, you are asked to supply the name of two Windows user
accounts that are used by several HPOM services and processes to control their security rights:

m HP-OVE-User

This is the user account under which the HPOM management server processes run, with the exception of
the policy management and deployment process.

m HP-OVE-Deleg-User

The policy management and deployment process (ovpmad) runs under the HP-OVE-Deleg-User account.
In domain environments, the HP-OVE-Deleg-User account must have delegation rights, if you plan to
deploy Windows HTTPS agents from a remote console using the Impersonate user deployment option

Both user accounts are by default members of the HP-OVE-ADMINS, Administrators, and Users groups. They
are domain accounts if HPOM is installed in a Windows domain, or local accounts if HPOM is installed in a
Windows workgroup environment.

2 NOTE:

The HP-OVE-User and HP-OVE-Deleg-User accounts are intended solely for the use of the HPOM product.
As such, the HPOM product assumes that it owns these accounts and can safely manipulate them as
needed to meet the needs of the product. Specifying accounts that are used for other purposes may
cause problems in your environment. Choose account names that will not be used by anyone else in your
organization.

The accounts that you supply during the installation for the HP-OVE-User and HP-OVE-Deleg-User users can
be changed after the installation using the ovchgpass. exe command. Use the command to change the user

name, password, or both. This command changes the password everywhere that the HPOM system uses this
account, to ensure that HPOM services do not fail.

Related Topics:

m Update HPOM user accounts
= HPOM group accounts
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Update HPOM user accounts

You can change account information for the HP-OVE-User and HP-OVE-Deleg-User users with the
OVChgPass. exe utility. As administrator, when you install HPOM, you choose a user name and password for
these accounts. The user accounts are used by the HPOM management server services. User name and
password are registered in the services.

Using OVChgPass. exe , you can create a new account or change the password for the existing HP-OVE-User
and HP-OVE-Deleg-User accounts. When you change the password, it is changed in every instance where it
is used. If you change the user name, it is also changed in every instance where it is used. The names of the
current HP-OVE-User and HP-OVE-Deleg-User accounts are found and updated in the registry at this
location:

HKEY_LOCAL_MACHI NE\ SOFTWARE\ Hewl et t Packar d\ OVEnt er pri se\ Security\ Al i ases| HP- OVE- User
HKEY_LOCAL_MACHI NE\ SOFTWARE\ Hewl et t Packar d\ OVEnt er pri se\ Securi ty\ Al i ases| HP- OVE- Del eg- User

The utility runs on the management server and performs these updates:

m Creates a new user account on the system where the tool runs, if the given account does not exist.
Alternatively, only the password is changed. In both cases, the user is added to the HP-OVE-ADMINS,
Administrators, and Users groups.

m Updates all HPOM services which run as the old HP-OVE-User or HP-OVE-Deleg-User by associating them
to the new user/password. You must manually restart the services after making this change.

m Updates all DCOM servers currently configured to run under the HP-OVE-User or HP-OVE-Deleg-User
identity properties.

m Updates all HPOM tools that are configured to run under the HP-OVE-User or HP-OVE-Deleg-User account.

m Updates all scheduled task policies that are configured to use the HP-OVE-User or HP-OVE-Deleg-User to
start commands. Only the latest version of the policy (with the highest version number) is updated; a
new version of this policy will be created.

If any action fails, the update procedure continues. To avoid inconsistency, you must make a manual change
of the failed account data. In this case, note the failed action and write down the name of the service shown
in the error message. If the first step should fail (update or creation of the Windows account), the tool stops
execution.

If the given user accounts do not yet exist, the user who runs the OVChgPass. exe utility must have sufficient
privileges to create user accounts locally on the management server system or, for domain installations, in
the domain. Alternatively, the user must have sufficient rights to change passwords.

To update HPOM user accounts
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1. From the command prompt, to open the utility, type:

OVChgPass.exe
2. The Update Account dialog box opens and displays the HP-OVE-User tab.
| & Update Account

HP-OVE-User | Hp-QUE-Deleg-User |

This utility allows wou ko update the account name and password of the HP-OWE-User, All services,
tools and DICOM servers, assigned ko the old user, are updated,

Diamain: I {lzave blank for local account)

Hews Account Mame: P-OVE-Liser [~ skip system login update.

Mews Password: I

[ Password is nat walid!

] Cancel

3. Select the HP-OVE-Deleg-User tab, if you want to change the HP-OVE-Deleg-User account.
4. Enter the domain where the user is located. Leave this box blank for a local account.

5. If desired, enter a new user name.

& NOTE:
If you change the user name for the HP-OVE-Deleg-User, you must execute the Windows Node
Security Setup tool.

6. Select Skip system login update , if you do not want HPOM to create the new user account or to
change the user password. When you select this option, make sure the administrator has already made
the required account changes locally or in the domain.

7. Enter your new password.

8. Click OK.

To change account information manually

1. To update HPOM management server services, select Services from Administrative Tools in the
Control Panel . The user login is shown in the Log On As column. Change the log on properties of
each HPOM service.

2. To update the DCOM server's properties, start DCOMCNFG. EXE from the W NNT\ syst enB82 folder.

© Copyright 1999 - 2008 Hewlett-Packard Development Company, L.P. Page 71



HP Operations Manager for Windows 8.10 Online Help

3. To update the HPOM tools, go to the console tree.
Select Tools — HP Operations Manager Tools — Modify Tools login/password .
Related Topics:

m HPOM user accounts
= HPOM group accounts
m Start Windows node security setup
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Access requirements for NTFS partitions

NTFS partitions requirements include:

m The local groups named Administrators, HP-OVE-ADMINS, and HP-OVE-OPERATORS must have full access
to the executable files and subdirectories in the following directories on the management server:

e % vinstall Dir%
e YOvDatabDir %
e UOvShareDi r%

o UBYSTEMROOT% syst enB2

In addition, these groups must either be given the Bypass Traverse Checking privilege or they must also
have Execute access to all of the parent directories of these directories. By default, Windows 2000
installations give this type of access to "Everyone," so you should only need to make changes like this if
you modified your file system security from the default settings.

m Accounts used for running tools must have the correct access on any NTFS partitions that will be accessed
by the tool.

On FAT file systems or partitions, there is no security to set.
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Trust relationships between Active Directory domains

If your managed environment includes more than one Active Directory domain, you must ensure that the
correct trust relationships exist between these domains. Management servers, consoles, and nodes can run
in different domains, and if two-way trusts exist between all your domains, no issues should arise. However,
if some trust relationships do not exist, certain HPOM features may not function properly.

Specifically, to make full use of all HPOM features, the following trust relationships must exist:

m Trust is required between the management server's domain and the domain where the HPOM service
accounts exist. The management server consists of a number of services, which run under service
accounts (called HP-OVE-User and HP-OVE-Deleg-User by default).

m Trust is required between the management server's domain and the console user's domain.

The console uses DCOM to communicate with the management server. The management server must be
able to verify the console user's credentials.

& NOTE:

You can open remote consoles in the same domain as the management server, and in its trusted
domains. You cannot open remote consoles in domains that the management server does not trust.
You also cannot open remote consoles if the management server is part of a workgroup. Instead, you
can use Microsoft Terminal Services or Citrix Metaframe to remotely access the management server,
and then open the console locally on the management server.

m Trust is required between the domain of the computer on which the console runs and the domain where
the HPOM service accounts exist.

The management server uses a DCOM interface to notify the console of updates that it must display (for
example, the status change of a deployment job). The computer on which the console runs must be able
to verify the management server's credentials. (The management server runs under the HPOM service
accounts.)

Some remote agent installation options do not require trust relationships to exist. However, to enable all
remote agent installation options, the following trust relationships are required:

m Trust between the managed node's domain and the domain where the HPOM service accounts exist.

m Trust between the managed node's domain and the console user's domain.

The figure below shows a management server, console, and managed nodes, all in separate domains. In
addition, the HPOM service accounts exist in a fourth domain.

m domain-a.example.com : remote console domain

m domain-b.example.com : management server domain

© Copyright 1999 - 2008 Hewlett-Packard Development Company, L.P. Page 74



HP Operations Manager for Windows 8.10 Online Help

In addition another management console or managed nodes can exist in the domain as well.
m domain-c.example.com : managed nodes domain

m domain-d.example.com : HPOM service users domain

-

3
l domain-a.example.com *

domain-b.example.com

domain-c.example.com

The figure above shows the following trust relationships:

1. The trust relationship from the managed nodes domain to the remote console domain.

2. The two-way trust relationship between the management server domain and the remote console
domain.

3. The trust relationships from the remote console domain, management server domain, and managed
nodes domain, to the HPOM service users domains.

Related Topics:

m Install agents remotely
m Install agents in trusted domains
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Installing DCE agents on backup domain controllers

If you need to install a DCE agent to run under the HP ITO account on a Windows backup domain controller,
you must complete several prerequisite steps. You do not have to complete these steps if you install the

HTTPS agent on a domain controller, or if you install the DCE agent to run under the Local System account.
HP recommends that you use the Local System account if you install the DCE agent on a domain controller.

Before you install a DCE agent to run under the HP ITO account on a Windows backup domain controller, you
must complete the following steps:

1. Add the primary domain controller as a managed node .
2. Install the DCE agent on the primary domain controller.
3. Synchronize your backup domain controllers.

L NOTE:
You must ensure that all or none of the domain controllers in the domain are managed nodes.

& CAUTION:

If you add a Windows domain controller as a managed node, you allow tools and scheduled commands to
run without a password. This means that any administrator who configures tools in HPOM can configure a
tool to run as any user (including domain administrator) in that domain without a password.

You can address this security concern using Set Mgnt Server /auth /on to configure the DCE agent

installation defaults before you remotely install DCE agents.

Related Topics:

m Configure DCE agent installation defaults
m User accounts for tools
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Security audits

For security reasons, if is essential to be able to monitor activity, which occurs on the HPOM management
server. If you can track use of or changes to the configuration of the HPOM management server and record
attempts to gain unauthorized access to data, you have a good chance of being able to determine exactly
who was responsible for any security breach and when.

The audit feature allows you to monitor how HPOM for Windows is used and what, if any, configuration
changes are made. HPOM writes auditable events to its own, internal, custom event log,
% vDat abi r % | og\ OvConfi gChangeEvent s. Evt , which you can browse using the standard Windows Event

Viewer.

In order to run an audit, you have to configure HPOM to monitor the underlying Windows services, which are
used to control the various HPOM management areas. You can do this individually for each management
area that you want to audit, or collectively if you want to audit all management areas concurrently. Once
enabled, the security-audit feature allows you to track events in the following areas:

m Policy Management and Deployment

To audit the management and deployment of policies, you need to monitor the Policy Management and
Deployment Server (PMAD). Enabling auditing of the PMAD server logs activity in the following areas:

e The deployment of policies to (and removal from) managed nodes

e Any alteration to (and editing of) policies

"9 NOTE:

The detail which the security audit feature collects is limited. For example, you can determine that
version 1.2 of a policy was replaced with version 1.3, but you cannot use the security-audit feature
to find out what the changes between the two policies are.

= HP Operations agent: Management and Deployment

To audit the management and deployment of the HP Operations agent, you need to monitor the Policy
Management and Deployment server (PMAD). Enabling auditing of the PMAD server logs activity in the
following areas:

e The deployment of the HP Operations agent to (and removal from) managed nodes

s HPOM Tools

To audit the use of HPOM tools, you need to monitor the Message-action Server. Enabling auditing of the
Message-action Server records activity in the following areas:

e Any access to (and execution of) HPOM tools on the HPOM management server
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Automatic and Operator-initiated Actions

To audit the execution of either automatic or operator-initiated actions, you need to monitor the Message-
action Server. Enabling auditing of the Message-action Server logs activity in the following areas:

e Each time an automatic or operator-initiated action is started or stopped on the HPOM management
server

HPOM Users and User Roles

To audit the activity of HPOM users, such as the administrator and the operator, you need to monitor the
Security Server. Enabling auditing of the Security Server logs activity in the following areas:
¢ Any changes to HPOM user roles, rights, and permissions

Messages

To audit changes to messages, you need to enable monitoring of message changes done locally or on
forwarded messages. Enabling message auditing logs activity in the following areas:

e Each time the state of a message, the severity, the text, an annotation, or a custom message attribute
changes, an audit log is created in the eventlog.

e Audit logs are created each time messages are downloaded or deleted using DB Maintenance.

For each entry in the audit records, HPOM for Windows records the following information:

The source of the event, for example: the Policy-Management server or the Message-action server
An Event ID: a unique identifier for each event type, which makes searching the log much easier
The date and time, at which the event occurred

A User ID: a unique identifier to link an HPOM operator or administrator to the reported event

Related Topics:

Log files and event sources

Audit policy management and deployment
Audit the message and action server
Audit the security server

Audit message changes

Enabling and disabling security audits
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Log files and event sources

If you make use of the security-audit feature, HPOM for Windows writes changes to the configuration of the
HPOM for Windows management server to a custom application log named, OvConfi gChangeEvent s. Evt ,
which is stored in the following location: %vDat aDi r % | og on the HPOM for Windows management server.

Three HPOM for Windows components are currently able to make use of the Security Audit feature, namely;

m Policy management and deployment server (OvPmad)

The event source indicated in the Event Viewer for the policy management and deployment server is:
OvPol i cyMynt

m Security Server (OvSecurityServer)

The event source indicated in the event viewer for the security server is: OvSecSvr

m Message and action Server (OvEpMessageActionServer)

The event source indicated in the event viewer for the message-action server is: OvEpMsgAct Svr

m Local message changes

The event source indicated in the event viewer for message changes done locally on the HPOM server is:
MessageChanges_| ocal

m Changes to forwarded messages

The event source indicated in the event viewer for message changes done on another management server
and forwarded to this management server is : MessageChanges_f or war ded

In order for the Windows event service to be able to distinguish between the custom or the standard
application log, the names used to identify event sources in the custom log used by the security-audit
feature must be different to the names used to identify sources in the standard application log. For example,
the name OvPolicyMgmt is used to identify the source of events associated with the PMAD sever in the
security-audit log: the name HPOV-PMAD is used when PMAD writes entries to the standard application log.

& NOTE:

The standard application log contains errors, warnings, and other useful information about Windows
applications or services, for example; when they are shut down. The security-audit log contains entries
relating strictly to events, which have passed or failed the HPOM or Windows audit.

Related Topics:

m Security audits
m Enabling and disabling security audits
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Audit policy management and deployment

You enable auditing of policy management and deployment by monitoring the underlying Windows service,
which controls policy management and deployment, namely: OvPnad .

When you enable auditing for policy management and deployment, the PMAD server writes entries to the
custom application log OvConf i gChanges for each change that is made to the policy-management
configuration and, in addition, for each and every deployment job that is started, restarted, suspended, or
canceled. The PMAD server also writes an entry to the custom application log for any operation that fails due
to insufficient user rights, for example; when an operator tries to edit a policy without the necessary
permissions.

Each entry in the custom application log concerning an audit event for policy management and deployment
contains the following information in the event header:

m Date :
The date when the event occurred, for example: "1/23/2004"

m Time :
The time at which the event occurred, for example: "10:18:52 AM"

m Type:
The type of event, for example: "Success Audit” for events concerning policy management and
deployment jobs which succeed and "Failure Audit" for events relating to jobs that fail, for example; due
to insufficient permissions.

m User :
The name of the user who called the PMAD interface, for example: the user of the MMC console

m Hostname :
the hostname of the HPOM for Windows management server on which the event was logged

m Source :
This value is always set to "OvPolicyMgmt" for the HPOM for Windows PMAD Server.

m Category :
This value is always set to "None"

m Event ID :
A unique identifier for the logged event

m Description :
A short description of the event, which has been logged, for example:

(PMD393) A deploynent job (ID'1012') to install version 9.0 of policy 'W NGOSSPI - Ex60
Exchange Application Warnings' (type 'Wndows Event Log') on node ' YODA (managenent
server)' has been added to the job queue.
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Related Topics:

m Security audits
m Log files and event sources
m Enable and disable security audits

© Copyright 1999 - 2008 Hewlett-Packard Development Company, L.P. Page 81



HP Operations Manager for Windows 8.10 Online Help

Audit the security server

You enable auditing of the Security Server by monitoring the underlying Windows service which controls the
security server, namely: OvSecurityServer .

When you enable auditing for the Security Server, the security server writes entries to the custom
application log OvConf i gChanges for every change that is made to the configuration of a user role in the

user-roles editor. Each entry in the custom application log concerning an audit event for the security server
contains the following information in the event header:

m Date :
The date when the event occurred, for example: "1/23/2004"

m Time :
The time at which the event occurred, for example: "10:18:52 AM"

m Type:
The type of event, for example success or failure: This value is always set to the value "Success Audit" for
the HPOM for Windows Security Server.

m User :
The name of the user who called the security-server interface, for example: the user of the MMC console

m Hostname :
The hostname of the HPOM for Windows management server, on which the event was logged

m Source :
This value is always set to "OvSecSvr" for the HPOM for Windows Security Server.

m Category :
This value is always set to "None"

m Event ID :
A unique identifier for the logged event

m Description :
A short description of the event, which has been logged, for example:

(SS74) Message group 'Default' of the role 'PSoft Adm n' has been updated, flags enabl ed:
"Own’', 'Disown’', 'Acknow edge', 'Unacknow edge', 'Change Severity', 'Change Text',
‘Launch COperator Initiated Command', 'Relaunch Automatic Command'.

Related Topics:

m Security audits
m Log files an event sources
m Enable and disable security audits
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Audit the message and action server

You enable auditing of the message and action server by monitoring the underlying Windows service which
controls the message and action server, namely: OvEpMessageAct i onSer ver .

When you enable auditing for the message and action server, the message and action server writes entries
to the custom application log OvConf i gChanges each time an automatic or operator-initiated action is started
or stopped and, in addition, each time a tool is used by an HPOM administrator or operator.

Each entry in the custom application log concerning an audit event for the message-action server contains
the following information in the event header:

m Date :
The date when the event occurred, for example: "1/23/2004"

m Time :
The time at which the event occurred, for example: "10:18:52 AM"

m Type:
The type of event that is being logged. For the message-action server, this is always set to the value:
"Success Audit"

m User:
The name of the HPOM user who initiated the event, for example:

e "<domain >\Administrator" for operator-initiated actions, where the HPOM user is known

e "NT AUTHORITY\SYSTEM" for automatic actions, where the HPOM user is not known and the action is
performed under the System account

m Hostname :
the hostname of the HPOM for Windows management server on which the event was logged

m Source :
This value is always set to "OvEpMsgActSvr" for the HPOM message and action server.

m Category :
This value is always set to "None"

m Event ID :
A unique identifier for the logged event

m Description :
A short description of the event, which has been logged, for example:
(AS103) Tool execution task sent to agent on node "yoda.test.dom (<$OPC_MGMISV>)". The

tool execution will be started as user $AGENT_USER The output will be sent to display
"yoda.test.dom 0.0". The call ID of this tool execution task is "bb97111f-f d5b-4641-9678-
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57b1923ece56". The conmand call is "SetMnt Server.exe /system/forced".

Exceptions and Restrictions

When you run an audit of the HPOM message and action server, note that the restrictions described in the
following list apply to the type of events that can be logged:

®m Automatic actions

The message and action server does not either start or control automatic actions, which are configured to
run on the managed node immediately after message generation, for example, when the target-node is
defined as "<$MSG_NODE_NAME =" in the automatic action. This means that there is no way to log these
automatic-action events as part of the audit of the Message-action Server.

& NOTE:

Automatic actions that are set up to be run either on the HPOM management server (by using the
setting <$OPC_MGMTSV > in the automatic action) or on a managed node other than the node which
generates the message, are handled by the message and action server and, as a result, are logged in
the custom event log used by the auditing feature.

m Operator-Initiated Actions

Operator-initiated actions that are set up to be run on <$OPC_GUI_CLIENT > or on
<$OPC_GUI_CLIENT_WEB > are executed directly from the GUI: they are not started or controlled by the
message and action server, which means they do not appear in the audit log.

m Tools

The message and action server does not start or control any tools, which run in the context of the HPOM
console (as opposed to on the HPOM management server), even if the console is running on the HPOM
management server. Tools which you configure to run in the context of the HPOM console are started and
stopped directly from the GUI, which means that the start and stop events do not appear in the audit log.

Related Topics:

m Security audits
m Log files and event sources
m Enable and disable security audits
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Audit message changes

Message change auditing makes it possible to audit changes made to messages. As a user in a regulated
environment, it is important to you to be able to audit which changes to messages were made, when
messages were changed, and by whom.

Message change auditing provides auditing capability for the following message changes:

m Message state change (such as own, disown, acknowledge, unacknowledge)
m Message severity change

m Message text change

m Message annotation change

m Message download using DB Maintenance (only a single audit message is written, not a message change
event for every downloaded/deleted message)

m Custom message attribute change

Message change auditing does not audit the following message changes:

m New message creation or forwarded message arriving
m Message action state change (such as running, successful, failed)

m Message counter change

L NOTE:

Action Execution ("Action started by user .." and "Action execution cancelled by user ..") itself is audited
as part of the message and action server auditing. It is not necessary to audit the action state changes to
messages that were caused by action execution.

Audit message changes for forwarded messages

Server-based flexible management allows you to forward messages between two management servers
(HPOM for Windows and HPOM for UNIX), and also to forward message operations (such as acknowledge,
own, and severity change) for forwarded messages. This means that messages are kept in sync between the
management servers even when a message is changed on one of the servers.

It is possible to configure auditing for forwarded message changes independently of the auditing for local
message changes. As with auditing for local message changes, auditing for forwarded messages is turned off
by default. To get auditing for forwarded messages, you must enable it manually, in addition to enabling
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auditing for local message changes.
Audit DB maintenance

The DB Maintenance functionality of HPOM downloads acknowledged messages at specified times and deletes
them from the database. This is a change to messages that need to be audited. However, because this is a
mass update that may concern lots of messages, not every change to a message should be audited.

So for DB Maintenance, just one message change audit event is generated that explains how many
messages have been touched by DB Maintenance.

For more information on DB Maintenance, see the help topics DB Maintenance Component details and
Change StartTime DBMaint and DBMaintTimeSpec Settings .

Related Topics:

m Security audits
m Enable and disable security audits
m Server-based flexible management
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Message change audit event log

When message change auditing is turned on, audit events related to message changes are written to the
custom event log &quotOvConfigChanges."

As administrator, you should be aware of the amount of auditing data that can be generated with message
change auditing and should consider increasing the maximum log size for the OvConfigChanges event log. It
is important to choose the right strategy for the automatic overwrite of the event log, because the default
"Overwrite events as needed" may not be suitable for every customer environment. "Do not overwrite"
might be better from an auditing point of view.

Certain specific registry settings can help in this area. See the following URL for details:

http://support. mcrosoft.com kb/ 312571/ en- us

Using this information, you can make sure that you do not lose events and that the event log size is still
limited. When you use these settings, it is helpful to set up an HPOM event log policy that waits for event
524, described in http://support.microsoft.com/kb/312571/en-us.

Event 524 indicates that the event log has reached its maximum size. When this event occurs, the policy
would move the event log file just backed up to another location, so that there is a complete history of all
previous event logs (and auditlog entries) available. When message change auditing is turned on, message
changes are visible in the event viewer, as shown below:
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File  Action Wiew Help
& = | | =
ﬂ Event Wiewer {Local) | OwiConfigChanges 341 event(s)
i F\pplic.atinn Type |pate | Time | source | categary |E. | user | computer =
: gj;'t'l;:_:’f @TfSuccess Audit 9/9/2005 55322 PM MessageChanges_local State Change 713 aweber WMISO3 J
: G EaTGERanee @“‘Success Audit 9902005 5:51:12 PM MessageChanges_local Annokation Add 715 SYSTEM  WMISO3
. @fSuccess Audit 9/9/2005  5:51:12 PM MessageChanges_local Sewerity Change 712 aweber  WMISO3
@cfSuccess Audit 9/9f2005 55112 PM MessageChanges_local State Change 713 aweber WMISO3
@j?Success Audit 9902005  5:50:52 PM MessageChanges_local State Change 7153 aweber  WMISO3
Success Audit 9/9/2005  5:50;52 PM MessageChanges_local State Change 713 aweber YMISO3
@c”fSuccess Audit 9/9f2005  5:50:52 PM MessageChanges_local State Change 713 aweber WMISO3
@fSuccess Audit 9/9)2005  5:50:07 PM  MessageChanges_local Annotation Add 715 aweber NWMISO3
@fSuccess Audit 9/9/2005 54800 PM MessageChanges_forwarded  Annotation Add 715 SYSTEM  WMISO3
La_cfSuccess Audit 9902005 S5:45:00 PM MessageChanges_forwarded  State Change 713 SYSTEM  WMISO3
@fSuccess Audit 9/9/2005  5:46:39 PM MessageChanges_local Annotation Add 715 SYSTEM  WMISO3
JSuccess Audit 9/9f2005  5:46;39 PM MessageChanges_local Severity Change  T1Z  aweber  WMISO3
@’fSuccess Audit 992005 5:44:37 PM MessageChanges_local Annokation Add 715 SYSTEM  WMISO3
@’"Success Audit 9/9/2005  5:44;37 PM MessageChanges_local Severity Change 712 aweber  YMISO3
gﬁuccess Audit 9/9f2005  5:31:26 PM MessageChanges_local Annotation Delete 716 aweber  WMISO3
@fSuccess Audit 9/9f2005  5:31:16 PM MessageChanges_local Annotation Modify 717 aweber  YMISO3
r{fSuccess Audit 9/9/2005  5:31:03 PM MessageChanges_local Annotation Add 715 aweber WMISO3
@f“‘Success Audit 992005 5:30:59 PM MessageChanges_local Annokation Add 715 aweber  WMISO3
@fSuccess Audit 9/9/2005  5:30:46 PM MessageChanges_local Teuxk Change 714 aweber WMIZO3 i
[ |

If you double-click an event from the list, the Event Properties dialog displays attributes of the specified
event. See the help topic Message change audit event attributes for details.
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Message change audit event attributes

The Event Properties dialog displays message change audit attributes, as shown below:

Event Properties - i 2

Event

Drate: 9/9/2005 Source: MeszageChanges local F'S |
Time: 5:80:52 P Category:  State Change

Type: Succeszd Ewvent|D: 713 + |

User; YOMWTEST Saweber
Computer; w1503

Description:

|[MS?'I 3] The mezzage state waz changed on M ajor meszzage ''750ad1 bi-
2129-71da-1def-0r8878ce0000" from "Dwned'' to "Acknowledged' by

uzer "IVIWTES T Saweber [hulmgulm]' at 943/2005 5:50:52 P +0545
TC.

Datar % Hutes € WWords

=)
ks

| K I Cancel | Lpply |

The table explains the message change audit event attributes:

Attribute Description
Type Is always "Success Audit."

Date, Time Contains the date/time when the auditing event was logged. Due to race conditions, this may
not be exactly the time when the message change was done in the local HPOM for Windows
database; for forwarded message changes this may not be the time when the message change
was originally made to the message on the sending server.

Source Is "MessageChanges_local" or "MessageChanges_forwarded," depending on where the original
message change was done. If changed locally, the source is "MessageChanges_local.” If the
message change was received from another management server, the source is
"MessageChanges_forwarded."
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Category Can be one of the following, depending on the message change that was audited:
Custom Message Attributes Change

Severity Change

State Change

Text Change

Annotation Add

Annotation Delete

Annotation Modify

DBMaint execution (for English locale)

The Category name is locale dependent and localized to Japanese, Korean, and Simplified
Chinese.
Event The identifier for the type of message change that was audited:
custom message attribute change, event = 711
message severity change, event = 712
message state change, event = 713
message text change, event = 714
message annotation add, event = 715
message annotation delete, event = 716
message annotation modified, event = 717
DB Maintenance message download and deletion, event = 718
DB Maintenance message deletion, event = 719

User For local message changes, this is the local user who made the change. For forwarded
message changes, this is the user account of the service that logged the auditing event; in
most cases this will be the LOCAL SYSTEM account.

Computer Always the host name of the local HPOM for Windows server.
Description Depends on the type of message change that was audited, as described below:
m For a custom message attribute change, the description is:
(MS711) The custom message attributes were changed on $(MsgSeverity) message
"$(Msgld)" to $(NewListOfCMAS) by user "$(UserName)" at $(DateTime).
m For a message severity change, the description is:
(MS712) The message severity was changed on message "$(Msgld)" from "$(OldSeverity)"
to "$(NewSeverity)" by user "$(UserName)" at $(u).
m For a message state change, the description is:
(MS713) The message state was changed on $(MsgSeverity) message "$(Msgld)" from
"$(OldState)" to "$(NewState)" by user "$(UserName)" at $(DateTime).
m For a message text change, the description is:
(MS714) The message text was changed on message "$(Msgld)" from "$(OldText)" to
"$(NewText)" by user "$(UserName)" at $(DateTime).
m For a message annotation add, the description is:

(MS715) A message annotation was added to message "$(Msgld)" with the annotation text
"$(NewAnnoText)" by user "$(UserName)" at $(DateTime).

© Copyright 1999 - 2008 Hewlett-Packard Development Company, L.P. Page 90



HP Operations Manager for Windows 8.10 Online Help

m For a message annotation delete, the description is:

(MS716) A message annotation was deleted from message "$(Msgld)" with the annotation
text "$(OldAnnoText)" by user "$(UserName)" at $(DateTime)

m For a message annotation modified, the description is:

(MS717) A message annotation was modified on message "$(Msgld)" from annotation text
"$(OldAnnoText)" to "$(NewAnnoText)" by user "$(UserName)" at $(DateTime).

m For DB Maintenance message download and deletion, the description is:

(MS718) DBMaint execution has downloaded $(NumberOfMessages) messages that have
been acknowledged earlier than $(DateTime) to file "$(Path/FileName)." After the
download, these messages have been deleted from the database.

m For DB Maintenance message deletion, the description is:

(MS719) DBMaint execution has deleted $(NumberOfMessages) messages from the
database that have been acknowledged earlier than $(DateTime).

Localization Information

The Description string is locale dependent and localized to Japanese, Korean, and Simplified Chinese, as
follows:

$(DateTime) will be replaced by the date/time when the message change was done in the database on the
local HPOM for Windows server. For forwarded message changes, this may not be the time when the
message change was originally done to the message on the sending server.

$(DateTime) will be localized to the regional and language options of the HPOM for Windows server system
(system settings, not the user settings, as done in the console).

For example, a system locale of English (United States) will look like this: 8/ 30/ 2005 7: 43: 49 PM +0200
UTC . This also indicates that the time is regionalized to central European daylight savings time (UTC+2).

$(UserName) will be replaced by the user logon name, followed by the display name, as configured in the
user configuration on the domain server, for example, "HPOMTest\Administrator (John Doe, HP USA)." The
display name is only provided in $(UserName) if it can be resolved by asking the Domain server. To be able
to resolve this name, the HPOM for Windows server must be a domain member of the user's domain. In the
example above, the HPOM for Windows server must be member of the HPFOMTEST domain to be able to
resolve the user's display name.

& NOTE:

The lookup of the display name is very expensive. For performance reasons this lookup is only done once
and the lookup result is stored in a memory cache. A change of a user's display nhame on the domain
server will not become visible in the HPOM for Windows message change auditing until the WMI service is
restarted with the following command:

net stop winngnt; net start w nngnt
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Restrict message change auditing to higher severities

Some users need message change auditing, but only need to audit changes to messages with a higher
severity. For example, you might need to audit all changes to messages with a severity of "Major" or
"Critical,” but not messages with a severity of "Minor" or below.

For severity changes events, all message changes are audited when the old severity is at least the
configured severity, or when the new severity is at least the configured severity. In the example given
above, a severity change of "Major" to a severity of "Normal" and a severity change of "Normal" to "Critical"
would be audited. A severity change of "Minor" to "Normal" would not.

You can set the severity threshold when to audit message changes by setting the minimal message severity
that should be audited.

To restrict message change auditing to higher severities

1. In the console tree, right-click Operations Manager , and then click Configure—Server... . The
Server Configuration dialog appears.

2. Click Namespaces , and then click Auditing . A list of values appears.

3. Set the value of Restrict message severities for message change auditing to the lowest severity
of message that you want to audit. The default value is Normal , which means that all message
changes are audited.

4. Click Apply .
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Handle large annotations and message texts

Annotations can be very large (for example, file listings that have been created by automatic actions and are
added to the message can be up to several MB). Automatically generated message texts can also be large.

In general, it is not helpful to fill up the auditing event log with these huge amounts of data. Additionally, the
event log APl enforces a limit of 32KB for each parameter that is passed to an event log text. A maximum of
32KB of an annotation can be written to the event log; anything over the maximum is truncated.

You can restrict the size threshold of how much of annotations and message texts should be audited.

To handle large annotations and message texts

1. In the console tree, right-click Operations Manager , and then click Configure—=Server... . The
Server Configuration dialog box opens.

2. Click Namespaces , and then click Auditing . A list of values appears.

3. Set the value of Restrict event size for message change auditing to the maximum number of
bytes for message texts and annotations in the audit log.

The maximum value is 32 KB; when annotations or message texts are audited and exceed this value,
the text that exceeds this limit is truncated. The message change auditing feature indicates that an
annotation or a message text has been cut by adding "..." to the end of the text.

The default value is 32767, which means that the maximum of 32 KB text (the Windows Event Log API
limit) is audited. Even if you configure a value above 32 KB, only 32 KB of text will be audited.

4. Click Apply , and then OK to save your changes and close the Server Configuration dialog box.
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Enable and disable security audits

You can enable and disable security audits in HPOM globally by setting the value Turn on in general in the
auditing namespace in the Server Configuration dialog box. Security audits are disabled by default and can
only be enabled by setting Turn on in general to True .

) NOTE:

Changing the value of Turn on in general is not sufficient by itself to enable or disable the security-
auditing feature. You also have to restart the HPOM services that you want to audit, for example:
OvPmad (policy management and deployment).

After you set Turn on in general to True and restart the services, you can change the value of Turn on at
runtime to enable and disable auditing without having to restart the resources and services again. Auditable
events are written to the HPOM custom event log. Normal events which cannot (or do not need to) be
audited, such as application errors and warnings, are written to the standard Windows event log.

The auditing namespace also contains values for enabling and disabling each auditable event source, for
example:

m Turn on action execution auditing

m Turn on agent certificate request handling auditing

m Turn on config change auditing

m Turn on forwarded message change auditing

m Turn on local message change auditing

m Turn on outage auditing

m Turn on policy management and deployment auditing

m Turn on user roles configuration auditing

You can enable or disable auditing of each event source at any time either individually or collectively.

To enable or disable auditing globally for the first time

The steps described in this procedure allow you to enable or disable auditing globally, that is, for all the
HPOM components, which are able to write to the HPOM custom log for auditing.

i\? CAUTION:
This procedure is not recommended for enabling or disabling auditing on an HPOM management server,
which is running in a high-availability cluster. For more information, see Security audits in a high-
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availability environment .

6.

7.

In the console tree, right-click Operations Manager , and then click Configure—=Server... . The
Server Configuration dialog opens.

Click Namespaces , and then click Auditing . A list of values appears.
Set the value of Turn on in general as follows:

e Enable auditing: True

e Disable auditing: False

Click Apply .

Restart the services associated with the event sources you want to audit. You can do this globally with
the following two commands:

c:>net stop w nngnt
c:\>vpstat -3 -r
Alternatively, you can restart services individually (or in a batch file) as follows:

c:\>net stop WnwWnt

c:\>net stop OvSecurityServer
c:\>net start OvSecurityServer
c:\>net start OvPnad

c:\>net start OvEpStatusEngi ne
c:\>net start OvOANReqCheckSrv
c:\>net start OvAutoDi scovery

4 NOTE:
After you restart the services, you can change the value of Turn on at runtime to enable and
disable auditing without having to restart the services again.

Start the Windows Event Viewer and, in the console tree, click the OvConfigChanges item.

You can now control auditing more quickly and accurately using the procedure below.

The sample VB script "SetAuditing.vbs" in the directory "examples\OvOW\Policy Management\scripts" can be
used to globally enable or disable auditing. Call "cscript.exe SetAuditing.vbs /enable" and auditing will be
enabled.

To manage auditing for individual event sources

This procedure allows you to enable or disable auditing at runtime for individual or multiple event sources,
without having to restart any associated Windows services for the change to take effect.
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& NOTE:

The values that you modify in this procedure only take effect after auditing has been enabled globally for
the first time, and the Windows services that you want to audit restarted.

1. In the console tree, right-click Operations Manager , and then click Configure—Server... . The
Server Configuration dialog opens.

2. Click Namespaces , and then click Auditing . A list of values appears.

3. Set the value of Turn on at runtime as follows:

e Enable auditing: True

e Disable auditing: False

4. Click Apply .

5. To enable or disable auditing for individual event sources:

a. Set the value of Turn on at runtime to True .

b. Set values for the individual event sources that you want to enable or disable, for example:

O

(@]

(@]

O

Turn on

Turn on

Turn on

Turn on

Turn on

Turn on

Turn on

Turn on

action execution auditing

agent certificate request handling auditing
config change auditing

forwarded message change auditing

local message change auditing

outage auditing

policy management and deployment auditing

user roles configuration auditing

c. Set the values to True (enabled) or False (disabled), as required, and then click Apply .

Related Topics:

m Security audits
m Event sources in security audits
m Security audits in a high-availability environment
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Security audits in a high-availability environment

If you want to enable and make use of the auditing feature on an HPOM management server that is installed
in a high-availability cluster, you need to bear in mind the following special considerations.

In a high-availability cluster, the custom-event logs which the audit feature uses to record activity on the
HPOM for Windows management server are located on both cluster nodes in %vDat abi r % | og in the
same way as a stand-alone HPOM management server: they are not located in ¥%vShareDir% 1 og . The
cluster service synchronizes the custom event log at regular intervals between the active and backup
nodes in the cluster, too.

L NOTE:
Synchronization between active and backup cluster nodes can only take place if the custom-event log,
OvConfi gChangeEvent s. evt , exists and is writable on the individual backup nodes in the cluster, for

example; after a fail over.

You only have to enable auditing once in the high-availability environment, on the active HPOM for
Windows management server in the cluster. You change the values in the auditing namespace in Server
Configuration dialog to change the registry keys that configure auditing. In the event of a fail over, the
registry keys on the active HPOM management server are automatically replicated to the backup nodes in
the cluster, along with their sub-keys and settings (on or off).

The custom logs for audit events are constantly synchronized between the active cluster node where the
HPOM for Windows management server is running, and the backup cluster node.

Any changes that are subsequently made either manually or automatically to these registry keys (or their
sub-keys) on the active cluster node (where the HPOM management server is running) are automatically
replicated by the cluster service to the other nodes in the cluster in the event of a fail over.

The registry keys are "attached" to a cluster resource called "OvOW Registry Replication". Whenever this
resource is brought online on a cluster node, the MS Cluster Service overwrites any existing keys with the
keys from the machine, where this resource was previously online.

For example, if you disable auditing for the Policy Management and Deployment component in the cluster by
setting the value Turn on policy management and deployment auditing to False , this sets the registry

key
HKEY_LOCAL_MACHI NE\ SYSTEM Cur r ent Cont r ol Set\ Servi ces\ Event | og\ OvConf i gChanges\ OvPol i cyMynt

and the cluster service sets the same value on the other nodes in the cluster.

L NOTE:

Registry changes are only replicated from the active to the backup HPOM in the high-availability cluster.
If you make manual changes to the key settings management server in the registry of the backup HPOM
management server in the high-availability cluster, these changes will be not be replicated to the active
cluster node, where the HPOM management server is running. More importantly, the changes made to
the registry on the backup cluster node are lost in the event of a fail over, when the cluster service starts
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the HPOM management server on the backup cluster node and, in the process, creates a replica of the
active cluster node's registry on the backup cluster node.

To enable or disable auditing globally in a high-availability cluster

You enable and disable security audits on an HPOM management server that is installed in a high-availability
cluster in the same way you enable and disable security audits on a stand-alone HPOM management server,
with one exception: the method you use to stop and restart Windows services.

3 CAUTION:
The steps described in this procedure must be carried out on the active HPOM management server in the

high-availability cluster.

1. In the console tree on the active HPOM management server in the high-availability cluster, right-click
Operations Manager , and then click Configure—Server... . The Server Configuration dialog opens.

2. Click Namespaces , and then click Auditing . A list of values appears.

3. Set the value of Turn on in general as follows:

e Enable auditing: True

e Disable auditing: False

4. Click Apply .

5. On the active HPOM management server in the high-availability cluster, restart the services associated
with the event sources you want to audit, as follows:

a.

In the Cluster Administrator, locate the cluster group for your HPOM management server
installation, for example: HPOM

Take the HPOM management server off line

Right-click the cluster group for your HPOM management server installation and select the Take
offline option from the menu which pops up. This command stops all the resources and Windows
services associated with the HPOM management server, without provoking a fail over.

Stop and restart the Windows-Management service (W nMgnt ).

At the command prompt, type:
c:\>net stop WinMgmt
c:\>net start WinMgmt

Bring the HPOM management server back on line

Next, right-click the cluster group for your HPOM management server installation once again and
select the Bring online option from the menu which pops up. This command restarts all the
resources and Windows services associated with the HPOM management server.
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@ NOTE:
After you restart the services, you can change the value of Turn on at runtime to enable
and disable auditing without having to restart the services again.

6. Start the Windows Event Viewer and, in the console tree, click the OvConfigChanges item.

To manage auditing for individual event sources

This procedure explains how to enable or disable auditing at runtime for individual or multiple event sources
on the active HPOM management server in the high-availability cluster without having to restart any
associated Windows services for the change to take effect.

L NOTE:

The registry keys that you modify using the Server Configuration dialog do not exist on the backup nodes
in the cluster until a fail over occurs and the registries on the cluster nodes are synchronized.

1. In the console tree on the active HPOM management server in the high-availability cluster, right-click
Operations Manager , and then click Configure—Server... . The Server Configuration dialog opens.

2. Click Namespaces , and then click Auditing . A list of values appears.

3. Set the value of Turn on at runtime as follows:

e Enable auditing: True

o Disable auditing: False

4. Click Apply .

5. To enable or disable auditing for individual event sources on the active HPOM management server in
the high-availability cluster:

a. Set the value of Turn on at runtime to True on the active HPOM management server

b. Set values for the individual event sources that you want to enable or disable, for example:

(@]

O

Turn on

Turn on

Turn on

Turn on

Turn on

Turn on

Turn on

Turn on

action execution auditing

agent certificate request handling auditing
config change auditing

forwarded message change auditing

local message change auditing

outage auditing

policy management and deployment auditing

user roles configuration auditing
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c. Set the values to True (enabled) or False (disabled), as required, and then click Apply .

6. Start the Windows Event Viewer on the active HPOM management server in the high-availability cluster
and, in the console tree, click the OvConfigChanges item.

Related Topics:

m Security audits
m Log files and event sources
m Enabling and disabling security audits
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Auditing security

When you change values in the auditing namespace in the Server Configuration dialog, this sets the registry
keys that configure auditing. Therefore, auditing can only be turned on or off by an administrator who has
write access to the registry on the HPOM server.

In regulated environments (21CFR Part 11), special security requirements apply that can be fulfilled using
the standard Windows EventLog security mechanisms shown below:

m Users cannot change or delete audit log entries. This is not possible in general for single eventlog entries.
(You cannot change or delete a single event from a Windows eventlog).

m Access to the eventlog file can be restricted in Windows, so viewing the eventlog is not possible for non-
admin users. Non-admin users also cannot delete eventlog files using the event viewer.

m Non-admin users can be restricted in Windows so they are not allowed to edit the registry; this means
they cannot turn HPOM auditing on or off.
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DCE RPC Communication without using the Endpoint Mapper

Allowing one or more well-known ports through a firewall is often considered as a security risk. Especially,
allowing the well-known port of the DCE RPC endpoint mapper, 135, can be a risk.

Security in firewall environments can be significantly improved by reducing communication to a single, user-
defined port. This section describes a solution where the DCE RPC endpoint mapper is not used, allowing
you to close port 135 in the firewall, thus significantly increasing the security of your environment. RPC
communication of HPOM for Windows will then only require one open destination port in each direction.

HTTP-based communication used for performance data or service discovery data is not affected by this
change and requires additional, but user-defined ports, as outlined in the firewall white paper.

This applies only to communication with DCE agents. HTTPS agents use a different communication
mechanism and different ports. See Configuring HTTPS communication through firewalls .

ENOTE:
It is assumed that you are familiar with HP Operations Manager for Windows fundamentals, and are
knowledgeable with agent-server communication.

WNOTE:
Information contained within this section assumes that firewalls have been established in accordance
with the HP Operations Manager for Windows Firewall Configuration White Paper.

Current HPOM Communication

With HPOM for Windows 7.x, communication between managed nodes and management servers is generally
based on DCE RPC or Microsoft’s implementation of it: Microsoft RPC.

HP Operations services and processes acting as RPC servers register at the local DCE endpoint mapper
(UNIX: rpcd or dced, Windows: RPC service) to publish their offered services. They specify a certain port or
they are assigned a free port, through which they can be contacted.

HP Operations processes acting as RPC clients first contact the endpoint mapper on the destination node to
find the registered server. The client is not initially aware of the port that the server is using and must
request this information from the DCE endpoint mapper.

There are RPC servers and clients on both management server systems and managed node systems: RPC
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clients on the management server contact RPC servers on the nodes, and RPC clients on the nodes contact
the RPC server on the management server. In addition, there is local DCE RPC communication on the HP
Operations management server system and managed nodes, which means RPC clients contact RPC servers
on the same system.

Related Topics:

Concepts of DCE RPC communication without endpoint mapper
Configuring the HP Operations management server system
Configuring HP Operations managed node systems

Server port specification File

Configuration examples

Verifying configuration

Troubleshooting

Variable reference

Internal process handling
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Concepts of DCE RPC Communication without Endpoint Mapper

The fundamental requirement is to enable HPOM to run in an environment where the port 135 can be closed
on the firewall. Additionally, it would be helpful if the DCE RPC endpoint mapper could be disabled on the
node itself, if no other applications are using it.

In particular, communication between the HP Operations management server and managed nodes must not
use port 135.

This behavior can be achieved by setting certain variables in the opcinfo file on the HP Operations managed
nodes and the registry on the HPOM for Windows management server.

To implement this, the HP Operations RPC servers must use specific ports, which can be configured by the
customer. The RPC servers and clients will read these ports from configuration files and RPC clients will
directly contact the HP Operations RPC servers using the specified ports, without using the DCE endpoint
mapper.

ENOTE:

Variables used in the registry have the same names as the ones used in the opci nf o file, except that the
prefix OPC_ is omitted. There are variable names such as OPC_COW _PORT_RANCE throughout this
document - the prefix OPC_ in italics means that the variable used in the opci nf o file is called

OPC_COWM PORT_RANGE , whereas the variable used in the registry is called COVM PORT_RANGE .

A comparison of both models is shown below:
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w/orped:

Behavior with DCE RPC endpoint mapper

4.

The RPC server starts up. It either uses the port specified in the variable OPC_ COVM_PORT_RANGE or it
will get a free port assigned. The RPC server registers itself with this port at the endpoint mapper.

The endpoint mapper stores this information in its database.

The RPC clients starts but does not know the port number used by the RPC server. It queries the
endpoint mapper with the type of server it wants to contact and some additional interface specification
uniquely identifying the destination server. The endpoint mapper returns the port number.

The RPC client can now contact the specified RPC server.

Behavior without DCE RPC endpoint mapper

The RPC server starts up. It uses the port specified in the variable OPC_ COVM PORT_RANGE . It does not
register itself at the endpoint mapper (switched off using OPC_ COVW REQ STER_RPC_SERVER FALSE )
and listens at this port (A).

The RPC client determines from its local configuration that the RPC server must be contacted without
an endpoint mapper lookup (OPC_ COVM LOOKUP_RPC_SRV FALSE ). It reads the port of the RPC server
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either from a variable in the opcinfo file directly or reads it from a server port specification file specified
in the variable OPC_ COW RPC_PORT_FI LE “..m (B).

3. The RPC client searches for the specified RPC server within the server port specification file, based on
the server type and destination node. The file entry contains the port where the RPC server is
supposed to be listening (C).

4. The RPC client now can contact the RPC server directly (D).

NOTE:

Mixed environments are also possible, where some RPC clients are using the endpoint mapper, and other
clients do not. For example, RPC clients (=nodes) inside the firewall could use the RPC endpoint mapper
lookup (because they do not have to cross the firewall), whereas RPC clients (=nodes) outside the
firewall do not use the endpoint mapper. This can be controlled using the OPC_ COVW LOOKUP_RPC_SRV

variable.

In such a mixed scenario it would be necessary to register the HP Operations management server RPC
server at the endpoint mapper, so that the nodes inside the firewall can find the server.

This can be controlled using the OPC_ COW REGQ STER_RPC_SERVER variable.

Related Topics:

Configuring the HP Operations management server System
Configuring HP Operations managed node systems

Server port specification File

Configuration examples

Verifying configuration

Troubleshooting

Variable reference

Internal process handling
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Configuring the HP Operations management server system

The following RPC communication from the HP Operations management server to the managed nodes is
affected:

RPC
RPC Client Direction Explanation
Server

ovpnead opcctla Mgmt Server —= Mgd Deployment of policies (started by management
Node server).

OvEpMsgAct Srv | opcctl a Mgmt Server — Mgd Action requests, Control requests, Heartbeat
Node polling, ...

opcr agt opcctla Mgmt Server — Mgd Start/ stop/ status and other opcragt requests.
Node

On the management server, you can configure all settings using the Server Configuration dialog box.
1. In the console tree, right-click Operations Manager , and then click Configure—Server... . The
Server Configuration dialog box appears.
2. Click Namespaces , and then click Message Action Server General . A list of values appears.

3. After you have changed a value, restart the OvEpMessageActionServer service for the change to take

effect.

RPC Servers

On the HPOM for Windows management server system, the RPC service (endpoint mapper) must be running
because it is required by the operating system and other applications. However, it is possible not to register
the HP Operations RPC server at the endpoint mapper by setting the value DCE RPC server port
registration to false.

Then the RPC clients on managed node systems must have a server port configuration, so that agents can
contact the RPC server on the management server system without querying the endpoint mapper.

Configuration values for RPC server on the management server
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Value

Type | Default

Explanation

DCE RPC server
port registration

Boolean | True

Selects whether to register RPC interfaces with endpoint mapper.

If set to false for the message action server, all managed nodes
must have a dedicated server port configuration to be able to
reach the HP Operations management server.

If true, managed nodes can send messages in the usual way, but
managed nodes with configured RPC server ports will use those
and will not perform an endpoint mapper lookup.

DCE RPC server
port

Integer | O

Specifies exactly one port to be used by the RPC server. The value
0 means that the DCE runtime will assign a port.

The Message and Action server implements two interfaces, the RPC interface of the Message Receiver and

the interface of the Distribution Manager, which is actually a link to the message receiver so that HPOM for
Windows provides the same interfaces as HPOM for UNIX. Therefore the value of DCE RPC server port

applies to both of these interfaces.

RPC Clients

The RPC clients ovpmad and OvEpMsgAct Srv on the management server system share the same settings.

Configuration values for RPC clients on the management server

lookup

Value Type | Default Explanation
DCE RPC server port String none Complete path pointing to a server port specification file as
specification file described below.
Do NOT use " " when specifying the path.
Example: c:\ Program Fi | es\ ports
DCE RPC server port Boolean | True Whether to perform an endpoint mapper lookup if no

matching port for a managed node is found in the server port
specification file.

Related Topics:

Concepts of DCE RPC communication without endpoint mapper
Configuring HP Operations managed node systems

Server port specification file
Configuration examples
Verifying configuration
Troubleshooting

Variable reference

Internal process handling
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Configuring HP Operations managed node systems

The following RPC communication from managed nodes to the HP Operations management server is

affected:
RPC Client RPC Server Direction Explanation
opcnsga OvEpMsgAct Srv | Mgd Node HP Operations messages and action responses.
—= Mgmt
Server
opcdi sta OvEpMsgAct Srv | Mgmt Distribution agent asks server if new distribution data is
(UNI X) Server —= available (only used with HPOM for UNIX, not needed for
opcctl a Mgd Node HPOM for Windows). Can be switched off using the
(W ndows) OPC_NO_CFG_RQST_AT_STARTUP TRUE variable setting.

Setting of Variables by Process

Most parameters for communication without the endpoint mapper on the managed node are configured in
the opci nf o file. It is sometimes very important to apply settings to selected processes only, using the

following syntax:

An entry OPC_RESTRI CT_TO_PRCCS starts a section that only applies to the specified process. All following
entries are only evaluated for this one process. A second OPC_RESTRI CT_TO_PRCCS entry starts a section that

only applies to the next specified process.

Specify all entries that should apply to all processes before the first occurrence of a O°PC_RESTRI CT_TO_PROCS

section.

Example

OPC_COWM RPC_PORT_FI LE

OPC_RESTRI CT_TO_PROCS

/tnp/ port_conf.txt

opcctla

OPC_COWM REG STER_PORT_RANGE 5001

In this case, the specified port specification file is valid for all processes, while the port setting is only valid

for the control agent, opcctl a .

RPC Servers - opcinfo File Variables for RPC Servers on Managed Node

Systems
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Key Type | Default Explanation

OPC_COW _REG STER_RPC_SRV | Boolean | TRUE Selects whether to register RPC server interfaces with
endpoint mapper.

OPC_COW _PORT_RANGE string empty | Specifies exactly one port to be used by the RPC
server. Must be set for the control agent.

LINOTE:
Make sure that the configured OPC_COWM PORT_RANGE for the control agent (opcct | a ) contains only one
port and that no other process uses this port.

RPC Clients - opcinfo File Variables for RPC Clients on Managed Nodes

Key Type | Default Explanation

OPC_COVM_PORT_MSGR Int 0 Specifies at which port the message interface of the
Message Action Server (OvEpMsgAct Srv ) is listening on
the management server. For the HP Operations
management servers, this must be the same value as
used for OPC_COWM PORT_DI STM.

OPC_COW _PORT_DI STM Int 0 Specifies at which port the deployment interface of the
Message Action Server (OvEpMsgAct Srv )is listening to
configuration requests from the agent. For the HP
Operations management servers, this must be same
value as used for OPC_COVWM PORT_MSCR . This setting is
needed if the opci nf o file of the agent does not contain
the variable setting: OPC_NO _CFG _RQST_AT_STARTUP TRUE

OPC_COWM _RPC_PORT_FI LE | String empty | Complete path pointing to a server port specification file
as described below.

OPC_COWM _LOOKUP_RPC_SRV | Boolean | TRUE Whether to perform an endpoint mapper lookup if no
matching port is found in the server port specification
file.

The settings OPC_COVWM _PORT_MSGR and OPC_COWM _PORT_DI STMcan be used if only one management server
will be contacted, or all management servers are configured to use the same RPC server ports.

If multiple management servers with different port settings are used, a server port specification file must be
configured using the OPC_COWM RPC_PORT_FI LE variable.
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The server port specification file, if configured, is evaluated first. If not, the two additional opci nf o values
(OPC_COW _PORT_MSGR and OPC_COWM PORT_DI STM) are evaluated. If these have a value of 0, they are
considered as not set. See also Internal Process Handling .

An example of the server port specification file on a managed node is shown below:

#

# SelectionCriteria SrvType Port Node
o

NODE_NAMVE opcnsgrd 5000 primaryserver. hp. con
NODE_NAMVE opcdi stm 5000 primaryserver. hp. con
NODE_NAME opcnsgrd 6000 backupserver. hp.com
NODE_NAME opcdi stm 6001 backupserver. hp.com

somename.hp.com matches <*>somename.hp.com<*=>
~somename.hp.com matches$ exactly somename.hp.com matches

ENOTE:

The keywords used in the SrvType column refer to processes of the HPOM for UNIX management server.
These keywords are also used with the HPOM for Windows management server, even though the
corresponding interfaces or roles are implemented in one single process in HPOM for Windows (in the
message action server).

Related Topics:

Concepts of DCE RPC Communication without Endpoint Mapper
Configuring the HP Operations management server system
Server port specification file

Configuration examples

Verifying configuration

Troubleshooting

Variable reference

Internal process handling

© Copyright 1999 - 2008 Hewlett-Packard Development Company, L.P. Page 112



HP Operations Manager for Windows 8.10 Online Help

Server Port Specification File

Standard HPOM patterns can be used. A description of all available patterns is available elsewhere in the
HPOM for Windows online help.

ENOTE:
Patterns without anchoring match values may be prefixed or suffixed by anything.

The RPC client reads the file before opening a connection to an RPC server and tries to find a matching
pattern. The first match completes the operation. If no match is found (or the file does not exist or has not
been configured), the variable OPC_ COVW LOOKUP_RPC_SRV decides whether to perform an endpoint mapper

lookup. If an endpoint mapper lookup is not performed or it fails, the communication failure is handled in the
usual way.

A configured port value of 0 is the same as if no matching entry is found and causes the RPC client to
perform a regular endpoint mapper lookup (unless disabled entirely).

This can be used in a similar way to HPOM suppress conditions to specify an entry at the very beginning to
filter out all nodes (by pattern) that still have an endpoint mapper running.

For all other nodes that do not match this suppress condition, the RPC client continues to search for a match
in the remaining entries of the file.

File Syntax

= Empty lines are ignored.

m Comments start with the character # ” but it must be the very first character. A line containing
configuration data must not have trailing comments.

m Specify configuration data using 4 standard elements, separated with white spaces:

e SelectionCriteria
NODE_NAME - Node name pattern or exact match (case sensitive)
NODE_ADDRESS - IP Addresses pattern or exact match (case sensitive)

e SrvType
opcctla - contacting the agent
opcmsgrd - contacting the management server (message interface)
opcdistm - contacting the management server (distribution interface)

e Port - Port number to contact this RPC server
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e Node - Node name or address pattern for this rule

An example of the server port specification file on the management server is shown below:

#
# Sel ectionCriteriaSrvType Port  Node
=
NODE_NAME opcctla 12345 <*>.hp.com
NODE_ADDRESS opcctla 12346 15.136.<*>
NODE_ ADDRESS opcctla 12347 7192.<1 -1t <# -1t 10>.<¢*>
NODE_ADDRESS opcctla 12347 <*>1.2.3.4<*> for conditions in tenplates; 71.2.3.4% to
configure 1.2.3.4.
ENOTE:

If the caret () is used as the first character in a pattern, only expressions discovered at the beginning of
lines are matched. For example, "~ab" matches the string "ab" in the line "abcde", but not in the line
"xacde".

If the dollar sign is used as the last character of a pattern, only expressions at the end of lines are matched.
For example, "de$" matches "de" in the line "abcde", but not in the line "abcdex".

File Modification Test

The RPC client checks the server port specification file. It re-loads it if it has been changed, indicated by a
different size or modification time, before opening a connection to an RPC server.

Name/Address Conversion

It is possible to specify either node name patterns or IP address patterns in the port specification file.
Internally, the RPC clients typically use the IP address of the destination server as node identification. So the
client will try to find a match to the internally used IP address in the port specification file. If the file contains
name patterns, then first a name resolution has to be done for the internally used IP address (using
gethostbyaddr) and then the returned list of node names and aliases will be compared with the name pattern
of the port specification file. Therefore it is favorable to specify IP address patterns in the server port
specification file to avoid executing the resolution step. Entries in the port specification file will never be
resolved because they are always considered as patterns and are not necessarily complete hostnames or IP
addresses.

File protection

It is recommended that the port specification file is protected by applying the appropriate operating system
access restrictions. The file will only be read by the HP Operations services and processes and the most
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restrictive permission settings would be the following:

UNIX

If, for example, the HP Operations agent on UNIX runs as user root, the most restrictive permission setting
would be:

“r-------- 1 root sys «<file>

In the case that the HP Operations agent is not run under the user root, the file owner should be
appropriately set for that user.

Windows

Allow Read for the SYSTEM account (or the HP-ITO-Account in case the Windows agent runs as HP-1TO-
Account) as shown below:

PortS pec.bdt Properiies | 7] ]
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The location of the file can be defined as needed, but it is recommended to put it into a static HP Operations
configuration directory and give the file an appropriately descriptive name.

Related Topics:

Concepts of DCE RPC communication without endpoint mapper
Configuring the HP Operations management server system
Configuring HP Operations managed node Systems
Configuration examples

Verifying configuration

Troubleshooting
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m Variable reference
m Internal process handling
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Configuration Examples

ENOTE:
Keys used in the examples below are abbreviations, for example PORT_MSGR on the managed node stands
for OPC_COW PORT_MSGR . On the management server, you can set the necessary registry keys using the

Server Configuration dialog. See the Variable Reference for the exact names.

Example 1

In this example the control agents of nodes A and C do not register with the DCE endpoint mapper, therefore
management server X uses entries in the port specification file to contact the control agents.

On the managed nodes, node A reads the port of its management server from the variables PORT_MSGR and
PORT_DI STMin the opcinfo file. Node B still uses the endpoint mapper lookup when contacting its
management server, as it has not been configured otherwise. Therefore the management server has to
register its RPC server at the endpoint mapper (which is the default).

RPC clients perform the following steps when connecting to an RPC server. A key to the diagram can be
found below.
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Managed node "A™

opcinfo

III.IIIG . IIXII
<PORT MEGR "5000" opCim sga
CE@RT DISTM “5005 ::'

REESTRICT TO "opectla!
PORT EAMGE "11111"

Managed node "C"

opcinfo

MGMT SERVER "X"
RESTRICT TO "opectla"
PORT EAMGE "22233"

Example 2

Management server "X"

registry

PORT RANGE "5000"
PORT FILE "Amp/ports”

H#Entry type  Berver Pott Hode
HODE MAME opectlalllll &
HODE WAME opectla 22222

In this flexible management scenario with two servers "X" and "Y", the RPC clients on the node A read the
ports necessary to contact both management servers from the port specification file. The ports are different

for management servers "X" and "Y".

"Y" is an HPOM for UNIX management server and uses the opcinfo file to specify the ports used by the server

processes.

"X" is an HPOM for Windows management server and uses the registry to specify the port used by the

Message and Action server process.
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Managed node "A"

opcinfo
MGMT ZERVER "H"
B
< FORT FILE "Smpievports"

ftp/svp orts 1

# Entry type Jetwer Port HNode
NODE HAME opcmagd 5000 £

NODE HAME opomagrd 5555 ¥

NODE HNAME opedistm 3000 Lt

Management server "X"

registry

PORT RANGE "5000"

Management server "Y "

L opesvinfo
RESTRICT_TO "opem sgrd”
mgrconf PORT_RANGE "5555"
RESFMGRCONFIGS
SECONDARY MAN AGER _ RESTRICT_TO "opedistm”
NCODE IF "0.0.0.0" X opcdistm PORT RANGE “5000"
SECONDARY MAN AGER
NODE IF "0.000"Y

[.]

Related Topics:

Concepts of DCE RPC Communication without Endpoint Mapper
Configuring the HP Operations management server System
Configuring HP Operations Managed Node Systems

Server Port Specification File

Verifying Configuration

Troubleshooting

Variable Reference

Internal Process Handling
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Verifying Configuration
To verify that a configuration is correct, check the following:

1. Start all HP Operations services and processes

2. Use opcr pccp to verify that registration of the HP Operations RPC Servers on both the managed node
and the management server is correct. Make sure the correct ports are used as configured. If there is
no endpoint mapper running on the destination system, this command will fail entirely (which is
correct).

3. Verify that all processes are running properly using vpst at and opcagt .

4. Test Server to Agent communication by starting a tool from the HPOM for Windows tools folder on the
destination managed node.

5. Test Agent to Server communication by sending test messages using opcmsg or any other mechanism
generating an HP Operations message to be sent to the management server. Optionally enable tracing
(Area ALL, DEBUG and debug area COMM, CONF) and check the trace file.

6. Test configuration distribution (policies and instrumentation).

7. Wait for heartbeat-polling cycles to expire - no errors should be reported. If the HP Operations Agent is
stopped, the associated heartbeat-polling errors should be displayed.

8. Everything should behave as usual. There should be no communication related error messages in the
HPOM for Windows GUI originating from the managed node.

9. Check the opcerror log files on the managed nodes for applicable entries. The utility opcragt, which
was introduced with patch OVOW_00095, can also be used in environments as described in this paper.
Opcragt is an excellent tool for testing the server-to-agent communication.

ENOTE:

The utility opcragt, which was introduced with patch OVOW_00095, can also be used in
environments as described in this paper. Opcragt is an excellent tool for testing the server-to-agent
communication.

Related Topics:

e Concepts of DCE RPC communication without endpoint mapper
e Configuring the HP Operations management server system

e Configuring HP Operations managed node systems
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e Server port specification File
e Configuration examples

e Troubleshooting

e Variable reference

e Internal process handling
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Troubleshooting

Errors

The following errors, if reported after an operation, can indicate the reason of the error:

Cannot connect to RPC service at system'ncadg ip_udp:15.136.120. 88[ 22222]'. Local port
configuration has been consulted - rpcd/llbd on renote system not queried. (OpC20-186)

Communication errors always contain this form of message, when a local port configuration is used by an
RPC client to connect the server. If this text is NOT part of the error message, a regular endpoint mapper
lookup has been performed. The stated RPC binding contains the used protocol sequence (TCP or UDP) as
well as the destination IP address and the port where the RPC server had been expected.

Cannot find port for RPC service 'opcctla' at '15.136.120.88" in |local configuration.
( OpC20- 187)

No port configuration was found for the specified service (either in the server port specification file, opci nf o
or anywhere else) and OPC_COMM_LOCOKUP_RPC_SRYV is false, that is NO endpoint mapper lookup is performed.

The port configuration file /xxxx contains an invalid entry: '... sone syntax error ...'.
(OpC20-174)

The file /xxxx contains bad entries. The value of OPC_COW LOOKUP_RPC_SRV is irrelevant and NO endpoint
mapper lookup has been performed.

If no local port configuration for a destination service is found and OPC_COVMM LOOKUP_RPC_SRV is true
(default), the traditional behavior of looking up the destination RPC server at the endpoint mapper applies.
Then use tracing for further troubleshooting.

ENOTE:

It may now take much longer for RPC calls to time out if the called RPC server is not listening - especially
over UDP. The RPC client must now attempt to find a server, whereas before, the endpoint mapper was
usually running and immediately returned the information about the requested RPC server and whether it
was registered or not.

Tracing On Managed Nodes

The new and modified functionality contains trace and debug statements. Particularly the DEBUG areas CONF
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and COW are of interest since they cover the evaluation of configurable variables and the DCE
communication. The DEBUG area FI LE might be interesting to track the detection of a modified server port
specification file.

To enable tracing for these areas, set the following variables in the opci nf o file:
OPC_TRACE TRUE

OPC_TRACE_AREA ALL, DEBUG

OPC_DBG_AREA CONF, COWM

It is also recommended that you restrict the trace to certain processes by using the OPC_TRC_PROCCS and
OPC_DBG_PROCCS variables and the process names, such as:

OPC_TRC_PROCS opcnsga

OPC_DBG_PROCS opcnsga

NOTE:

opcr pccp show mappi ng does not show RPC servers for which the OPC_COWM REGQ STER_RPC_SRV setting
is FALSE . In addition, this program will fail altogether if the rpcd/dced is not running on the destination
node.

RPC Servers log the following type of information, if endpoint mapper registration is enabled:

opcctla(...)[DEBUG : COW Register manager
... opcctla(...)[DEBUG]: CONF: Returning value 'TRUE" for key 'OPC_COMM_REGISTER_RPC_SRV"
opcctla(...)[DEBUG: COW Checking hostname '' for replacenent
opcctla(...)[INIT]: Regarding the setting of OPC_| P_ADDRESS
opcctla(...)[DEBUG: CONF: No val ue found for key ' OPC_| P_ADDRESS
opcctla(...)[DEBUG: COW Using '15.139.88.156"' as |ocal address
opcctla(...)[DEBUG: COW Returning '15.139.88. 156’
opcctla(...)[DEBUG: COW Lookup Srv
opcctla(...)[DEBUG: COW Server |ookup using rpcd interface
opcctla(...)[DEBUG : COW Elenent |ookup initialized
opcctla(...)[DEBUG : CONF: Returning value '13" for key ' OPC_MAX PORT_RETRI ES
opcctla(...)[DEBUG : COW Got another el enent
opcctla(...)[DEBUG: COW Srv | ookup using rpcd done. NuntSrv = 0. rc = 0.
opcctla(...)[DEBUG: COW Register manager
opcctla(...)[DEBUG: COW rpc_ep_register for binding '0" successful
... opcctla(...)[DEBUG: COM rpc_ep_register for binding '1" successful
(-]
opcctla(...)[INT]: Entering RPC server |oop ...
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RPC Servers log the following type of information, if endpoint mapper registration is disabled:

opcctla(...)[DEBUG: COW Register manager

... opcctla(...)[DEBUG]: CONF: Returning value 'FALSE' for key "OPC_COMM_REGISTER_RPC_SRV"

opcctla(...)[DEBUG: COW Register manager
opcctla(...)[DEBUG: COW Register manager

[..-]

opcctla(...)[DEBUG: CONF: Returning value 'FALSE
opcctla(...)[DEBUG: COW Entering RPC main loop ...

for

key ' OPC_COWM REG STER RPC SRV

RPC clients on the managed node log the following type of information:

opcnsga(...)[INIT]: Connecting nessage receiver on 260790428 ...
15. 139. 88. 156

opcnsga(...)[DEBUG: COW Connecting w th address:
opcnsga(...)[DEBUG: COW Getting server port for:
... opcnsga(...)[DEBUG: CONF: Returning value '/tnp/ports.tge'
' OPC_COW RPC_PORT _FI LE'
opcnsga(...)[DEBUG: COW Exam ning external client
opcnsga(...)[DEBUG : COW Re-| oadi ng external
opcnsga(...)[DEBUG : COW Activating external
opcnsga(...)[DEBUG : COW Searching server port for:
opcnsga(...)[ DEBUG : CONF: Returning value '51528'

... opcmsga(...)[DEBUG]: COMM: Got opcmsgrd server port from

opc/nodeinfo[OPC_COMM_PORT_MSGR]: 51528

opcnsga(...)[DEBUG : COW Checki ng hostname ' 15.139.88. 156" for
opcnsga(...)[DEBUG: COW Returning '15.139.88. 156’
opcnsga(...)[DEBUG : COWMW Connection to non-|ocal
opcnsga(...)[DEBUG : COW Checking server. Mr type:
opcnsga(...)[DEBUG: COW Bi ndi ng:

opcnsga(...)[ DEBUG : CONF:. Returning value '13'
opcnsga(...)[DEBUG: COW Checki ng whet her server
opcnsga(...)[DEBUG : COW Checking server: succeeded.

Related Topics:

Configuring HP Operations managed node systems
Server port specification file

Configuration examples

Verifying configuration

Variable reference

Internal process handling

opcnsgrd on host:

for

node.
0x0

' 15.139. 88. 156’
for key

port file /tnp/ports.tge ...
client port file ...

client port file.
opcnsgrd at

O entries
'15. 139. 88. 156'
key ' OPC_COW PORT_MSGR

repl acenent

Using | ong timeout

ncadg_i p_udp: 15. 139. 88. 156[ 51528]
for key ' OPC_MAX PORT RETRI ES'

is listening ...

Concepts of DCE RPC communication without endpoint mapper
Configuring the HP Operations management server system

st=0 rpc_rc=1
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Variable Reference

Management server configuration values
On the management server, you can configure all settings using the Server Configuration dialog box.

1. In the console tree, right-click Operations Manager , and then click Configure—Server... . The
Server Configuration dialog box appears.

2. Click Namespaces , and then click Message Action Server General . A list of values appears.

3. After you have changed a value, restart the OvEpMessageActionServer service for the change to take

effect.
Value Type | Default Explanation

DCE RPC server Boolean | True Selects whether to register RPC interfaces with endpoint

port registration mapper.
If set to false for the message action server, all managed nodes
must have a dedicated server port configuration to be able to
reach the HPOM for Windows management server.
If true, managed nodes can send messages in the usual way,
but managed nodes with configured RPC server ports will use
those and will not perform an endpoint mapper lookup.

DCE RPC server Integer | O Specifies exactly one port to be used by the RPC server. The

port value 0 means that the DCE runtime will assign a port.

DCE RPC server String none Complete path pointing to a server port specification file as

port specification described below.

file Do NOT use " " when specifying the path.
Example: c:\ Program Fi | es\ ports

DCE RPC server Boolean | True Whether to perform an endpoint mapper lookup if no matching

port lookup port for a managed node is found in the server port specification
file.

Managed Node Registry Settings
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Key Type | Default Explanation

OPC_COW _REG STER_RPC_SRV | Boolean | TRUE Selects whether to register RPC server interfaces with
endpoint mapper.

OPC_COWM_PORT_RANGE string empty Specifies exactly one port to be used by the RPC
server. Must be set for the control agent (see page 9,
how to restrict settings to individual processes).

OPC_COWM _PORT_MSGR Int 0 Specifies at which port the message interface of the
Message Action Server (OvEpMsgAct Srv ) is listening
on the management server. For HP Operations
management servers, this must be same value as used
for OPC_COWM PORT_DI STM.

OPC_COW _PORT_DI STM Int 0 Specifies at which port the deployment interface of the
Message Action Server (OvEpMsgAct Srv )is listening to
configuration requests from the agent. For HP
Operations management servers, this must be same
value as used for OPC_COWM PORT_MSGR . This setting is
needed if the opci nf o file of the agent does not
contain the variable setting:

OPC_NO _CFG RQST_AT_STARTUP TRUE .

OPC_COW RPC _PORT_FI LE String empty Complete path pointing to a server port specification
file as described below.

OPC_COVM_LOOKUP_RPC_SRV Boolean | TRUE Whether to perform an endpoint mapper lookup if no
matching port is found in the server port specification
file.

Related Topics:

Concepts of DCE RPC communication without endpoint mapper
Configuring the HP Operations management server system
Configuring HP Operations managed node systems

Server Port Specification File

Configuration examples

Verifying configuration

Troubleshooting

Internal process handling
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Internal Process Handling

RPC clients perform the following steps when connecting to an RPC server. A key to the diagram can be
found below.

Connect
FindTarget |~ PortFie
Server and Hode [* "‘-.._____Cn:-nﬁgurad

- -
.f"fl ~ f -
= . o

A0 Mansged™ #RF‘CD Lu:u:ukup

< Match a/}—"'**& Node P‘"“"_"\\ Enabled
N ™

Ted

el +
Regular RPCD
Loohup
opcino .
. variable Set " TL
. . Nz
. P

Tes N =

<\ Ok _—Ho
Ve \ /

. Tei

k4 L d

Ho Port Found

Communication
Emor

Use Detectexd
Port to Connect

m Find destination Server and Node is the process of finding a matching entry for the destination RPC
server in the server port specification file.

m Regular RPC Lookup is the process of querying the endpoint mapper on the destination system.
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Some of the decisions made in the flow chart above are implemented by evaluating opci nf o variables on
managed nodes or registry keys on the management server:

Port file configured? Controlled with OPC_COVM RPC_PORT_FI LE
m Endpoint mapper lookup enabled? Controlled with OPC_COW LOOKUP_RPC_SRV

®m On managed node? Will be answered with yes by all RPC clients running on the managed node. These
are opcnsga , opcdi st a and opcagt .

m Opcinfo variable set? Will be answered with yes if the RPC clients want to connect to either of the
following RPC servers (then, if set, the value of the according variable will be used by the RPC client as
port of the destination RPC server):

RPC Server Key

Message receiver interface of the | OPC_COW PORT_M5GR
message action server

Distribution manager interface of | OPC_COW PORT_DI STM
the message action server

Local Control agent (opcctl a) To access the local control agent, the client reads the setting used
by the local RPC server, the control agent opcctla:

( OPC_RESTRI CT_TO_PRCCS opcct | a)

OPC_COWM _PORT_RANGE ...

Related Topics:

e Concepts of DCE RPC communication without endpoint mapper
e Configuring the HP Operations management server system

e Configuring HP Operations managed node systems

e Server port specification File

e Configuration examples

e Verifying configuration

e Troubleshooting

e Variable reference

© Copyright 1999 - 2008 Hewlett-Packard Development Company, L.P. Page 128



HP Operations Manager for Windows 8.10 Online Help

Improved management server availability

HPOM for Windows is used to manage services and applications and therefore increase their availability for
their users by detecting problems before they interfere with the normal operation of these services and
applications. However, it is also desirable to improve the availability to the management server.

The following options improve the availability of the management server itself:

m For HPOM installations on a Windows 2003 Cluster, the management server supports failover from one
node to another in case of a failure. For details, see the topic HPOM installed on a clustered Windows
2003 server .

m For installation on nonclustered systems, the availability of the management server can be improved by
having a standby server and replicating the database periodically. For details, see Failover to backup
server .

© Copyright 1999 - 2008 Hewlett-Packard Development Company, L.P. Page 129



HP Operations Manager for Windows 8.10 Online Help

HPOM installed on a clustered Windows 2003 Server

You can install HPOM on a Windows 2003 Cluster with support for failover of the management server.
Failover support means that the MS Cluster Service is able to switch the HPOM management server from one
cluster node to another if there is a problem with the cluster node or the management server itself.

To install and manage an HPOM clustered installation you should be familiar with the MS Cluster Service and

its concepts.

L NOTE:

If you have an existing, nonclustered HPOM installation and would like to ensure its availability by
clustering it, read the upgrade guide located on the HPOM installation media about how to convert your
existing installation to a clustered installation. There is no way to do an in-place migration of this
installation to a clustered one.

For a clustered installation of HPOM you must have a consistent installation on all cluster nodes. See the
topic Check Cluster Consistency about how to check the consistency of your HPOM installation and about the
impact of an inconsistent installation.

The central management tool for Windows Clusters is the Microsoft Cluster Administrator. The topic HPOM
Cluster Resource Group gives an overview about the cluster resources set up during the HPOM installation.

The topic Registry Key Replication describes which server configurations are replicated between the cluster
nodes.

If you would like to reinstall the agent on one of the management server nodes, see the help topic Reinstall
the Management Server Agent .
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Check cluster consistency

In a clustered installation of HPOM it is necessary to keep the installation consistent on all nodes, regardless
of which of the physical cluster nodes it is currently running on. A consistent installation means that all
nodes have the same SPIs and HPOM patches installed. A clustered installation also requires a consistent
configuration of HPOM on all cluster nodes.

i\? CAUTION:
As long as a cluster inconsistency is unresolved, HPOM cannot start or failover to the inconsistent cluster
nodes. This could lead to unexpected down times of the management server.

Using the console tool Cluster Check Report , you can evaluate the current consistency status of the
clustered HPOM installation. The tool also enforces cluster consistency. See the topic Cluster Consistency
Enforcement for details.

During the installation of the management server, a self management policy called "VP_SM-
ClusterConsistency Check" is deployed to the management serve nodes. This policy checks the cluster once a
day and generates a critical message if an inconsistent cluster is discovered. For details about this
inconsistency, see the message annotations and instructions.

Consistent configuration is ensured by both storing data in the database and replication registry keys. For
details, see Registry Key Replication .
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Cluster check report

HPOM provides a console tool, that checks to see whether all SPIs and HPOM patches are installed on all
cluster nodes. This tool is located in the console tree under Tools — HP Operations Manager Tools —
Cluster Tools . It produces a report similar to the one shown below.

HPOM cl uster version: A 08.00
HPOM | ocal version: A. 08.00

HPOM i nstal | ed on cluster nodes:
* ¢l usternodel. donmai n. com
* cl usternode2. donai n. com

Installed SPIs:
* DBSPI Mss Version 09.01.01

Installed patches:
* OVOW 00017

M ssing installations

On node cl ust ernode2. donai n. com
* DBSPI Mss Version 09.01.01

Pendi ng uninstal |l ati ons

On node cl ust ernode2. donai n. com
* OVOW 00151

* end of report *

First, the report shows the inventory of the HPOM installation. It shows which version of HPOM is installed on
the cluster and on the node running HPOM at the moment. It shows the names of the cluster nodes on which
HPOM is installed and an inventory of all SPIs and patches installed on the cluster.
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After that the report shows if there are any SPIs or patches which are not installed on all cluster nodes. If
this list is empty, then the cluster is consistent. However, if there are any entries there you must install the
missing SPIs/patches on these nodes as soon as possible because HPOM enforces a consistent installation
and will refuse to run on the nodes in this list. This can lead to an unexpected down-time of the
management server in case of a failure.

The last part of the report shows if there are any previously installed SPIs or patches which have not been
uninstalled on all cluster nodes. If this list is empty, then the cluster is consistent. However, if there are any
entries there you must uninstall the SPIs/patches on these nodes as soon as possible, because HPOM
enforces a consistent installation and will refuse to run on the nodes in this list. This can lead to an
unexpected down-time of the management server in case of a failure.
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Cluster consistency enforcement

The OvOW Cluster Consistency Check cluster resource performs cluster consistency enforcement, explained
in the topic HPOM Cluster Resource Group . Each time the resource is ordered to go online by the Microsoft
Cluster Service (MSCS), it performs the following two checks. These checks must be performed successfully
to start HPOM on that node.

1. First, the cluster resource tries to connect to the database instance used by HPOM. This check is
repeated by default 15 times, with a sleep of 20 seconds between each of these retries. Each
unsuccessful try will add the following warning to the windows event log:

Ewvent |

Diate: 2142006 Source:  HPOW-FAILOWER
Time: 21402 PM  Categon: Mone

Type: Y arning Ewent [D: 1024

Uzer: [ A,

Computer: CLUSTERDT

oL

Dezcription:;
[CF514] SGL Server connection check failed. Wil rety]

Data: & Bytes € Words

=)
]

k. I Canicel | Smply |

If the consistency check is unable to connect to the database after reaching the maximum number of
retries, it will fail. The MSCS will initiate a failover, depending on the cluster configuration, and write
the following error message to the Windows event log:
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A

Ewvent |

Drate: 212005 Sowce:  HPOV-FAILOWVER + |
Timne: 22324 PM Cateqory: Mone

Type: Errar Ewvent |D: 1024 + |
Uszer: M
Computer: CLUSTERDT

Deszcription:

[CF515) SGL Server connection check faled. Unable to connect to DB.
Cannat allaw 0w zerver ta rin on this node.

Diata: % Butes ©© Wards

The number of retries and the sleep time can be configured, as explained in the topic Configure the
consistency check resource for details.

2. The second test is the same cluster consistency check as done by the Cluster Check Report . If this
check fails for the current node, HPOM cannot start. Depending on the MSCS configuration, HPOM will
be moved to the next available node.

If the consistency check fails, an error is written to the Windows Application Log. As shown in the
illustration, attached to this event is a copy of the cluster check report, which contains the reason for
the failure.
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A

Ewvent |

Drate: 212005 Sowce:  HPOV-FAILOWVER + |
Timne: 22324 PM Cateqory: Mone

Type: Errar Ewvent |D: 1024 + |
Uszer: M
Computer: CLUSTERDT

Deszcription:

[CF515) SGL Server connection check faled. Unable to connect to DB.
Cannat allaw 0w zerver ta rin on this node.

Diata: % Butes ©© Wards
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HPOM Cluster Resource Group

During the installation of HPOM on a cluster, you must select a cluster resource group for HPOM. The
installation creates all cluster resources necessary to run HPOM with failover support on a Windows cluster.
The following illustration shows the HPOM cluster resource group inside the MS Cluster Administrator.

=10l x|
=04 File  Wiew ‘Window Help =181l
2|a| g B 2|=)E
E- E‘_'E— CLUSTERD: Marme | State | Qwner | Resource Type | Descripkion
El{:l Groups (Dpisk T: Online  CLUSTEROL  Physical Disk
. Cluster Group m OwOy Access Manager Online  CLUSTERDL  Generic Service
Group 0 m Qw0 AutoDiscovery Server Online  CLUSTEROL  Generic Service
g Ujl OMOW Cluster Caonsistency Check Online  CLUSTEROL  OwW Cluster Consistency Check.
e sources um OwOy DMS Discovery Online  CLUSTERDL  Generic Service
-] Cluster Configuration MOVOW IF Address . Online CLUSTEROL IP P.dl:.lress _
[]" CLUSTEROL ml Qw0 Message Action Server Online  CLUSTEROL  Generic Service
[]__ CLUSTERDZ m OMOWY Metwork Mame Online  CLUSTERDL  Mebwark Mame
m OOy Policy Management and Deplovment  Online  CLUSTEROL  Genetic Service
u:_fl OwOy Prerequisites Check Server Online  CLUSTEROL  Generic Service
um OMOW Registry Replication Online  CLUSTEROL  OwiOW Regiskry Replication
m Qw0 Security Server Online  CLUSTEROL  Generic Service
m Ow0i Status Engine Online  CLUSTEROL  Generic Service
m OvReparter Service Orline  CLUSTEROL  Generic Service
&:Il SPI-Share Online  CLUSTEROL  File Share
4] i ©
For Help, press F1 l_ l_l_ v

I

@ CAUTION:

After installing HPOM on a cluster, you must not change the names of the HPOM resource group or any
HPOM resources. Otherwise, adding new nodes to the cluster or uninstalling HPOM wiill fail.

The MS Cluster Administrator can be used to change the way MSCS treats the resources. The HPOM installer
creates the HPOM resources with the default settings defined by Microsoft. For details about these settings
and their impact on the cluster and HPOM, consult the MS Cluster Service online help.

The cluster resource group contains the following resources:
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Online Help

Resource

Disk <letter>

OvOW Access Manager

OvOW AutoDiscovery Server

OvOW cluster Consistency
Check

OvOW DNS Discovery

OvOW IP Address

OvOW Message Action Server

OvOW Network Name

OvOW Policy Management and
Deployment

OvOW Prerequisites Check
Server

OvOW Registry Replication

OVOW Security Server

OvOW Status Engine

OvReporter Service

SPI-Share

Description

This is the shared disk used by HPOM to store that part of its data which
needs to be in sync between all cluster nodes. All other resources depend
on this resource; they cannot work without it.

This resource controls the HPOM Access Manager service. This resource
depends on the consistency check resource.

This resource controls the HPOM AutoDiscovery Server service. This
resource depends on the consistency check resource.

This cluster resource ensures the consistency of the HPOM installation
across all cluster nodes. See the Check Cluster Consistency Topic for
details. This resource depends on the registry replication resource.

This resource controls the HPOM DNS Discovery service. This resource
depends on the consistency check resource.

This resource is the owner of the IP address of the virtual HPOM server
entered during the installation. This resource depends on the shared disk
resource.

This resource controls the HPOM Message Action Server service. This
resource depends on the consistency check resource.

This resource is the owner of the network name of the virtual HPOM server
entered during the installation. This resource depends on the IP address
resource.

This resource controls the HPOM PMAD service. This resource depends on
the consistency check resource.

This resource controls the HPOM Node Prerequisites Check Server service.
This resource depends on the consistency check resource.

This resource is a placeholder for the registry keys that need to be
replicated between the cluster nodes to keep the HPOM configuration on all
nodes in sync. See the Check Cluster Consistency and the Registry Key
Replication topics for details. This resource depends on the network name
resource.

This resource controls the HPOM Security Server service. This resource
depends on the consistency check resource.

This resource controls the HPOM Status Engine service. This resource
depends on the consistency check resource.

This resource controls the HP Reporter service. This resource depends on
the consistency check resource.

This resource controls a Windows file share called "SPI-Share" which is
used to store templates for the config file policy type. It depends on the
network name resource.

In order to use HPOM on a cluster, all the above-mentioned resources need to be online. The only exception
is the "OvReporter Service" in case a standalone Reporter installation is used.
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Reinstall the management server agent

In a clustered HPOM installation, one agent is installed on each physical management server node. By
default, the HPOM Self Management policies are deployed on each physical server node.

Because these policies are only needed on the active server node, they are controlled by the agent
Application Package Manager (APM). The help topic Managing cluster-aware applications describes the APM
configuration. The policies are enabled on the current active management server node and disabled on all

other nodes.

If the agent on one of the management server nodes is removed and reinstalled, you need to recreate the
cluster configuration of these policies, as described below:

To reconfigure the cluster configuration

1. Execute the tool Add Sel f ranager to APMon the respective management server cluster node. The
tool is available in the console tree under Tools — HP Operations Manager Tools — Cluster Tools

2. To apply the configuration, restart the agent with the commands opcagt -stop and opcagt -start .

4 NOTE:
If you do not recreate this configuration, the HPOM Self Management policies will always be enabled on
that cluster node and will report misleading errors in your HPOM installation.
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Configure the consistency check resource

Two checks are performed by the cluster consistency check resource:
m Database connection check

m Consistency check for the current node

The database connection check can be configured with registry values located in the registry key:

HKEY_LOCAL_MACHI NE\ SOFTWARE\ Hewl et t - Packar d\ OVEnt er pri se\ Cl ust er\ Consi st encCheck

Value Data

RetryLoops of type Number of times the consistency check resource should try to connect to
REG_DWORD the database before failing. The default value is 15.

RetrySleep of type Number of seconds the consistency check resource waits between the
REG_DWORD connection retries. As the connection process itself needs some time, the

absolute time between the connections is larger than the number given
here and is dependent on the current system. The default value is 20.

Related Topics:

m Cluster consistency Enforcement
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Registry key replication

As described in the Check Cluster Consistency topic, it is vital for the operation of HPOM in a cluster to have
the HPOM installation on all cluster nodes installed and configured consistently.

Because part of the HPOM configuration is stored in the system registry, parts of it will get replicated
between the cluster nodes by the OvOW Registry Replication cluster resource, as described in the topic
HPOM Cluster Resource Group . Each time this resource goes online on a cluster node, it replaces the
registry keys listed below with the ones existing on the last active node. This has two consequences: first,
only the currently active node has an up-to-date HPOM registry, and second, it is necessary make changes in
these replicated keys on the currently active node. Changes made on other nodes will be lost whenever they
become active.

The following list shows the registry keys replicated by the registry replication resource. Each key, with all its
values and its subkeys, will be replicated.

& NOTE:
This list is not a documentation of how these keys are used by HPOM or an encouragement to change
these. Refer to other parts of the documentation to see whether changing these keys is supported or not.

SOFTWARE\ Hewl et t - Packar d\ Cor eSPI M grati on

SOFTWARE\ Hewl et t - Packar d\ HP OpenVi ew

SOFTWARE\ Hewl et t - Packar d\ OpenVi ewh Conmon

SOFTWARE\ Hewl et t - Packar d\ OVEnt er pri se\ Cl ust er\ Consi st encyCheck
SOFTWARE\ Hewl et t - Packar d\ OVEnt er pri se\ C ust er\ Mynt Ser ver Nodes
SOFTWARE\ Hewl et t - Packar d\ OVEnt er pri se\ d ust er\ Pat ches

SOFTWARE\ Hewl et t - Packar d\ OVEnt er pri se\ C ust er\ Resour ce

SOFTWARE\ Hewl et t - Packar d\ OVEnt er pri se\ Cl uster\ SPI s

SOFTWARE\ Hewl et t - Packar d\ OVEnt er pri se\ Cl ust er\ Upgr ades

SOFTWARE\ Hewl et t - Packar d\ OVEnt er pri se\ Log

SOFTWARE\ Hewl et t - Packar d\ OVEnt er pri se\ Managenent Server\ Aut oDepl oynent
SOFTWARE\ Hewl et t - Packar d\ OVEnt er pri se\ Managenent Server\ DBAccess
SOFTWARE\ Hewl et t - Packar d\ OVEnt er pri se\ Managenent Server\ MsgAct Srv
SOFTWARE\ Hewl et t - Packar d\ OVEnt er pri se\ Managenent Server\ Pnad
SOFTWARE\ Hewl et t - Packar d\ OVEnt er pri se\ Pl ug-1 ns\ Sel f Manager
SOFTWARE\ Hew et t - Packar d\ OVEnt er pri se\ Security

SOFTWARE\ Hew et t - Packar d\ The Reporter

SOFTWARE\ ODBC\ ODBC. | NI \ openvi ew

SOFTWARE\ ODBC\ ODBC. | NI\ r eporter

SYSTEM Cur r ent Cont r ol Set\ Servi ces\ Event | og\ OvConf i gChanges
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Failover to backup server

In a warm standby scenario, the secondary management server maintains a copy of the SQL Server
database of the primary management server. The standby database on the secondary management server
runs in "Recovery" (read-only) mode. To synchronize the two databases, a scheduled task policy backs up
the transaction log of the active database, copies it to the secondary management server, and restores it to
the standby database. This task runs at regular intervals.

In case of a failure of the primary management server, the database on the secondary management server
switches from "Recovery" to "Online" mode and the HPOM services are started on the secondary
management server server. Next, the Switch Management Server Tool is executed on every managed
node in order to switch the agents to report to the secondary management server from now on. To connect
to the secondary management server, any consoles must be restarted.

For more information, see the HPOM High Availability Utilizing Microsoft SQL Server Log Shipping white paper
at the following location:
% v1 nst al | Di r % paper docs\ en\ HPOM HA wi t h_SQ._Log_Shi ppi ng. pdf
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Backing up and restoring the HPOM management server

It is important that you regularly back up the data on your HPOM management server to preserve the HPOM
database contents in the event of a failure and to maintain the customized configurations, policies, files,
graphs, instrumentation, and reports that you have created. You may use both of the following methods:

m Full system backup (offline backup)

m Database backup (online backup)

Full system backup (offline backup)

A full system backup, including operating systems, all partitions, disks, files, and so forth is the easiest way
to back up and restore your HPOM management server.

A full system backup is an offline backup. This means that the HPOM server, as well as the operating system,
is shut down and the backup is started using a special boot disk or partition and special backup or imaging
software.

HP recommends that you create an image/backup of your HPOM management server using a suitable
solution so that you can restore your complete system, including operating system settings like IP
configuration, DNS configuration, and all installed software, including HPOM for Windows.

However, such a solution is not appropriate for a daily backup, because the management server has to be
shut down. Full backups can be combined with regular database backups.

In cases where you cannot use a full-system backup or imaging solution (for example, if the system where
you want to restore the data uses different hardware and disks), you can also restore an HPOM server by
reinstalling the operating system and HPOM software using exactly the same steps as for the original
installation.

Database backup (online backup)

HPOM provides a policy and scripts that enable you to backup and restore the HPOM database. However, the
database backup does not include configuration data from the registry, from other configuration files, or
from the file system (for example, instrumentation). Therefore, you cannot rely on database backups alone.
You many want to combine full system backups and daily database backups. If you do a full system backup
of your HPOM management server including all installed patches and configurations, you can then do
database backups to save data on a daily basis.

Related Topics:

m Back up the HPOM database
m Restore the HPOM database
m Back up miscellaneous data
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Back up the HPOM database

The HPOM management server uses an SQL Server instance with a user-configurable name as core data
repository. The HPOM installation suggests the name OVOPS as default name for this instance. The instance
is also shared by other HP Software products, which create other databases in this instance. The full name of
the database depends on the location of the database:

m Local database:
If SQL Server Express is used as HPOM database, the full database instance name is <l ocal
host >\ <i nst ance nanme> .

= Remote database:
If you are using a remote SQL Server database, the name is <server nane>\<i nstance nanme> .

m Clustered database:
If the SQL Server database is clustered, the instance name is <vi rtual SQL server nane>\<instance
nane> .

Scheduled task policy VP_SM_DB_Backup

HPOM self management includes the scheduled task policy "VP_SM_DB_Backup", which schedules and
performs a backup of the openview database.

After you have installed the management server, deploy the policy to the system where the HPOM database
is installed. Before deploying the policy, modify it as described below:

1. Go to the policy editor.

2. Open the policy at this location:
Policy Groups —= HPOM Self Management —= en — Database Server — VP_SM_DB_Backup
3. Edit the Command field:

o If the database resides on the management server itself, you can remove
<server nanme>\ <i nst ancenane> from the end of the command line. In this case the SQL Server
instance is looked up from the registry.

e If the database resides on a remote server, you must replace <ser ver nane>\ <i nst ancenane> with
the SQL Server instance name of the remote database instance.

4. In the Task tab, edit the Execute as user and the Specify password fields, and add the user
account and password of a user with SQL Server administrator permissions.

5. Optional: By default the database backup is scheduled for 0:30 a.m. every morning. If that time does
not suit your needs, you can adopt the schedule in the Schedule tab.

6. Deploy the policy to the system where the HPOM database is installed.
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Backup and restore related VB scripts

% NOTE:
Modification to these scripts requires basic knowledge of the Microsoft Visual Basic script language.

The following backup and restore scripts are located in the ¥%vI nst al | Di r % Suppor t\ directory.

m backup_openview.vbs

This script performs a backup of the openview database and stores the backup files in the directory
% vDat aDi r % dat af i | es\ <i nst ance name>\ backup .

m restore_openview.vbs

This script restores the openview database from the backup files created by backup_openview.vbs.

Location and housekeeping of backup files

The backup files of the openview database and the openview database transaction log are written into the
following directory:

% vDat aDi r % dat af i | es\ <i nst ance nane>\ backup

Backup files are named as follows:

m openview_dat.bak (openview database)

m openview_log.bak (openview database transaction log)

These files are overwritten on every new execution of the VP_SM_DB_Backup policy. If you want to keep
them you have to ensure that they are stored on a storage device or copied into another location in the
meantime.

You may change the location of the backup files by editing the VB script file
% v1 nst al | Di r % Support\ backup_openvi ew. vbs .

Monitoring backup execution
The VP_SM_DB_Backup policy will send messages to the active messages browser:

m When the backup starts.
m After a successful backup. (This message also contains the backup duration time.)

m After a backup failure (critical message).

Configuration on a remote database server
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If the openview database runs on a remote database server you must deploy the VP_SM_DB_Backup policy
on that server instead of the management server.

Starting the openview database backup manually

If you want to execute the backup job immediately, you can trigger this with the command:

cscript "% vinstall Di r% support\backup_openvi ew. vbs "

& NOTE:

If the HPOM database is a remote database, the SQL Server instance name must be added to the
command line:

% v1 nstal | Di r % support\ backup_openvi ew. vbs <server nane>\ <i nst ance nane>

Related Topics:

m Restore the HPOM database
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Restore the HPOM database

If you used the scheduled task policy VP_SM_DB_Backup or the tool backup_openview.vbs to create a
backup of the HPOM database, you can restore it manually. Before you can start restoring the HPOM
database, you must stop the management server processes.

Stop management server processes

& NOTE:

The restore procedure requires that the WMI service is stopped and remains stopped until the recovery is
complete. System management tools, such as HP Systems Insight Manager and the HP Operations agent
itself attempt to restart WMI automatically. Make sure that these tools are stopped while restoring the
database.

1. Close all open consoles first, before starting to restore the HPOM database.

2. Stop all services and processes using vpstat -3 -r STOP.

3. Use the service control panel (Services.MSC) to stop the Windows Management Instrumentation
service. Note that there is a second service called "Windows Management Instrumentation Driver
Extensions" - you do not need to stop this service (in fact you cannot stop it, the system disallows
this). Alternatively, you can use the command net stop wi nngnt to stop the WMI service.

Restore the openview database

Restore the backup files for the HPOM database backup to the same folder that they were generated in on
the failed HPOM server. By default this is <HPOM dat abase fil es fol der>\ Backup\ .

To start the restore operation:

1. If HPOM uses a local database, start the SQL SERVER (<instance name=>) service again. Otherwise
make sure the remote MS SQL Server instance is running.
2. Runcscript % vinstallDir% support\restore_openvi ew. vbs .
L NOTE:
If your HPOM database resides on a remote database server you must add the SQL Server instance

name as a parameter to the script restore_openview.vbs (for example, cscri pt
rest ore_openvi ew. vbs TCVMI8\ OVOPS ).

Sample output

M crosoft (R) Wndows Script Host Version 5.6
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Copyright (C Mcrosoft Corporation 1996-2001. Al rights reserved.
HPOM i s st opped

This backup files will be used to restore the openvi ew dat abase:

BackupType: Full DB backup

BackupFi | eLocati on:

E: \ HPOM Dat a\ dat af i | es\ OVOPS\ backup\ openvi ew_dat . bak
BackupNane: openvi ew_Ful |

BackupStartDate: 2006-11-09 14:55:59. 000

BackupFi ni shDate: 2006-11-09 14:56: 06. 000

BackupType: Transaction | og backup

BackupFi | eLocati on:

E: \ HPOM Dat a\ dat af i | es\ OVOPS\ backup\ openvi ew_| og. bak
BackupNanme: openvi ew_Log

BackupStartDate: 2006-11-09 14:56: 06. 000

BackupFi ni shDate: 2006-11-09 14:56: 06. 000

Are you sure that you want to replace the current openview DB
with the contents of the backup above ? (y/n)

y

repl ace openvi ew dat abase with Restore

Rest ore succeeded

Related Topics:

m Backup the HPOM database
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Back up miscellaneous data and files
The following items can be backed up in addition to the HPOM database:

Group membership

If the HPOM users are local accounts, write down which users belong to the groups HP-OVE-OPERATORS and
HP-OVE-ADMINS on the HPOM management server. These group memberships must be recreated manually
unless they will be restored as part of a full system recovery (from a complete server image backup).

If you used domain user groups during the HPOM installation, there is no need to back up the group
membership information on the management server.

Exported messages (optional)

The default setting of the HPOM server is to delete messages in the acknowledged message browser after 30
days. It is also possible to export the message into a Comma Separated Value (CSV) file. The setting is
customizable in Database Maintenance namespace in the Server Configuration dialog box.

If you want to back up the downloaded messages, (for custom reporting on messages, for example), make
sure that these files are included in the backup procedure.

Custom HPOM console MMC definitions (optional)

By default the HPOM server includes only one HPOM console MMC definition file:
% vDat aDi r % HP Qper ati ons Manager. nsc

Reconfiguring your setting in this single file is not complex or time consuming but you may want to back up
the file as part of your daily backup.

If you have created additional HPOM console MMC configuration files for specific users, then these files will
have been saved in a location that you have explicitly selected, for example:
Docunents and Settings\ <User Nane>\ Deskt op

A backup of these files will save time when recovering the HPOM server, particularly if you have a number of
these files - such as when multiple users are allowed to connect to the HPOM server using Terminal Services
to run the HPOM console.

In most cases the HPOM console MMC configuration files will reside on the systems that host the HPOM
remote console. Consideration of the backup strategy for these files should be part of a full disaster recovery
plan - although in many cases, recreating the console definitions is a simple option.

HPOM patches
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To successfully recover your HPOM server, you must start by recreating an identical HPOM installation with
the same patch level. In some cases patches may be superseded by new patches and will then no longer be
available on the hp support web page. Therefore you should include the patch files (OVOW_xxxxx.exe) in
your backup to ensure that you have the relevant patch files if you need to recreate your system.

You can use vpstat -p to get a list of all currently installed patches. You can also include this information
into your backup by redirecting the output to a file (Use vpstat -p > vpstat.out . Then include

vpst at . out in your backup). This will allow you to check if you have recreated a system with the exact same
patch level.

Licenses

All licenses are stored in the file %°r ogr am Fi | es% Conmon Fi | es\ Hewl et t -
Packar d\ HPOvLI C\ dat a\ Li cFi | e. t xt . On a clustered HPOM installation, the licenses are stored in the file
% v Shar eDi r % HPOvLI C\dat a\ Li cFil e. t xt .

Related Topics:

m Back up the HPOM database
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Configure the database

You can set up and maintain your database in several ways:

® Maintain your database
= Implement a remote SQL Server database

Related Topics:

m Database maintenance for HPOM for Windows

m Implementing a remote Microsoft SQL server database
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Maintain the database

You may find it necessary to perform certain maintenance tasks related to the openview database. Common
maintenance tasks might include:

Distributing database files and log files to different disk drives
Maintaining acknowledged messages in the management server database
Downloading messages
Resizing SQL Server virtual memory usage
DB component maintenance details
Changing the history database default settings

& NOTE:

To improve the performance of database queries, you may add your own indexes to the SQL Server
database. Adding custom indexes does not violate any support agreements you may have with Hewlett-
Packard.

Related Topics:

Implementing a remote Microsoft SQL Server database
Backing up and restoring the HPOM management server
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Distribute database files and log files to different disk drives

After initial installation all components of the management server database are stored in the same directory,
for example, as:

% v Dat aDi r % dat af i | es\ <dat abase_i nst ance>

The database consists of several physical files, as shown in the table:

File Name Purpose

openvi ew. ndf Primary partition for system tables

st ore. ndf Store tables and indexes

pmad. ndf Policy Management and Deployment tables
and indexes

nsgacti on_dat . ndf Message Action Server tables

msgact i on_i dx. ndf Message Action Server indexes

rol e. ndf Security Server Role tables and indexes

In large production environments with many managed nodes, a considerable amount of data could be
collected and stored into the database. In such environments it is advisable to distribute the database files
and log files to dedicated disk drives with sufficient capacity to prevent data overflow.

To achieve better performance by utilizing parallel disk 1/0s, you should distribute database files and log files
to separate disk drives.

To move the database files to another disk location

You can change the location of any database file (data file or log file) using this procedure.

% NOTE:
You must have SQL Server sysadmin authorization to execute this procedure.

1. Stop any console sessions.

2. Shut down the Windows Management Instrumentation (WMI) service, which stops all management
server components.

3. Use the scripts for attaching and detaching the physical files with the HPOM database that were
provided with the product, att achdb. sql and det achdb. sql . Scripts are located in the
% vl nstal | Di r% | bi n\ OVON Ser ver Consol el nstal | \ dbscri pts directory.

4. Before you detach the openview database you must ensure that there are no more processes active in
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this database.

5. Detach the openview database by running the detach script:

osql -S<database_instance> -E -i detachdb. sql

The operation is successful if there is no error message.

6. Copy the physical database files that you want to move to their new location.

Make a copy of the attachdb. sql script, as shown:

copy attachdb.sqgl nyattach. sql

7. Edit the attached script nyatt ach. sql , replacing the lines containing NEW_LOCATION with the actual
physical location of the file.

&) NOTE:
You must specify all physical database files, even those that did not move.

8. Attach the database files. Run the command:

osql - S<database_instance> -E -i nyattach. sql

You should see the message "Successfully attached database openview."

9. Start the OVEpStatusEngine service, which starts all management server components.

Related Topics:

Maintain the history database

Message download

Resize SQL Server virtual memory usage
DB Maintenance Component details
Change history database default settings
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Maintain acknowledged messages in the management server

database

Messages that have been acknowledged are removed from the active messages browser and displayed in the
acknowledged messages browser. The management server database that contains these acknowledged
messages eventually reaches its capacity if regular maintenance is not performed. The DBMaint component,
which is an integral part of the OvEpMessageActionServer service, performs this regular database
maintenance.

The Database Maintenance namespace in the Server Configuration dialog box enables you to reconfigure the
default registry settings, which specify when and how often such maintenance should be performed.

Database maintenance time : specifies that the database should be scanned daily at 3:00 a.m. for old
acknowledged messages.

m Acknowledge message retention period (in days) : specifies that messages which have been
acknowledged for longer than 30 days should be deleted. To save these deleted messages, download the
messages to text files using the configuration values Export acknowledged messages before deleting
them and Location of the exported message files .

m Messages processed per database transaction : defines the maximum number of messages which
can be processed (exported or deleted) within one transaction. After the defined number of messages has
been processed, the current transaction is committed and a new transaction is started to process the next
block of messages.

® Maximum database maintenance scan duration (in seconds) : defines the maximum time interval
(duration) in seconds DBMaint is allowed to perform its operation. If during operation the end of the
defined time interval is reached, but there are still outstanding message blocks to be processed, then
DBMaint finishes the processing of the current message block by committing the current transaction.
DBMaint will not start additional transactions so that it can continue to process further messages. In this
case, it writes the following warning message into the Windows Application Event Log:

(MS850) DBMaint stopped due to the maximum duration time limit being reached.

Then DBMaint updates the table ov_ms_stats with the appropriate statistics. Messages which could not be
processed (exported or deleted) due to the maximum time interval being reached will be processed the
next time DBMaint is scheduled to run.

Maintenance occurs automatically and requires no further action from administrators and users.

However, as administrator, you can change these defaults if they do not meet your needs by manually
changing the settings in the Server Configuration dialog box .

To edit default database maintenance configuration values
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5.

In the console tree, right-click Operations Manager , and then click Configure—s Server... . The
Server Configuration dialog box opens.

Click Namespace and then click Database Maintenance . A list of values appears.

Click the value that you want to change. Depending on the type of value, you can either type a new
value, or select a value from a list that appears.

Optional. If a value appears in bold , the default value has been changed. To reset the value to its
default, right-click the value, and then click Set to default .

Click OK .

Related Topics:

Distribute database files and log files to different disk drives
Message download

Resize SQL Server virtual memory usage

DB Maintenance Component details

Change history database default settings

© Copyright 1999 - 2008 Hewlett-Packard Development Company, L.P. Page 156



HP Operations Manager for Windows 8.10 Online Help

Message download

To prevent the message database from becoming too large, HPOM for Windows deletes acknowledged
messages after 30 days (or a period that you specify). If you want to save the messages, you can configure
HPOM for Windows to save the message information to CSV text files.

The Database Maintenance namespace in the Server Configuration dialog box enables you to reconfigure the
default registry settings, which are used to set the download parameters.

Export acknowledged messages before deleting them configures whether the database maintenance
scan exports acknowledged messages to the file system before it deletes them from the database. Set this
value to true if you want the messages exported before they are deleted from the message database (default
is false).

Location of the exported message files is a string that defines the location of the exported message files.
Set this value to any drive and directory that you want. If the path does not exist, the messages are neither
exported nor deleted, and an error message is written to the event log. The default path is c:\\ . To make

your CSV files go to the right directory, you need to put double back slashes for every directory, as shown:

C:\\ Docunents and Settings\\Al | Users\\Application Data\\HP\\HP BTO
Sof twar e\ \ Dat afi | es\\ A dMessages

& NOTE:
If you try to insert a different path, it will fail or default to the root "C:\". You must use the double back
slashes, as in C:\\.

Field separator for export is a character that specifies the field separator which should be used in the
exported message files for delimiting fields in a row. The default field separator character is the comma (,).

Character code page for export is a string that defines the character code page used for the exported
message files. Set this value to UCS2 for 2 bytes Unicode. Set it to MULTIBYTE for mulitbyte character code
page. The default value is MULTIBYTE.

Use Microsoft Excel convention for export defines whether Microsoft Excel convention is used for
formatting multi-line text fields in the message files. Set this value to true if you want to process the
exported files with Microsoft Excel. Set this value to false if you want to leave the formatting unchanged and
do not want to use Microsoft Excel for further processing exported message files. The default value is false.

Two files are written:
m HistoryYYYY-MM-DD-HH-MMMessages.csv (view sample file)

m HistoryYYYY-MM-DD-HH-MMAnNnotations.csv (view sample file)
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In both cases, if no messages are available for download, no file is written.

To edit default message download configuration values

1. In the console tree, right-click Operations Manager , and then click Configure— Server... . The
Server Configuration dialog box opens.

2. Click Namespace and then click Database Maintenance . A list of values appears.

3. Click the value that you want to change. Depending on the type of value, you can either type a new
value, or select a value from a list that appears.

4. Optional. If a value appears in bold , the default value has been changed. To reset the value to its
default, right-click the value, and then click Set to default .

5. Click OK

Related Topics:

Distribute database files and log files to different disk drives
Maintain the history database

Resize SQL Server virtual memory usage

DB Maintenance Component details

Change history database default settings

© Copyright 1999 - 2008 Hewlett-Packard Development Company, L.P. Page 158



HP Operations Manager for Windows 8.10 Online Help

Resize SQL Server virtual memory usage

At installation, the "max server memory" for the HPOM SQL Server instance (the HP Operations Manager
database) is set to 50% of physical memory. This configuration is made to limit the amount of virtual
memory that is consumed by SQL Server. See the related URL:

http://msdn.microsoft.com/library/default.asp?url=/library/en-us/architec/8_ar_sa_40vt.asp

If more physical memory is installed, then the maximum memory size configured for the \OVOPS instance
may be increased accordingly. Use the command-line script provided in the <Support> directory for this
purpose.

To change the "max server memory" setting

1. The set maxmem bat file will run the OSQL script set _nmax_nenory. sql . If you have changed the
username:password from <sa>, then edit the set maxnmem bat file with the correct system
administrator's username and password.

2. Edit the set _max_menory. sql file with the desired <max server memory=> size.

3. Run the set naxnem bat file.
You do not need to reboot or restart SQL Server for these changes to take effect. However, if a smaller

amount of virtual memory is specified than is already used, the new maximum value will not take effect until
the system is reset.

Related Topics:

Distribute database files and log files to different disk drives
Maintain the history database

Message download

DB Maintenance Component details

Change history database default settings

© Copyright 1999 - 2008 Hewlett-Packard Development Company, L.P. Page 159


http://msdn.microsoft.com/library/default.asp?url=/library/en-us/architec/8_ar_sa_40vt.asp

HP Operations Manager for Windows 8.10 Online Help

DB Maintenance Component details

The DB Maintenance component is an integral part of the management server. When the management
server starts, the component performs the following tasks:

1. It checks the registry for the time to start maintenance and the time interval after which acknowledged
messages should be purged from the history database. If these values are present, the component
does nothing until the time for executing maintenance operations is reached.

If these values are not configured, then the component is suspended until these time values are
entered into the registry. (The component waits for a registry changed notification event.)

2. When the time for maintenance is reached, the component restarts and performs the following tasks:

e Deletes all entries in the tables OV_MS MESSAGE and OV_MS_ANNOTATION which match these
criteria:

0 The message is acknowledged.

O The time interval between the acknowledgement of the message and the current time is greater
than or equal to the configured time interval for message deletion.

e Updates the statistics in the table OV_Ms_St at s of the management server database:

o Start time for maintenance

@)

Finish time for maintenance
0 Number of entries deleted in the table OV_MS_nessage
O Number of annotations deleted in the table OV_MS_Annot ati on
e Suspends activity until the time for the next maintenance cycle is reached.
Related Topics:

Distribute database files and log files to different disk drives
Maintain the history database

Message download

Resize SQL Server virtual memory usage

Change history database default settings
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Change StartTime DBMaint and DBMaintTimeSpec Settings

The default settings for database maintenance can be easily changed to meet your specific requirements.
The table following the numbered steps shows the correct format for the values and some example settings
for each.

To edit default database maintenance configuration values

1. In the console tree, right-click Operations Manager , and then click Configure— Server... . The
Server Configuration dialog box opens.

2. Click Namespace and then click Database Maintenance . A list of values appears.

3. Click the value that you want to change. Depending on the type of value, you can either type a new
value, or select a value from a list that appears.

4. Optional. If a value appears in bold , the default value has been changed. To reset the value to its
default, right-click the value, and then click Set to default .

5. Click OK..
Value Description
Database Specifies when the DBMaint component should start the maintenance cycle. The

maintenance time default specifies that the database is scanned daily at 3:00 a.m. for old acknowledged
messages. It has the following format:

Syntax:

[ DayOf Week-] Hour Of Day: M nut e
DayOf Week: 0 -6; Sunday = 0
Hour O Day: 0 -23

Mnute: 0 -59

Examples:

6-20: 10 (each Saturday at 8:10 p.m)
23:59 (every day at midni ght)

Acknowledged Specifies the time interval after which acknowledged messages should be deleted. The
message retention  default is 30 days.

period (in days)
Syntax:

NunmOf Days- NumOf Hour s- Numof M n
NunOf Days: O - any nunber.
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NunmOf Hours: 0 - 23
NumOfMn: 0 - 59

Examples:
2- 0- 0 (purge messages after 2 days of acknowledgement).

375-23- 0 (purge messages after 375 days, 23 hours of acknowledgement)

Messages processed Defines the maximum number of messages which can be processed (exported or

per database deleted) within one transaction. After the defined number of messages has been

transaction processed, the current transaction is committed and a new transaction is started to
process the next block of messages.

Syntax:
Possible values:

any value > 0
Default value: 150 (process maximum 150 messages within a transaction. After
processing 150 messages, start a new transaction.

Maximum database Defines the maximum time interval (duration) in seconds DBMaint is allowed to

maintenance scan perform its operation. If during operation the end of the defined time interval is

duration (in reached, but there are still outstanding message blocks to be processed, then

seconds) DBMaint finishes the processing of the current message block by committing the
current transaction. DBMaint will not start additional transactions so that it can
continue with processing further messages. In this case, it writes the following
WARNING message into the Windows Application Event Log:

(MS850) DBMaint stopped due to the maximum duration time limit being reached.

Then DBMaint updates the table ov_ms_stats with the appropriate statistics.
Messages which could not be processed (exported or deleted) due to the maximum
time interval being reached will be processed the next time DBMaint is scheduled to
run.

Syntax:
Possible values:

0 (indicates unlimited time; default)
any value > 0 (indicates the number of seconds DBMaint is allowed to perform its
operation).

Use this configurational value if there is a danger that occasionally DBMaint could take
too long (more than ~30 minutes), which could then lead to problems as it overlaps
with other scheduled tasks.
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Example:

1800 (Process messages maximum 30 minutes. Those messages which could not be
processed within 30 minutes will be processed the next time DBMaint is scheduled to
run.)

& NOTE:
DBMaint history log files use local time in the file name, not Greenwich Mean Time (GMT).

To delete acknowledged messages at any time you specify

If you want to delete acknowledged messages from the database at any time you specify, rather than
waiting for the regularly scheduled maintenance, you can change the configuration value Database
maintenance time to the time you prefer. You can also change the default 30-day setting for the deletion
of acknowledged messages by changing the setting for the configuration value name Acknowledged
message retention period (in days) , as shown in the following examples. For best performance, delete
no more than 1,000 messages at a time.

To delete all acknowledged messages immediately

1. Assume that the current time is 2:10 p.m.

2. Set the following registry values.

Database maintenance time : 14:11
Acknowledged message retention period (in days) : 0-0-0

The Database maintenance time must use time specifications in the range of 0:00-23:59. It does not
understand a.m. and p.m. You should add one or two minutes to the current time.

The Acknowledged message retention period (in days) value of 0-0-0 means a time interval of zero, so
it includes all acknowledged messages.

DBMaint automatically responds when any of its configuration values change.

% NOTE:
Reset the values to their normal settings when this exceptional maintenance finishes.

DBMaint notifies all interested HP Operations Manager components on message deletions; running consoles
register for message deletion events and update their acknowledged messages browser accordingly. Check
your acknowledged messages browser to confirm that the messages have been deleted.
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Related Topics:

Distribute database files and log files to different disk drives
Maintain the history database

Message download

Resize SQL Server virtual memory usage

DB Maintenance Component details
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Implementing a remote Microsoft SQL database

The HP Operations Manager for Windows management server uses a data repository, which is currently
based on one of the following databases:

m Microsoft SQL Express (out-of-the-box)

m Microsoft SQL Server (optional)

Before you begin the HPOM installation, you must decide whether you want to use a local or a remote
database. A Microsoft SQL Express database is always installed locally during the HPOM installation. A
Microsoft SQL Server database can be installed locally or on a remote system. During the HPOM installation,
the installation program asks you to enter the location and name of your database instance. You can then
choose the out-of-the-box database (Microsoft SQL Express) or a previously configured instance.

You can also migrate an existing, local database to a remote SQL Server database after the installation. The
database and management server then run on two separate machines. The HPOM management server
communicates with the remote database server using the network.

Separating the management server from the database is desirable when the server where HPOM is installed
has reached its hardware performance limit.

Related Topics:

m Install and configure the management server database
m Install and configure the remote database system
m Final configuration steps
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Install and configure the management server database

To implement the remote server database, these criteria must be met:

m Both the management server system and the database server system should have a unique, fully-

qualified domain name.

m Names and addresses of both systems must be resolvable at all times. HP recommends using DNS for

name resolution.

Follow the instructions below to configure the management server and the system where the remote

database will reside.

To install and configure the management server

1. Install HP Operations Manager and the desired Smart Plug-ins and HP Reporter as described in the

Installation Guides.
2. Stop the management console.

3. Stop the following services:

OvAutoDiscovery Server
OvDnsDiscovery Service
OvEpMessageActionServer
OvEpStatusEngine
OvEpMsmAccessManager
OvSecurityServer

Windows Management Instrumentation
OVOWRegCheckSrv

OVStoreProv

OvowWmiPlatProf

OvServicelLogger

4. Back up the openview database:

cscript backup_openvi ew. vbs
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Related Topics:

m Implementing a remote Microsoft SQL database

m Install and configure the remote database system
m Final configuration steps
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Install and configure the remote database system

After installing and configuring the management server, as described in the topic "Install and configure the
management server database”, you must then install and configure the database on the remote server.

1. Install the MS SQL Server with the instance name of your choice.
2. Create the directory <HPOM dat abase fil es directory>\backup .

3. Copy the database backup files from the management server directory <HPOM dat abase fil es
di rect or y>\ backup to the same location on the remote database server.

4. Restore the openview database:

cscript Restore_openview. vbs <SQ. Server instance nane> <full backup file |ocation>
<transaction log file |ocation>

5. Now that you have copied the HP Operations Manager database to the remote server, you must set up
a database backup on this server for production data protection:

Deploy the self management policy VP_SM_DB_BACKUP to the HPOM database server. This policy will
schedule and trigger the database backup of the openview database.

Related Topics:

m Implementing a remote Microsoft SQL database
m Install and configure a remote database system

m Final configuration steps
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Final configuration steps

The following tasks are required to complete the implementation of your remote SQL Server database.
Follow these steps for final configuration:

Edit vpstat and registry keys

1. On the management server, you can either keep the existing openview database on the management
server and just disable the SQL Server (<Instance name>) database instance service, or to save disk
space, you can also delete the openview database prior to stopping the database instance service:

osql —S<management server>\<instance name> -E
drop database openview

go
quit
2. Stop and disable these services:

SQL Server (<Instance name>)

SQL Server Agent (<Instance name>)

3. Edit the vpstat.conf file. Change to directory %vDat abDi r % conf\ vpst at and open the configuration file
vpst at . conf in your favorite text editor.

Search for the section beginning with [SERVICELIST]. Add a hash at the beginning of the line
".service=VAR_SQLSERVER_INSTANCESQLSERVER_LOCAL."

4. Edit the following registry keys (for remote database access):

HKEY_LOCAL_MACHI NE\ SOFTWARE\ Hewl et t - Packar d\ OVEnt er pri se\ Managenent
Ser ver\ DBAccess\ OVON NSTANCE

5. Reboot the management server.

The remote database configuration is now complete and ready for use with HP Operations Manager.

Remove the self-management policy VP_SM_ CHK_OVODB

As the HPOM database is no longer located on the management server, you have to remove the self-
management policy VP_SM_CHK_OVODB from the management server. Deploy this policy to the remote
database server instead.

If the DB SPI is installed on the management server
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If the HP Operations Smart Plug-in for Databases is installed on the management server, you must remove
the SPI and its policies from the management server and redeploy the SPI and policies on the remote
database server. This is required because the location of the OVOPS database instance has changed to the
remote database server.

Related Topics:

m Implementing a remote Microsoft SQL database
m Install and configure a remote database system

m Install and configure the management server database
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Configure managed nodes

The Node Configuration editor allows you to specify the managed nodes that you can monitor with HP
Operations Manager for Windows. Operators monitor nodes and services and use the available tools to
perform routine maintenance and also resolve problems that have critical business impact. Configuring a

managed node is a multi-step process:
m Specify the node or group of nodes you want to manage.

m Enter details about each node's hardware and environment.
m Specify the tools available for each managed node or node group.

The managed nodes that you specify are listed in the Nodes folder of the console tree. You must configure
each managed node individually.

Configure nodes using the wizard

To quickly configure a new node, use the Node Configuration wizard. This will provide the minimum
amount of information you need to bring the node under management.

& NOTE:

At any time you can exit the wizard by clicking Expert Mode . This returns you to the Node
Configuration editor, where you can more completely specify the characteristics of this node. You
cannot return to the wizard from the Node Configuration editor. When you add another node, the
wizard opens again.

To open the wizard

1. Open the Node Configuration editor, if it is not already open.
2. In the Nodes tree, right-click Nodes and select New Node to open the wizard.

3. In the Base Settings dialog box, type the fully-qualified domain name in the box provided. You must
supply this information to proceed. The system will discover information about this node and display it
in the following screen.

4. Continue to specify the settings you want for this node as you proceed through the wizard screens.

To configure managed nodes manually

1. Open the Node Configuration editor, if it is not already open.

2. In the Configure Managed Nodes dialog box, specify the node or node group you want to manage by
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copying nodes from the Discovered Nodes list to the Nodes list or by creating new nodes or node
groups.

3. In the Nodes list, right-click the node you want to configure to open the Node Properties dialog box.
Use the tabs to display information about the selected node and to configure it:

e General: specify information about the environment, such as system name and owner.

e Network: specify information such as primary node name, communications path, domain,
heartbeat polling, and aliases.

e Messages: view alias names and create new aliases.

e System: specify information about the specific node, such as manufacturer, model, system type,
operating system, and version.

e Tools: specify tools available on the managed node.
e Node Groups: view the parents of the selected node.
4. Click Apply to see the effects of your changes.

5. Click OK to confirm your changes and close the dialog box.

& NOTE:

When you bring new nodes under management, a prerequisite check runs automatically when you
click Apply or OK . This opens the Prerequisite Check Component dialog box, which displays
the status of the process, the names of the nodes being checked, and the results of the check,
including details and recommended actions. See the help topic Check prerequisites for managed
nodes for complete details.

6. Click Cancel to close the Node Configuration editor without saving your changes.

L NOTE:

Special configuration may be required if you want to manage nodes over a firewall. Refer to the HP
Operations Manager for Windows Firewall Configuration white paper for more information. Contact your
HP BTO software representative to obtain a copy of this paper.

Automatic agent installation

The HP Operations agent is automatically installed on a managed node when you deploy a policy to the
managed node. In some situations, you may want to install the agent manually. See Related Topics for
details.

Managing intelligent devices
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Using SNMP, you can manage intelligent SNMP devices such as printers, routers, and computers with
unsupported operating systems and manage them from HPOM. See Related Topics for details.

Server and cluster failover behavior

HPOM for Windows monitors the availability of server components such as the Windows Management
Interface (WMI), the server itself, and the cluster resource group (if your environment contains clusters.)

In the event of a failure of one or more of these components, some activities may be temporarily
unavailable, until WMI or the server is restored. See Related Topics for details.

Related Topics:

Specify nodes to be managed

Configure general information for managed nodes
Configure network information

Configure alias names

Configure system information for managed nodes
Configure tools for managed nodes

Add node to node group after upgrade from Windows 2000 to Windows 2003 management server
View node group properties

View policy and package inventory

Manual installation of HTTPS agents

Manual installation of DCE agents

Manage intelligent devices

Server or cluster failover behavior
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Specify nodes to be managed

You can specify the nodes in your environment that you want to manage in either of two ways:
m Select nodes to be managed from the list of discovered nodes.

m Create new nodes manually.

Using either method, you configure nodes from which you want to receive:
m status information.

m event and performance-related messages.
m performance data which can be graphed for display in the console.

After you have specified the nodes to be managed, you must configure each node by specifying various
required and optional properties. When configuration is complete, your selections will display as managed
nodes in the console tree Nodes folder.

Related Topics:

Create a new node

Select nodes from discovered nodes list
Configure general information for managed nodes
Configure details for managed nodes

Configure tools for managed nodes

Create a new node group
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Select nodes from discovered nodes list

To select nodes from the Discovered Nodes list

HP Operations Manager automatically discovers all the nodes in your environment, providing the nodes are
up and running. You can drag and drop or cut and paste selected discovered nodes to the list of managed
nodes.

1.

2.

3.

Open the Node Configuration editor, if it is not already open.

From the Discovered Nodes list, select the node or node group you want to manage and drag it or
copy and paste it to the Managed Nodes list. Required fields for these nodes or node groups are filled
in automatically for you.

Discovered node groups can be Domain Name System (DNS) nodes, Microsoft Windows Network
nodes, or Unmanaged Nodes with Agents. Unmanaged Nodes with Agents are nodes where the agent
software has been manually installed.

L NOTE:

HPOM for Windows uses the computer's domain suffix as the default DNS domain. The domain
suffix must be set properly in order for the default domain to display. Follow the steps below to
specify the domain suffix.

To configure the node, select it from the Managed Nodes list and double-click to open the Node
Properties dialog box.

To set the domain suffix:

On your desktop, right-click My Computer and select Properties from the shortcut menu to open the
System Properties dialog box.

Select the Network Identification tab and click Properties to open the Identification Changes
dialog box.

Click More to open the DNS Suffix and NetB10OS Computer Name dialog box.
Type in the domain suffix for your computer.

Click OK to close the dialog boxes and confirm your changes.
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Create new nodes

You can create a new node , rather than select from the Discovered Nodes list. Perhaps the node you want
to add is not included in the Discovered Nodes list and so is not available for selection. In that case, you
can add a new node manually.

To add a new node

1. Open the Node Configuration editor if it is not already open.

2. From within the Configure Managed Nodes dialog box, select the Nodes folder in the managed
nodes list.

3. Right-click to open the shortcut menu.

4. Select New Node to open the Node Configuration wizard which you use to configure the new node.
The Base Settings page displays by default.

5. In the Base Settings page, type the fully-qualified domain name in the box provided and click Next .
You must supply this information to proceed. The system will discover information about this node and
display it in the following page.

6. Continue to specify the settings you want for this node as you proceed through the wizard pages, or
click Expert Mode to open the Node Properties dialog box where you can specify the following
settings:

e General: Provide a required caption and an optional description.

e Network: Provide the required primary node name and optional Communication Path and Domain
information.

e Message Identification: Display or create aliases for the selected node.

e System: Provide the required system type, operating system, and version, and optional
manufacturer, model, and owner name and phone number. If a primary node name is entered on
the Network tab, the system type, OS type, and OS version are automatically filled in for you. See
System type, OS type, and OS version information for details.

e Tools: Associate a tool or tools with a node or node group.
e Node Groups: Shows all node groups that contain the selected node.
e QOutage: View outage information for the selected node.

7. Click Apply as you finish with a tab to apply your changes.

8. Click OK to confirm your changes and close this dialog box.
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9. Click Cancel to close the dialog box without saving your changes.

To delete a node

1. Select the node you want to delete in the Configure Managed Nodes dialog list.

2. Right-click to open the shortcut menu. Select Delete .
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Create new node groups

A node group is a logical group of internal and external nodes managed by operators. The administrator can
apply a consistent set of tools, reports and graphs, and policies to this logical group. A single node can
belong to many groups.

To add a node group

1. Open the Node Configuration editor if it is not already open.

2. From within the Configure Managed Nodes dialog box, select the Nodes folder in the managed
nodes list.

3. Right-click to open the shortcut menu.

4. Select New Node Group to open the Node Group Properties dialog box which you use to configure
the new node group. The General tab displays by default.

5. Configure the new node group as necessary using the tabs in the Node Group Properties dialog box:

e Node group General information properties
e Node group Tools properties
e Node group Reports and Graphs information properties
e Node group Deployment properties
6. Click Apply as you finish with a tab to apply your changes.
7. Click OK to confirm your changes and close this dialog box.

8. Click Cancel to close the dialog box without saving your changes.

To delete a node group

1. Select the node group you want to delete in the Configure Managed Nodes dialog list.

2. Right-click to open the shortcut menu. Select Delete .
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Check prerequisites for managed nodes

Prerequisite checking tests a node's manageability before it is brought under management. You can run a
prerequisite check in the following ways:

m Automatically

When you install an agent, the installation process automatically performs a prerequisite check, unless
you clear the Run prerequisites check automatically during job execution check box in the Agent
Installation dialog box.

= Manually

You can start a prerequisite manually by selecting Run Prerequisite Check in the shortcut menu in the
Configure Managed Nodes window, or by running the command line tool ovow eqcheck .

To launch the prerequisite check manually

1. Open the Node Configuration editor, if it is not already open.
2. Select a node or nodes in the managed nodes list.
3. Right-click to open the context menu.

4. Click Run Prerequisite Check .

To view the results of the prerequisite check

1. When the prerequisite check begins, the Prerequisite Check Component dialog box opens and
displays the following information:

e Status: The Status column indicates the status for each listed node.

View status options

e Node: The Node column displays the fully-qualified domain name or IP address of the node to be
checked.

e Result: The Result column gives a brief description of the results of the check. You can see further
details by clicking on the individual node name to display information in the Description box, which
displays both requirements and recommendations.

View typical results messages

2. When the prerequisite check completes, click OK to close the dialog box.

To see if the check passed or failed
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1. From the console tree, select the node on which the check was run.
2. Right-click to open the context menu and select Properties to open the Properties dialog box.

3. Select the System tab and view the Prerequisite Check Passed check box for the status of the
prerequisite check.

You can get the same information in the Node Configuration editor by selecting a node in the list of
managed nodes and right-clicking on a name. Select Properties from the context menu and then the
System tab in the Node Properties dialog box. The results of the prerequisite check appear in this dialog.

To restart the prerequisite check

If no check is currently running, you can restart the check after you have corrected any problems
encountered by the original prerequisite check.

1. In the Prerequisite Check Component dialog box, select the nodes on which you want to run the
check again. You can select more than one node.

2. Right-click to open the context menu.
3. Select Restart . The prerequisite check will run again on the selected nodes.
4. To cancel the check, right-click to open the context menu and select Cancel .

5. To copy the contents of the node list, right-click to open the context menu and select Copy .
To sort the columns

If no prerequisite check is in progress, you can sort by status, node, and result columns by clicking on the
column. For example, clicking the Status column arranges the nodes according to status such as passed or
failed.

Requirements not checked

The following requirements must be checked manually on DCE agents:
m On Tru64 systems :

Required patches on TruCluster

DCE on TruCluster
m On Linux systems :

Kernel features
= On HP-UX systems :

All kernel parameters except for nfile and nflocks

D 1p-
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To run the prerequisite check on Windows Vista nodes, you must first enable the Remote Registry service
on the node. (On Windows Vista nodes, this service is by default disabled.)

Related Topics:

m ovowreqcheck
m ovoreqcheckagt

m Configure System information for managed nodes
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Delete, copy, and move managed nodes

You can easily delete a node from the managed nodes list. You can also move a node to another node group
or copy a node to more than one node group.

& NOTE:
Node groups with identical names that exist more than once at different locations in the console tree are
stored on the server as a single data unit.

To delete a managed node

1. Open the Node Configuration editor if it is not already open.

2. In the Nodes list, either select the name of the node or node group you want to delete and press the
Delete key or right-click to open the shortcut menu and select Delete . If you are deleting the only
instance of the node, a message box opens to explain what happens when nodes are deleted and how
to handle policies and packages on the deleted node.

Confiom Delete B

Dhabeting thiz node will remove it and the services hosted on &, from e managemant server nvanbory. Policies and Packages on
thiz managad node wil not be: automatically removed, but inventony information about the node will be removed Fom the
management server's detabase. |t is advised to remove palbicies ard packages before removing the node,
Ape pou sule poul warl b remove the node ‘WT-TS2?

| BNe |

If you are deleting a copy (shortcut to the node), the following message box appears.

Confirm Delete

Are you sure wou waank bo remove this reference to the managed node 'ROSS3207TST [Management Server]'?

3. Click Yes to continue the delete operation. The selected node is removed from the list of managed
nodes.

4. To cancel the delete operation, click No .

To move a managed node

1. Open the Node Configuration editor, as explained above in Step 1.
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2. Right-click the name of the node you want to move to another node group to open the shortcut menu.
3. Click Cut to remove the node from the selected group.
4. Select the node group you want to move the node to.

5. Click Paste Shortcut to place the node in the selected group.

If you decide to delete this node, you will see the same error message shown in Step 2 of To Delete a
Managed Node.

To copy a node into one or more additional node groups

1. Open the Node Configuration editor.

2. Right-click the name of the node you want to copy to another node group to open the shortcut menu.
3. Click Copy .

4. Select the node group to which you want to copy the node.

5. Right-click to open the shortcut menu.

6. Click Paste Shortcut . The node appears in the second node group.

If you decide to delete this node, you will not receive a message. You are deleting a shortcut to the
node, not the node itself, which still exists in the original node group.
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Change names and IP addresses

You may find it necessary to change the names and IP addresses of various system components, such as the
management server or managed nodes. You can:

m Change the IP Address of a node

m Change the Fully-Qualified Domain Name (FQDN) of a node

m Change the IP address of the management server

m Change the Fully -Qualified Domain Name (FQDN) of the management server
m Change the management server in a cluster

m Change the FQDN or IP address in a flexible management environment
Change the IP address of a managed node

Follow these steps on the managed node:

1. For DCE nodes only, check to see if the OPC_IP_ADDRESS setting is set in the opcinfo or nodeinfo file.
The location of this file will be different, depending on your operating system.

& NOTE:
HPOM does not set the OPC_IP_ADDRESS setting per default. If the OPC_IP_ADDRESS is manually
created, be sure to update it.

2. Change the IP address, and reboot if required by your OS.

3. If you are changing the IP address of a DCE node and a reboot is not required by the OS, stop and
restart the agent using opcagt -kill and opcagt -start so that the DCE agent uses the new IP address.

4. Check the Network tab of the Node Properties dialog box for the node:

If Notify management server if node communication address changes is selected, then no
further action should be required. Check to see if the new IP address is shown in the IP address field. If
not, correct the IP address.

5. If Notify management server if node communication address changes is not selected, but IP
address is selected, then you need to correct the IP address manually.

6. If Domain Name(FQDN) is selected, verify that the old name resolves to the new address and leave
the setting unchanged.

& NOTE:
By default, after the management server resolves a node's domain name to an IP address, it stores
this IP address in its node cache to increase performance. If Domain Name(FQDN) is selected,
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but Notify management server if node communication address changes is not selected, and
you then change the node's IP address, the management server might continue to use the old IP
address from its cache. To rebuild the management server's node cache, restart the
OvEpMessageActionServer service. (For more details, see Optimize HPOM node name resolution .)

Change the Fully-Qualified Domain Name (FQDN) of a managed node

Follow these steps on the managed node to change the FQDN. During this process you may see several error
messages stating that the agent cannot read the encrypted policies. After you have changed the name,
reinstall the agent packages on the node to resolve the problem.

1. Change the name of the node and reboot if required by your OS.

2. On Windows nodes with DCE agents only. Change the name of the node in the following registry key:
HKEY_LOCAL_MACHI NE\ SOFTWARE\ Hewl et t - Packar d\ QpenVi ew\ | TO Host nane
3. Check the Network tab of the Node Properties dialog box for the node:

If the old name of the node was specified in the Primary node name field, correct it.

If Notify management server if node communication address changes is selected, then no
further action should be required. Check to see if the new node name is shown in the Domain
Name(FQDN) field. If not, correct the name.

If Notify management server if node communication address changes is not selected, but
Domain Name(FQDN) is selected, then you need to correct the name manually. Make sure that the
new name resolves to the IP address of the node.

4. Check also the Message ldentification tab to see if the old name of the node was specified there. If
yes, correct it.

5. Optional. Change the display name of the node in the General tab.

6. For DCE nodes only. The agent encrypts several files using its short node name. If this changes, then
the agent cannot read the encrypted files (policies, agent registration) anymore. Therefore the agent
must be reinstalled.

¢ On Unix nodes: reinstall the agent manually.

e On all nodes: run All Tasks —=Reinstall/Update... . In the Reinstall / Update Options dialog box,
select Reinstall and Scope: All to update the policies. This also reinstalls the agent on Windows
nodes.

Change the IP Address of the management server

L NOTE:
The management server does not support running with dynamic IP address allocation (DCHP).

© Copyright 1999 - 2008 Hewlett-Packard Development Company, L.P. Page 185



HP Operations Manager for Windows 8.10 Online Help

1.

2.

3.

If the IP address of the management server is used in server-to-node communication, open the
properties of the node and change the IP address in the Network tab.

Change the IP address, and reboot if required by your operating system.

After you have changed the IP address, the old license cannot be used any more. You can temporarily
use the 60-day trial license. However, you should move the license to the new IP address as soon as
possible. Visit http://webware.hp.com/welcome.asp (— Move license to new server). You will need the
original HP order number, the old IP address of the management server, the new IP address and the
new hostname to successfully order a new license.

Change the Fully-Qualified Domain Name(FQDN) of the management
server

Prepare all agents. To switch the name of the management server on every node, go to Tools — HP
Operations Manager Tools and use the Switch Management Server tool.

Each node must be able to resolve the new management server name. For details, see the help topic
Resolve the IP address of the management server .

Stop all agent processes on the management server:

opcagt -kill

Exit all consoles and stop all management server processes:

vpstat -3 -r STOP

Open a command prompt on the management server and enter:

ovconfchg -edit

A text editor starts and displays the settings file.

Search for all occurrences of the old management server name and replace them with the new name.
Then save your changes and close the text editor.

Use regedit to update the following registry keys. Change the old management server name to the
new one:

o HKLM SOFTWARE\ Hewl et t - Packar d\ OVEnt er pri se\ Managenent Ser ver \ DBAccess\ OvOWN nst ance
o HKLM SOFTWARE\ Hewl et t - Packar d\ OVEnt er pri se\ Managenment Server\ MsgAct Sr v\ MGMI_SERVER

e HKLM SOFTWARE\ Hewl et t - Packar d\ OVEnt er pri se\ Managenent
Server\ MsgAct Sr v\ NAMESRV_LOCAL_NAME

Change the hostname and reboot the system.
Start the console and connect to the new management server name.

Check the Network tab of the Node Properties dialog box for the management server:

If the old name of the management server was specified in the Primary node name field, correct it.
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Check also the Message ldentification tab to see if the old name of the management server was
specified there. If yes, correct it.

If Domain Name(FQDN) is selected, verify that the new name resolves to the IP address of the
management server.

Optional. Change the display name of the management server on the General tab.

10. Update the Windows DCE agent package with the new server name:

Open a command prompt and enter:
SetMgmtServer

The output will be similar to this:

set ngnt server

Agent package ' C:\ Program Fi |l es\ HP

penVi ew \ packages\ W ndows\ OvEpMsgAct Agt . FM

Managenment server name was updated from' ol d_serv.rose. hp. con
to ' hpom serv.rose. hp. com

SYSTEM account installation: enabl ed

Aut henti cation enforcenment: disabl ed

Forced user account switch: disabled

Change the Fully-Qualified Domain Name (FQDN) of the management
server in a cluster

1. Before performing a change in the IP address, check to see whether any node is using the variable
OPC_RESOLVE_IP to get the IP address of the management server. If so, those nodes have to be
updated before performing the change on the management server. If the host name of the
management server changes, be sure to also switch the management server name on all managed
nodes using the "Switch Management Server" tool located in Tools — HP Operations Manager
Tools

Each node must be able to resolve the new management server name. For details, see the help topic
Resolve the IP address of the management server .

2. Update the following registry keys with the virtual server name on all physical systems:

e HKLM Sof t war e\ Hewl et t - Packar d\ OVEnt er pri se\ Managenment Server\ MsgAct Sr v\ MGMI_SERVER

e HKLM Sof t war e\ Hewl et t - Packar d\ OVEnt er pri se\ Managenent
Server\ MsgAct Sr vl NAMESRV_LOCAL_NAME

e HKLM Sof t war e\ Hewl et t - Packar d\ OVEnt er pri se\ Agent \ Managenent Ser ver
o HKLM Sof t war e\ Hewl et t - Packar d\ OpenVi ewh Commron\ Mgnt Ser ver Nane

3. Update the registry key HKLM Sof t war e\ Hewl et t - Packar d\ OpenVi ewh Conmon\ Mgnt Ser ver | P with the
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virtual server IP address.

4. Optional. If HP Reporter is installed, update the server name on all physical systems:

a. In the console tree, right-click Operations Manager , and then click Configure—=Server... .
The Server Configuration dialog box opens.

b. click Namespaces , and then click Reporter Integration . A list of values appears.
c. Update the value Server name with the virtual server name.
d. Click Apply .

5. Start the Cluster Administrator from Administrative Tools .

6. Select the HPOM group and take it offline.

7. If the IP address, host name, or both have changed, open the HPOM IP Address resource or the HPOM
Network Name resource and change the parameters of the resource accordingly.
8. Run the following command:

SetMgmtServer.exe /servername <virtual HPOM server name=>
9. In the Cluster Administrator, take the HPOM group online again.

10. If not only the virtual IP/host name changed, but also the IP/host name of the physical hosts changed,
follow the steps shown in Change the Fully-Qualified Domain Name (FQDN) of a node .

Change the FQDN or IP address in a flexible management environment

= Change the management server

The basic procedures to change the IP address or Fully-Qualified Domain Name (FQDN) of a management
server in a flexible management environment are the same as for standalone servers. In addition, update
the flexible management policies with the new IP address or FQDN of the management server and deploy
them as necessary.

m Change the managed nodes

If Notify management server if node communication address changes is not selected in the node's
properties, you must manually update the node's properties on all servers in the environment. The easiest
way to achieve this is to modify the node properties on one management server, and then use the
ovpmutil tool to download and upload the node information.
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Agent ID on server and node mismatch

In the event that the agent ID on the server and the node do not match, you may see error messages that
refer to "agent ID mismatch", and you will notice communication problems between the managed node and
the management server . This can occur if you delete a node and then add it back again.

If you know the correct agent ID, open the Node Configuration Editor and type it in the Modify Agent ID
box in the Advanced Configuration dialog box. If you do not know the agent ID, you can correct an agent
ID mismatch with this procedure:

To correct an agent ID mismatch

1. As a user with administrative privileges, stop the agent using this command:

opcagt -kill

2. On the managed node, delete the files:
e On AIX: /var/| pp/ OV conf/ OpCl agenti d
and if present: / var/ | pp/ OV/ conf/ OpC/ managedNodel d. t xt

e On HP-UX, Linux, Sun Solaris, and Tru64 UNIX: /var/opt/ OV/ conf/ QpC/ agenti d
and if present: / var/ opt/ OV/ conf/ OpC/ managedNodel d. t xt

e On Windows: %vAgent Di r % conf\ OpC\ agenti d
and if present: %vAgent Di r % conf\ OpC\ managedNodel d. t xt

3. On the managed node, delete the OPC_AGENT_ID<agentGUID> from the nodeinfo file using a text
editor. The nodeinfo file is located in conf/ OpC/ nodei nfo .

For example, you would delete the text OPC_AGENT | D617a0010g90f - 71d7- 0666- 0f 0899d4000 up to
the carriage return symbol. Do not delete the OPC_NODE_TYPE that appears after the carriage return
symbol or any text that follows the OPC_NCDE_TYPE .

4. As a user with administrative privileges, restart the agent using this command:

opcagt -start

5. On the management server, open the Node Configuration editor and select the node with the
mismatched agent ID. Right-click the node and select Properties —= General —= Advanced
Configuration . In the dialog box, select Modify Agent ID , then remove the agent ID.

6. Deploy any policy to the managed node. A new agent ID will be created.

Handling of messages with no or an empty agent 1D

If the node name or IP address of the node matches a node that is known to the management server,

© Copyright 1999 - 2008 Hewlett-Packard Development Company, L.P. Page 189



HP Operations Manager for Windows 8.10 Online Help

messages are accepted even if they have no agent ID or if the agent ID is set to null. This may be the case if
older versions of the agent are attempting to send messages to the management server. This behavior can
be changed by modifying values in the Server Configuration dialog box.

In the console tree, right-click Operations Manager , and then click Configure—Server... . The Server
Configuration dialog box opens.

In the namespace Message Action Server Message Filter , you can change the following values:

m Discard messages with empty agent ID
If this value is set to TRUE, all messages that come from an agent that does not yet have an agent ID
assigned are discarded. The default value is FALSE.

m Discard messages with no agent 1D
If this value is set to TRUE, all messages that come from an old agent (for example VPO 5.x, VPO 6.Xx,
VPW 6.x) that has no agent ID functionality are discarded. The default value is FALSE.

= Allow actions in messages with no agent ID
If this value is set to TRUE, all messages coming from an old agent (for example VPO 5.x, VPO 6.x, VPW
6.Xx) are not preprocessed. That means, the operator-initiated and the automatic commands being part of
the message will not be removed. The default value is FALSE.

Related Topics:

m Change server configuration values
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Resolve the IP address of the management server

The information reported on the management server and on the managed node must match. If you are using
DNS in your environment, you must modify your DNS server configuration to ensure that the information
matches. Follow this procedure on the management server and the managed node to find out if name
resolution is properly configured.

1. On the management server, determine the DNS domain and IP of the management server by typing
the following command:

i pconfig /all
Note the following information:
Host Nane : kurbi s

Primary DNS Suffix :veg.com

| P Address :204.174.18. 152

2. On Windows 2003 managed nodes, resolve hostname with DNS by typing these commands:

a. Purge the DNS cache by typing:

i pconfig /flushdns

b. pi ng kurbis

c. Display the DNS resolution cache by typing this command:
i pconfig /displaydns

Note the following information:

scavenger
Record Nane: kurbis.veg.com
Record Type: 1

Tinme To Live: 42560

Data Length: 4
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Section: Answer

A (Host) Record: 204.174.18.152

3. If you are using WINS, check the following:
e Purge the WINS cache by typing this command:
nbtstat -R
Successful purge and preload of the NBT Remote Cache Name Table.
e ping "kurbis "
The quotes and space behind the name are required to force resolution through WINS.
o Display the WINS name resolution cache by typing this command:

nbtstat -c

Note the following information:

Node | pAddress: [15.136.3.33] Scope Id: []

NetBl10OS Remote Cache Name Table

Name Type Host Address Life (sec)
kurbis <00> UNIQUE 204.174.18.152 567
If the NetBIOS name is found and IP equals management server, then the node can resolve the IP

address through WINS. If not, you must modify the configuration of your WINS server to ensure that it
matches.
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Add node to node group after upgrading from Windows 2000 to
Windows 2003

After you upgrade a node from Windows 2000 to Windows 2003, the node does not automatically move to
the Windows 2003 node group and the managed node does not appear in the service map. Follow the steps
below to have the managed node appear in the service map after a platform upgrade.

To display a node in the service map after a platform upgrade:

1. Manage (Add) a Windows 2000 server node from the HPOM server console. After the node is added, it
appears in the service map under "Windows 2000."

2. Upgrade the managed "Windows 2000 server" node to "Windows server 2003."
3. From the HPOM server console, launch the Node Configuration Editor .
4. Navigate to HP Defined Group — Windows — Windows 2000 —<Managed Node >
5. Select the managed node; right-click to open the context menu.
6. Select Properties to open the Node Properties dialog box.
7. Click the System tab.
8. From the Operating System list, select Windows Server 2003.
9. From the Version list, select 5.2.
10. Click OK to add the managed node to the Windows Server 2003 node group.

11. Remove the two discovery policies WINOSSPI-MSWINSys_AutoDiscovery and WINOSSPI-
MSWINApp_AutoDiscovery from the managed node.

12. Go to the Configure Services dialog box and delete the old services for the node.

13. Deploy the two discovery policies WINOSSPI-MSWINSys_AutoDiscovery and WINOSSPI-
MSWINApp_AutoDiscovery to the managed node.
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Discover managed nodes

HP Operations Manager for Windows automatically discovers Windows and UNIX nodes in your enterprise
environment and displays their names in a list of discovered domains in the Configure Managed Nodes
dialog box. Click the + sign beside any domain name in the DNS folder to expand the list and see the nodes
it contains.

Discovery is dynamic, so that when a domain is discovered, new nodes are automatically included in the
Discovered Nodes list. When you first expand the domain, the new nodes appear in the list. The list is
updated each time the Node Configuration editor is reopened. An asterisk (*) indicates required
information.

To quickly locate a specific node in long lists, expand the domain (for example, DNS) in the console tree and
type the name of the node you want to find. As you type, the system locates the node for you. This method
works within the Configure Managed Nodes dialog box also. In either the left or right pane, expand the

node list and begin typing the name of the node you want to find. It will appear selected in the list of nodes.

To configure DNS discovery

1. Select the Nodes folder in the console tree.

2. Click @ to open the Configure Managed Nodes dialog box. Discovered nodes display in the

Discovered Nodes list.

3. To add a new domain, select the DNS folder in the Discovered Nodes list and right-click to open the
shortcut menu.

4. Select New Domain to open the DNS Domain Properties dialog box.

5. In the Domain Name box, enter the name of the domain as you want it to appear in the Discovered
Nodes list.

6. In the Domain Server box, enter the DNS server name for the domain you are adding.

7. Click OK to confirm your changes and close this dialog box.

) NOTE:

In a DNS/ADS environment, it is possible for the Windows domain controller to register a few A records
(phantom nodes) in the DNS server, which may cause phantom nodes to appear in the Configure
Nodes dialog box. These are aliases; it is not recommended that you bring these under management. To
manage an ADS environment, you should use ADS discovery, where these aliases will not be visible. For
more detail, see the ADS discovery example .
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To edit an existing domain

1.

In the Discovered Nodes List , select the name of the domain you want to edit.
Right-click to open the shortcut menu.

Select Properties to open the DNS Domain Properties dialog box.

Edit the displayed information.

Click OK to save your changes and close this dialog box.

Troubleshooting

To set up HPOM to select discovered DNS nodes through the Configure Managed Nodes editor, you configure
the DNS domains you want to view along with the appropriate DNS server for each domain.

If, after adding a new DNS domain, you are having trouble expanding your view of the domain in the
interface, follow these steps to make sure your configuration is correct:

1.

2.

Verify that you have specified the correct DNS server.

Verify that the DNS server is set to Allow Zone Transfers. If you receive "Discovery failed" errors, the
DNS server may not be configured to Allow Zone Transfers.

Run the tool nslookup as follows to verify that you can see the nodes:

c:\ >nsl ookup
>server
>l s

If you are unable to see the nodes through nslookup (that is, you receive "Query Refused" or "Non-
existent domain"), then verify your basic DNS configuration or Active Directory configuration by
following the procedures in your Windows Server documentation. The Microsoft Windows
documentation provides examples of configurations that could affect your ability to view new nodes.

Related Topics:

= SNMP discovery
m ADS discovery example
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SNMP discovery

In order for system type, OS type, and OS version to be automatically determined when a node is put under
management, the managed node must meet following requirements:

= All managed nodes

e An SNMP service/daemon must be running on the managed node.

e At least the management server must have access permissions to the SNMP object "system" on the
managed node.

Some operating systems (for example, Sun Solaris) allow limiting access to the "system&quot SNMP
object (for example, localhost only), which can prevent the management server from determining the
information. Consult the SNMP manuals for information about a specific operating system.

®» Windows managed nodes

e Must have at least READ ONLY access to the community name "public".
e The option "Accept SNMP packets from any host" must be enabled.

® Linux managed nodes

Because the SNMP daemon does not give you the exact distribution version of the Linux OS, HPOM
performs an additional check using a telnet protocol. After HPOM determines (through the SNMP daemon)
that the system is a Linux OS, it performs a telnet emulation to obtain information from the telnet
welcome string.

You can easily change the telnet welcome string on a Linux system so that if the Configure Nodes dialog
box reports that the OS version of a Linux system could not be determined, you do not need to supply it

manually.

If the system type, OS type, and OS version cannot be determined automatically, you can specify it

manually.

L NOTE:
It is important to correctly supply the system type, OS type, and OS version information. If you do not,
you may see attempts to deploy the agent packages of the wrong architecture or errors related to auto-

deployment of policies of the wrong architecture.

Change the SNMP community name

By default, the management server uses the "public" community name to connect to SNMP on a target node
and get the system type, OS type, and OS version information. If this community name is changed to
something other than "public" on nodes that are to be managed, the management server needs to be

© Copyright 1999 - 2008 Hewlett-Packard Development Company, L.P. Page 196



HP Operations Manager for Windows 8.10 Online Help

informed about this community name in the following way:

1. Start Notepad.

2. Write this line to the empty Notepad document:

SNMPContruni t yNanme=<your _comuni ty_nanme>

Replace <your_community_name> with the community name that you are using. For example, to use
"private” as the community name, specify SNMPConmruni t yName=Pri vate .

3. Choose File —= Save As . In the Save As dialog box, navigate to the %vShar eDi r % conf \ DNSDi sc
directory and save the file as follows:

File name: dnsdscr.ini
Save as types: Text documents (*.txt)
Encoding: ANSI

To revert to using the "public" community name, do one of the following:
m Change the above line in the dnsdscr. i ni file to:

SNMPContruni t yNanme=publ i ¢

m Delete the file dnsdscr. i ni from the %vShar eDi r % conf\ DNSDi sc directory
Manage intelligent devices

Using SNMP, you can manage intelligent SNMP devices such as printers, routers, and computers with
unsupported operating systems and manage them from HPOM.

Related Topics:

m Discover managed nodes
m Manage intelligent devices

© Copyright 1999 - 2008 Hewlett-Packard Development Company, L.P. Page 197



HP Operations Manager for Windows 8.10 Online Help

Specify IP Range for DNS discovery

HPOM provides dynamic discovery of Windows and UNIX nodes in your enterprise environment and displays
their names in a list of discovered domains in the Configure Managed Nodes dialog box. Click the + sign
beside any domain name in the DNS folder to expand the list and see the nodes it contains.

You can create a new list of nodes by specifying a range of IP addresses to be included in the list.

To include a range of IP addresses

1. To specify a range of IP addresses to include, select the DNS folder and right-click to open the shortcut
menu.

2. Select New IP Range to open the IP Range Properties dialog box.

3. In the Name box, enter a name to identify the range of IP addresses you are creating, as you want it
to appear in the Discovered Nodes list.

4. In the Enter the Range of IP Addresses to Include boxes, enter a range of IP addresses. Only
nodes with the specified IP addresses will appear in the Discovered Nodes list when the item is
expanded.

5. Click OK to confirm your changes and close this dialog box.

To edit the IP range

1. In the Discovered Nodes List , right-click the IP range you want to edit and select Property to edit
the IP range.

2. Click OK to save your changes and close this dialog box.
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Filter domain view

You can filter the view of a large domain by specifying criteria for nodes that you want to group into a logical
display. Nodes that fit the criteria are grouped into a folder under the selected domain in the Configure
Managed Nodes dialog box, making it easy to see which nodes belong to a particular system type, OS
type, and version.

To specify filter criteria

1. Open the Node Configuration editor if it is not already open.

2. Click the + sign beside a network folder to expand it and display a list of domains.

3. Right-click a domain name to open the shortcut menu.

4. Select New Discovery Folder to open the Discovered Node Folder dialog box tab.
5. In the Display Name box, type a name for the domain filter folder.

6. In the Node name contains box, type any text that the names of the nodes you want to filter for
have in common. For example, if several of your node names contained the text "murr"”, nodes named
"murr59544”, "testmurr59544", and "murr” would all be listed in the filter folder.

7. In the IP Address box, choose Include Range , Exclude Range , or Any . This IP range is different
from the IP range set in the 1P Range Properties dialog box and is created and modified only within
this property page.

8. In the Platform tab, select the System Type you want to filter for.

The Operating System and Version selections are only available if the HP NNM Adapter is installed on
your management server. Otherwise, they are dimmed and unavailable.

9. Select one of the options for version selection. The default when an OS version other than "Any" or
"Unknown" is selected is Include only the selected version of the operating system.

10. Click Apply to see the results of your changes.

11. Click OK to confirm your selections and close this dialog box.

You will see a message box saying that the system is retrieving nodes in the selected domain. A counter
tallies nodes that meet the filter criteria as they are discovered. A folder with the filter name you specified
appears in the Discovered Nodes pane under the selected node.

To cancel the discovery operation, right-click in the Discovered Nodes pane and select Cancel Discovery .

To delete a selected group of filtered nodes, right-click to open the shortcut menu and select Delete .
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ADS discovery example

When enumerating a DNS server that serves an ADS domain, some phantom nodes seem to appear in the
Configure Nodes dialog box. For example, in expanding the domain demonet.com, among the normal
nodes displayed were the nodes demonet.com and gc._msdcs.demonet.com. An excerpt from the nslookup
output for that DNS server is shown below:

Nodes Record Type IP Address

demonet.com A 211.70.73.161

demonet.com A 211.70.73.68

demonet.com A 211.70.73.139

demonet.com NS server = gilligan.demonet.com
demonet.com NS server =

professor.mobile.demonet.com

demonet.com NS server = luvie.demonet.com
demonet.com NS server = maryanne.demonet.com
gc._msdcs A 211.70.73.144

gc._msdcs A 211.70.73.68

gc._msdcs A 211.70.73.139

gc._msdcs A 211.70.73.161

gc._msdcs A 211.70.73.4

maryanne A 211.70.73.161

luvy A 211.70.73.68

gilligan A 211.70.73.139

Both demonet.com and gc._msdcs.demonet.com are present as "A" records in the DNS server, which means
that the server treats them as normal nodes. In reality, these nodes are aliases to a real DNS node, a
domain controller. The demonet.com record of type "A" is an alias to the IP of the domain controller. The
gc._msdcs.demonnet.com "A" record is an alias to the IP of the node that takes care of the ADS Global
Catalog (again, a domain controller.)

The situation is one of different DNS names but the same IP, which is permissible. While it is possible to
bring these nodes under management, it is not recommended. The effective way to manage your ADS
environment is to use ADS discovery, where these aliases are not visible.
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Configuring node information

When you bring a node under management, as part of the process you must specify detailed information
about that node.

Related topics:

Configure General information for managed nodes
Configure System configuration for managed nodes
Configure Network configuration for managed nodes
Configure Outage information for managed nodes
Configure Messages configuration for managed nodes
Configure Tools configuration for managed nodes
View node group information
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Configure general information for managed nodes

Each managed node must be uniquely identified by specifying properties for that node. Use the General tab
in the Node Properties dialog box to specify details that identify each managed node. Required information

is specified.

1. In the list of managed nodes, select the node you want to configure.

2. Right-click to open the shortcut menu.

3. Select Properties to open the Nodes Properties dialog box, which displays the General tab by
default. The automatically generated unique ID (GUID ) for the selected node appears at the top of the
dialog box.

4. In the Display Name box, enter the label (display name) for the managed node. The caption appears
in the Managed Nodes list. This information is required and is automatically entered if you selected
the node to be managed by dragging and dropping the node name from the Discovered Nodes list to
the Nodes list in the Configure Managed Nodes dialog box.

5. Enter any comments or additional information in the Description box. This information is optional.

6. Enter the name of the node owner or administrator in the Owner Name box. For example, enter the
name of the critical person to contact. This information is optional.

7. In the Contact Details box, enter the owner's phone number, pager number, or email address for the
person you specified in the Owner Name box. This information is optional.

8. In the Manufacturer box, enter the hardware maker's name. For example, you might enter HP. This
information is optional.

9. In the Model box, enter the model name or number of the selected system. For example, you might
enter Kayak XA for an HP system. This information is optional.

10. Click Advanced Configuration to open the Advanced Configuration dialog box, which displays the
following information:
e Modify Agent ID: The GUID of the agent that resides on this node. If you change this ID, you will
see a message warning you that you may no longer receive messages if the agent ID is incorrect .
e Modify Certificate State: Shows whether the HTTPS node has the certificates it requires to
communicate securely with the management server. You only need to update the certificate state
manually to troubleshoot certificate problems (for example, if you deploy certificates to this node
manually, but network problems prevent the agent from notifying the management server of this).
View certificate states
11. Click Apply to apply your changes.
12. Click OK to apply your changes and close this dialog box.
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13. Click Cancel to close this dialog box without saving your changes.

14. Select the Network tab to continue configuring this node.

© Copyright 1999 - 2008 Hewlett-Packard Development Company, L.P. Page 203



HP Operations Manager for Windows 8.10 Online Help

Configure network information for managed nodes

Use the Network tab of the Node Properties dialog box to specify the primary node name, communication
path, and domain name. Required information is specified.

1. From the list of managed nodes in the Configure Managed Nodes dialog box, select the node you
want to configure.

2. Right-click to open the shortcut menu.
3. Select Properties to open the Node Properties dialog box.
4. Select the Network tab.

5. In the Primary Node Name box, enter a unique node name. This information is required and is
automatically entered if you selected the node to be managed by dragging and dropping the node
name from the Discovered Nodes list to the Nodes list in the Configure Managed Nodes dialog
box.

When this information is entered or changed, the System Type , OS Type , and OS Version are
automatically modified in the System tab.

& NOTE:

A problem may arise when the primary node name entered here (for example,
rednode.somedomain.hp.com) does not match the network settings on the agent node, which may
not have a primary domain name set. In this case, a short node name (for example, rednode) may
be filled in by the HPOM message infrastructure in the node field of operator-initiated actions. If
this occurs, the operator-initiated action fails because HPOM cannot match the short name from the
message to the fully-qualified name that is in the node database. HPOM reports that it does not
know the node mentioned in the message.

6. Specify your preferences in the Server To Node Communications box. Check Node IP address
obtained automatically (DHCP) if you do not want to use a static IP address.

The server will not cache an IP address it once received for a system, but will do a name resolution
every time a system is contacted. This means that if you specify the name of a system as the
communication path value, and you have checked this box, the given name is always resolved (using
an external name resolution service like DNS) if the node is contacted.

& NOTE:

If you do not check this box, the server caches the first IP address it received for a node from a
name resolution service. On subsequent contacts, the server uses the cached IP address instead of
doing another external name resolution. This increases performance for nodes using a static IP
address.

Check Notify management server if node communication address changes if you want the
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server to be aware of IP address changes.

The agent checks each time you start the system to see if the IP address of the system you are
running on has changed. If the answer is yes, this information is sent to the management server,
where the communication path of the corresponding node is updated with the new IP address.

& NOTE:

If the address space of the managed node is different from the address space of the management
server (because they are located in different subnets), it is possible that the management server
cannot use the new IP address it received from an agent. In this case, to prevent errors, do not
check the Notify management server if node communication address changes check box.

If you check this box, selections below it in the dialog box appear dimmed and are unavailable.

7. If you did not make a selection in the Server to Node Communications box, click either the IP
Address or Domain Name FQDN button to specify a communications path. If you select IP Address
, You must enter the IP address manually.

By default, the Domain Name (FQDN) box displays the primary node name. If you change the
primary node name, the change is reflected in the Domain Name (FQDN) box. You can also enter the
domain name for the node you are configuring in the space provided. The domain can be either a
Windows or IP domain. This information is optional.

If you have multiple IP addresses for a particular node and the communications path would differ from
the Primary Node Name, specify the particular IP address or DNS name that you want.

8. Heartbeat Polling sends a signal to the managed node or contacts the agent on the node to check
whether the node is offline.

System Default means that the management server uses the heartbeat polling setting from the
Server Configuration dialog box. This setting is valid for all managed nodes and is by default "ICMP
& Agent". To override the system default for a managed node, set Polling to Custom , then specify
the Ping Protocol you want to use:

e ICMP & Agent

With this option, the server first attempts to contact the node using ICMP packages to find out if the
node is reachable. If this succeeds, it will contact the agent on the node to find out if the agent
processes are running. When this fails, it will use ICMP packages again to find out if, at least, the
system is alive. As soon as this succeeds, the agent is contacted again. This option is not
recommended for nodes outside of a firewall because ICMP calls are usually blocked by firewalls.

e Agent Only

The management server does not actively contact the node with ICMP pings, but still contacts the
agent on the node. This is the recommended setting for nodes outside of a firewall. The
disadvantage is that in the event of a system outage, the network load is higher than with normal
heartbeat monitoring because the agent connection is still being tried.

e ICMP Only
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9.

10.

11.

12.

13.

14.

The management server sends ping packages (using ICMP) to verify the availability of the agent.
This option is not recommended for nodes outside a firewall because ICMP calls are usually blocked
by firewalls.

Set the polling Interval in seconds. This is the interval at which the management server checks
whether the managed node is offline. The minimum is polling interval is 60 seconds, and the maximum
is 28800 (8 hours).

Clear Enable Auto Deployment if you do not want HPOM to automatically deploy policies to the node.
HPOM automatically deploys policies to a node when the agent is correctly installed. For HTTPS agents,
a correctly installed certificate is also required; otherwise the deployment job fails.

By default, HPOM automatically deploys certain core policies to nodes. The core policies include
autodiscovery policies that gather service information on nodes. This information is sent back to the
management server to generate a service tree. (You can also automatically deploy additional groups of
policies by associating policy groups with node groups and service types.)

Click Apply to apply your changes.
Click OK to apply your changes and close this dialog box.
Click Cancel to close this dialog box without saving your changes.

Select the Messages tab to continue configuring this node.

Related Topics:

Select nodes to be managed

Configure general information for managed nodes
Configure network information for managed nodes
Configure messages for managed nodes

Configure systems for managed nodes

Configure node groups for managed nodes

Agent health checks

Disable policy autodeployment
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Configure messages information for managed nodes

In some environments, a node can be known by several names in addition to the primary node name. The
Message ldentification tab of the Properties dialog box displays any other names (aliases)that apply to
the selected node.

To create an alias for a node

1. From the Message ldentification tab, click Add to open the Add New Alias dialog box.

2. In the New Alias box, enter any other names for the node that apply to it. This allows messages to be
generated using any of these names. Any aliases are listed in the Other names for node in browser
messages: group box.

If a node has multiple IP addresses, the IP addresses can also be entered in the New Alias box. This
information is optional.

3. To remove an alias, select it from the list and click Remove
4. Click Apply to apply your changes without closing this dialog box.

5. Click OK to confirm your choices and close this dialog box.
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Configure system information for managed nodes

Use the System tab of the Managed Nodes Properties dialog box to record information about the selected
node's hardware, software, and environment. You need to separately configure details for each managed
node. Required information includes System Type , OS Type , and OS Version , which HPOM fills in for
you, if possible.

) NOTE:

Information for System Type, OS Type, and OS Version is automatically entered if the node was selected
by dragging or copying it from the Discovered Nodes list or if the primary node name is entered in the
Network tab. This information appears when you open the node's property sheet or select Close or
Apply in the Configure Managed Nodes dialog. For manually created nodes, system and OS type
discovery is attempted. There is no system or OS information associated with node groups.

10.

11.

From the list of managed nodes in the Configure Managed Nodes dialog box, select the node you
want to configure.

Right-click to open the shortcut menu.
Select Properties to open the Node Properties dialog box.
Select the System tab.

In the System Type box, the system type for the selected node has been automatically entered. If the
value cannot be determined, the field will display "Other" and you must enter the correct information.
If the node is of a type that is not supported by HPOM for Windows, this box will display a system type
of Other.

The Agent Comm Type box displays one of two communication types (DCE or HTTPS), depending on
the system type.

In the Operating System box, the operating system type has been automatically entered. If the value
cannot be determined or is unsupported, this box displays an Operating System of Unknown.

In the Bit Length box, the bit length has been automatically entered. There are two choices: 32 and
64 bit.

The Agent Binary Format box is automatically filled depending on the system type.

In the Version box, the information has been automatically entered. If the value cannot be
determined or is unsupported, this box remains blank. The list box shows the available versions for the
selected operating system. You can select from the list or type in a version not available from the list
(for example, a newly released version).

Check the Automatically grant certificate: box if you want the management server to automatically
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12.

13.

14.

15.

16.

17.

grant certificate requests for this node. The HTTPS agent requires certificates, which enable it to
communicate securely with the management server. The node can request these certificates from the
management server.

For this property to take effect, you must also configure the management server to grant certificate
requests automatically.

Certificate State: Shows whether the HTTPS node has the certificates it requires to communicate
securely with the management server.

View certificate states

Prerequisite check: Shows whether the node has passed the prerequisite check. If Passed is not
selected, the prerequisite check has not yet run or has failed.

Click Apply to apply your changes.
Click Close to save your changes and close this dialog box.
Click Cancel to close the dialog box without saving your changes.

Select the Tools tab to continue configuring this node.

Related Topics:

Select nodes to be managed

Configure general information for managed nodes
Configure network information for managed nodes
Configure messages for managed nodes

Configure tools for managed nodes

Properties for managed node groups

Grant certificate requests automatically

System type, OS type, and OS version information

© Copyright 1999 - 2008 Hewlett-Packard Development Company, L.P. Page 209



HP Operations Manager for Windows 8.10 Online Help

Configure tools for managed nodes

As administrator, you can specify which tools are available for each managed node. Tools include
applications, scripts, and commands that perform necessary tasks in your environment to resolve problems
and perform routine tasks and maintenance. Available tools are contained in tool groups in the Tools folder
in the HP Operations Manager for Windows console tree. To view tools, select a tools folder to display the
tools it contains in the details pane.

When you first open the Tools folder in the console tree, you see the default tool groups supplied with HP
Operations Manager for Windows. These might be tools provided by SPls, applications such as Excel, or
scripts that perform such tasks as generating a report or checking TCP/IP status. As administrator, you can
create additional scripts and add any other tools you might need to this list to help operators take corrective
actions or get additional information.

Using the Tools tab of the Node Properties dialog box, you select the tools you want to associate with this
node and make available for selection from the Tools folder in the console tree.

To configure tools for managed nodes

1. From the list of managed nodes in the Configure Managed Nodes dialog box, select the node you
want to configure.

2. Right-click to open the shortcut menu.
3. Select Properties to open the Node Properties dialog box.

4. Select the Tools tab. The Tools inherited from node groups box displays a list of tools that are
automatically associated with this node because this node is part of one or more node groups. The list
shows the name of the tool, the node group the tool is associated with, and a description of the tool.

5. To specify additional tools for this node, click Add to open the Associate Tools with Node dialog
box.

6. From the list of tools displayed, select the check box for each tool you want to associate with the node.
You can associate multiple tools with a node. Click OK to close the Associate Tools with Node dialog
box. The tool or tools you selected are added to the list of available tools in the Tools tab of the Node
Properties dialog box.

7. If you want to remove a tool, select the tool from the Tools associated with this node list and click
Remove . The tool is removed from the Tools folder in the console tree and is no longer associated
with the selected managed node.

8. Click Apply to apply your changes.

9. Click Close to save your changes and close this dialog box.
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10. Click Cancel to close the dialog box without saving your changes.

11. Select the Node Groups tab to view the node groups with which this node is associated.

As administrator, you can create new tools if needed using the Tools Configuration editor, available from
the Configuration Toolbar in your console view or the View menu in the console tree.

Related Topics:

Select nodes to be managed

Configure general information for managed nodes
Configure network information for managed nodes
Configure messages for managed nodes

Configure systems for managed nodes

Configure node groups for managed nodes
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Configure Outage information for managed nodes

Use the Outage tab of the Managed Node Properties dialog box to view outage information for a
managed node. This read-only tab displays the settings established for both unplanned and scheduled
outages.

A scheduled outage meets these criteria:

m Planned to happen
m Recurs at regular intervals for maintenance
m Configured by a policy

An unplanned outage is unexpected and can occur randomly.

Only administrators can put a managed node into maintenance mode. Managed nodes in maintenance mode
by default do not affect the status of their parent node groups.

To view Outage properties for a selected managed node

1. Right-click the name of the managed node for which you want to display properties; this opens the
context menu.

2. Click Properties to open the Properties dialog box for the selected managed node, which displays
the General tab by default.

3. Select the Outage tab to view the following information:

e Current Outage State:

Displays the outage status of the selected managed node. This status will be either "ON ™ or "OFF".

e Unplanned Outage Configuration:

Displays the action that should be taken for Incoming Messages During Outage and Heartbeat
Polling During Outage . Messages can be either deleted or acknowledged. Heartbeat polling can
be set to either "ON " or "OFF".

e Scheduled Outage Configuration:

Displays the action that should be taken for Incoming Messages During Outage and Heartbeat
Polling During Outage . Messages can be either deleted or acknowledged. Heartbeat polling can
be set to either "ON " or "OFF".

Related Topics:
m Configure General information for managed nodes

m Configure Network information for managed nodes
m Configure System information for managed nodes
m Configure Messages information for managed nodes
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m Configure Tools for managed nodes
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View node group information

The Node Groups tab of the Node Properties dialog box lists the parents of this selected node. Items in
the list appear dimmed; this is a read-only list for your information.

Related Topics:

Select nodes to be managed

Configure general information for managed nodes
Configure network information for managed nodes
Configure messages for managed nodes

Configure systems for managed nodes

Configure tools for managed nodes
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System type, OS type, and OS version information

When you configure a managed node, the system type, OS type, and OS version for the node are
automatically entered when:

m You configure a managed node by dragging or copying it from the Discovered Nodes list. This is only
auto-discovered when you open the node property sheet or close or apply the Configure Managed
Nodes dialog box.

m The primary node name is entered in the Network tab.

If the value cannot be determined, the fields display "n/a" and you must specify the correct information. If
the node is a type that is not supported by HPOM, the System Type field displays a value of "Other".
Supported operating systems are shown on the Software Support Online web site support matrix .

& NOTE:

It is important to correctly supply the system type, OS type, and OS version information. If you do not,
you may see attempts to deploy the agent packages of the wrong architecture or errors related to auto-
deployment of policies of the wrong architecture.

Related Topics:

m SNMP discovery
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View policy and package inventory

The console shows an inventory of all policies and packages deployed to managed nodes. The inventory is
kept on the management server.

To see the policies or packages for a particular node

1. From the console tree, right-click a node name to open the context menu.

2. Select View — Policy Inventory to display a list of deployed policies for that node in the details
pane. Click a policy name to open a read-only version of the policy in the policy editor.

3. Select View —=Packages Inventory from the context menu to display a list of deployed packages for
the selected node in the details pane.

© Copyright 1999 - 2008 Hewlett-Packard Development Company, L.P. Page 216



HP Operations Manager for Windows 8.10 Online Help

Configuring external nodes

Nodes for external events are used in HPOM to handle the following types of messages:

m Messages from systems without the need to configure each system in HPOM as a separate managed node.
This is useful for managers in an environment that get messages forwarded from lower level managers,
from another network, or from system management products such as HP Network Node Manager.

m Messages from systems without an installed agent (SNMP devices, for example).

m Messages from new systems in a certain IP subnet (created from SNMP traps), making it possible to get
messages immediately without the need to set them up.

Each external node must be uniquely identified by specifying properties for that node. Use the following
property sheets in the External Node Properties dialog box to specify the unique details that identify each
external node. Required information is specified.

Configure external nodes using the wizard

To quickly configure a new external node, use the External Node Configuration wizard. This will provide
the minimum amount of information you need to bring the external node under management.

2 NOTE:

At any time you can exit the wizard by clicking Expert Mode . This returns you to the External Node
Configuration editor, where you can more completely specify the characteristics of this node. You
cannot return to the wizard from the External Node Configuration editor. When you add another
external node, the wizard opens again.

To open the wizard

1. Open the Node Configuration editor if it is not already open.

2. From within the Configure Managed Nodes dialog box, select the Nodes folder in the managed
nodes list.

3. Right-click to open the shortcut menu.
4. Select New External Node to open the wizard.

5. In the General page, type the Display name in the box provided. You must supply this information to
proceed. The caption appears in the External Nodes list. Enter any comments or additional
information in the Description box. This information is optional.
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6. Click Next to continue to specify the settings you want for this node.
7. In the Pattern page, type the pattern that you want the external node to match. The pattern you
create here will be checked against the option you specify in Check pattern against .

The pattern acts as a filter that defines the external node. For example, if the pattern is ROS* then all
messages with node IDs that match this pattern will be associated with the external node and will only
appear in the browser for that node. The first match found determines to which node the message
belongs. When an incoming message matches a node pattern, the evaluation stops and the message
appears in the browser for that node.

Examples:

e To match fully-qualified domain names

To include all IP names in the domain, "deu.hp.com”, use the following example: <*>. deu. hp. com

e To match an IP address range

For example, to set up an IP address range to match all addresses between 15.136.123.5
(including) and 15.136.123.72 (excluding), use the following example: 15. 136. 123. <5 -l e [ <#>]
-1t 72>

e To match a specific string

To match a specific string, remember to enclose the string with the () and ($) characters in the
following manner: *"STRI NG$ . This pattern matches only STRI NG and excludes similar strings such
as STRI NGL or FI RSTSTRI NG .

& NOTE:

Click the button to the right of the Pattern box to help you enter variables and operators for
numeric comparison. Click Test Pattern... to open the Test Pattern dialog box where you can
create a pattern and enter strings to immediately compare your pattern.

8. Specify what the pattern should match in the Check pattern against group box. Choose from Fully
Qualified Domain Name , IP Address , or Node Name . This selection clarifies any possible
ambiguity in the pattern. For example, a pattern like * 15* could refer to an IP address like 15. 1. 2. 2 ,
or to a node name like ROS15t est . By selecting IP Address or Node Name , you avoid any confusion
about the meaning of the pattern.

e Fully Qualified Domain Name

If Fully Qualified Domain Name is the pattern choice, the filter will ignore the IP address for this
pattern.

e [P Address

If IP Address is the pattern choice, only valid IP strings are evaluated.

¢ Node Name

If Node Name is selected, the filter matches the node name.

9. Click Next to proceed to the wizard's Order page.
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10.

11.

12.

Select Check Before Managed Nodes to have external nodes evaluated before managed nodes. This
can be faster, because it avoids some of the checking that occurs with configured node names. When

this box is checked, messages with node IDs that match the pattern you specified in the previous page
are associated with the external node. If this box is not checked, the managed node takes precedence.

The two lists display all external nodes that have been created. The list order shows the order of
evaluation set for incoming messages. The node being edited can be moved from one list to the other
by using the Check Before Managed Nodes check box. Use the Move Up and Move Down buttons
to change this order. The node at the top of the list will be evaluated first. After the first node has
matched, the message is assigned to that node and no further evaluation takes place.

Click Finish to complete the configuration and close the wizard.

To configure an external node

Open the Node Configuration editor if it is not already open.

In the Nodes list, right-click the external node you want to configure to open the External Node
Properties dialog box. Use the tabs to display information about the selected node and to configure it:

e General: provide a required caption and an optional description.

e Details: provide the owner information and specify the node match pattern.
e Order: displays the order of evaluation for the existing external nodes.

e Qutage: displays the current outage state.

Click Apply as you finish with a tab to apply your changes.

Click OK to confirm your changes and close this dialog box.

Click Cancel to close the dialog box without saving your changes.

© Copyright 1999 - 2008 Hewlett-Packard Development Company, L.P. Page 219



HP Operations Manager for Windows 8.10 Online Help

Configure General information for external nodes

Each external node must be uniquely identified by specifying properties for that node. Use the General tab
in the External Node Properties dialog box to specify details that identify each external node. Required
information is specified.

To configure general information for external nodes

9.

In the list of external nodes, select the node you want to configure.
Right-click to open the shortcut menu.

Select Properties to open the External Nodes Properties dialog box, which displays the General
tab by default. The automatically generated unique ID (GUID ) for the selected node appears at the top
of the dialog box.

In the Display Name box, enter the label (display name) for the external node. The caption appears
in the External Nodes list. This information is required.

Enter any comments or additional information in the Description box. This information is optional.
Click Apply to apply your changes.

Click OK to apply your changes and close this dialog box.

Click Cancel to close this dialog box without saving your changes.

Select the Details tab to continue configuring this node.

Related Topics:
m Configure Details information for external nodes

m Configure Outage Information for external nodes
m Configure Order information for external nodes
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Configure Details information for external nodes
Use the Details tab to provide contact information for the selected external node.

To configure details information and pattern-matching options for
external nodes

1. Type the owner's name and contact details in the boxes provided.

2. Type the pattern that you want the external node to match in the Pattern field. The pattern you create
here will be checked against the option you specify in Check pattern against .
The pattern acts as a filter that defines the external node. For example, if the pattern is ROS* then all
messages with node IDs that match this pattern will be associated with the external node and will only
appear in the browser for that node. The first match found determines to which node the message

belongs. When an incoming message matches a node pattern, the evaluation stops and the message
appears in the browser for that node.

Examples:

e To match fully-qualified domain names

To include all IP names in the domain, "deu.hp.com”, use the following example: <*>. deu. hp. com

e To match an IP address range

For example, to set up an IP address range to match all addresses between 15.136.123.5
(including) and 15.136.123.72 (excluding), use the following example: 15. 136. 123. <5 -l e [ <#>]
-1t 72>

e To match a specific string

To match a specific string, remember to enclose the string with the () and ($) characters in the
following manner: "STRI NG$ . This pattern matches only STRI NG and excludes similar strings such
as STRI NGL or FI RSTSTRI NG .

& NOTE:

Click the button to the right of the Pattern box to help you enter variables and operators for
numeric comparison. Click Test Pattern... to open the Test Pattern dialog box where you can
create a pattern and enter strings to immediately compare your pattern.

3. Specify what the pattern should match in the Check pattern against group box. Choose from Fully
Qualified Domain Name , IP Address , or Node Name . This selection clarifies any possible
ambiguity in the pattern. For example, a pattern like * 15* could refer to an IP address like 15. 1. 2. 2 ,
or to a node name like ROS15t est . By selecting IP Address or Node name , you avoid any confusion
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about the meaning of the pattern.
e Fully Qualified Domain Name

If Fully Qualified Domain Name is the pattern choice, the filter will ignore the IP address for this
pattern.

e |P Address

If IP Address is the pattern choice, only valid IP strings are evaluated.

e Node Name

If Node Name is selected, the filter matches the node name.
4. Click Apply to apply your changes.
5. Click OK to confirm your changes and close this dialog box.

6. Select the Order tab to continue configuring this node.

Related Topics:
m Configure Order information for external nodes

m Configure General information for external nodes
m Configure Outage information for external nodes
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Configure Order information for external nodes

Use the Order tab to specify the order of evaluation of external and managed nodes. The order of evaluation
is partly determined by the pattern settings you make in the Details tab.

To specify the order of evaluation

4.

In the Details tab, you will have specified the pattern you want to match.

Select the Check Before Managed Nodes check box to have external nodes evaluated before
managed nodes. This can be faster, because it avoids some of the checking that occurs with configured
node names. When this box is checked, messages with node IDs that match the pattern you specified
in the Details tab are associated with the external node. If this box is not checked, the managed node
takes precedence.

The two lists display all external nodes that have been created. The order of the two list shows the
order of evaluation set for incoming messages. Nodes are evaluated in descending order; the node at
the top of the list has the highest priority and will be evaluated first. You can change the order of
evaluation using the Move Up and Move Down buttons. After the first node has matched, the
message is assigned to that node and no further evaluation takes place.

Select the Outage tab to view outage information for the external node.

Related Topics:

m Configure Outage information for external nodes
m Configure General information for external nodes
m Configure Details information for external nodes
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Configure Outage information for external nodes

Use the Outage tab of the External Node Properties dialog box to view outage information for an external
node. This read-only tab displays the settings established for both unplanned and scheduled outages.

A scheduled outage meets these criteria:

= Planned to happen
m Recurs at regular intervals for maintenance
m Configured by a policy

An unplanned outage is unexpected and can occur randomly.

Only administrators can put an external node into maintenance mode.

To view Outage properties for a selected external node

1. Expand the Nodes folder in the console tree, then select HP Defined Groups —= External to display
a list of any external nodes that have been configured for your environment.

2. Right-click the name of the external node for which you want to display properties; this opens the
context menu.

3. Click Properties to open the Properties dialog box for the selected external node, which displays the
General tab by default.

4. Select the Outage tab to view the following information:
e Current Outage State:

Displays the outage status of the selected external node. This status will be either "ON " or "OFF".

¢ Unplanned Outage Configuration:

Displays the action that should be taken for Incoming Messages During Outage . Messages can
be either deleted or acknowledged.

e Scheduled Outage Configuration:

Displays the action that should be taken for Incoming Messages During Outage . Messages can
be either deleted or acknowledged.

Related Topics:
m Configure General information for external nodes

m Configure Details information for external nodes
m Configure Order information for external nodes
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Cluster support in HPOM

A cluster is a group of computers that work together to run a common set of applications; the client and the
application see only a single system. The computers in the cluster are connected by cables and
programmatically connected by cluster software.

If one of the nodes in a cluster is out of service due to failure or maintenance, another node in the cluster
becomes available to provide service. This process is called failover.

HP Operations agents are cluster-aware, which means that the agent recognizes that it is running on a
cluster system. (In a cluster, the agent is installed on each of the nodes in the cluster.) The agent supports

switching application monitoring packages between the physical nodes to monitor the application where it
really runs.

For a list of platforms and versions for which HP Operations Manager for Windows cluster-awareness support
is available, see the support matrix on the Software Support Online web site.

See the related topics for details on how to monitor a cluster resource.

Related Topics:

m Manage cluster-aware applications
m Server or cluster failover behavior
m TruCluster system information
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Server or cluster failover behavior

HPOM for Windows monitors the availability of server components such as the Windows Management
Interface (WMI), the server itself, and the cluster resource group (if your environment contains clusters.)

In the event of a failure of one or more of these components, some activities may be temporarily
unavailable, until WMI or the server is restored. Depending on the cause of the failure and your specific
environment, you may experience different results depending on your activity at the time of the failure.
Some activities may be interrupted, as described below. You will see a message explaining that a service or
component is temporarily unavailable and you have the option to retry the action.

In a cluster environment, services should fail over to another server in the cluster so that you can continue
to work almost without interruption.

Node Configuration Editor

If a failure occurs while you are bringing nodes under management, the following actions occur:

m The OK and Apply buttons in the editor are disabled.
m You cannot expand folders in the discovered nodes list.

m Operating system discovery will not take place in the managed nodes list. Prerequisite checking cannot
take place because it requires the discovery of a system and OS type. You can manually set the System
and OS type and then manually run the prerequisite check.

m If the problem is a cluster offline event, you cannot add reports and graphs to a node or node group.

You can continue to work in the console to perform the following tasks:

m Bring nodes under management
m Change node locations in the managed nodes list.

m Use the node and node group property sheets.

However, you cannot apply your changes and close the editor until WMI or the server are available again.

Service Type Editor

If you are performing an operation that requires network access to the server at the time of a failure, you
will see a message explaining that your changes will be lost. You can return to the Service Type dialog box
or exit.

Tool Configuration Editor
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If you are performing an operation that requires network access to the server at the time of a failure, you
will see a message explaining that your changes will be lost. You can return to the Tool Configuration dialog
box or exit.

Apply Tool dialog box

If you are in the process of running a tool when the server connection is lost, any tools that are currently
running will stop. You will see a "server down" message in the Tool Output details pane and the Rerun
button will be unavailable. When the server connection is restored, the Rerun button will again be available.

Policy management server

If you are working with the policy management service at the time of a failover, you must reconnect to the
PMAD server manually. See the help topic Reconnect to the policy management server .
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Reconnect to the policy management server

If your network connection is broken, you will see an error message in the details pane that says that policy
management information is not accessible. If you are running in a cluster environment, you could see this
message if your server has switched to another node in the cluster.

To correct the situation, you must restart the policy management server manually.

To restart the server

1. From the console tree, right-click Policy management to open the context menu.

2. Select All Tasks —= Reconnect to server.
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TruCluster system information

This topic summarizes the features, notes, and recommendations for monitoring applications on a TruCluster
system, and explains how to relocate the monitoring of a single-instance application during failover.

Notes and recommendations

® You must create a node group for your TruCluster system and add the TruCluster members to this node
group.

m Installing or uninstalling the agent software must be done on one TruCluster member; the software is
added to or deleted from the other TruCluster members automatically.

m Deploy instrumentation and policies to all TruCluster members.
Relocating the monitoring of a single-instance application during failover

Cluster Application Availability (CAA) is used to start a single-instance application on an individual TruCluster
member and relocate it during failover to another cluster member. You can use CAA to relocate application
monitoring during a failover.

For further information on CAA, see the Cluster Highly Available Applications manual in the Tru64 UNIX
TruCluster documentation set. Chapter 2, Using CAA for Single-Instance Application Availability , is
particularly useful.

For further information on TruCluster system administration, see the Cluster Administration manual in the
Tru64 UNIX TruCluster documentation set. Tru64 UNIX documentation is available online at the following
URL: http://h30097. ww3. hp. conf docs/ pub_page/ doc_Iist. htm

To make the application a highly available CAA resource

1. Create the CAA resource profile and action script for the application, either through the SysMan Menu
or by using the caa_profile command.

This step creates the /var/cl uster/caal/ profile/.cap and/var/cluster/caalscripts/.scr files
, respectively.

a. Test the action script.

b. Validate the resource profile.

c. Register the resource with CAA.

© Copyright 1999 - 2008 Hewlett-Packard Development Company, L.P. Page 229


http://h30097.www3.hp.com/docs/pub_page/doc_list.html

HP Operations Manager for Windows 8.10 Online Help

d. Start the resource.

2. From the HPOM server, assign the template that you created to monitor your application to all
TruCluster members.

3. From the HPOM server, distribute this template to all cluster members.

4. After the initial distribution of the template, use the opctemplate -d command to disable the template
for all cluster members on which the application does not run.

opctenpl ate -d

This step is required only after the initial template distribution. On subsequent template distributions,
the template state is maintained on the managed TruCluster members.

5. Edit the application's action script, which has three main routines: start, stop, and check.

a. Enable the template in start routine with the opct enpl at e -e command.

b. Disable the template in stop routine with the opct enpl ate -d command.
View example

Related Topics:

m Cluster support in HPOM

© Copyright 1999 - 2008 Hewlett-Packard Development Company, L.P. Page 230



HP Operations Manager for Windows 8.10 Online Help

Optimize HPOM node name resolution

Several enhancements have been implemented to improve the performance of HPOM for Windows node
name resolution. The speed of the node name resolution has a significant impact on the following areas:

m Message filter (directly impacts flow of new incoming messages)
m Health check

m Actions

These enhancements will help resolve (or at least reduce) the following performance related problems:

m Slow initialization of the HPOM node cache during the startup phase of the OvEpMessageActionServer
service (30-60 minutes). During the initialization, the message flow is disabled.

m Slow name resolution if using virtual nodes.
m Significant delays for new incoming messages due to slow node name resolution.

m Slow health check, slow processing of ICMP replies sent from managed nodes.

Managed environments that do not make use of DHCP will experience the largest benefits. Here, an optional
memory based cache can be configured which drastically reduces the number of the Windows API calls

get host bynane() and get host byaddr () . However, environments using DHCP can also take advantage of a
modified ip-address verification which tries to avoid unnecessary reverse node name resolution.

To make use of the enhancements, you must configure several values using the Server Configuration dialog
box. If the values are not set, then the enhancements will not take effect. See the Related Topics for
enhancement details.

Related Topics:

Avoid unnecessary name resolution for virtual nodes

Reducing the number of Windows API calls gethostbyname() and gethostbyaddr()
Configure the number of retries for gethostbyname() and gethostbyaddr()

Avoid unnecessary reverse name resolution
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Avoid unnecessary name resolution for virtual nodes

Certain environments make use of "virtual nodes". These nodes are not physical nodes, meaning they do not
have an IP address or an agent id. They are only used to associate messages to them which originate from
non-IP network elements or from other HP BTO Software products such as HP Internet Services.

They are configured in the HPOM node bank by using an arbitrary name. Although virtual nodes do not have
an IP ADDRESS and an agent id, the MessageActionServer per default tries to resolve them when initializing
its node cache and each time they appear in a message. This unnecessary name resolution has a significant
impact on startup time and on message throughput.

Currently HPOM node configuration does not allow to explicitly define a node as "virtual". Therefore the
following convention is used to define virtual nodes. A node set up in the node database qualifies for being
recognized as a virtual node when it meets the following prerequisites:

m Must not have an IP address and the name given should not be DNS resolvable at any time.

m Must not have an agent id

m Must not be configured for DHCP

Additionally virtual nodes must match a user-configured value pair for the following properties:

m System type

m Operating system

For example, consider nodes as being virtual nodes if they do not have an IP address, do not have an agent
id, are not configured for DHCP, and have the system type "other" and operating system type "unknown".

If a node has been qualified as being a virtual node based on the property settings, then no name resolution
will be performed during production and messages associated with the node will pass the message filter
without further checks.

The value pair for virtual nodes is defined by values in the Node Cache Settings namespace in the Server
Configuration dialog box. After you have changed a value, restart the OvEpMessageActionServer service for
the change to take effect. The values, along with their possible settings, are shown below:

Value Possible Settings Default Setting

Node system type for virtual nodes | KNOWN, UNKNOWN, ANY, TURNOFF
TURNOFF

Node OS type for virtual nodes KNOWN, UNKNOWN, ANY, TURNOFF
TURNOFF
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Node system type for virtual nodes specifies how to qualify virtual nodes in dependency of their system
types. If the value is set to "KNOWN?", then system type must have been configured to a known system type
(for example, Pentium Compatible, Power PC family, SPARC Family, PA-RISC Family, Itanium compatible)
and must not have been configured as "Other".

If the value is set to "UNKNOWN", then system type must have been configured as "Other". If the value is
set to "ANY" then any node qualifies independently of the System Type setting.

Node OS type for virtual nodes specifies how to qualify virtual nodes in dependency of their operating
systems. If the value is set to "KNOWN", then the operating system must have been configured to a known
operating system and must not have been configured as "Unknown". Supported operating systems are
shown on the Software Support Online web site support matrix .

If the value is set to "UNKNOWN" then system type must have been configured as "Unknown". If the value is
set to "ANY" then any node qualifies independently of the operating system setting.

& NOTE:
For qualifying virtual nodes, both values must be set. If none or only one of the values are set, then no
virtual nodes will qualify.

The following examples show how the registry names described above are interpreted while evaluating
whether nodes matching the prerequisites (no IP address, no agent id, not setup as DHCP node) qualify as
virtual nodes or not.

Node system type for Node OS type for virtual Description
virtual nodes nodes
UNKNOWN UNKNOWN Node qualifies as a virtual node if system

type has been defined as "other" and
operating system has been defined as
"unknown".

KNOWN UNKNOWN Node qualifies as a virtual node if the
system type is not set to "other" and the
operating system is unknown.

ANY ANY Node qualifies as a virtual node
independently of system type and
operating system.

Related Topics:

m Change server configuration values

© Copyright 1999 - 2008 Hewlett-Packard Development Company, L.P. Page 233



HP Operations Manager for Windows 8.10 Online Help

Reduce the number of Windows API1 Calls get host bynane() and
get host byaddr ()

To drastically reduce the number of the Windows API calls get host byname() and get host byaddr () , an
HPOM user-configurable name server cache has been added. It caches the parameter and the returned
results of these functions. Whenever a name resolution or reverse name resolution is required for a node, it
will be first checked whether the required information is already available in the cache.

If the information is there, then it will be used instead of calling get host bynane() or get host byaddr () .
When the maximum number of the cache entries is reached, the entry with the lowest reference count
number will be swapped to make space for a new entry. The strategy is to keep those entries which are
mostly referenced in the cache. Also the parameter and results of unsuccessful get host bynane() and
get host byaddr ( ) calls are kept in the cache. This helps quickly detect nodes which are not resolvable
because they might have been deleted from DNS but still send messages as an agent is installed there.

L NOTE:

Caching is used only if none of the managed nodes are configured for DHCP in the HPOM node
configuration. If there are DHCP nodes configured, then the name server cache will be ignored
independently of whether it is enabled or disabled.

You can configure the name server cache with two values in the Node Cache Settings namespace in the
Server Configuration dialog box: Turn on node cache and Node cache size . After you have changed a
value, restart the OvEpMessageActionServer service for the change to take effect.

Registry Name Possible Values Effect

Turn on node cache TRUE, FALSE The default value is TRUE. When set to
TRUE, the name server cache is enabled
and will be used.

Node cache size Any value greater than 100. Defines the maximum number of entries
in the name server cache. It should be
set to a minimum value of 100. The
maximum value depends on the available
main memory and the number of
managed nodes.

Recommended setting: Number of
managed nodes + 100.

NOTE: the name server cache is located
in the address space of
OvEpMsgAct Srv. exe , so there might be
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an increased usage of the virtual
memory of this process.

Default value=100

Related Topics:

m Change server configuration values
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Configure the number of retries for get host bynane() and
get host byaddr ()

Independent of whether name server caching is enabled or disabled, the Windows API functions

get host bynanme() and get host byaddr () will be used at some points. Under certain conditions (network
problem, DNS problems) these calls might fail. This would then be interpreted as "node name could not be
resolved”. There is however a very low probability that a name or IP address could be successfully resolved if
these calls would be retried more often.

By default, the maximum number of retries is 3. So if the first call fails, there is a maximum of 2 more
retries. Such retries however have a significant impact on the time it takes to decide whether a node name is
resolvable or not. If the assumption can be made that the network and DNS is reliable and is properly
configured, then the number of retries can be set to the minimum value of 1. In case there are some doubts
on the reliability of the network and DNS, the number should be set to 2 or 3.

The number of overall retries for the Windows API calls get host byname() and gethostbyaddr() is configured
by the value Name resolution retries in the Node Cache Settings namespace in the Server Configuration
dialog box. After you have changed a value, restart the OvEpMessageActionServer service for the change to

take effect.

Value Value Range Effect

Name resolution retries 1-3 Specifies the maximum number of retries
in case of unsuccessful get host bynane()
and get host byaddr () function calls.

Default value=3

Related Topics:

m Change server configuration values
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Avoid unnecessary reverse name resolution

By default, HPOM performs reverse name resolution for incoming messages that contain the IP address and
optionally the node name of the managed node, but no agent ID.

Such messages are typically triggered by SNMP traps and are proxied. The default reverse name resolution
process calls the function get host byaddr () by using the IP address stored in the arriving message. Then it
takes the returned node name and verifies whether it really corresponds to the name which is stored in the
message.

If no node name is stored in the message, then it crosschecks whether the node name returned by the

get host byaddr () call is known in the HPOM node configuration. If the returned node name is a short name,
then it calls get host bynanme() to get the long host name (FQDN). Then it checks whether the long host name
is known in the HPOM node configuration. These multiple level of checks are used to cover all kind of
theoretical corner cases which might show up very rarely in well-managed environments.

The vast majority however will never hit such corner cases, so in most environments the reverse name
resolution could be avoided safely if the following conditions match:

m If the name of a managed node is changed, then this change is immediately performed manually in the
HPOM node configuration by using the HPOM management console.

m If the IP address of a non-DHCP managed node is changed and the IP address was used for configuring
the primary node name or the communication path then this change is immediately performed manually
in the HPOM node configuration by using the HPOM management console.

Avoiding unnecessary reverse name resolution can be configured by the value Reverse name resolution
method in the Node Cache Settings namespace in the Server Configuration dialog box.

Value Possible Settings Effect
Reverse name resolution 1 Reverse name resolution is always
method performed if no agent ID but IP address

is contained in an incoming message.
This is the default value.

2 Reverse name resolution will be avoided
if possible.

If specifying the value 2 for the registry name Reverse name resolution method then HPOM verifies the
IP address differently from the default way to avoid reverse name resolution if possible, as follows: if the
message contains only the IP address, but no node name, then check whether the IP address is known in the
HPOM configuration. If yes, then the message can pass. If the message contains both the IP address and
node name, then first check whether the pair IP address plus node name can be found in the HPOM node
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configuration. If yes, then the message can pass.
Otherwise HPOM performs a reverse name resolution.
L NOTE:

If DHCP is not used and name server caching is enabled, then reverse name resolution (if required) will
be fast in any case.

Related Topics:

m Change server configuration values
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Configuring Agents

An agent is a deployment package that enables you to manage nodes . After you deploy an agent to a node,
it enables you to collect data, discover services, monitor events, and run actions and commands that control
the node.

Before HPOM for Windows 8.00, management servers and agents communicated using DCE/RPC. HPOM 8.00
introduces an agent that communicates using HTTPS. Although the DCE agent is currently still supported,
you are encouraged to use the HTTPS agent for new nodes. If nodes already exist in your environment that
have DCE agents, consider migrating to the HTTPS agent.

The HTTPS agent offers the following benefits:
m Secure communication based on the HTTPS protocol. All communications between management servers
nodes is strongly encrypted.

m Policy , message , and action security. Policies, messages, and actions all contain signatures, which
management servers and nodes create and check using certificates. If a malicious user attempts to
tamper with a signed policy, message, or action, the signature becomes invalid.

m Simplified firewall configuration. Nodes and management servers accept all inbound communications to a
single port, so it is simpler to configure firewalls and proxies.

m Multiple management servers can deploy policies to the same node.
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Remote agent installation

You can install agents remotely when you create a new node. Alternatively, when you deploy a policy to a
node , the management server checks that the correct agent packages exist on the node. If the agent
packages are not already installed, or this policy requires an later version of the agent, the management
server automatically deploys the latest agent packages on the node.

The management server can automatically deploy HTTPS and DCE agents to nodes that have a supported
Windows operating system. In addition, if you configure a suitable secure shell client on the management
server, it can also automatically deploy HTTPS agents to nodes that have a supported UNIX or Linux
operating system.

If you are using HTTPS agents, you can specify default settings that you want the management server to
apply when it automatically installs the agent on specific nodes.

If you do not want the management server to install agents automatically, you can disable this feature.

To automatically deploy agent packages, the management server creates a deployment job. Before the job
starts, the management server requests the credentials of a user who has administrative access to the node.

L NOTE:
You can also start agent deployment by dragging the Operations-agent deployment package to a node
or node group.

Related Topics:

Install agents remotely

Configure agent deployment to UNIX and Linux nodes
Configure HTTPS agent installation defaults

Disable automatic agent installation

Deploy deployment package
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Install agents remotely

If you have the correct permissions and network access to remote nodes, you can install agents onto the
nodes from the console. To remotely install agents, the management server requires the credentials of a
user who has administrative access to the node. The following table shows the specific permissions required,
according to the node's operating system, and the type of agent.

HTTPS agent DCE agent
m Write access to the admin$ share (the user | m Write access to the registry
must be part of the local administrators
group) m Write access to the admin$ share (the
user must be part of the local
Windows m Read access to the registry administrators group)
operating L . L. . .
systems m Permission to log on as a service (this is m Write access to the Program Files
only required if you select User/Password in folder
the Set Credentials list)
m Permission to create DCOM
(Distributed Component Object
Model) connections
UNIX or Linux Permission to log in to SSH on the node for Not applicable. Only manual
operating file transfers and to execute installation installation is possible.
systems commands

Remote agent installation is supported from management servers that belong to an Active Directory domain.
If your management server is in a Windows workgroup environment, install agents manually instead.

To install agents remotely

1. Optional. For up-to-date information on supported agent platforms, see the support matrix at HP
Software Support Online.

2. Open the Agent installation dialog box if it is not already open.

3. Optional. In the list of nodes, select or clear the Deploy check box to indicate the nodes that you want
to install the agent on.

If you select the Deploy check box for nodes that have a UNIX or Linux operating system, the
Credentials dialog box appears. Type the Username of a user who has permission to install software
on the node. Type the password in Password and Repeat Password .

4. Optional. Specify the credentials that the management server uses to deploy the agent. Right-click a
node in the list, and then click Set Credentials . Click one of the following commands:
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PMAD user . The management server attempts to deploy the agent as the user under which the
policy management and deployment (PMAD) service runs (called HP-OVE-Deleg-User by default).

You can only use this for nodes with a Windows operating system. The nodes can belong to the
same domain as the management server, a trusted domain, or a workgroup.

& NOTE:
The PMAD user does not by default have administrative access to the node. For more
information, see Start Windows node security setup .

Impersonate user . The management server attempts to deploy the agent using the credentials
that you are currently logged in to Windows with.
You cannot use impersonation for nodes in untrusted domains or workgroups.

You can use impersonation only if the PMAD user is trusted for delegation in Active Directory, unless
your console runs directly on the management server. For more details on delegation, refer to the
Active Directory documentation that Microsoft provides.

User/Password . The Credentials dialog box appears. Type the Username of a user who has
permission to install software on the node and their Password . Click OK . This automatically
selects the Deploy check box.

For nodes with a UNIX or Linux operating system, this is the only command available .

You can also use this command to install the HTTPS agent to Windows nodes that belong to the
same domain as the management server, a trusted domain, or a workgroup. The user must have
permission to log on as a service. (You can assign this permission in the local Windows security
settings on the node, or a group policy object in Active Directory.)

For Windows nodes specify the username in one of the following formats:

o domain\user (for an Active Directory user)

o computer_name\user (for a local user on the node)

5. Optional. Select or clear the Run prerequisites check automatically during job execution check
box. If a node does not meet any of the prerequisites, the agent installation fails for that node. If you
are sure that the nodes meet all prerequisites, you can clear this check box so that the agent
installation jobs complete more quickly. (This check box is dimmed if an administrator disables all
prerequisite checking using the Server Configuration dialog.)

6. Click OK . The management server creates an agent installation job for each of the nodes that you

selected. To view the progress of these jobs, click Deployment jobs in the console tree. If an agent
installation job fails, right-click the job, and then click Error description .
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& NOTE:

The management server does not create a deployment job if the agent package is already in the node’'s
package inventory. If a node's package inventory contains the agent package, but you are sure that the
agent is not actually installed on a node, you can force the management server to remove the agent
package from the inventory in the Uninstall package from... dialog. For more information, see Remove
package from node .

Related Topics:

Install agents in trusted domains
Check prerequisites for managed nodes
Deployment jobs

Generic server configuration

Manual agent installation
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Configure agent deployment to UNIX and Linux nodes

If you want to deploy HTTPS agents to nodes that have a supported UNIX or Linux operating system, you
must configure a suitable secure shell client on the management server . The secure shell client must
provide secure file transfer and remote command execution functionality.

By default, HPOM does not configure a secure shell client as part of the management server. You must
configure your own. For convenience, third-party software (PUTTY) is available in the following folder:

<install_dir >\ contri b\ OVOWN

If you choose to use this third-party software, copy the files PLI NK. EXE , PSCP. EXE and runpl i nk.cnd to

any folder that is included in your PATH environment variable. For example, if you installed the management
server into c: \ Program Fi | es\ HP\ HP BTO Sof t war e , you could copy the files into the following folder:

c:\ Program Fi | es\ HP\ HP BTO Sof t war e\ bi n

DISCLAIMER:
PuTTY is not HP software. It is provided "as is" for your convenience. You assume the entire risk relating
to the use or performance of PuTTY.

After you install a suitable secure shell client, you must configure the management server to use the client.
You must configure the following attributes in the namespace depl . nechani sns. ssh :

m COPY
This attribute defines a command that the management server can use to copy files to remote UNIX and
Linux nodes.

m EXEC
This attribute defines a command that the management server can use to execute commands on remote
UNIX and Linux nodes.

You can view and change these attributes using the commands ovconf get and ovconfchg from a command
prompt. You must configure appropriate values for whichever secure shell client you install. By default, the
attributes have the following values:

[ depl . mechani sns. ssh]
COPY=pscp -q -batch -pw <passwd> <sourcefil e> <user>@host>: <targetfil e>
EXEC=r unpl i nk. cnd <passwd> <user > <host > <conmand>

The management server substitutes variables in angle brackets (<>) with actual values when it calls the
command.

The default value for the COPY attribute configures the management server to call pscp to copy files to
nodes.
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The default value for the EXEC attribute configures the management server to call runplink. cmd , which is
a command that calls PLINK.EXE to execute commands on nodes. When any of the PUTTY commands
connects to a remote node for the first time, it requests verification of the node's SSH host key. The
command runpl i nk. cmd approves this request silently. PUTTY stores the node's key automatically in the

Windows registry to use for future connections. If you need to verify SSH host keys manually, you can
reconfigure the EXEC attribute.

To configure manual verification of SSH host keys:

1. Log in to the management server as a user with administrative rights, and open a command prompt.

2. Type ovconfchg -edit . A text editor appears, which enables you to edit attributes.

3. Find the namespace [ depl . mechani snms. ssh] , and replace the EXEC attribute with a call to
PLINK.EXE. The value should then be as follows:
EXEC=pl i nk -ssh -batch -2 -pw <passwd> <user>@host > <command>

4. Save the file, and then close the text editor. The new configuration becomes active immediately.

After you do this, you must verify each node's SSH host key before you can deploy the HTTPS agent. You
can do this by, for example, using the following pl i nk command, which prompts you to verify the SSH host
key:

plink -ssh <user nane>@node nanme> host nane

Related Topics:

m ovconfget
m ovconfchg
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Configure HTTPS agent installation defaults

If you are using HTTPS agents, you can specify default settings that you want the management server to
apply when it automatically installs the agent on specific nodes . You can specify default values for any
attributes that you would otherwise set using ovconf chg on the node.

@ NOTE:
You can also use these settings for manual HTTPS agent installations by creating an agent profile.

To configure HTTPS agent installation defaults

1. Copy the file:

<data_dir >\ shared\ conf\ PMAD\ agent _i nstal | _defaul ts. cfg. sanpl e

to:
<data_dir >\ shared\ conf\ PMAD\ agent _i nstal | _defaults.cfg

2. Open the new file in a text editor.

3. On a new line, type the namespace that the parameter you want to set belongs to. Enclose the
namespace in brackets []. For example, to specify a default value for a parameter in the sec.cm.client
namespace, add the following line to the file:

[sec.cmclient]

4. Optional. After the namespace and on a new line, specify the node or nodes to which the management
server should apply the default setting. Type a pattern that matches one or more node names or IP
addresses. Use standard HPOM pattern syntax. For example:

e nodel. exanpl e. com matches any node with a name that contains the string nodel.example.com

e exanpl e. con$ matches any node with a name that ends with example.com

e 7192.168. <<#> -1t 10> matches any node with an IP address in the range 192.168.0.0 to
192.168.9.255

Type a colon (:) at the end of the pattern.

& NOTE:
To specify a default setting for all nodes, omit the pattern and colon.

5. Type the attribute and default value separated by an equal sign (=). If you specified a node pattern,
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continue on the same line, after the colon (:). Otherwise, if the setting applies to all nodes, create a

new line after the namespace. For example, to set the CERTIFICATE_DEPLOYMENT_TYPE attribute to
MANUAL, type the following:

CERTI FI CATE_DEPLOYMENT_TYPE = MANUAL
6. Optional. You add further lines under the namespace, and also add other namespaces.
Example HTTPS agent installation defaults
The follow example shows a file that configures different proxies depending on a node's IP address. It also

sets the certificate deployment to manual if a node's name does not contain example.com.

[ bbc. http]
N192.168. <*>. <*> : PROXY = proxyA. exanpl e. com 8088
N10. <*>.<*> <> 0 PROXY = proxyB. exanpl e. com 8088

[sec.cmclient]
I [exanmpl e. con] : CERTI FI CATE_DEPLOYMENT_TYPE = MANUAL

Related Topics:

m Manually install an HTTPS agent with a profile
m Pattern-matching details
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Configure DCE agent installation defaults

During the management server installation the default settings for DCE agents (for example the name of the
management server) are automatically stored in the DCE agent package. The management server to applies
these defaults when it remotely installs the DCE agent on a node .

You can use the Set Mgnt Ser ver command to configure the following default settings in the DCE agent
package:

m Management server . To change the name of the management server in the DCE agent package, use
the following command:

Set Myt Server /servername <nanme>

m Agent account . In previous releases, two local user accounts (HP ITO Account and opc_op account)
were created on the node during agent installation and random passwords were generated. Since the OVO
for Windows 7.20 release, the DCE agent installation does not create accounts on the node. The default
settings now configure the agent to run under the Local System account.

You can change the default setting in the DCE agent package, so that agents run under a specific user
account. To do this, use the following command:

Set Mgnt Server /user <user > /password <encrypted password >

You create the encrypted password with the tool opcpwer pt . For more details, see Change the default
user of DCE agents on Windows nodes .

Alternatively, you can change the default setting in the DCE agent package to use the HP ITO Account
instead. This may be useful if you are upgrading a DCE agent that already runs under the HP ITO
Account. To change this default settings to use the HP ITO Account, use the following command:

Set Mynt Server /system/off

If you then install the DCE agent on Windows nodes, the agent installation creates the HP ITO account on
the node and adds it to the Administrators group. The installation also assign additional user rights
directly to the HP ITO account.

HPOM also provides tools for managing the default DCE agent account. The tools are available in the
console under Tools — HP Operations Manager Tools — Agent Account .

m Force agent account change . By default, when the management server reinstalls or upgrades the DCE
agent on a node, the existing user account settings remain unchanged for that node. To force the agent
installation to use account settings from the agent package, use the following command:

Set Myt Server /force /on
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m Authentication: By default, the DCE agent does not require a password when running actions and tools
under a different user account. To require passwords for actions and tools run under a different user
account, use the following command:

Set Mgnt Server /auth /on
For more details, see Security authentication module .

m Rename Perl . The Perl interpreter that is included with the agent package is installed with the name
perl . exe by default. You can change this default to ovper| . exe to avoid collisions with existing Perl
installations. To change this default setting in the DCE agent package, use the following command:

Set Mgnt Server /renperl /on

The full usage of Set Mynt Server is shown below:

Usage: Set Mgnt Server. exe []
[/ servernane <nane>]
[-d]
[-s|/system[/on|/off|/default]]
[/forced [/on|/off|/default]]
[/auth [/on|/off|/defaul t]]
[/renperl [/on|/off]|/default]]
[/current]
[/user <user>]
[/ password <encrypted password>]

Updates the nane of the managenent server in the agent installation <pkg>.

/ server nane <nane> Sets managenent server nane. By default current nanagenent server

-d Renpves the Net BI OS donai n nane fromthe
fully qualified hostnane (if included).

-s Installs agents under the Local System account.

/system/on Turns on Local System account installation.

/ system / of f Turns of f Local System account installation.

/ system / def aul t Sets the System account installation to default (on).

/forced /on Turns on forced switch of the user account.

/forced /off Turns off forced switch of the user account.

/forced /default Sets forced switch of the user account back to default
(off).

[auth /on Turns on aut henticati on.

/auth /off Turns of f authentication.
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[auth /default Sets the authentication to default (off).

/renperl /on Enforces the agent installation to renane to ovperl. exe.
/renperl /off Sets the agent installation to use perl.exe.

/renperl /default Sets the name of the Perl interpreter to default (off).

[ current Shows the settings in the given package or on the system

[ user <user> Sets the user name the agent should be installed under.

/ password <pwd> Sets an encrypted password that should be used for the user.

NOTE: Encrypt the password with the conmand

opcpwer pt.exe (in %vinstal Il Dir%bin\OpCQinstall)
The specified password is ignored when installing the
agent under the Local System account.

You can combine several options at the same time. For example:

m To set the user to the Local System account for all DCE agent installations and upgrades, use:

Set Mgt Server /system/on /forced /on

m To set the user to the HP ITO Account for all DCE agent installations, use:

Set Mgt Server /system/off /forced /on

m To set the user to the Local System account for new DCE agent installations, but keep the existing user
for upgrades, use:

Set Mynt Server /system/on /forced /off

& NOTE:

When you start Set Mynt Ser ver the command writes the settings of the / system , /auth ,/forced, and
/renper| switches into the registry. These registry settings are used the next time you start

Set Mynt Ser ver , unless you specify other settings. For example, if you use the following command:

Set Mynt Server /system ON
then the existing settings for in the registry and could result in the following:
Set Mynt Server /system ON /auth OFF /forced OFF

The - s option is only valid for the current call of Set Mynt Ser ver and is not written to the registry. The
next time you call Set Mgnt Ser ver without the - s option, the registry settings are used.

% NOTE:
The Set Mymt Ser ver tool changes only the installation defaults in the DCE agent package on the
management server. To apply changes to nodes where the DCE agent is already installed, you must
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redeploy the agent.

Related Topics:

m Reinstall all
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Install agents in trusted domains

You can remotely install agents on nodes in other Active Directory domains if the correct trust relationships
exist. You must provide the credentials of a user who has administrative access to the node. Typically, this
user is a member of the Domain Admins group in the trusted domain, or a member of the Local
Administrators group on the node.

To install agents remotely, open the Agent installation dialog box.

The Agent installation dialog box provides the following options to set the credentials:

m PMAD user . To use this option, you must give the PMAD user administrative access to the node in the
trusted domain. For more information, see Start Windows node security setup .

m Impersonate user . To use this option, you must log in to Windows with the credentials of user who has
administrative access to the node in the trusted domain. The user must also be a member of the HPOM
administrators group (called HP-OVE-ADMINS by default). This group is created when the management
server is installed, and may either be a domain group, or a local group on the management server. If the
HPOM administrators group is a domain group, you may need to change the group scope to universal
before you can add a user from a trusted domain. For more details, refer to the Active Directory
documentation that Microsoft provides.

m User/Password . To use this option, give the credentials of the user who has administrative access to
the node in the trusted domain. This option is available only if you are installing the HTTPS agent. Specify
the username in one of the following formats:

e domain\user (for an Active Directory user)

e computer_name\user (for a local user on the node)

4 NOTE:
To avoid communication problems, ensure that nodes in trusted domains can resolve the name of the
management server. For more details, see Resolve the IP address of the management server .

Related Topics:

m Trust relationships between Active Directory domains
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Disable automatic agent installation

By default, the management server automatically installs or updates agents when you deploy policies. If you
deploy a policy that requires a newer version of the agent than is currently installed on the node , the
management server automatically creates a job to first deploy the latest agent packages to the node. You
can disable this feature if, for example, you prefer to install agents manually.

If you disable this feature, a policy deployment job fails if the policy requires a version of the agent that is
newer than the current version on the node. In this case, you must deploy the agent packages from the
console, or you can install the latest agent on a node manually.

To disable automatic agent installation

1. In the console tree, right-click Operations Manager , and then click Configure— Server... . The
Server Configuration dialog box appears.

2. Select the Expert Mode check box.
3. Click Namespace , and then click Policy Management and Deployment . A list of values appears.
4. Set the value of Automatic agent upgrade to False.

5. Click OK..

ENOTE:
To re-enable automatic agent upgrade, set Automatic agent upgrade back to True .

Related Topics:

m Deploy deployment package
m Manual agent installation

m Change server configuration values
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Start Windows node security setup

Before HPOM for Windows 8.00, to deploy an agent to nodes with the Windows operating system, you had to
add a domain group (called HP-OVE-GROUP by default) to the node's local administrators group. You could
do this manually or using the Windows Node Security Setup dialog box. On the management server , the
policy management and deployment (PMAD) service ran under an account that was a member of this domain
group, and therefore had administrative access the nodes.

HPOM now enables you to install agents using the credentials that you are currently logged in to Windows
with. This is called impersonation, because the PMAD service runs under it's own user account (called HP-
OVE-Deleg-User by default), but uses your credentials to access to the nodes. (This requires that the PMAD
user is trusted for delegation in Active Directory, unless your console runs directly on the management
server.)

Alternatively, you can now also install the HTTPS agent using the credentials of a user who already has
access to the node. For example, you can specify the user name and password of the node's local
administrator.

Therefore, it is no longer necessary to add a domain group to the node's local administrators group.
Nevertheless, you can still give the PMAD user administrative access to nodes, so that console users who do
not otherwise have administrative access can install agents. HPOM enables you to add the PMAD user to the
nodes' local administrators group in the following ways:

m Start Windows node security setup for specific nodes

m Start Windows node security setup automatically for new nodes

& NOTE:

Windows node security setup can add the PMAD user to nodes in the same domain as the user that you
are currently logged in to Windows with. For nodes in untrusted domains or workgroups, you must
manually create the PMAD user in the nodes' local administrators group. The management server uses
pass-through authentication to access these nodes. Therefore, you must ensure that the name and
password of user that you create are identical to those that the PMAD service runs under.

To start Windows node security setup for specific nodes

1. Log in to Windows with an account that has administrative rights on the nodes, and open the console.

2. In the console tree, click Tools —=HP Operations Manager Tools . A list of tools appears in the
details pane.

3. Right-click Windows Node Security Setup and then click All Tasks —Launch Tool... . The Edit
Parameters dialog box opens.
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4. Select the check boxes for the nodes and node groups that you want to configure, and then click OK .
The Windows Node Security dialog box opens.

To start Windows node security setup for automatically for new nodes

1. In the console tree, right-click Operations Manager , and then click Configure—Server... . The
Server Configuration dialog box opens.

2. Select the Expert Mode check box.

3. Click Namespaces , and then click Policy Management and Deployment . A list of values appears.

4. Set the value of Enable the old node security setup dialog for nodes to True . The Windows Node
Security Setup dialog box opens automatically when you install an agent remotely on a Windows node.

The Windows Node Security Setup dialog box displays the following information:

m Node: lists each new or selected node.

m Status: displays a status of failed, succeeded, in progress, or waiting for each node.
m Note: displays a message explaining the reported status.

If the attempt to add the user fails for any node, click the node, and then click Details . An error message
appears, which explains the cause of the failure and suggests actions to correct the problem. Examples of
the problems that can occur are as follows:

m You do not have sufficient rights to add the user. Even if the user already exists on the node, you cannot
detect this without administrative rights on the node.
m The node may not be reachable, because of a problem with the network or operating system.

m The node may not be reachable, because the network properties are incorrectly configured in the Node
Properties dialog box.

Related Topics:

m Install agents remotely
m Install agents in trusted domains
m Configure network information for managed nodes

© Copyright 1999 - 2008 Hewlett-Packard Development Company, L.P. Page 255



HP Operations Manager for Windows 8.10 Online Help

Manual agent installation

In some situations, you may want to install an agent on a node manually, without using the management
server . For example, you may not be able to install software on a remote system because of security
restrictions like firewalls.

In addition, it is not possible to remotely deploy DCE agents to node that have a UNIX or Linux operating
system. Therefore, the only option is to install agents on these systems manually.

The procedures for manual agent installation are different, depending on whether you want to use the HTTPS
agent or the DCE agent. Although the DCE agent is currently still supported, you are encouraged to use the
HTTPS agent for new nodes.

Related Topics:

m Manual installation of HTTPS agents
m Manual installation of DCE agents
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Manual installation of HTTPS agents

In some situations, you may want to install an HTTPS agent on a system manually, without using the
management server . HTTPS agent installation packages are available, which you can copy or transfer to a
system. You can then start the agent installation locally. You must use the correct installation package for
the node's architecture and operating system. The command ovpnuti | enables you to download the correct
installation package. You can also find installation packages in the following folder on the management
server:

% v Shar eDi r %ackages\ HTTPS \

Subfolders below this contain different packages for each supported agent platform. (For up-to-date
information on supported agent platforms, see the support matrix at HP Software Support Online.) The
subfolders below %vShar eDi r “Packages\ HTTPS \ conform to the following structure:

<os type >\ <os vendor >\ <os versions >\ <agent binary format >\ Oper ati ons- agent\ <agent version >\ <os
bit length >\ htt ps

@ NoTE:

By default %©vShar eDi r %0on the management server is \ Docunents and Settings\All
User s\ Appl i cati on Data\ HP\ HP BTO Sof t war e\ shar ed\ . An alternative path may have been
configured during installation.

The HTTPS agent packages contain subpackages for all supported locales. This means, for example, that you
can download an agent package from a management server that runs in the English locale, and then install it
on a node that runs in the Japanese locale.

If the node does not exist in the console, or does not have any custom configuration, you can manually
install an agent using the default configuration. Otherwise, if you have already created the node in the
console and configured it, you can copy its profile to the system to use during the installation process. You
can also preinstall HTTPS agents, and then configure and start them at a later time.

Every node that you manage with an HTTPS agent requires a certificate. If you are manually installing HTTPS
agents, you should also plan certificate deployment before you begin.

Related Topics:

Manually install a default HTTPS agent
Manually install an HTTPS agent with a profile
Preinstall an HTTPS agent

Configuring Certificates
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Manually install a default HTTPS agent

You can install the HTTPS agent software manually, instead of deploying it to the node using the
management server . You can install an HTTPS agent with the default configuration in either of the following
situations:

m the node does not already exist on the management server

m the node already exists on the management server, but has a default configuration

To manually install a default HTTPS agent

1. Log in to the node as a user with administrative rights.

2. Optional. Check that the node meets all prerequisites for the agent.

3. Copy the HTTPS agent installation packages into a temporary directory on the node. The agent
packages are available on the management server. Different packages are available to support
different platforms. You can obtain the correct package using the command ovpnutil on the
management server.

If the node already exists on the management server, and the node's system properties are correct,
use the following parameters:

ovpnutil dnl pkg Operations-agent [<package version >] [/d <target directory >] /pnn
<primary node name >

Otherwise, you must specify the system properties on the command line, using the following
parameters:

ovpmutil dnl pkg Operations-agent [<package version >] [/d <target directory >] /ost <OS
type > /osv <OS version > /abf <agent binary format >

The package version and target directory parameters are optional:

<package version >
Specify the version of the agent package that you want to download.

/d <target directory >
Specify the directory to which you want to download the agent package. If you omit this
parameter, the command downloads the packages to the current directory.

For example:
ovpmutil dnl pkg Operations-agent /pnn nodel. exanpl e.com
ovpmutil dnl pkg Operations-agent 8.50.10 /d c:\tenp /ost Solaris /osv 9 /abf SPARC

© Copyright 1999 - 2008 Hewlett-Packard Development Company, L.P. Page 258



HP Operations Manager for Windows 8.10 Online Help

D 11p:
To check which agent packages are available, and find values for the package version, OS type, OS

version, and agent binary format parameters, view the deployment packages report. In the console
tree, right-click Deployment packages , and then click View— Package details .

4. Open a command prompt and navigate to the temporary directory that you copied the installation
packages into. The directory contains opc_i nst , which you use to start the installation.

¢ On Windows operating systems:
cscript opc_inst.vbs -srv <managenent _server_host_nane > -cert_srv
<certificate_server_host_nane >

e On UNIX and Linux operating systems:

i. Add permission to execute opc_i nst (for example, using the command chnod u+x opc_i nst ).

ii. ./opc_inst -srv <management _server_host_nanme > -cert_srv
<certificate_server_host_nane >

This installs the agent software and sends a certificate request to the certificate server that you

specify. If it does not already exist, you must configure the node in the console and ensure that the
node receives a certificate.

Related Topics:

m Configure managed nodes
m Configuring Certificates
m ovoregcheckagt
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Manually install an HTTPS agent with a profile

If you need to manually install an HTTPS agent with a custom configuration, you can create an agent profile.
An agent profile contains a list of settings for an agent on a specific node . For example, you can use an
agent profile to configure the communication ports and certificate handling for a node.

To manually install an HTTPS agent with a profile

1.

2.

Create an HTTPS node using the console, but do not deploy the agent packages to the node.

Open a command prompt and use the following command to generate an agent profile for the node:

ovpmutil dnl prf [/d <target directory >] [/fqdn <fully qualified domain name >] | [/ip <ip
address >] | [/nodeid <objectid >]

If you omit the / d option, the command downloads the packages to the current directory. You only
need to specify one of the command line options /fgdn, /ip , or/ nodei d . The command generates a
file on the management server with a name in the format <node=>.profile , where <node> matches
the command line option you choose.

For example, the following command generates the profile for a node with the host name
nodel00. exanpl e. com and saves it in on the management server in the file
c:\tenp\ nodel00. exanpl e.com profile

ovpmutil dnl prf /d c:\tenp /fqdn nodel00. exanpl e.com

The profile contains a list of settings for the node. If the file
% v Shar eDi r %¢onf\ PMAD\ agent _i nstal | _defaul ts. cf g exists, the profile includes defaults from this

file. If necessary, edit the profile with a text editor. You can specify default values for any attributes
that you would otherwise set using ovconf chg on the node.

Log in to the node as a user with administrative rights.
Optional. Check that the node meets all prerequisites for the agent.

Create a temporary folder on the node, and then copy the profile file from the management server to
this temporary folder.

Copy the HTTPS agent installation packages into a temporary directory on the node. The agent
packages are available on the management server. Different packages are available to support
different platforms. You can obtain the correct package using the command ovpruti | on the
management server.

If the node already exists on the management server, and the node's system properties are correct,
use the following parameters:
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ovpruti | dnl pkg Operations-agent [<package version >] [/d <target directory >] /pnn
<primary node name >

Otherwise, you must specify the system properties on the command line, using the following
parameters:

ovpnutil dnl pkg Operations-agent [<package version >] [/d <target directory >] /ost <OS
type > /osv <OS version > /abf <agent binary format >

The package version and target directory are optional:

<package version >
Specify the version of the agent package that you want to download.

/d <target directory >
Specify the directory to which you want to download the agent package. If you omit this option,
the command downloads the packages to the current directory.

For example:
ovpmutil dnl pkg Operations-agent /pnn nodel. exanpl e.com
ovpruti | dnl pkg Operations-agent 8.50.10 /d c:\tenp /ost Solaris /osv 9 /abf SPARC

L 11p:
To check which agent packages are available, and find values for the package version, OS type, OS

version, and agent binary format parameters, view the deployment packages report. In the console
tree, right-click Deployment packages , and then click View— Package details .

Open a command prompt and navigate to the temporary directory that contains the installation
packages and agent profile. The directory contains opc_i nst , which you use to start the installation as

follows:
e On Windows operating systems:

cscript opc_inst.vbs -configure <profile_filename >
e On UNIX and Linux operating systems:

i. Add permission to execute opc_i nst (for example, using the command chnod u+x opc_i nst ).

ii. ./opc_inst -configure <profile_filename >

This installs the agent and starts it with the configuration settings from the profile. You must ensure
that the node receives a certificate.

Related Topics:

Configure managed nodes

Configure HTTPS agent installation defaults
ovoreqgcheckagt

Configuring Certificates
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Preinstall an HTTPS agent

You can preinstall the HTTPS agent software on a system without configuring or starting the agent. You then
can start the agent at a later date, using either the default configuration or a custom configuration.

To preinstall an HTTPS agent

1. Log in to the node as a user with administrative rights.

2. Optional. Check that the node meets all prerequisites for the agent.

3. Copy the HTTPS agent installation packages into a temporary directory on the node. The agent
packages are available on the management server . Different packages are available to support
different platforms. You can obtain the correct package using the command ovpruti| on the

management server.

If the node already exists on the management server, and the node's system properties are correct,
use the following parameters:

ovpmutil dnl pkg Operations-agent [<package version >] [/d <target directory >] /pnn
<primary node name >

Otherwise, you must specify the system properties on the command line, using the following
parameters:

ovpnmutil dnl pkg Operations-agent [<package version >] [/d <target directory >] /ost <OS
type > /osv <OS version > /abf <agent binary format >

The package version and target directory parameters are optional:

<package version >
Specify the version of the agent package that you want to download.

/d <target directory >
Specify the directory to which you want to download the agent package. If you omit this
parameter, the command downloads the packages to the current directory.

For example:
ovpmutil dnl pkg Operations-agent /pnn nodel. exanpl e.com
ovpmutil dnl pkg Operations-agent 8.50.10 /d c:\tenp /ost Solaris /osv 9 /abf SPARC

L 11p:
To check which agent packages are available, and find values for the package version, OS type, OS

version, and agent binary format parameters, view the deployment packages report. In the console
tree, right-click Deployment packages , and then click View— Package details .
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4. Open a command prompt and navigate to the temporary directory that contains the installation
packages. The directory contains opc_i nst , which you use to start the installation as follows:

e On Windows operating systems type cscri pt opc_inst.vbs -no_start and then press Enter .

e On UNIX and Linux operating systems:

i. Add permission to execute opc_i nst (for example, using the command chnod u+x opc_i nst ).

ii. Type./opc_inst -no_start and then press Enter .

To start a preinstalled HTTPS agent with the default configuration

Open a command prompt on the node and navigate to the directory %vi nstal | Di r %bi n\ OpC\install . The
directory contains opcacti vat e , which you use to start the agent as follows:

m On Windows operating systems:
cscript opcactivate.vbs -srv <managemnent _server_host_nane > -cert_srv
<certificate_server_host_nane >

= On UNIX and Linux operating systems:
./l opcactivate -srv <managenent _server_host_name > -cert_srv <certificate_server_host_nane
>

This starts the agent and sends a certificate request to the certificate server that you specify. If it does not
already exist, you must create the node in the console and ensure that the node receives a certificate.

To start a preinstalled HTTPS agent with a custom configuration

1. Create the profile on the management server and copy it to the node.

a. Open a command prompt on the management server and use the following command to generate
an agent profile for the node:

ovprutil dnl prf [/d <target directory >] [/fqdn <fully qualified domain name >] | [/ip
<ip address >] | [/nodeid <objectid >]

You only need to specify one of the command line options /fqdn, /ip , or/nodeid . The
command generates a file with a name in the format <node=>.profile , where <node> matches
the command line option you choose.

For example, the following command generates the profile for a node with the host name
nodel00. exanpl e. com and saves it in the file c: \ t enp\ node100. exanpl e. com profile

ovprutil dnl prf /d c:\tenp /fqdn nodel00. exanpl e.com

b. The profile contains a list of settings for the node. If the file
% v Shar eDi r %eonf \ PMAD\ agent _i nstal | _defaul ts. cf g exists, the profile includes defaults from
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this file. If necessary, edit the profile with a text editor. You can specify default values for any
attributes that you would otherwise set using ovconf chg on the node.

2. Open a command prompt on the node and navigate to the directory <i nstal |l _dir

>\ bi n\ Qi nstall . The directory contains opcacti vat e , which you use to start the agent as
follows:

e On Windows operating systems:
cscript opcactivate.vbs -configure <profile_filename >

e On UNIX and Linux operating systems:
./ opcactivate -configure <profile_filename >

This starts the agent with the configuration settings from the profile. You must ensure that the node
receives a certificate.

Related Topics:

m Configure managed nodes
m ovoregcheckagt
m Configuring Certificates
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Manual installation of DCE agents

Before HPOM for Windows 8.00, management servers and agents communicated using DCE/RPC. HPOM 8.00
introduces an agent that communicates using HTTPS. Although the DCE agent is currently still supported,
you are encouraged to use the HTTPS agent for new nodes.

However, in some situations, you may want to install a DCE agent on a system. You can deploy DCE agents
from the management server , or manually, without using the management server.

DCE agent installation packages are available, which you can copy or transfer to a system. You can then
start the agent installation locally. The DCE agent packages are available on the management server in the
folder %©vShar eDi r “Packages\ . This folder contains subfolders for the supported operating systems and
node architectures. You must copy the correct installation package for the node's operating system and
architecture.

& NOTE:

By default %©vShar eDi r %on the management server is \ Docunents and Settings\All
User s\ Appl i cati on Data\ HP\ HP BTO Sof t war e\ shar ed\ . An alternative path may have been
configured during installation.

For up-to-date information on supported agent platforms, see the support matrix at HP Software Support
Online.

The instructions for deploying DCE agents manually are provided in read-me files with the installation
packages. You can copy these along with the package to the node for reference when performing the
installation. The files are also available here:

Read-me file for DCE agents on Windows
m Read-me file for DCE agents on HP-UX

m Read-me file for DCE agents on Linux

m Read-me file for DCE agents on OpenVMS
m Read-me file for DCE agents on Solaris

m Read-me file for DCE agents on Tru64
Related Topics:

m Manual installation of HTTPS agents
m Remote agent installation
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Read-me File for HP Operations DCE Agents on Windows
Revised March 2008

Contents

m Supported Platforms
m Hardware Requirements

m Software Requirements

e Restrictions if the Default Local System Account is Not Used
e SNMP Requirements for all Windows Managed Nodes
e Windows 2000 Managed Node Software
e Windows XP Managed Node Software
¢ Windows Server 2003 Managed Node Software
m Agent Software Directories

m Agent Installation Procedure

e Installation Types

¢ Installing the Agent

e Performing an Unattended (Silent Mode) Installation
e Install the Agent Using a Third-Party Tool

m Operating the Agent

¢ Managing a Windows Node With a Manually Installed Agent

e Managing a Non-English Windows Node

Supported Platforms

Platform support information changes regularly. For up-to-date information, see the support matrix at HP
Software Support Online.

Hardware Requirements

Before installing the agent on a supported Windows system, make sure that the system meets the following
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hardware requirements:

m Agent Processes - At least 15 MB memory for agent processes.

m Local Drive - 40 MB hard disk space required for installation.

NOTE:

Up to 40MB may be required for the performance database, depending on the configured collections.
The actual disk space used depends on which packages and policies are installed on the managed
node and the amount of performance data collected.

Software Requirements

The following section contains requirements for Windows managed nodes Windows 2000, XP, Windows
Server 2003, and Novell NetWare.

You can run without NetBIOS as part of your Windows 2000 and XP managed node networking environments
as long as Active Directory Service (ADS) client software is installed.

Running the management server in a Microsoft Cluster HA package is possible. You should note the following
requirements and limitations when installing on a node in a cluster:
= Management server software runs only on that node.

m Management server software cannot be run as an HA package; it cannot switch to another cluster system.
Restrictions if the Default Local System Account is Not Used

Observe the following restrictions if you are installing to an Active Directory domain controller. If your agent
is running under the Local System account, you can disregard these instructions.

If you want to install agents on Active Directory domain controllers (DC) and if you cannot use the default
Local System account (your agent is running as an HP ITO account) follow the sequence described:

1. Install the agent software on the Active Directory DC with the Primary Domain Controller (PDC)
emulator FSMO role before you attempt to install the agent on any additional DC.

2. Wait for the Active Directory domain controller account information to be replicated to the other DCs. It
may take some time for the account information to be published to the other DCs. The installation of
the agent software will only succeed if the account information has been replicated.

3. Install the agent software on the domain controllers.

SNMP Requirements for all Windows Managed Nodes
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All Windows managed nodes must meet these SNMP requirements to collect SNMP events and discover node
properties:
m SNMP service must be installed and running.

m Must have at least READ_ONLY access to the community name public (For further details, refer to the
section System types in the online help.)

m Option Accept SNMP packets from any host enabled.
Windows 2000 Managed Node Software

Windows 2000 Professional, Server Edition, Advanced Server Edition or Data Center Edition, Service Pack 1,
2, 3, and 4. Windows 2000 without any service packs is not supported.

Recommended: Windows 2000 SP4.

Microsoft recommends that users accept all critical updates from Windows Update, available from the top of
your Start menu. Click Windows Update to reach the Microsoft Windows Update web page, where you can
scan for recent updates of critical and lesser severity. A list of critical updates is returned and you can select
those you want to download. HP Operations Manager for the Windows operating system was tested with
Microsoft's critical updates.

Windows XP Managed Node Software

Microsoft recommends that users accept all critical updates from Windows Update, available from the Admin
dialog. Select All Programs -> Windows Update to reach the Microsoft Windows Update web page, where you
can scan for recent updates of critical and lesser severity. A list of critical updates is returned and you can
select those you want to download. HPOM for Windows was tested with Microsoft's critical updates.

Windows Server 2003 Managed Node Software

All Windows Server 2003 managed nodes must meet the requirements for the SNMP service for all Windows
managed nodes, as described above.

Microsoft recommends that users accept all critical updates from Windows Update, available from the Admin
dialog.

To reach the Microsoft Windows Update web page, where you can scan for recent updates of critical and
lesser severity, select:

All Programs -> Windows Update

A list of critical updates is returned and you can select those you want to download. HPOM for Windows was
tested with Microsoft's critical updates.

Agent Software Directories
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HPOM for Windows provides a set of binary files for Windows managed nodes, located in the following
directory on the management server.

% v Shar eDi r % Packages\ W ndows\ W ndows_manual \ <l anguage>
For example:

C.\ Docunments and Settings\Al |l Users\Application Data\HP\HP BTO
Sof t war e\ shar ed\ Packages\ W ndows\ W ndows_nmanual \ en

NOTE:

To manually install the agent on a non-English language system, use the Japanese language version of
the agent for Japanese systems, and the English language version for all other languages (for example,
Spanish, Korean, or Chinese).

Agent Installation Procedure

Although the agent is usually installed using the management server console, there are some circumstances
when installing the agent manually on the Windows node is advantageous or essential, for example:

m When there is no network connection available between the management server and the managed node
system.

m Preinstalling agents if you prepare many computers at a central location.

m [Installing the agent on a computer behind a firewall.
The HPOM package is a mechanism for deploying an agent without using an HPOM management server.

This installation installs the agent and the configfile policy type (which is used by some Smart Plug-ins).

Installation Types

= New
A first time install. No previous manual agent package is installed on the target machine.
m Maintenance

Reinvoking the install program for a manual agent package that is already installed places the installer in
"maintenance mode". In this mode, three operations are available (as selected in the maintenance mode
screen displayed when the install program starts). These modes are:

¢ Modify - used to reconfigure the agent. The management server host name and agent service account
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can be changed.

e Repair - reinstalls the manual agent package using the existing configuration. Useful if you suspect
that a file is missing or damaged.

¢ Remove - uninstalls the manual agent package.

Maintenance mode is invoked by either rerunning setup.exe or selecting the Change button for the
manual agent in Add/Remove Programs.

m Upgrade

Similar to a Modify install, except that existing agent data is preserved during the upgrade process.
During installation, the install program determines automatically if an upgrade is needed.

NOTE:
You can deploy, remove, or reinstall packages on a node from the console with the credentials that you

log into the console with.

Alternatively, if the console users do not have permission to add and remove programs on the managed
node, you can add the policy management and deployment (PMAD) user to the local administrators
group. By default, in an Active Directory environment, the management server installation creates the
PMAD user with the name HP-OVE-Deleg-User (but the administrator who installs the management
server can specify a different user name).

You can add the PMAD user to the local administrators group using Computer Management in Windows.
Alternatively, you can start the Windows Node Security Setup on the management server. Log in to the
management server as a user with administrative rights on the node (for example, a member of the
domain administrators group) and then start OveConfi g. exe from a command prompt:

<installation directory >\bin\OveConfig. exe <management server host name > <unique ID of
node >

To copy the unique ID of a node:

1. Right-click the node in the console tree, and then click Properties .
2. In the General tab, select the value of Unique 1D , including the braces ({}).

3. Right-click the selected ID, and then click Copy .

Installing the Agent

1. Check to ensure that the managed node meets all hardware and software requirements specified
above. Update the node as necessary before continuing.

NOTE:
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Prerequisites can be checked automatically with the ovoreqcheckagt tool, with the command:
W ndows_nanual \ <l anguage>\ ovor eqcheckagt . exe
For detailed information about the ovor eqcheckagt tool, refer to the HPOM for Windows online
help.
2. On the management server, go to the directory:
% v Shar eDi r % Packages\ W ndows\ W ndows_manual \ <l anguage>
Copy the directory to your managed node system or to some portable media.

3. On the node, start set up. exe .

4. In the Destination Folders screen you can use the default destination folder or select a destination
folder where you want to install the agent. The destination location you select here will be used as the
default folder for other HP BTO Software products and once set cannot be changed without first
uninstalling all HP BTO Software products using it. This includes the agent.

The default destination folders are:
<ProgramFilesFolder >\ HP QpenVi ewA

and

<ProgramFilesFolder >\ HP OpenVi ew\ Dat a

where <ProgramFilesFolder > is the default program files parent folder on the target machine.

5. In the Agent Configuration screen, set the host name of the agent's management server and the
name of the account that the agent service will use.

In Hostname , type the fully qualified name of the management server that you want to manage this
node, for example, "potato.veg.com"”.

In the Run Agent service as radio group, select either HP ITO Account or LocalSystem .

In previous releases, the two local user accounts (HP ITO Account and opc_op account) were created
on the node and random passwords were generated. Since the OVO for Windows 7.20 release, the HP
ITO Account and opc_op account are no longer created on the node. Instead, the Local System account
is used as the default.

If you are upgrading from a previous release that used the HP ITO Account, you can continue to use
this account. Upgrades keep the existing user on the node. See the HP Operations Manager for
Windows Installation Guide for further details on the HP ITO Account and Local System accounts.

NOTE:
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After the agent is installed, you can change the management server host name and agent service
account by invoking Modify mode (see Installation Types ).

6. Click Install to begin the installation.

7. Check the status of the completed installation operation by viewing the install log file. Log files reside
in <TempFolder > (where <TempFolder > is the name of the target machine's "temp" folder. This is
typically:

C:\Tenp or C:\ Docunment s and Setti ngs\ <user name >\Local Settings\Tenp

A log file is created for every install operation (see Installation Types below) using the following
naming rules:

e AgentinstallResults.txt - new, modify, and repair installations
o AgentUninstallResults.txt - uninstallations

e AgentUpgradeResults.txt - upgrade installations

Any previous log file is saved by appending a number to its file name before the new log file is created.

8. If you want to check to see if the agent is running, open a command shell and enter:

opcagt -status
To restart the agent, enter:

opcagt -start
Performing An Unattended (Silent Mode) Installation

You can install agents in unattended mode by using a configuration file and some command line parameters.
In addition, you can use the configuration file in an interactive installation to offer different default values in
the install wizard. In the configuration file you can specify all the configuration values that you can specify
during an interactive install.

The default configuration file is named AgentConfig.ini and resides in the same location as the installation
files. The installation uses this file automatically. You can also specify an alternative configuration file on the
install command line (see below). For instructions on how to edit configuration parameters read the
information contained in the AgentConfig.ini file.

There are three methods for launching an unattended install:

m setup.exe
B msiexec.exe

m the MSI file (using the .msi default action)
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Command Line Options

m /gr - runs the install in "reduced” Ul mode. No user input needed. Only modeless status dialogs are
displayed.

m /gb - runs in install in "basic" Ul mode. Similar to reduced mode, but adding a "+" to the option (/gb+)
displays a modal dialog at the end of the installation session.

m /gn - runs the install with no visual indicators. Adding a "+" to the option (/gn+) displays a modal dialog
at the end of the installation session.

m CONFI GFI LE=<config filename >
- use to specify a configuration file other than the default. <config filename > is the fully qualified name of
the configuration file.

Unattended Install Examples

m Run an install completely silently. This example shows all three launch methods.
setup. exe /v"/gn"
or
"HP Qperations Manager Manual Agent.nsi" /qgn
or

nsi exec.exe /1 "HP Qperati ons Manager Manual Agent.nsi" /qgn

m Run an install completely silently, and display a modal dialog signifying that the installation is complete.

set up. exe /v"/gn+"

m Run an install showing a progress dialog, and display a modal dialog signifying that the installation is
complete.

setup. exe /v"/gb+"
m Run a completely silent install and use the custom configuration file "c: \tenp\ nyconfig.ini" .

setup. exe /v"/gn CONFI GFI LE=c:\tenp\myconfig.ini"

Install the Agent Using a Third-Party Tool

It is possible to use the third-party tool Netlnstall to perform the manual installation of the Windows agent.
If you own the Netlnstall software (which is not provided with HPOM for Windows) you can use it to install
the Windows agent providing you meet the preconditions described below and the correct patches are
applied.
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If you do not want to accept the defaults in the AgentConfig.ini file, you need to change the file in these
areas: (You must at least modify the management server host name section.)
m Installation program location: Enter the desired install directory name and path.

m Management server host name: Specify the management server you want to use. (Starts out blank, so
must be modified.)

m Installation data location : Specify the data directory to use.

You will find the AgentConfig.ini file with the rest of the agent package in the following folder on the
management server:

% v Shar eDi r % Packages\ W ndows\ W ndows_nanual \ en

To use NetInstall to manually install the Windows agent, follow these steps:

1. Change a copy of the AgentConfig.ini file.

2. Follow the Netlnstall Guide instructions on setting up the HP Oper ati ons Manager Manual Agent. nsi
file.

3. Refer to the Netlnstall documentation for further instructions to configure and deploy the manual agent
installation.

Operating the Agent

When the computer is connected to the network, it will begin to broadcast its presence to the management
server. Use the procedure below to begin to manage the node.

Managing A Windows Node With A Manually Installed Agent
To manage a Windows node with a manually installed agent, complete the following steps:
1. In the console tree, right-click a node and select Configure Nodes . The Configure Managed Nodes

window opens.

2. In the Configure Managed Nodes window, expand the Unmanaged Nodes with Agents folder and
locate the node that you manually added.

3. Click the node in the Unmanaged Nodes with Agents folder, drag it to the Nodes folder, and drop it
into the chosen folder.

4. Select OK.

5. In the console tree, right-click the new node and select: All Tasks -> Synchronize inventory ->
Packages . This updates the package inventory to reflect the version of the agent.

6. Optional . Start the Windows Node Security Setup, (see above).
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Managing A Non-English Windows Node

After performing the installation procedure above, you need to indicate the character set that the node is
using by adding an entry to the nodeinfo file on the node.

1. Open the file Yovagent di r % conf\ opc\ nodei nf o in a text editor.

2. Add the line:
OPC_NODE_CHARSET <character set >

Where <character set > is one of the following:

e Traditional Chinese: bi g5

e Simplified Chinese: gh2312

e Japanese: sjis or acp932

e Korean: eucKR

e Central European languages, for example Czech: acp1250
e Cyrillic: acp1251

e Hebrew: acp1255

e Others: utf8 or ascii

If you use utf8 or ascii as codeset in the nodeinfo file, the data is not converted but is sent "as is" to
the management server. Therefore the data must be in a codeset the management server can handle.

With OVO for UNIX, the management server cannot communicate with a managed node that uses the
codeset utf8. If the managed node reports to both an HPOM for Windows and an OVO for UNIX
management server, use ascii instead of utf8.

NOTE:
If for some reason the node does not appear under unmanaged nodes, you can add it as if it were a new
node.

Copyright 2001-2008 Hewlett-Packard Development Company, L.P.

The information contained herein is subject to change without notice. The only warranties for HP products
and services are set forth in the express warranty statements accompanying such products and services.
Nothing herein should be construed as constituting an additional warranty. HP shall not be liable for technical
or editorial errors or omissions contained herein.

Microsoft and Windows are U.S. registered trademarks of Microsoft Corporation.
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UNIX is a registered trademark of The Open Group.
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Read-me File for HP Operations DCE Agents on HP-UX
Revised August 2007

Contents

m Supported Platforms
m Hardware Requirements

m Patches and Software Requirements

e HP-UX 11.11 Patches

¢ Important Kernel Parameters

e General Software Requirements
m Agent Software Directories

m Agent Installation Procedure

Supported Platforms

Platform support information changes regularly. For up-to-date information, see the support matrix at HP
Software Support Online.

Hardware Requirements

Before installing the DCE agent on a supported HP-UX system, make sure that the system meets the
following hardware requirements:

m Disk Space - 45 MB (plus 45 MB required temporarily during software installation).
m Additional swap space - None

m Additional RAM - None
Patches and Software Requirements

HP-UX 11.11 Patches

On systems with the HP-UX 11.11 operating system, make sure that the system has the following software:
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m Patches
PHCO_24402 | libc cumulative header file patch
PHCO_26124 | libc cumulative patch
PHNE_25625 | ONC/NFS General Release/Performance Patch
PHSS_ 24638 | HP aC++_AA runtime libraries (aCC A.03.33)
PHNE_31247 | Cumulative ARPA Transport patch

m Required dependencies

PHCO_24777

mountall cumulative patch

Important Kernel Parameters

The following table gives values for kernel parameters on HP-UX managed nodes.

Parameter Description Minimum Value
nfile Maximum number of open files | 20 (see note )
semmns Required semaphores 20

shmmax Maximum shared memory None required
msgmni Message queues None required
nflocks File locks 10

NOTE:

The nfile number depends on several factors. Normally a value of 20 per process is sufficient. However,
the more logfiles that are configured for the logfile encapsulator, the more file descriptors are needed.
Normally, one logfile requires one file descriptor. Any actions that result in processes being started on

the managed node need additional file descriptors.

General Software Requirements

Before installing the DCE agent, be sure the following software is installed on the supported HP-UX 11.x
systems that you want to manage.

m Operating System

Any required patches listed above.
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m Kernel or System Parameters

As listed above. You can verify and change the system parameters using the SAM tool. If monitoring
performance metrics with the embedded performance component, increase the value of the kernel
parameter max_thread_proc to at least (Number_of_Policies x 2).

m [nternet Services
SD package: InternetSrvcs.INETSRVCS-RUN
= LAN/9000
SD package: Networking.NET-RUN
m SNMP Agent for MIB Monitoring
SD Package for HP-UX 11.x and higher: OVSNMPAgent
m Native Language Support (NLS) Package

SD package: OS-Core.NLS-AUX

Agent Software Directories

HPOM for Windows provides sets of binary files for HP-UX managed nodes, located in the directories shown
below (one for directory for PA-RISC platforms and the other for Itanium 1A64, native 32-bit mode).

m PA-RISC

% v Shar eDi r % Packages\ HPUX\ 11PA
For example:
C.\Docunments and Settings\Al|l Users\Application Data\HP\HP BTO
Sof t war e\ shar ed\ Packages\ HPUX\ 11PA
m Itanium IA64, native 32-bit mode
% v Shar eDi r % shar ed\ Packages\ HPUX\ 111 A
For example:

C.\Docunments and Settings\Al|l Users\Application Data\HP\HP BTO
Sof t war e\ shar ed\ Packages\ HPUX\ 111 A

Agent Installation Procedure

The DCE agent can be installed on computers running HP-UX using the procedure below.
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NOTE:

If the installed agent is from OVO for UNIX version 7.0 or greater, and you only want to receive
messages from, and carry out actions on the managed node (that is, you don't want to deploy policies on
the node), you can achieve this without reinstalling the agent. See the online help topic Communicate
with nodes installed by OVO for UNIX for more information.

1. Ensure that you are logged in as a user with appropriate administrative rights.

2. Uninstall any existing OVO for UNIX agent software:

swrenove | TOAgent

NOTE:

If you are installing a newer agent version than one already installed, uninstalling of the existing
agent is optional. If you uninstall the agent software, all configuration and performance data are
lost. If you prefer, you can upgrade the agent without first uninstalling the earlier software version.
This preserves configuration and performance data on the node.

3. Copy the files opc_pkg. Z, conm pkg. Z, perf_pkg. Z, svcdi sc_pkg. Z, opc_i nst , ovor eqcheckagt ,
ovor eqcheckagt . awk , and ovor eqcheck. cf g from the management server to the / t np directory on
the computer to be managed. These files are located in: %vShar eDi r % Packages\ <support ed
operating systenp\ <supported versi on>\<supported versi on> directory exists only if different

versions have different packages.

NOTE:
If you use ftp to copy the files, remember to use binary mode.

4. Make the opc_i nst and ovor eqcheckagt scripts executable with the commands:
chnod +x /tnp/opc_inst
chnod +x /tnp/ovoreqcheckagt

5. Check to ensure that the managed node meets all hardware and software requirements. Update the
node as necessary before continuing.

NOTE:
Prerequisites can be checked automatically with the ovor eqcheckagt tool, with the command:

[t mp/ ovor eqcheckagt -det -agt_comm type DCE -agt_bin_format [IPF32 | PA-RI SC

For detailed information about the ovoreqcheckagt tool, refer to the HPOM for Windows online help.
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6. Install the agent using the command:

/tnp/ opc_i nst

NOTE:

If you install a newer agent version over one already installed, you must stop the agent with the

command:
opcagt -Kkill

before starting the install script opc_i nst .

7. Start the agent with the command:

/opt/ OV/ bin/ C/instal | /opcactivate -s <VP_ngt_server> -cs <server_codeset> -cn

<agent _codeset > -sv

NOTE:

The server and agent code set on an English system is usually iso88591.

For non-English nodes reporting to an HPOM for Windows management server, set <server_codeset>
to utf8, and set the <agent_codeset> to one of the following:

Language nodeinfo value | Agent locale
Traditional Chinese big5 zh_TW.big5
Simplified Chinese gb2312 zh_CH.hp15CN
Japanese - SJIS sjis ja_JP.SJIS
Japanese - EUC euc ja_JP.eucJP
Korean euckR ko_KR.eucKR
Central European languages, for example Czech | iso88592 cs_CZ.iso88592
Cyrillic iso88595 ru_RU.iso88595
Hebrew iso88598 iw_IL.iso88598
Others utf8 or ascii C

If you use utf8 or ascii as codeset in the nodeinfo file, the data is not converted but is sent "as is" to
the management server. Therefore the data must be in a codeset the management server can handle.

An OVO for UNIX management server cannot communicate with a managed node that uses the codeset
utf8. If the managed node reports to both an HPOM for Windows and an OVO for UNIX management

server, use ascii instead of utf8.
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8. Add the node to the HPOM console.

9. To synchronize the package inventory on the management server so that it includes the agent
package, right-click the node in the console tree, and then click All Tasks -> Synchronize inventory
-> Packages .

10. Deploy instrumentation to the node.

Copyright 2001-2007 Hewlett-Packard Development Company, L.P.

The information contained herein is subject to change without notice. The only warranties for HP products
and services are set forth in the express warranty statements accompanying such products and services.
Nothing herein should be construed as constituting an additional warranty. HP shall not be liable for technical
or editorial errors or omissions contained herein.

Microsoft and Windows are U.S. registered trademarks of Microsoft Corporation.
UNIX is a registered trademark of The Open Group.
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Read-me File for HP Operations DCE Agents on Linux
Revised January 2007

Contents

m Supported Platforms
m Hardware Requirements

m Patches and Software Requirements

e Important Kernel Features
e General Software Requirements
m Agent Software Directories

m Agent Installation Procedure

Supported Platforms

Platform support information changes regularly. For up-to-date information, see the support matrix at HP
Software Support Online.

Hardware Requirements

Before installing an agent on a supported Linux system, make sure that the system meets the following
hardware requirements:

m Disk Space - 70 MB (plus 70 MB required temporarily during software installation).

NOTE:
The agent must be installed on a second extended (ext2) file system.

m Additional swap space - None

m Additional RAM - 20 MB
Patches and Software Requirements

Important Kernel Features
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The following kernel features must be enabled:

CONFIG_NET Networking support

CONFIG_BINFMT_ELF Kernel support for ELF binaries

CONFIG_SYSVIPC System V IPC

CONFIG_INET TCP/IP networking

CONFIG_NETDEVICES Network devices support

CONFIG_EXT2_FS or Second extended file system support or Reiser file system
CONFIG_REISERFS_FS support

CONFIG_PROC_FS Proc file system support

General Software Requirements

Use the following command to obtain a list of installed packages and the architecture of those packages:

rpm-qa --qf "% NAVE} % VERSI ON} % RELEASE} % ARCHi\n "

The following packages must be installed:

m All Linux distributions

e bash

e gawk

e DCE RPC - Delivered with the agent packages.
= RHEL 3

uname -a = i686:
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Name Version Release Arch
bash 2.05b >=29.0.3 i386
gawk 3.1.1 >=9 i386
glibc 2.3.2 >= 95.30 i686
compat-libstdc++ | 7.3 >= 2.96.128 | i386
rpm 4.2.3 >= 13 i386
rpm-libs 4.2.3 >=13 i386

Due to a bug in the "rpm" and "rpm-libs" in v4.2.2 (corruption of the RPM database when you install OPC
packages) you have to upgrade to v4.2.3 (Taroon Update 4)

uname -m = iab4:

Installation of i386 rpm on ia64 fails. In the file / et ¢/ r pni macr os , add the line : % aut orel ocate_path
/emul /ia32-1inux (Bugzilla Bug 137452)

Name Version Release Arch
bash 2.05b >=41.4 ia64
gawk 3.11 >=9 ia64
glibc 2.3.2 >= 95.37 ia64
rpm 4.2.3 >= 13 or 24_nonptl | ia64
rpm-libs 4.2.3 >= 13 or 24_nonptl | ia64
ia32el 1.3 >=1.EL3 ia64
compat-libstdc++ | 7.3 >=2.96.128 i386
glibc 2.3.2 >= 95.37 i686
redhat-Isb 1.3 >= 3.1.EL3 i386

uname -m = x86_64:
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Name Version Release Arch
bash 2.05b >=29.0.30r41.4 | x86_64
gawk 3.1.1 >=9 x86_64
glibc 2.3.2 >=95.27 or 95.33 | x86_64
rpm 4.2.3 >= 10 or 21_nonptl | x86_64
rpm-libs 4.2.3 >= 10 or 21_nonptl | x86_64
glibc 2.3.2 >= 95.33 i686
compat-libstdc++ | 7.3 >=2.96.128 i386

m RHEL 4

uname -m = i686:

Name Version| Release | Arch
bash 3.0 >=19.2 i386
gawk 3.1.3 >=10.1 i386
glibc 2.3.4 >= 2 i686
compat-libstdc++-296 | 2.96 >=132.7.2 | i386

uname -m = x86_64:

Name Version Release Arch
bash 3.0 >=19.2 x86_64
gawk 3.1.3 >=10.1 x86_64
glibc 2.3.4 >= 2.9 Xx86_64
glibc 2.3.4 >= 2.9 i686
compat-libstdc++-296 | 2.96 >= 132.7.2 | i386

NOTE:

Due to a bug in the "ia32el" package (version <= 1.2-4.EL3.1), the rpcd process hangs. You must
upgrade to ia32el, which is available with RHEL 4.0 Update 2. DCE agents are not supported with the
initial release of RHEL 4.0 or with RHEL 4.0 Update 1. For more information, refer to document ID OV-
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EN020032 at HP Software Support Online.

m SLES 9

uname -m = iab4:

Name Version Release Arch
bash 2.05b >= 305.6 ia64
gawk 3.1.3 >= 210.1 ia64
glibc 2.3.3 >=98.28 ia64
ia32el 5.3 >=2.13 ia64
bash-x86 9 >= 200407011228 | ia64
glibc-x86 9 >= 200407011233 | ia64
compat-x86 | 9 >= 200407011228 | ia64
NOTE:

Due to a bug in the "ia32el" package (version 4.4-1.2), the rpcd process hangs. You must upgrade to
IA-32 EL 5.3.5352/ 5.3.109.44.24. The DCE agent runs with this version (available from Novell's
support web site). For more information, refer to document ID OV-EN020032 at HP Software Support
Online.

uname -m = x86_64:

Name Version Release Arch
bash 2.05b >= 305.9 x86_64
gawk 3.1.3 >=210.1 x86_64
glibc 2.3.3 >= 98.38 x86_64
glibc-32bit 9 >= 200412131610 | x86_64
compat-32bit | 9 >= 200407011229 | x86_64

The following packages are optional:

m SNMP Daemon (optional)

To provide the management server with sufficient information to automatically determine the node type
of the Linux managed node, the SNMP daemon (snmpd) should be running when you install the software
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remotely from the management server. After you finish the installation, the daemon must be running if
you want to use MIB variable monitoring.

Agent Software Directories

HP Operations Manager for the Windows operating system provides a set of binary files for Linux managed
nodes, located in the directory shown below.

% v Shar eDi r % Packages\ Li nux

For example:

C.\Docunents and Settings\All Users\Application Data\HP\HP BTO Sof t ware
\ shar ed\ Packages\ Li nux

Agent Installation Procedure

The agent can be installed on computers running Linux using the procedure below.

NOTE:

If the installed agent is from OVO for UNIX version 7.0 or greater, and you only want to receive
messages from, and carry out actions on the managed node (that is, you don't want to deploy policies on
the node), you can achieve this without reinstalling the agent. See the online help topic Communicate
with agents installed by OVO for UNIX for more information.

1. Ensure that you are logged in as a user with appropriate administrative rights.
2. Before beginning the uninstall steps, run the command:

opcagt -Kkill
3. Uninstall any existing OVO for UNIX agent software:

rpm -e OPCSVCDI SC OPCPERF OPCIJRE OPC OPCCOW

rpm-e dce

NOTE:
If you are removing a version of the agent earlier than 7.0, use the command:

rpm-e OPC dce

To find out which version of the agent is installed, check the value of the parameter
OPC_| NSTALLED VERSI ONin the / opt/ OV/ bi n/ OpC/ i nst al | / opci nf o file on the node.
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4. Copy the files opc_pkg. Z, comm pkg. Z, perf_pkg. Z, svcdi sc_pkg. Z, opc_i nst , ovoreqcheckagt ,
ovor eqcheckagt . awk , and ovor eqcheck. cf g from the management server to the / t mp directory on
the computer to be managed. These files are located in:

% v Shar eDi r % Packages\ <supported operating system >

NOTE:
If you use ftp to copy the files, remember to use binary mode.

5. Make the opc_i nst and ovor eqcheckagt scripts executable with the commands:
chnod +x /tnp/opc_inst

chnod +x /tnp/ ovor eqcheckagt

6. Check and ensure that the managed node meets all hardware and software requirements. Update the
node as necessary before continuing.

NOTE:
Prerequisites can be checked automatically with the ovoregcheckagt tool, with the command:

/ t np/ ovor eqcheckagt -det -agt_comm type DCE -agt_bin_fornat [x64 | x86]

For detailed information about the ovoreqcheckagt tool, refer to the HPOM for Windows online help.

7. Install the agent using the command:
/tnp/ opc_i nst
8. Start the agent with the command:
/opt/OV/ bin/ OpCinstall/opcactivate -s <management_server > -cs <server_codeset > -cn

<agent_codeset > -sv

NOTE:
The server and agent code set on an English system is usually iso88591.

For non-English nodes reporting to an HPOM for Windows management server, set <server_codeset >
to utf8, and set <agent_codeset > to one of the following:
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Language nodeinfo value Agent locale
Traditional Chinese big5 zh TW
Simplified Chinese gb2312 zh_CN
Japanese - SJIS sjis ja_JP.SJIS
Japanese - EUC euc ja_JP

Korean See Others below | See Others below
Central European languages, for example Czech | iso88592 cs_Cz

Cyrillic is088595 ru_RU

Hebrew is088598 iw_IL

Others utf8 or ascii C

If you use utf8 or ascii as codeset in the nodeinfo file, the data is not converted but is sent "as is" to
the management server. Therefore the data must be in a codeset the management server can handle.

An OVO for UNIX management server cannot communicate with a managed node that uses the codeset
utf8. If the managed node reports to both an HPOM for Windows and an OVO for UNIX management

server, use ascii instead of utf8.

9. Add the node to the HPOM console.

10. To synchronize the package inventory on the management server so that it includes the agent
package, right-click the node in the console tree, and then click All Tasks -> Synchronize inventory

-> Packages .

11. Deploy instrumentation to the node.

Copyright 2001-2007 Hewlett-Packard Development Company, L.P.
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Read-me File for HP Operations DCE Agents and SP1 on OpenVMS

Revised January 2007

Contents

m Supported platforms

m Software requirements

m Agent software directories

m Configuring the management server

m Installing the OpenVMS DCE agent

m Performing additional configuration on the management server

m Installing the Smart Plug-in (SPI) for OpenVMS

Supported platforms

Platform support information changes regularly. For up-to-date information, see the support matrix at HP
Software Support Online.

Software requirements

Before you install the DCE agent and SPI on an OpenVMS system, ensure that the system has the following
OpenVMS patches. The patches are available at the services web site:

http://www.itrc.hp.com/service/patch/mainPage.do

HP recommends that you also install the DCE Denial of Service Security Patch (DCE_030_SSRT3608 V1.0).

Version 7.3-2 Alpha

= VMS732_SYSV11.0

= VMS732_UPDATE V9.0

Version 8.2 Alpha

= VMS82A_ SYS V6.0
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= VMS82A UPDATE V5.0

= VMS82A_PERFAPI V1.0

Version 8.2-1 Integrity

= VMS8211_SYS V3.0
= VMS8211_UPDATE V5.0

= VMS821I1_PERFAPI V1.0

Agent software directories

HP Operations Manager for the Windows operating system provides binary files for OpenVMS managed
nodes, located in the directories shown below.

m For Alpha servers:
% v Shar eDi r % Packages\ OpenVMS\ Al pha

m For Integrity servers:
% v Shar eDi r % Packages\ QpenVMS\ | t ani um

For example:
C:\ Docunments and Settings\Al |l Users\Application Data\HP\HP BTO
Sof t war e\ shar ed\ Packages\ QpenVMS\ Al pha

Configuring the management server

Before you can manage OpenVMS nodes, you must configure your HPOM for Windows management server
as follows:

1. On the management server, extract the compressed files, which contain the VMS .PCSI files that you

need:
e opc_pkg.Zz
e opc_spi.Z

The files are located in the directories shown below:

e For Alpha nodes:
%OvShar eDi r % Packages\ QpenVMS\ Al pha

e For Integrity nodes:
%OvShar eDi r % shar ed\ Packages\ QpenVMS\ | t ani um
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2. Open a command prompt and navigate to the directory that contains the .PCSI files.

3. FTP the .PCSI files to the each OpenVMS node by entering the following commands:

ftp <your OpenVMS node >

SYSTEM

<password >

ftp> cd SYSSUPDATE: (the colon is required)

ftp> bin

ftp> put hp-<architecture >ovoagent s- <kit >. pcsi
ftp> put hp-<architecture> vnsspi - <kit >. pcsi

NOTE:
Replace <architecture > and <kit > with the architecture and version number from the file name,
for example, hp-i 64vns- ovoagent s- v0200- 22- 1. pcsi

Installing the OpenVMS DCE agent

Follow the steps in this section after you have made the appropriate updates to your management server
(see Configuring the management server ).

To install the OpenVMS DCE agent:

1. Log on to the OpenVMS node with system account.

2. Set your default directory to SYS$SUPDATE, which contains the .PCSI files that were copied from
management server:

$ SET DEFAULT SYS$UPDATE
3. Use the PRODUCT | NSTALL command to install the agent:

$ PRODUCT | NSTALL OVOAGENTS

The installation procedure moves most files to subdirectories under SYS$SPECI FI C. [ OVQ] . Several
files are moved to standard system directories such as SYS$STARTUP and SYS$SMANAGER . One file, the
shareable image OVG$LI BOPC_R. EXE , is moved to SYS$SYSROOT: [ SYSLI B] .

4. To start the agent, type the following commands. When prompted, type the name of your management
server.

$ G@BYSSMANAGER: OVOBCONFI G

$ @BYS$STARTUP: OVOBSTARTUP

Performing additional configuration on the management server
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Follow the steps in this section after you install the agent on the nodes that you want to manage (see
Installing the OpenVMS DCE agent ). Refer to the appropriate online help sections if you need additional
instructions.

1. In the console, add the OpenVMS nodes and clusters, on which you already installed the agent.

2. To synchronize the package inventory on the management server so that it includes the agent
package, right-click the node in the console tree, and then click All Tasks -> Synchronize inventory
-> Packages .

3. Deploy appropriate policies to each OpenVMS node. In the console tree, the OpenVMS policies are
available within the following policy groups:

Policy management > Policy groups > OpenVMS_ policies
Policy management > Policy groups > OpenVMS_SPI_policies

4. Add the message group OpenVMS to the user roles of users who monitor messages from the
OpenVMS nodes.

Installing the Smart Plug-in (SPI) for OpenVMS

Follow the steps in this section after you complete all the steps above.

NOTE:
You must install the agent software on the selected managed node before you install the SPI (see
Installing the OpenVMS DCE agent ).

To install the files in the SPI, follow the numbered steps below:

1. Log in to the system account.

2. Set your default directory to SYS$UPDATE :
$ SET DEFAULT SYS$UPDATE

3. Use the PRODUCT | NSTALL command to install the Kit:
$ PRODUCT | NSTALL VNMSSPI

The distribution procedure moves most files to subdirectories under SYS$SPECI FI C. [ OV . Several
files are moved to standard system directories such as SYS$STARTUP and SYSSMANAGER .

4. Start the OSSPI:

$ @BYS$STARTUP: VMSSPI $STARTUP

NOTE:
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To customize the SPI configuration files, refer to the HP Smart Plug-in (SPI) for OpenVMS User's

Guide . This guide is available in postscript and pdf formats and the files are located in
SYS$SPECI FI C. [ OVQ with the file names:

e VMBSPI _USER GUI DE. PS

e VMBSPI USER GUI DE. PDF

Copyright 2004-2007 Hewlett-Packard Development Company, L.P.

The information contained herein is subject to change without notice. The only warranties for HP products
and services are set forth in the express warranty statements accompanying such products and services.

Nothing herein should be construed as constituting an additional warranty. HP shall not be liable for technical
or editorial errors or omissions contained herein.

Microsoft and Windows are U.S. registered trademarks of Microsoft Corporation.
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Read-me File for HP Operations DCE Agents on Solaris

Revised January 2007

Contents

m Supported Platforms
m Hardware Requirements

m Patches and Software Requirements

e Solaris 8 Patches
e Solaris 9 Patches
e Problems Caused by Missing OS Patches for Sun Solaris

e Important Kernel Parameters

General Software Requirements
m Agent Software Directories

m Agent Installation Procedure

Supported Platforms

Platform support information changes regularly. For up-to-date information, see the support matrix at HP
Software Support Online.

Hardware Requirements

Before installing the agent on a supported Solaris system, make sure that the system meets the following
hardware requirements:

m Disk Space - 65 MB (plus 65 MB required temporarily during software installation).
m Additional swap space - None

m Additional RAM - None
Patches and Software Requirements

The following patches are required for Sun Solaris managed nodes. They are available from the
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www.sunsolve.sun.com web site.

NOTE:

The Sun Microsystems download site may contain more recent patches than those listed in this
document. Patches with higher version numbers than those listed should be usable, but they have not
been tested with the agent. Note that Sun only allows downloading of their latest version.

Solaris 8 Patches

109147-09 | SunOS 5.8: Linker patch

108434-03 | SunOS 5.8: Shared library patch for C++

108827-11 | SunOS 5.8: libthread patch

Solaris 9 Patches
None required.
Problems Caused by Missing OS Patches for Sun Solaris

If the operating system patches for Sun Solaris are missing, the following problems occur:

m Patch Versions

If version -04 or -05 of patch 101327 is installed, the agent installation fails on Sun Solaris managed
nodes with the following message:

tar xof...core dump

To solve this problem, do one of the following:

e Install patch version -06 (or later).

e Deinstall the old patch.

To check which patches are currently installed on Sun Solaris systems, enter:
showev -p

m Multi-processor Patch

Be sure you have the following patches installed. The monitor agent process (opcnona ) may hang on a
multi-processor Solaris managed node if the following patches are not installed.

For Solaris 8, use the following recommended patches:
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108827-11

Important Kernel Parameters

The following table gives values for kernel parameters on Solaris managed nodes.

Parameter Description Minimum Value
nfile Maximum number of open files. 20 (see note )
semmni Number of semaphore identifiers 30

semmns Number of semaphores in system 200 or greater
semmsl Maximum number of semaphores per ID | 100

You can check and change the kernel parameters by editing the / et ¢/ syst emfile.

NOTE:

The minimum value of 20 for nfile depends on several factors. Normally a value of 20 per process is
sufficient. However, the more logfiles that are configured for the logfile encapsulator, the more file
descriptors are needed. Normally, one logfile requires about one file descriptor. Any actions that result in
processes being started on the managed node need additional file descriptors.

General Software Requirements

m Communication Software

HPOM supports the DCE RPC communication type. If none of the supported DCE packages is installed (or
running) on the managed node, then the HPIwdce (HP Lightweight DCE runtime version 1.1) is installed
and configured during agent installation. The supported DCE packages are listed below:

oS DCE

Solaris 8 | IBM DCE 3.1, HPlwdce, DASCOM DCE 1.1

Solaris 9 | IBM DCE 3.1, HPlwdce, DASCOM DCE 1.1

m ARPA/Berkeley Services

= MIB

The MIB monitoring functionality of HPOM requires the snmpd provided by HP, or SNMP-based, MIB-I
(RFC 1156) or MIB-11 (RFC1158) compliant agent software.
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Agent Software Directories

HP Operations Manager for the Windows operating system provides a set of binary files for Solaris managed
nodes, located in the directory shown below.

% v Shar eDi r % Packages\ Sol ari s

For example:
C:\ Docunments and Settings\All Users\Application Data\HP\HP BTO
Sof t war e\ shar ed\ Packages\ Sol ari s

Agent Installation Procedure

The DCE agent can be installed on computers running Solaris using the procedure below.

NOTE:

If the installed agent is from OVO for UNIX version 7.0 or greater, and you only want to receive
messages from, and carry out actions on the managed node (that is, you don't want to deploy policies on
the node), you can achieve this without reinstalling the agent. See the online help topic Communicate
with nodes installed by OVO for UNIX for more information.

1. Ensure that you are logged in as a user with appropriate administrative rights.
2. Stop all agents running on the managed node with the command:

/opt/ OV/ bi n/ OpC/ opcagt -Kkill
3. Uninstall any existing OVO for UNIX agent software:

/usr/ sbi n/ pkgr m OPC OPCCOVM OPCPERF OPCSVCDI S HPI wdce

NOTE:

If you are installing a newer agent version than one already installed, uninstalling of the existing
agent is optional. If you uninstall the agent software, all configuration and performance data are
lost. If you prefer, you can upgrade the agent without first uninstalling the earlier software version.
This preserves configuration and performance data on the node.

NOTE:
If you are removing a version of the agent earlier than 7.0 use the command:

[ usr/ sbi n/ pkgrm HPl wdce OPC

To find out which version of the agent is installed, check the value of the parameter
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OPC_INSTALLED_VERSION in the / opt / OV/ bi n/ OpCl i nst al | / opci nf o file on the node.

4. Copy the files opc_pkg. Z, comm pkg. Z , perf _pkg. Z, svcdi sc_pkg. Z, opc_i nst , ovor eqcheckagt ,
ovor eqcheckagt . awk , and ovor eqcheck. cf g from the management server to the / t mp directory on
the computer to be managed. These files are located in:

% v Shar eDi r % Packages\ <supported operating system >

NOTE:
If you use ftp to copy the files, remember to use binary mode.

5. Make the opc_inst and ovoreqcheckagt scripts executable with the commands:
chnod +x /tnp/opc_inst

chnod +x /tnp/ ovoreqcheckagt

6. Check to ensure that the managed node meets all hardware and software requirements. Update the
node as necessary before continuing.

NOTE:
Prerequisites can be checked automatically with the ovoreqcheckagt tool, with the command:

/tnmp/ ovor eqcheckagt -det -agt_commtype DCE -agt_bin_format [ SPARC | x86]

For detailed information about the ovoreqcheckagt tool, refer to the HPOM for Windows online help.

7. Install the agent using the command:

/tmp/ opc_i nst

NOTE:
If you install a newer agent version over one already installed, you must stop the agent with the
command:

opcagt -kill

before starting the install script opc_i nst .

8. Start the agent with the command:

/opt/OV/bin/ T install/opcactivate -s <VP_mgt_server > -cs <server_codeset > -cn
<agent_codeset > -sv

The server and agent code set on an English system is usually iso88591. For non-English nodes
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reporting to an HPOM for Windows management server, set <server_codeset > to utf8,

<agent_codeset > to one of the following:

Language nodeinfo value Agent locale
Traditional Chinese big5 zh_TW.big5
Simplified Chinese gb2312 zh
Japanese - SJIS sjis ja_JP.PCK
Japanese - EUC euc ja
Korean euckR ko
Central European languages, for example Czech | iso88592 cs_CZ.1S08859-2
Cyrillic iso88595 ru_RU
Hebrew iso88598 he
Others utf8 or ascii C

and set

If you use utf8 or ascii as codeset in the nodeinfo file, the data is not converted but is sent "as is" to
the management server. Therefore the data must be in a codeset the management server can handle.

An OVO for UNIX management server cannot communicate with a managed node that uses the codeset
utf8. If the managed node reports to both an HPOM for Windows and an OVO for UNIX management

server, use ascii instead of utf8.

9. Add the node to the HPOM console.

10.

To synchronize the package inventory on the management server so that it includes the agent

package, right-click the node in the console tree, and then click All Tasks -> Synchronize inventory

-> Packages .

11. Deploy instrumentation to the node.

Copyright 2001-2007 Hewlett-Packard Development Company, L.P.

The information contained herein is subject to change without notice. The only warranties for HP products
and services are set forth in the express warranty statements accompanying such products and services.
Nothing herein should be construed as constituting an additional warranty. HP shall not be liable for technical

or editorial errors or omissions contained herein.

Microsoft and Windows are U.S. registered trademarks of Microsoft Corporation.

UNIX is a registered trademark of The Open Group.
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Read-me File for HP Operations DCE Agents on HP Tru64 UNIX
Revised January 2007

Contents

Supported Platforms

Hardware Requirements

Patches and Software Requirements

e HP Tru64 TruCluster Software
¢ Important Kernel Parameters

e General Software Requirements

Agent Software Directories

Agent Installation Procedure

¢ Installing the Agent
e Verifying The Installation
e Starting Subsequent TruCluster Members

e Deinstalling Agents on a TruCluster System
Supported Platforms

Platform support information changes regularly. For up-to-date information, see the support matrix at HP
Software Support Online.

Hardware Requirements

Before installing the DCE agent on a supported HP Tru64 UNIX system, make sure that the system meets the
following hardware requirements:

m Disk Space - 50 MB (plus 50 MB required temporarily during software installation).

NOTE:
For TruCluster systems, this disk space is required on each node.

m Additional swap space - None
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m Additional RAM - None

Patches and Software Requirements

Before installing the DCE agent, be sure the following software is installed on the HP Tru64 UNIX managed
node you want to manage.

HP Tru64 TruCluster Software

DCERTS410 DCE Runtime Services v4.1 and DCERTS420 DCE Runtime Services v4.2 are the only valid DCE
runtime kits for TruCluster systems. You must configure DCE on each TruCluster member individually.

The following patch must be installed on systems in a TruCluster environment in order for clu_add_member
to propagate the agents properly when adding a TruCluster member.

You can download the latest version from the following web pages:

m TruCluster 5.1A:
http://www.zk3.dec.com/dupatchwww/v50pats.html
Using the dupatch utility, install patch number:

TCRPAT00024600520 (00246-00)

NOTE:

LCore and the DCE agent cannot coexist on a HP Tru64 UNIX system. For LCore, / usr/ op/ OV and
/usr/var/ opt/ OV are shared directories. All other directories below / usr/ var/ opt/ OV except for
"shared" are CDSLs. For the DCE agent, / usr/opt/ OV and / usr/var/ opt/ OV are CDSLs. No coexistence

is possible.

Important Kernel Parameters

The following table gives values for kernel parameters on HP Tru64 UNIX managed nodes.
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Parameter Description Minimum Value
nfile Maximum number of open files. | 20 (see note )
semmns Required semaphores. 20

shmmax Maximum shared memory. None required.
msgmni Message queues. None required.
nflocks File locks. 10

NOTE:

This number depends on several factors. Normally a value of 20 per process is sufficient. However, the
more logfiles that are configured for the logfile encapsulator, the more file descriptors are needed.
Normally, one logfile requires one file descriptor. Any actions that result in processes being started on
the managed node need additional file descriptors.

If monitoring performance metrics with the embedded performance component, and agent runs as non-root

user, increase the value of the kernel parameter max_threads_user to:

default + (Number_of_Templates * 2)

General Software Requirements

m Basic Networking Services

OSFCLINET4xx Basic Networking Services

m DCE Runtime Kit

DCE Runtime Kit

HP Tru64 UNIX System | OS Version

DCERTS 430 DCE | TruCluster or single

V5.1B

Runtime Services V4.3 system

NOTE:

HP Operations Manager for the Windows operating system supports DCE versions supplied with the HP

Tru64 UNIX operating system. DCE has to be installed separately as an optional product.

For a TruCluster system, you must configure DCE on each TruCluster member individually.

m Japanese Base System
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I0SJPBASE4xx Japanese Base System. This system is only for managed nodes running HP Tru64 UNIX in
a Japanese environment.

m Package: OSFINCLUDE440

OSFINCLUDE440 Standard Header Files package is required for building executables on HP Tru64 UNIX
nodes.

m Additional Prerequisite Packages

Install the following packages from the Associated Products Volume 1 disk, supplied with your HP Tru64
UNIX operating system.

e |IOSWWBASE<version_id>

o IOSWWBINUCS<version_id>

Where version_id is:

520 for 5.1 A
These files are located at:
<cdrom_mount_point >Wr | dwi de_Language_Support/ ki t
These files can be installed with the command:

cd <cdrom_mount_point >/ Wr | dwi de_Language_Support/kit \ setld -1 pwd <package >

Agent Software Directories

HPOM for Windows provides binary files for HP Tru64 UNIX managed nodes which are located in the directory
shown below:

% v Shar eDi r % Packages\ Tru64\ 5. 1A

For example:

C.\ Docunents and Settings\Al |l Users\Application Data\HP\HP BTO
Sof t war e\ shar ed\ Packages\ Tru64\ 5. 1A

Agent Installation Procedure

NOTE:

Before installing new agents on any HP Tru64 UNIX node, be sure that old agents are uninstalled from
the managed node. Also make sure that after old agents are uninstalled, neither of the following
directories are present on the managed node:
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[ usr/opt/ OV
/var/opt/ OV

The DCE agent can be installed on computers running HP Tru64 UNIX using the procedure below. For
TruCluster systems, install the agent software on any one TruCluster member; the agent software is
propagated automatically to all the other TruCluster members. After verifying the installation, start the
remaining TruCluster members.

NOTE:

If the installed agent is from OVO for UNIX version 7.0 or greater, and you only want to receive
messages from and carry out actions on the managed node (that is, you don't want to deploy policies on
the node), you can achieve this without reinstalling the agent. For more information, refer to the online
help topic Communicate with nodes installed by OVO for UNIX .

Installing the Agent

1. Ensure that you are logged in as a user with appropriate administrative rights.

2. Uninstall any existing OVO for UNIX agent software:

setld -d OPCAGIO00 OPCCOMVAGI000 OPCPERFAGT000 OPCSVCDI SCAGT000

NOTE:
If you are removing a version of the agent earlier than 7.0 use the command:

setld -d OPCO00

To find out which version of the agent is installed, check the value of the parameter
OPC_INSTALLED_VERSION in the / usr/ opt/ OV/ bi n/ OpCl/ i nstal | / opci nf o file on the node.

3. Copy the files opc_pkg. Z , conm pkg. Z, perf_pkg. Z, svcdi sc_pkg. Z, opc_i nst , ovor eqcheckagt ,
ovor eqcheckagt . awk , and ovor eqcheck. cf g from the management server to the / t np directory on
the computer to be managed. These files are located in:

% v Shar eDi r % Packages\ <supported operating system >\ <supported version >\

<supported version > directory exists only if different versions have different packages.

NOTE:
If you use ftp to copy the files, remember to use binary mode.

4. Make the opc_inst and ovoreqcheckagt scripts executable with the commands:
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10.

chnod +x /tnp/opc_inst

chnod +x /tnp/ovoreqcheckagt

Check and ensure that the managed node meets all hardware and software requirements. Update the
node as necessary before continuing.

NOTE:

Prerequisites can be checked automatically with the ovoreqcheckagt tool, with the command:

[t mp/ ovor eqcheckagt -det -agt_commtype DCE -agt_bin_format Al pha. The

ovor eqcheckagt tool checks the prerequisite against data in the ovor eqcheck. cf g file. By default,
this file is placed in the local directory but you can specify an alternative location using the - cfg
<config > option. For detailed information about the ovor eqcheckagt tool, refer to the HPOM for
Windows online help.

Install the agent using the command:

/tnp/ opc_i nst <arguments >

All arguments passed to the opc_i nst command (except - h ) are passed to the opcactivate
command. This command also starts the managed node; for a TruCluster system, this starts all the
TruCluster members.

On TruCluster systems, the agent software is propagated to the other TruCluster members at this time.

If no arguments are passed to the command above, start the agent with the command:

/usr/opt/OV/ bin/OpCinstall/opcactivate -s <management_server > -cs <server_codeset > -
cn <agent_codeset > -sv

NOTE:
For TruCluster systems, you must start all TruCluster members individually.
Add the node to the HPOM console.

For TruCluster systems, create a node group for the TruCluster system on the management server.
Add all the TruCluster members to this node group.

To synchronize the package inventory on the management server so that it includes the agent
package, right-click the node in the console tree, and then click All Tasks -> Synchronize inventory
-> Packages .

For TruCluster systems, synchronize the package inventory for the TruCluster node group, or for each
TruCluster member.

Deploy instrumentation to the node.
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For TruCluster systems, deploy instrumentation to the TruCluster node group or to each TruCluster

member.

11. Deploy policies to the node.

For TruCluster systems, deploy policies to the TruCluster node group or to each TruCluster member.

NOTE:

The server and agent code set on an English system is usually iso88591.

For non-English nodes reporting to an HPOM for Windows management server, set the
<server_codeset > to utf8 and set the <agent_codeset > to one of the following:

Language

nodeinfo value

Agent locale

Traditional Chinese

bigh

zh_HK.big5

Simplified Chinese

See Others below.

See others below.

Japanese - SJIS sjis ja_JP.SJIS
Japanese - EUC euc ja_JP

Korean euckKR ko KR.eucKR
Central European languages, for example Czech | iso88592 cs_Cz
Cyrillic iso88595 ru_RU
Hebrew iso88598 iw_IL

Others utf8 or ascii C

If you use utf8 or ascii as codeset in the nodeinfo file, the data is not converted but is sent "as is" to
the management server. Therefore the data must be in a codeset the management server can handle.

An OVO for UNIX management server cannot communicate with a managed node that uses the codeset
utf8. If the managed node reports to both an HPOM for Windows and an OVO for UNIX management

server, use ascii instead of utf8.

Verifying the Installation

After the assignment and distribution of the policies, verify the installation by executing the shell script:

[usr/opt/OV/ bin/OpC utils/subnmit.sh

and examining the messages in the message browser.

For TruCluster systems, perform verification for each TruCluster member.
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Starting Subsequent TruCluster Members

It may be necessary to start TruCluster members that were either down during the installation and were
subsequently brought up or were added after the agent software installation. The agent software is
propagated automatically to the TruCluster member. Use these steps to start them:

1. On the managed node (that is, the TruCluster member), run the following command:

/usr/opt/OV/bin/OpCinstall/opcactivate -s <management_server > -cs <server_codeset > -
cn <agent_codeset > -sv

2. In the HPOM console, add the TruCluster member to the node group for the TruCluster system.

3. Deploy instrumentation to the node.

Deinstalling Agents on a TruCluster System

For TruCluster systems, you need to deinstall the agents on only one TruCluster member. The agent
software is deinstalled on all other TruCluster members automatically. To deinstall the agents, follow these
steps:

1. Stop all HPOM agents running on the managed node.
For TruCluster systems, you need to stop the agents on all TruCluster members.

2. Deinstall the agent software from the managed nodes by entering:

setld -d OPCAGI000 OPCCOMVAGTI000 OPCPERFAGT000 OPCSVCDI SCAGT000

Copyright 2001-2007 Hewlett-Packard Development Company, L.P.

The information contained herein is subject to change without notice. The only warranties for HP products
and services are set forth in the express warranty statements accompanying such products and services.
Nothing herein should be construed as constituting an additional warranty. HP shall not be liable for technical
or editorial errors or omissions contained herein.

Microsoft and Windows are U.S. registered trademarks of Microsoft Corporation.
UNIX is a registered trademark of The Open Group.
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Agent migration

This version of HPOM introduces new agent packages that communicate using HTTPS. If you have existing
nodes in your environment, you can continue to use the previous agent packages that communicate using
DCE. Alternatively you can migrate from DCE agents to HTTPS agents.

Although all the functionality of the DCE agent is supported on the HTTPS agent, you can nevertheless,
migrate from the HTTPS agent back to the DCE agent if necessary.

If you have nodes with 64 bit architectures and operating systems, you can also migrate to native 64 bit
agent packages if appropriate.

Related Topics:

m Migrate from DCE to HTTPS
m Migrate from HTTPS to DCE
m Migrate from 32 bit to 64 bit
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Migrate from DCE to HTTPS

If you have DCE agents installed on nodes in your environment, you can migrate to the HTTPS agent. For
example, you may need to deploy a new policy that requires the HTTPS agent.

When you migrate a node from the DCE agent to the HTTPS agent, the management server removes all
existing policies, instrumentation and packages from that node. After it deploys the HTTPS agent packages,
it then redeploys the policies, and the packages and instrumentation that the policies require. If the node’'s
policy inventory contains policies that are not available on the management server, the management server
cannot redeploy these policies to the HTTPS agent. This can happen, for example, if the policy exists only on
a different management server, or if the policy exists on the node but has been deleted from the
management server.

When you migrate a DCE agent to an HTTPS agent, the installer migrates the following data:

If the DCE agent has an ID, it remains the same on the HTTPS agent. (On the HTTPS agent, the agent ID
is also known as the core ID. Other HP BTO Software may also create a core ID on the node, which the
HTTPS agent then also uses.)

m The configuration settings in the opcinfo file. On the HTTPS agent, you can configure the settings using
ovconfchg . The installer migrates the settings to the eaagt namespace on the HTTPS agent.

m The service discovery configuration settings INSTANCEDELETIONTHRESHHOLD and ACTION_TIMEOUT
from OvJavaAgent.cfg. The installer migrates the settings to the agt r ep namespace on the HTTPS agent.

m Data collected by the embedded performance component.

@?CAUTION:
When you migrate from a DCE agent to an HTTPS agent, you lose the following data from the DCE agent:

m Unsent messages in the message buffer.

m Custom settings and data from Smart Plug-ins.

m Integrations with other HP Software products.

m Custom service discovery configurations.

m Other custom settings specific to your organization.

m Obsolete settings from the opcinfo file.
If appropriate, back up this data and reconfigure it after you migrate to the HTTPS agent.

To migrate from a DCE agent to an HTTPS agent

1. In the console tree, right-click Nodes , and then click Configure— Nodes... . The Configure Managed
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6.

7.

8.

Nodes dialog appears.
Right-click the node and then click Change agent . The Change Agent dialog appears.

Click Comm Type and then select HTTPS .

Optional. Select the Auto Grant check box if you want the management server to automatically grant
the certificate for this node. (This only happens if you also configure the management server to grant
certificate requests automatically.)

Optional. Specify the credentials that the management server uses to deploy the agent. Right-click a
node in the list, and then click Set Credentials . Click one of the following commands:

e PMAD user . The management server attempts to deploy the agent as the user under which the
policy management and deployment (PMAD) service runs (called HP-OVE-Deleg-User by default).

You can only use this for nodes with a Windows operating system. The nodes can belong to the
same domain as the management server, a trusted domain, or a workgroup.

& NOTE:
The PMAD user does not by default have administrative access to the node. For more
information, see Start Windows node security setup .

e Impersonate user . The management server attempts to deploy the agent using the credentials
that you are currently logged in to Windows with.

You cannot use impersonation for nodes in untrusted domains or workgroups.

You can use impersonation only if the PMAD user is trusted for delegation in Active Directory, unless
your console runs directly on the management server. For more details on delegation, refer to the
Active Directory documentation that Microsoft provides.

e User/Password . The Credentials dialog box appears. Type the Username of a user who has
permission to install software on the node and their Password . Click OK . This automatically
selects the Deploy check box.

For nodes with a UNIX or Linux operating system, this is the only command available . You can also
use this command to install the HTTPS agent to Windows nodes that belong to the same domain as
the management server, a trusted domain, or a workgroup.

Optional. Select or clear the Run prerequisites check automatically during job execution check
box. If you are sure that the nodes meet all prerequisites, you can clear this check box so that the
agent installation jobs complete more quickly. (This check box is dimmed if an administrator disables
all prerequisite checking using the Server Configuration dialog.)

Click OK . The management server creates all the necessary deployment jobs.

While the change agent deployment job is in progress, the node requests a certificate. Policy and
package deployment jobs start for each node only after this request is granted. If you did not configure
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automatic granting of certificates, you must grant the certificates manually. Otherwise, the policy and
package deployment jobs fail.

Related Topics:

ovconfchg

Configuring Certificates
Generic server configuration
Restart job with new options
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Migrate from HTTPS to DCE

Where possible you should deploy the HTTPS agent on your managed nodes. Nevertheless, you can migrate
from the HTTPS agent to the DCE agent if necessary.

When you migrate from the HTTPS agent to the DCE agent, the management server removes all existing
policies, instrumentation and packages from that node. After it deploys the DCE agent packages, the
management server then redeploys the policies, and the packages and instrumentation that the policies
require. However, if any of the policies require the HTTPS agent, the deployment jobs for those policies will
fail.

It is not possible to deploy the DCE agent to nodes with a UNIX or Linux operating system using the console.
You must install the DCE agent manually on these nodes.

@CAUTION:

When you migrate from an HTTPS agent to a DCE agent, you lose all data that the DCE agent stores
locally, including performance data and custom configuration settings. If appropriate, back up this data
and reconfigure it after you migrate to the DCE agent.

ENOTE:

The HTTPS agent enables multiple management servers to configure the same node. This is not possible
with the DCE agent. If other management servers are currently managing the node, they do not receive
a notification when you migrate to the DCE agent. If deployment jobs exist on other management
servers for this node, they will fail. Ensure that the node is removed from other management servers
before or after migrating to the DCE agent. You can then add the node again with the communication
type set to DCE.

To migrate from an HTTPS agent to a DCE agent

1. In the console tree, right-click Nodes , and then click Configure— Nodes... . The Configure Managed
Nodes dialog appears.

2. Right-click the node and then click Change agent . The Change Agent dialog appears.
3. Click Comm Type and then select DCE .

4. Optional. Specify the credentials that the management server uses to deploy the agent. Right-click a
node in the list, and then click Set Credentials . Click one of the following commands:

e PMAD user . The management server attempts to deploy the agent as the user under which the
policy management and deployment (PMAD) service runs (called HP-OVE-Deleg-User by default).

The node can belong to the same domain as the management server, a trusted domain, or a
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workgroup.

% NOTE:
The PMAD user does not by default have administrative access to the node. For more
information, see Start Windows node security setup .

e Impersonate user . The management server attempts to deploy the agent using the credentials
that you are currently logged in to Windows with.

You cannot use impersonation for nodes in untrusted domains or workgroups.

You can use impersonation only if the PMAD user is trusted for delegation in Active Directory, unless
your console runs directly on the management server. For more details on delegation, refer to the
Active Directory documentation that Microsoft provides.

5. Optional. Select or clear the Run prerequisites check automatically during job execution check
box. If you are sure that the nodes meet all prerequisites, you can clear this check box so that the
agent installation jobs complete more quickly. (This check box is dimmed if an administrator disables
all prerequisite checking using the Server Configuration dialog.)

6. Click OK . The management server creates all the necessary deployment jobs.

Related Topics:

m Manual installation of DCE agents
m Generic server configuration
m Restart job with new options
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Migrate from 32 bit to 64 bit

Agent packages in 64 bit format are available, which you can deploy to nodes that have 64 bit architectures
and operating systems. You can also deploy agent packages in 32 bit format to some 64 bit nodes. For more
information, see the support matrix at HP Software Support Online.

If you have 32 bit agent packages installed on nodes that have 64 bit architectures and operating systems,
you can migrate to the 64 bit packages. When you do this, the management server removes all existing
policies, instrumentation and packages from that node. After it deploys the 64 bit agent packages, it then
redeploys the policies, and the packages and instrumentation that the policies require.

To migrate from a 32 bit agent to a 64 bit agent

1. In the console tree, right-click Nodes , and then click Configure— Nodes... . The Configure Managed
Nodes dialog appears.

2. Right-click the node and then click Change agent . The Change Agent dialog appears.

3. Click Binary Format and then select an option. Agent packages in 64 bit format may not be available
for all platforms.

4. Optional. Select the Auto Grant check box if you want the management server to automatically grant
the certificate for this node. (This only happens if you also configure the management server to grant
certificate requests automatically.)

5. Optional. Specify the credentials that the management server uses to deploy the agent. Right-click a
node in the list, and then click Set Credentials . Click one of the following commands:

e PMAD user . The management server attempts to deploy the agent as the user under which the
policy management and deployment (PMAD) service runs (called HP-OVE-Deleg-User by default).

You can only use this for nodes with a Windows operating system. The nodes can belong to the

same domain as the management server, a trusted domain, or a workgroup.

@ NoTE:
The PMAD user does not by default have administrative access to the node. For more
information, see Start Windows node security setup .

e Impersonate user . The management server attempts to deploy the agent using the credentials
that you are currently logged in to Windows with.
You cannot use impersonation for nodes in untrusted domains or workgroups.

You can use impersonation only if the PMAD user is trusted for delegation in Active Directory, unless
your console runs directly on the management server. For more details on delegation, refer to the

© Copyright 1999 - 2008 Hewlett-Packard Development Company, L.P. Page 316



HP Operations Manager for Windows 8.10 Online Help

Active Directory documentation that Microsoft provides.

e User/Password . The Credentials dialog box appears. Type the Username of a user who has
permission to install software on the node and their Password . Click OK . This automatically
selects the Deploy check box.

For nodes with a UNIX or Linux operating system, this is the only command available . You can also
use this command to install the HTTPS agent to Windows nodes that belong to the same domain as
the management server, a trusted domain, or a workgroup.

6. Optional. Select or clear the Run prerequisites check automatically during job execution check
box. You can clear this check box to save time if you are sure that the nodes meet all system
requirements. (This check box is dimmed if an administrator disables all prerequisite checking using
the Server Configuration dialog.)

7. Click OK . The management server creates all the necessary deployment jobs.

Related Topics:

m Configuring Certificates
m Generic server configuration
m Restart job with new options
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Manual agent deinstallation

If you no longer need to manage a node using HPOM, you can deinstall the agent from it. You can easily do

this by removing the Operations-agent package from the node using the console. This also removes any
policies from the node.

You can also deinstall the agent manually if necessary, for example if the node no longer exists in the
console. The procedure for manual agent installation depends on whether the node has the HTTPS agent or
the DCE agent. If the node has the DCE agent, the procedure depends on whether the node has a Windows
operating system, or a UNIX or Linux operating system.

Related Topics:

Remove package from node

Deinstall an HTTPS agent manually

Deinstall a DCE agent from a Windows node
Deinstall a DCE agent from a UNIX or Linux node
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Deinstall an HTTPS agent manually

You can deinstall an HTTPS agent by removing the Operations-agent package from node in the console.
However, you can also deinstall the agent manually if necessary.

To deinstall an HTTPS agent manually

1. Log in to the node as a user with administrative rights.

2. Open a command prompt and use ovc to stop the agent as follows:

e On Windows operating systems:
ovc -stop AGENT

e On UNIX and Linux operating systems:
/ opt/ OV/ bi n/ ovc -stop AGENT

3. Use opc_i nst to start the deinstallation as follows:

e On Windows operating systems:
cscript <install _dir >\bin\OpCinstall\opc_inst.vbs -r

e On UNIX and Linux operating systems:
/opt/ OV/ bin/ C/instal | /opc_inst -r

4. Optional. Check the following log file for deinstallation errors:

e On Windows operating systems:
<data_dir >\10og\opc_inst. | og

e On UNIX and Linux operating systems:
/var/opt/OV/Iog/opc_inst.|og

5. Optional. The management server does not receive notification when you deinstall the agent manually.
Therefore, if the node still exists on the management server, the package and policy inventory is
incorrect.

You can delete the node from the management server using the Configure Managed Nodes dialog.
Alternatively, to clear the inventory, you can force the management server to remove the agent
package in the Uninstall package from... dialog.

) NOTE:

The HTTPS agent includes several components, which appear in Add or Remove Programs on nodes that
run a Windows operating system. Dependencies between these components make it difficult to remove
the components using Add or Remove Programs. HP recommends that you remove the HTTPS agent
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using opc_i nst . vbs , as the above procedure describes.

Related Topics:

m Delete, copy, and move managed nodes
m Remove package from node
m Manual agent installation
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Deinstall a DCE agent from a Windows node

To manually deinstall an existing DCE agent on a Windows computer:

1. On the node, remove the agent using Add/Remove Programs .

2. Remove the PMAD user (which has the name HP-OVE-Deleg-User by default) from the node’s local
administrators group.

4 NOTE:

If the agent was originally installed from an earlier version of the management server, the PMAD
user may not be part of the node’'s local administrator group. You may need to remove a group
account (which has the name HP-OVE-GROUP by default) instead.

3. Optional. The management server does not receive notification when you deinstall the agent manually.
Therefore, if the node still exists on the management server, the package and policy inventory is
incorrect.

You can delete the node from the management server using the Configure Managed Nodes dialog.
Alternatively, to clear the inventory, you can force the management server to remove the agent
package in the Uninstall package from... dialog.

Related Topics:

Delete, copy, and move managed nodes

Remove package from node

Manual agent installation

Deinstall a DCE agent from a UNIX or Linux node
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Deinstall a DCE agent from a UNIX or Linux node

To deinstall an existing DCE agent from a UNIX or Linux node :

1. Run the opcagt -kill command.

2. Run the appropriate command to deinstall the agent:

e Linux operating system:

To find out which version of the agent is installed, check the value of the parameter
OPC_INSTALLED_VERSION in the / opt/ OV/ bi n/ o/ i nstal | / opci nf o file on the node.

If you are removing a version of the agent earlier than 7.0, use the command:
rpm-e OPC dce

If you are removing the agent A.07.10 on a Linux operating system, deinstall in two steps:

i. rpm-e OPSCVCDI SC OPCPERF OPCJRE OPC OPCCOWM
ii. rpm-e dce

Otherwise, use the command:
rpm -e OPCSVCDI SC OPCPERF OPCJRE OPC OPCCOW dce

e AIX operating system: instal |l p -ug OPC OPCCOVM OPCPERF OPCSVCDI SC
e HP-UX operating system: sw enpve | TOAgent
e Solaris operating system: / usr/ sbi n/ pkgrm OPC OPCCOVM OPCPERF OPCSVCDI S HPI wdce

e Tru64 operating system: setld -d OPCAGT000 OPCCOVMAGT000 OPCPERFAGT000 OPCSVCDI SCAGT000

3. Optional. The management server does not receive notification when you deinstall the agent manually.
Therefore, if the node still exists on the management server, the package and policy inventory is
incorrect.

You can delete the node from the management server using the Configure Managed Nodes dialog.
Alternatively, to clear the inventory, you can force the management server to remove the agent
package in the Uninstall package from... dialog.

Related Topics:

Delete, copy, and move managed nodes
Remove package from node

Manual agent installation

Deinstall a DCE agent from a Windows node
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Configuring HTTPS communication through firewalls

Management servers and nodes communicate with each other over the network. For nodes that have the
HTTPS agent, this communication uses the HTTPS protocol. The figure below shows the network connections
between management servers and nodes as follows:

m The management server (1) opens connections to nodes (2) , for example to deploy policies and
instrumentation, for heartbeat polling, or to launch actions.

m Nodes (2) open connections to the management server (1) , for example to send messages, and action
responses.

N
1 2

When a management server or node opens a new connection, the operating system allocates the local port
for the connection. On the other side of the connection, management servers and nodes both have
communication brokers, which listen on port 383 for incoming connections. So by default, all connections
have a local port assigned by the operating system and the destination port is 383.

If you have management servers and nodes on different networks that are separated by a firewall, the
firewall may block connections between them, as the figure below shows. This prevents you from managing
the nodes, because, for example, management servers cannot deploy policies and nodes cannot send
messages.

If a firewall blocks HTTPS connections, you can reconfigure communication between management servers
and nodes in several ways. The HPOM configuration you choose to implement depends mainly on the
configuration of your network.

m |f your network allows HTTPS connections through the firewall in both directions, but with certain
restrictions, the following configuration options are possible in HPOM to accommodate these restrictions:

e If your network allows only certain proxy systems to open connections through the firewall, you can
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redirect HPOM communication through these proxies.

e If your network allows inbound connections to only certain destination ports, but not to port 383, you
can configure alternate communication broker ports.

e If your network allows outbound connections from only certain local ports, you can configure HPOM to
use specific local ports.

m If your network allows only outbound HTTPS connections from the management server across the firewall,
and blocks inbound connections from nodes, you can configure a reverse channel proxy.

L NOTE:

In an environment with multiple management servers, you can also configure the management servers
to communicate with each other through firewalls. The configuration is the same as for communication
between management servers and nodes.

Related Topics:

m Configuring two-way communication
m Configuring outbound-only communication
m Server-based flexible management
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Configuring two-way communication

If your network allows HTTPS connections through the firewall in both directions, but with certain
restrictions, the following configuration options are possible in HPOM to accommodate these restrictions:

m If your network allows only certain proxy systems to open connections through the firewall, you can
redirect HPOM communication through these proxies.

m If your network allows inbound connections to only certain destination ports, but not to port 383, you can
configure alternate communication broker ports.

m If your network allows outbound connections from only certain local ports, you can configure HPOM to use
specific local ports

Related Topics:

m Redirect HTTPS communication through proxies
m Configure communication broker ports
m Configure local communication ports
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Redirect HTTPS communication through proxies

Overview

You can redirect connections from management servers and nodes that are on different networks through a
proxy. The figure below shows connections between a management server and node through a proxy as
follows:

m The management server (1) opens connections to the proxy (2) , for example to deploy policies and
instrumentation, for heartbeat polling, or to launch actions. The proxy opens connections to the node (3)
on behalf of the management server, and forwards communication between them.

m The node (3) opens connections to the proxy (2) , for example to send messages, and action responses.
The proxy opens connections to the management server (1) on behalf of the node.

You can also redirect communication through proxies in more complex environments as follows:

m Each management server and node can use different a proxy server to communicate with each other.

m You can configure management servers and nodes to select the correct proxy according to the host they
need to connect to.

The figure below shows connections between a management server and nodes through multiple proxies as
follows:

m The management server (1) opens connections to a proxy (2) . The proxy opens connections to the node
(3) on behalf of the management server.

m The node (3) opens connections to a different proxy (4) . The proxy opens connections to the
management server (1) on behalf of the node.

m The network allows management server (1) to make outbound HTTP connections directly through the
firewall (5) to another node (6) . (The nodes (3, 6) are on different networks.)

m The firewall (5) does not allow inbound HTTP connections. Therefore, node (6) opens connections to the
management server through a proxy (7) .
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PROXY parameter syntax

You redirect outbound HTTPS communication through proxies by setting the PROXY parameter in the
bbc. ht t p name space on the management servers and nodes. You can configure this parameter in the
following ways:

m Configure the values in the HTTPS agent installation defaults. This is recommended if you need to
configure proxies for large numbers of nodes. You must plan and configure the installation defaults before
you create or migrate your nodes.

m Use ovconf chg or ovconf par at a command prompt.

The value of the PROXY parameter can contain one or more proxy definitions. Specify each proxy in the
following format:

<proxy_hostname >: <proxy_port >+(<included hosts >) - (<excluded hosts >)

Replace <included_ hosts > with a comma-separated list of hostnames or IP addresses to which the proxy
enables communication. Replace <excluded hosts > with a comma-separated list of hostnames or IP
addresses to which the proxy cannot connect. Asterisks (*) are wild cards in hostnames and IP addresses.
Both <included_ hosts > and <excluded hosts > are optional.

To specify multiple proxies, separate each proxy with a semicolon (;). The first suitable proxy in the list
takes precedence.

Example PROXY parameter values

To configure a node to use proxyl. exanpl e. com port 8080 for all outbound connections, you would use the
following value:

proxyl. exanpl e. com 8080

To configure a management server to use pr oxy2. exanpl e. com 8080 to connect to any host with a
hostname that matches *. exanpl e. com or *exanpl e. org except hosts with an IP address in the range
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192.168.0.0 to 192.168.255.255, you would use the following value:
proxy2. exanpl e. com 8080+(*. exanpl e. com *. exanpl e. org) - (192. 168. *. *)

To extend the above example to use pr oxy3. exanpl e. com to connect to backup. exanpl e. comonly, you
would use the following value:

pr oxy3. exanpl e. com 8080+( backup. exanpl e. con) ;
proxy2. exanpl e. com 8080+( *. exanpl e. com *. exanpl e. org) - (192. 168. *. *)

In the above example, proxy3. exanpl e. com 8080+( backup. exanpl e. con) must be first, because the
include list for pr oxy2. exanpl e. com contains *. exanpl e. com.

To redirect HTTPS communication through proxies using ovconf chg

1. Log in to the management server or node as a user with administrative rights and open a command
prompt or shell.

2. On nodes that run a UNIX or Linux operating system, ensure that the PATH variable contains the path
to the agent commands.

e On HP-UX, Solaris, or Linux, type export PATH=/ opt/ OV/ bi n: $PATH and then press Enter .
e On AlX, type export PATH=/usr/| pp/ OV/ bi n: $PATH and then press Enter .

e On Tru64, type export PATH=/ usr/ opt/ OV/ bi n: $PATH and then press Enter .

3. Specify the proxies that the node should use. You can specify different proxies to use depending on the
host that the agent wants to connect to. Type the following command:

ovconfchg -ns bbc. http -set PROXY <proxy >

% NOTE:
When you use the command ovconf chg on a management server that runs in a cluster, add the
parameter - ovrg server .

Related Topics:

m Configure HTTPS agent installation defaults
m ovconfchg
m ovconfpar
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Configure communication broker ports

Overview

Management servers and nodes that have HTTPS agents both include communication brokers that listen for
inbound connections on port 383, as the figure below shows. The communication broker on a management
server (1) handles all inbound connections from nodes that have HTTPS agents, and also from other
management servers. The communication broker on a node that has the HTTPS (2) agent handles all
inbound connections from management servers.

. [ > 383 [z
=
1 2

You can configure any communication broker to listen on a port other than 383. If you do this, you must also
configure the other management servers and nodes in the environment, so that their outbound connections
are destined for the correct port. For example, if you configure a node's communication broker to listen on
port 5000, you must also configure the management server so that it connects to port 5000 when it
communicates with this node.

PORTS parameter syntax

You configure communication broker ports by setting the PORTS parameter in the bbc. cb. ports name
space on all management servers and nodes that communicate with each other. You can configure this
parameter in the following ways:

m Configure the values in the HTTPS agent installation defaults. This is recommended if you need to
configure communication broker ports for large numbers of nodes. You must plan and configure the
installation defaults before you create or migrate your nodes.

m Use ovconf chg or ovconf par at a command prompt.
The values must contain one or more host names or IP addresses and have the following format:
<host >: <port >[, <host >: <port >]

The <host > can be either a domain name or IP address. For example, to configure the communication
broker port to 5000 on a management server with the host name manager 1. enea. exanpl e. com, use the
following command on the management server itself, and also any other management servers and nodes
that open connections to it:
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ovconfchg -ns bbc.cbh. ports -set PORTS nanager 1. enea. exanpl e. com 5000

If you need to configure communication broker ports on multiple systems, you can use wildcards and ranges,
as follows:

m You use a wildcard at the start of a domain name by adding an asterisk (*). For example:

e * emnea. exanpl e. com 5000
e * test.com 5001
e *:5002
m You can use wildcards at the end of an IP address by adding up to three asterisks (*). For example:
e 192.168.1.*:5003
e 192.168.*.*:5004
e 10.*.*.*:5005

m You can replace one octet in an IP address with a range. The range must be before any wildcards. For
example:

e 192.168.1.0-127:5006

e 172.16-31.*.*:5007
If you specify multiple values for the PORTS parameter, separate each with a comma (,). For example:

ovconfchg -ns bbc.ch. ports -set PORTS *. enea. exanpl e. com 5000, 10. *. *. *: 5005

When you specify multiple values using wildcards and ranges that overlap, the management server or node
selects the port to use in the following order:

m Fully qualified domain names.

m Domain names with wildcards.

m Complete IP addresses.

m IP addresses with ranges.

m |P addresses with wildcards.

For example, if you configure communication broker ports on all management servers and nodes with the
following command:

ovconfchg -ns bbc.cbh. ports -set PORTS
* . emea. exanpl e. com 6000, 10. *. *. *: 6001, manager 1. enea. exanpl e. com 6002, 10. 0- 127. *. *: 6003

the following ports are used:
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m Host name: nodel. asi a. exanpl e. com
IP address: 10. 127.1. 1
Communication broker port: 6003 .

m Host name: nanager 1. enea. exanpl e. com
IP address: 10.1.1.1
Communication broker port: 6002 .

m Host name: nodel. test.com
IP address: 192.168.1.1
Communication broker port: 383 .

To find out which port is currently configured, type the following command:

bbcutil -getcbport <host >

L Tip:
To organize settings for many communication broker ports, you can add parameters of any name in the

bbc. cb. port s name space. The value of any parameter in the name space is evaluated. The PORTS
parameter is optional.

To configure communication broker ports using ovconf chg

1. Open a command prompt on the management server or node.

2. On nodes that run a UNIX or Linux operating system, ensure that the PATH variable contains the path
to the agent commands.

e On HP-UX, Solaris, or Linux, type export PATH=/ opt/ OV/ bi n: $PATH and then press Enter .
e On AIX, type export PATH=/usr /| pp/ OV/ bi n: $PATH and then press Enter .

e On Tru64, type export PATH=/ usr/ opt/ OV/ bi n: $PATH and then press Enter .

3. Specify the communication broker ports by typing the following command:

ovconfchg -ns bbc.ch.ports -set PORTS <host >: <port >[, <host >: <port >]

% NOTE:
When you use the command ovconf chg on a management server that runs in a cluster, add the
parameter - ovrg server

Related Topics:

m Configure HTTPS agent installation defaults
m ovconfchg
m ovconfpar
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Configure local communication ports

Overview

Management servers open outbound connections to nodes that have HTTPS agents, and nodes that have the
HTTPS agent open outbound connections to management servers, as the figure below shows. A management
server (1) opens these connections, for example, to deploy policies and instrumentation, for heartbeat
polling, and to launch actions. An HTTPS agent (2) opens these connections, for example, to send messages
and action responses.
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By default, management servers and nodes use local port O for outbound connections, which means that the
operating system allocates the local port for each connection. Typically, the operating system will allocate
local ports sequentially. For example if the operating system allocated local port 5055 to an Internet
browser, and then the HTTPS agent opens a connection, the HTTPS agent receives local port 5056.

However, if a firewall restricts the ports that you can use, you can configure management servers and nodes
to use a specific range of local ports instead.

CLIENT_PORT parameter syntax

You configure local communication ports by setting the CLIENT_PORT parameter in the bbc. htt p name
space on the management server or node. You can configure this parameter in the following ways:

m Configure the values in the HTTPS agent installation defaults. This is recommended if you need to
configure local communication ports for large numbers of nodes. You must plan and configure the
installation defaults before you create or migrate your nodes.

m Use ovconfchg or ovconf par at a command prompt.
The value must be a range of ports in the following format:
<lower port number >- <higher port number >

For example, if the firewall only allows outbound connections that originate from ports 5000 to 6000 you
would use the following value:

5000- 6000
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To configure local communication ports using ovconf chg

1. Open a command prompt on the management server or node.

2. On nodes that run a UNIX or Linux operating system, ensure that the PATH variable contains the path
to the agent commands.

e On HP-UX, Solaris, or Linux, type export PATH=/ opt/ OV/ bi n: $PATH and then press Enter .
e On AIX, type export PATH=/ usr/| pp/ OV/ bi n: $PATH and then press Enter .

e On Tru64, type export PATH=/ usr/ opt/ OV/ bi n: $PATH and then press Enter .

3. Specify the range of local ports that the management server or node can use for outbound connections
by typing the following command:

ovconfchg -ns bbc. http -set CLIENT_PORT <lower port number >-<higher port number >

% NOTE:
When you use the command ovconf chg on a management server that runs in a cluster, add the
parameter - ovrg server .

Related Topics:

m Configure HTTPS agent installation defaults
m ovconfchg
= ovconfpar
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Configure multihomed nodes

By default, when a node has several IP addresses, the agent uses them as follows:

m The communication broker accepts incoming connections on all IP addresses.
m The agent opens connections to the management server using the first network interface that it finds.

m The embedded performance component accepts incoming connections on all IP addresses.

You can configure the HTTPS agent to always use a specific IP address. You do this by configuring the
parameters in the following table using ovconf chg or ovconf par at a command prompt:

Namespace Parameter Value
The IP address that you want the communication broker to listen on
bbc.cb SERVER_BIND_ADDR . . .
- - for incoming connections.
The IP address that you want the agent use on the node end of
bbc.http CLIENT_BIND_ADDR

connections to the management server.

The IP address that you want the embedded performance
component to listen on for incoming connections. This can either be
the same IP address as the SERVER_BIND_ADDR parameter in the
coda.comm | SERVER_BIND_ADDR | bbc.cb namespace, or you can set this value to localhost. If you set
the value to localhost, the embedded performance component to
accepts incoming connections only through the communication
broker.

You can configure the DCE agent to always use a specific IP address by setting the OPC_IP_ADDRESS
parameter in a node info policy, which you then deploy to the node.

Related Topics:

m ovconfchg
m ovconfpar
m Node Info Policy Type
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Configuring outbound-only communication

Overview

Management servers and nodes communicate with each other over the network. Normally, management
servers open outbound network connections to nodes and nodes open inbound network connections to
management servers.

The figure below shows the network connections where there is no firewall that blocks inbound HTTPS
connections to the management server as follows:

m The management server (1) opens outbound connections to agents, for example to deploy policies and
instrumentation, for heartbeat polling, or to launch actions.

m Agents (2) open inbound connections to the management server, for example to send messages, actions
responses, or to launch remote actions.

N
1 2

If a firewall blocks inbound HTTPS connections from a node to a management server, the node cannot
communicate with the management server properly. To enable proper communication, you configure an
HTTPS agent to act as a reverse channel proxy (RCP).

An RCP handles communication between management servers and nodes, so that they do not need to
communicate with each other directly. An RCP can run on the managed node that it serves, or on a separate
system that serves multiple managed nodes. The RCP is on the same side of the firewall as the node or
nodes that it serves.

Outbound-only communication through one firewall

The figure below shows the network connections where there is a firewall that blocks inbound HTTPS
connections to the management server as follows:

m The management server (1) makes an outbound connection through the firewall (2) to an RCP (3) . This
connection is called a reverse administration channel. The management server maintains the reverse
administration channel, so that the RCP never needs to make an inbound connection to the management
server.
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m Agents (4) open connections to the RCP, instead of the management server. The RCP (3) forwards the
agents' communications to the management server using the reverse administration channel.

m The management server (1) also makes outbound connections directly to agents (4) .

2 3

W s

To configure outbound-only communication in this scenario, you must:

1. Configure the RCP, so that it listens for incoming connections.
2. Configure the management server, so that it opens the reverse administration channel to the RCP.

3. Configure the agents, so that they use the RCP for their outbound connections to the management
server.

Outbound-only communication through two firewalls

The figure below shows the network connections where there are two firewalls. One firewall blocks inbound
connections to the management server. The other firewall blocks inbound connections to the nodes.

m The management server (1) opens a reverse administration channel through the firewall (2) to the RCP
(3) . The management server maintains the reverse administration channel, so that the RCP never needs
to make an inbound connection to the management server.

m Each agent (5) opens a reverse administration channel through the firewall (4) to the RCP (3) . The
agents maintain these connections, so that the RCP never needs to make inbound connections to the
agents.

= The management server (1) and agents (5) open outbound connections to the RCP, instead of directly to
each other. The RCP (3) forwards the these communications to the using the reverse administration
channel.
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W’

To configure outbound-only communication in this scenario, you must:

1. Configure the RCP, so that it listens for incoming connections.
2. Configure the management server, so that it opens a reverse administration channel to the RCP.

3. Configure the management server, so that it uses the RCP as a proxy for its outbound connections to
agents.

4. Configure the agents, so that they each open a reverse administration channel to the RCP.

5. Configure the agents, so that they use the RCP for their outbound connections to the management
server.

Related Topics:

m Configure a reverse channel proxy
m Configure reverse administration channels
m Forward outbound connections through a reverse channel proxy
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Configure a reverse channel proxy

Before you can configure a system as a reverse channel proxy (RCP), you must install the HTTPS agent
software and add the node to the console. You can deploy the HTTPS agent software automatically from the
console, or install it manually. You must also configure the node's certificates.

To configure a reverse channel proxy

1. Log in to the node as a user with administrative rights and open a command prompt or shell.

2. On nodes that run a UNIX or Linux operating system, ensure that the PATH variable contains the path
to the agent commands.

e On HP-UX, Solaris, or Linux, type export PATH=/ opt/ OV/ bi n: $PATH and then press Enter .
e On AIX, type export PATH=/ usr/| pp/ OV/ bi n: $PATH and then press Enter .

e On Tru64, type export PATH=/ usr/opt/ OV/ bi n: $PATH and then press Enter .

3. Set the port that agents and management servers can connect to. Type following command:

ovconfchg -ns bbc.rcp -set SERVER PORT <port_number >

&) NOTE:
Ensure that the port number you specify is not already in use by any other software on the system.

4. Register the RCP component so that ovc starts, stops and monitors it. Type the following commands:

a. ovcreg -add <install_dir >/ newconfi g/ Dat abi r/ conf/ bbc/ ovbbcrcp. xm
b. ovc -kill

c. ovc -start

4 NOTE:
After you configure the management server to establish a connection with this RCP you can check that
the connection exists, by typing the following command:

ovbbcrcp -status
The command shows details of the reverse channel connection.

Related Topics:

m Remote agent installation
= Manual agent installation
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m Configuring Certificates
m ovconfchg
m ovbbcrcp
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Configure reverse administration channels

4 NOTE:
When you use the command ovconf chg in the following procedure, add the parameter - ovrg server
only if your management server runs in a cluster.

To configure a reverse administration channel

1. Log in to the management server or agent as a user with administrative rights and open a command
prompt.

2. Enable outbound-only communication. By default, this is disabled. To change this, type the following
command:

ovconfchg [-ovrg server] -ns bbc.cb -set ENABLE REVERSE _ADM N_CHANNELS true

3. Specify the reverse channel proxies (RCPs) that to which you want to open reverse administration
channels. You must specify RCPs in the following format:

<host >: <port >[, <OvCorelD >]

For example, if a management server must connect to port 50000 on r cpl. exanpl e. com you specify
the RCP with:

rcpl. exanpl e. com 50000, 9f cc7062- 0472- 751c- 1236- 84372bec342d
If you specify the optional OvCorelD, the server checks that the RCP has that OvCorelD. You can
specify the RCPs at the command prompt or in a file:
e To specify the RCPs at the command prompt, type the following command:
ovconfchg [-ovrg server] -ns bbc.cb -set RC_CHANNELS <rcp >[; <rcp >]

Separate each RCP with a semicolon (;).

e To specify the RCPs in a file:

i. Create a text file that specifies each RCP on a separate line
ii. Optional. Add comments on lines that begin with the number sign (#).

iii. Save the file in the folder <data_dir >\ conf\ bbc .

iv. Type the following command:
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ovconfchg [-ovrg server] -ns bbc.cb -set RC_CHANNELS CFG FI LES <file name >

You must also type the same command if you later change the contents of the file. The server
reads the file only after you use ovconfchg .

4. Optional. Set the number of seconds that the management server should wait before it retries
unsuccessful connection attempts. By default, this is set to 60 seconds. To change the default, type the
following command:

ovconfchg [-ovrg server] -ns bbc.cb -set RETRY_I NTERVAL <number of seconds >

5. Optional. Set the maximum number of attempts that the server should make to connect to an RCP. By
default, this is set to -1 (infinite). To change the default, type the following command:

ovconfchg [-ovrg server] -ns bbc.cb -set MAX RECONNECT_TRI ES <number of tries >

6. Optional. To check that the reverse administration channel is open, type the following command:
ovbbccb -status
The output lists all open reverse administration channels.

Related Topics:

m ovconfchg
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Forward outbound connections through a reverse channel proxy
To forward outbound connections through a reverse channel proxy

1. Log in to the node or management server as a user with administrative rights and open a command
prompt or shell.

2. On nodes that run a UNIX or Linux operating system, ensure that the PATH variable contains the path
to the agent commands.

e On HP-UX, Solaris, or Linux, type export PATH=/ opt/ OV/ bi n: $PATH and then press Enter .
e On AIX, type export PATH=/ usr/| pp/ OV/ bi n: $PATH and then press Enter .

e On Tru64, type export PATH=/ usr/opt/ OV/ bi n: $PATH and then press Enter .

3. Specify the RCP to use for outbound connections. You can specify different RCPs to use depending on
the destination host. Type the following command:

ovconfchg -ns bbc. http -set PROXY <rcp >[; <rcp >]
Separate each RCP with a semicolon. Specify each <rcp > in the following format:
<rcp_hostname >: <rcp_port >+(<included hosts >) - (<excluded hosts >)

Replace <included_ hosts > with a comma-separated list of valid destination hostnames or IP
addresses for the RCP. Replace <excluded hosts > with a comma-separated list of hostnames or IP
addresses that system should not use the RCP to connect to. Asterisks (*) are wild cards in hostnames
and IP addresses.

L NOTE:
<excluded_hosts > must always contain the hostname and the fully qualified domain name of the
RCP.

For example, to configure an agent to use rcpl. exanpl e. com 50000 to connect to any host with a
hostname that matches *. exanpl e. com or *exanpl e. org except hosts with an IP address in the
range 192.168.0.0 to 192.168.255.255, you would type the following command:

ovconfchg -ns bbc. http -set PROXY rcpl. exanpl e. com 50000+( *. exanpl e. com *. exanpl e. org) -
(192.168.*.*,rcpl. exanpl e. com rcpl)

4. Optional. For an agent, specify the OvCorelD of the management server that the RCP should connect
this agent to. This is useful if the RCP cannot resolve the hostnames of management servers because
of firewalls. When an agent attempts to open a connection to a management server, the RCP can use
the OvCorelD instead of the hostname to select the correct reverse administration channel. You can
either specify the management server's OvCorelD directly, or specify a command that returns the
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OvCorelD.

e To specify the management server's OvCorelD directly, type the following command:

ovconfchg -ns bbc. http -set TARGET_FOR _RC <management server OvCorelD >

e To specify a command that returns the management server's OvCorelD, type the following
command:

ovconfchg -ns bbc. http -set TARGET_FOR _RC CMD <command >

5. To restart the message agent, type ovc -restart opcnsga and then press Enter .
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Agent users

By default, on nodes with a Windows operating system, both HTTPS and DCE agents run under the Local
System account, which is built-in to Windows. If necessary, you can configure agents to run under a
different user account. For HTTPS agents, you change the user after you install the agent. For DCE agents,
you change the user in the installation defaults on the management server before you install the agent.

The agent starts automatic or operator-initiated commands under the user account that the agent itself is

currently running under. However, you can configure an HTTPS agent to start commands under a different
user account.

Related Topics:

m Change the user of an HTTPS agent
m Change the default user of DCE agents
m Change the default user for commands
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Change the default user of DCE agents on Windows nodes

By default on managed nodes with a Windows operating system, the DCE agent runs under the Local System
account. However, you can configure the DCE agent installation defaults so that the agent runs under a
different user account. For example, you may want the agent to run under an account with fewer
permissions to the Local System account. Alternatively, you may want the agent to run under a domain
account that gives the agent permission to access remote systems.

You must test whether the user account has appropriate rights to run the agent and manage the node
correctly. You assign these user rights in the local Windows security settings on the node, or a group policy
object in Active Directory. The user rights that you assign depend on your requirements. You may, for
example, consider assigning the following user rights:

m Access this computer from the network.

Required for installation.

m Act as part of the operating system.

Required to run actions as a user other than the agent user.

m Log on as a service.

Required to run the agent as a service.

m Adjust memory quotas for a process (also called Increase quotas in some versions of Windows)

Required for a full switch user with password to get network access when executing tools.

m Manage auditing and security log.

Required during the execution of actions.

m Replace a process-level token.

Required for the user switch in the action agent.

m Shut down the system.

Required to shutdown the managed node.

m Additional rights for the management tasks that you need to perform. For example:

e If you want be able to monitor a log file using a policy , the agent user must have permission to read
that log file.

o If you want to be able to start a program using an automatic command, the agent user must have
permission to start that program.

L NOTE:

This procedure changes only the installation defaults in the DCE agent package on the management
server . To apply changes to nodes where the DCE agent is already installed, you must redeploy the
agent. The redeployed agent runs under the new user account. Remove the old agent user account
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manually if you no longer need it.

To change the default user of DCE agents

1. Log in to the management server with an account that is a member of the HPOM administrators group.
Open a command prompt.

2. Typecd "% vinstall Dir%bin\Cinstall" and then press Enter .

3. To encrypt the DCE agent user's password type opcpwcr pt <password > and then press Enter .
Copy the output.

4. Type Set Mynt Server /user <user > /password <encrypted password > and then press Enter .

e Replace <user > with the name of the user, for example AgentUser . The name must not contain
spaces.

You can specify the name of a existing domain user, but do not specify the domain (for example, do
not specify DOMAIN\account or account@domain). The domain user must belong to the same
domain as the node, and no local user with the same name must exist on the node.

If you specify a user that does not exist, the agent installation creates a local user with the specified
name on each node. The new user is a member of the local Administrators group.

e Replace <encrypted password > with the output from opcpwecr pt , which you copied.

& cAUTION:

If the specified account already exists on a node, but the default password in the agent package
does not match, the agent installation removes the existing account and recreates it with the
same name but a different internal user ID.

Related Topics:

m Configure DCE agent installation defaults
m Change the user of an HTTPS agent on a Windows node
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Change the user of an HTTPS agent on a Windows node

By default on nodes with a Windows operating system, the HTTPS agent runs under the built-in Local
System account. However, you can configure the HTTPS agent to run under a different user account. For
example, you may want the agent to run under an account with fewer permissions than the Local System
account. Alternatively, you may want the agent to run under an account that has permission to access
remote systems over the network.

You must test whether the user account has appropriate rights to run the agent and manage the node
correctly. You assign these user rights in the local Windows security settings on the node, or a group policy
object in Active Directory. The user rights that you assign depend on your requirements. You may, for
example, consider assigning the following user rights:

m User rights to run the agent:
e Log on as a service
e Manage auditing and security log

m User rights to manage the node:

e Shut down the system

This allows the agent to shut down the system (for example, when a user starts the shutdown tool in
the console).

e Debug programs

This allows the agent to collect information about processes, and to kill processes (for example, when
a user starts the list processes or kill process tool in the console).

m User rights to allow the agent to start commands and tools as a user other than the agent user:

e Act as part of the operating system.

e Adjust memory quotas for a process (also called Increase quotas in some versions of Windows)

e Replace a process-level token.

m Additional rights for the management tasks that you need to perform. For example:

¢ If you want be able to monitor a log file using a policy, the agent user must have permission to read
that log file.

e If you want to be able to start a program using an automatic command, the agent user must have
permission to start that program.

m Permissions for registry entries:

e HKEY_LOCAL_NMACHI NE/ Sof t war e/ Hewl et t - Packar d/ OpenVi ew
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The user must have full control for this registry key and all child objects.

e HKEY_ LOCAL_MACHI NE/ Sof t war e/ M crosoft/ W ndowsNT/ Current Version/ Perflib

The user must have permission to read this registry key for the agent to access performance data.

To change the user of an HTTPS agent

1. Optional. Create a new user for the agent to run under.
2. Optional. Create a new group, and add the user as a member of this group.

3. On the node, open a command prompt, and type the following command:
cscript "% vlnstall Dir% bi n\ovswi tchuser. vbs"-existi nguser <DOMAIN\USER > -
exi stinggroup <GROUP > -passwd <PASSWORD >
¢ Replace <DOMAIN\USER=>= with the domain and user name, for example EXAMPLE\AgentUser .

For a local user, specify just the user name, for example AgentUser .

¢ Replace <GROUP= with the name of a group that the user belongs to, for example AgentGroup .
The command gives this group full control of all files in the agent data directory (%OvDataDir%),
and also full control of all installed packages. If you previously started the command and specified a
different group, the command removes control of the files for the previous group.

¢ Replace <PASSWORD= with the user's password.

4. Type the following commands:

a. ovc -kill

b. ovc -start

The control service and agent processes now run as the user that you specified.

Related Topics:

m Change the default user of DCE agents on Windows nodes

© Copyright 1999 - 2008 Hewlett-Packard Development Company, L.P. Page 348



HP Operations Manager for Windows 8.10 Online Help

Change the default user for commands

By default, the agent starts automatic or operator-initiated commands under the user account that the agent
itself is currently running under. However, you can configure an HTTPS agent to start commands under a
different user account. You do this by setting the OVO_STD_USER parameter in the eaagt name space on
the nodes. You can configure this parameter in the following ways:

m Configure the values in the HTTPS agent installation defaults. This is recommended if you need to
configure the user for large numbers of nodes. You must plan and configure the installation defaults
before you create or migrate your nodes.

m Use ovconfchg or ovconfpar at a command prompt.

Specify the value of OVO_STD_USER in the format <user >/|<encrypted password >

m Replace <user > with the name of the user. For a domain user, specify the domain and user name, for
example EXAMPLE\AgentUser . For a local user, specify just the name, for example AgentUser .

m Replace <encrypted password > with output from the command opcpwecr pt <password >. You can start
this command from a command prompt on the management server .

It is also possible to use the OVO_STD_USER when you configure or launch a tool . Specify the user name
$OVO_STD_USER and leave the password blank.

You must test whether the user account has appropriate rights to run commands and tools correctly.

4 CAUTION:

If the agent fails to start a command or tool as the OVO_STD_USER , the agent starts the command
under the same user account that the agent is currently running under. This can happen, for example, if
you specify an incorrect user or password.

Related Topics:

m Configure HTTPS agent installation defaults
m ovconfchg
m ovconfpar
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Troubleshooting HTTPS agents

The following steps help to troubleshoot problems with nodes that use the HTTPS agent. This assuming that
agent is correctly installed. If this is not the case, see Deployment troubleshooting or Manual installation of
HTTPS agents for more information.

m Check the agent installation log file. After you install or upgrade an HTTPS agent, a log file is in available
in:
<data_dir >\1 09\ opc_i nst. | og.

After you deinstall an HTTPS agent, a log file is available in the following location:

e On nodes that run a Windows operating system:
USYSTEMROOT% t enp\ opc_i nst. | og

e On nodes that run a UNIX or Linux operating system:
/var/tnmp/opc_inst.log .

m Check whether the management server can resolve the node's host name to an IP address, and whether
the node can also resolve the management server's host name. The operating system normally provides a
suitable command such as nsl ookup ordig .

On nodes that run the Solaris operating system, the HPOM provides the command ovget host bynane for

this purpose.

m Check whether the management server can connect to the node, and whether the node can connect to
the management server. The following command enables you to do this:
bbcutil -ping [<hostnanme>|<ip>][:<port>]] [count]

For example, to check whether a node can connect to managerl.example.com by sending 10 packets,
open a command prompt on the node and type the following command:

bbcutil -ping managerl.example.com 10
If the connection is successful, the command returns st at us=eSer vi ceX .

To run the command on a management server that is part of a cluster, you must also specify the
resource group name by adding the - ovr g option.

bbcutil -ovrg <resource> -ping [<hostname>|<ip>][:<port>]] [count]

m Check the status of the communication process, using the following command:
ovbbcch -status
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Alternatively, to check the status of communication processes on a remote system, use the following
command:

bbcutil -status [<hostnane>|<ip>][:<port>]]
If the processes are not running, restart communication processes using the following command:
ovc -restart ovbbccb

If the communication process does not start successfully:

e Check the log file <data_dir >\1 og\ Syst em t xt for error messages.

e Type ovbbccbh - nodaenon -verbose and then press Enter . This attempts to start the
communication process, and displays details of any errors.

m Check that the HTTP communication is possible between the node and management server. Open the
following location in a web browser on a node or management server:
http: // <hostname>: <port>/ Hew et t - Packar d/ OpenVi ew BBC/

By default, the communication process listens for connections on port 383. You can check which port
the communication process is listening on using the following command:

bbcutil -getcbport <hostname>

If HTTP communication is possible, the HTTP Communication Information Modules page opens.

m Check that the node communicates with the correct management server. Check the management server
using the following command on the node:
ovconfget sec.core.auth MANAGER

The command must return the correct management server hostname.

Check that the node has the correct management server core ID. Get the core ID using the following
command on the management server:

ovcoreid [-ovrg server]

The - ovr g option is only necessary if the management server is part of a cluster. The command
returns a core ID, which must match the core ID that the following command returns on the node:

ovconfget sec.core.auth MANAGER | D

m Check that the node communicates with the correct certificate server using the following on the node
command:
ovconfget sec.cmclient CERTIFI CATE_SERVER
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The command must return the host name of the management server that acts as the certificate
authority. If the command returns an incorrect value, the command ovcert -1i st should confirm that

the node has no certificates. If this is the case, you can set the correct value using the following
command:

ovconfchg -ns sec.cmclient -set CERTIFI CATE_SERVER <hostname>

You can then restart the agent using the following command ovc -restart

m Check that the node has received the certificates that it requires using the following command:
ovcert -check

If the certificates are missing, ensure that the node receives them. For more information, see
Configuring Certificates

m Check that the node's core ID is correct on the management server. Get the core ID using the following
command on the node:
ovcoreid

The core ID should exactly match the agent ID on the management server. To check this, right-click
the node in the console tree, and then click Properties... . The node properties dialog appears. In the
General tab, click Advanced Configuration . The Advanced Configuration dialog appears, which
enables you to check that the IDs match, and change the agent ID on the management server if
necessary.

m Check that the messages that you expect to arrive from the node are not being suppressed. Right-click
Operations Manager , and then click Configure— Server... . The Server Configuration dialog appears.
Check the settings in the Message Suppression tab. For more information, see Duplicate message
suppression .

m The management server does not start to automatically deploy policies until the node's package inventory
contains the agent package. Normally, this happens automatically. To view the node's package inventory,
right-click the node in the console tree, and then click View —Package Inventory .

If the agent package is missing from the node's package inventory, but the agent is installed on the node,
synchronize the node inventory manually. Right-click the node, and then click All Tasks—Synchronize
inventory —=Packages . The management server adds the HTTPS agent package to its node inventory,
and starts automatic policy deployment (if enabled).
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Configuring Certificates

Nodes that you manage with HTTPS agents require certificates. Certificates enable nodes to communicate
securely with the management server and other nodes. Therefore it is essential that certificates are safely
deployed to nodes to ensure that all subsequent communication is secure.

A management server can issue certificates to nodes, acting as a certificate authority. Each node needs the
following certificates from the management server:

® A unique node certificate . The node can identify itself to its management server and other nodes by
sending them its node certificate.

m A copy of the management server's trusted certificate . A node only allows accepts communication from a
management server if it has the trusted certificate for that management server.

m In an environment with multiple management servers, a copy of the trusted certificates for all other
management servers.

You can ensure that a node obtains these certificates in the following ways:

m Request certificates automatically
m Request certificates with an installation key

m Deploy certificates manually

You can configure the management server to handle certificate requests in the following ways:

m Map certificate requests to nodes
= Grant certificate requests automatically

m Grant or deny certificate requests manually

You can maintain the certificate authorities on management servers in the following ways:

m Configure trusted certificates for multiple management servers
m Backup and restore certificates

Related Topics:

m Configure HTTPS agent installation defaults
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Request certificates automatically

Nodes that you manage with HTTPS agents require certificates. Certificates enable nodes to communicate
securely with the management server and other nodes.

When you deploy an HTTPS agent to a node using the console, the node requests certificates automatically
from the management server. The node encrypts the certificate request using a key, which is embedded in
the agent software. This is more secure than sending the request unencrypted, but does not provide full
security.

The request must then be granted on the management server. You can configure this to happen
automatically or manually. After this happens, the management server sends the certificates to the node. If
the management server denies the certificate request you can send another using the following command on
the managed node:

ovcert -certreq

In a highly secure environment, you should disable automatic certificate requests. Do this by setting the
certificate deployment type to manual in the HTTPS agent installation defaults. You then need to either
request the certificates with installation key or deploy the certificates manually.

Related Topics:

m Configure HTTPS agent installation defaults
m Deploy certificates manually
m Request certificates with an installation key
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Request certificates with an installation key

You can use installation keys to encrypt certificate requests. You generate an installation key on the
management server , and then transfer it to the node manually.

Requesting certificates with an installation key is more secure than using standard certificate requests. An
installation key is unique, and you can use it to encrypt only one certificate request. If you use standard
certificate requests, all nodes encrypt all requests using the same key, which is embedded in the agent
software.

Also, if you request certificates with an installation key, you ensure that the node's private key never leaves
the node to which it belongs. This is not the case when you install certificates manually, because you
generate the node's private key and certificate on the management server and then copy it to the node.

Before you request certificates with an installation key, ensure that the HTTPS agent is running on the node.
Normally, the agent sends a certificate request the first time it starts. If you then request a certificate with
an installation key, the new certificate request overwrites the original certificate request on the management
server. You can suppress the first certificate request by setting the parameter
CERTIFICATE_DEPLOYMENT_TYPE=manual in the sec.cm.client namespace using the HTTPS agent
installation defaults.

To request certificates with an installation key

1. Log in to the management server with an account that is a member of the HPOM administrators group.
Open a command prompt.
2. Use ovowcsacmto generate an installation key. The syntax for this command is:

ovowcsacm -genlnstKey [-file <file_name >] [-pass <password >]
Specify the options as follows:

Option Description
-genl nst Key Specifies that you want to generate an installation key.
-file
<file_name >

Optional. The name of the file into which the command generates the installation key.
If you omit this option, the command creates a file in the following directory:

\<data_dir >\shared\server\certificates
The default file name has the following format:

Certificatel K <managenent _server_name >_<universally_unique_id >

- pass Optional. A password that the command uses to encrypt the installation key. You need
<password > this password when you later request the certificates from the node. If you omit this
option, the command prompts you for a password.

© Copyright 1999 - 2008 Hewlett-Packard Development Company, L.P. Page 355



HP Operations Manager for Windows 8.10 Online Help

3. Log in to the node with the same account used to install the node. Open a command or shell prompt.

4. Securely transfer the generated file to the node. The installation key is valid for any node.

5. On nodes that run a UNIX or Linux operating system, ensure that the PATH variable contains the path
to the agent commands.

e On HP-UX, Solaris, or Linux, type export PATH=/ opt/ OV/ bi n: $PATH and then press Enter .
e On AIX, type export PATH=/usr /| pp/ OV/ bi n: $PATH and then press Enter .

e On Tru64, type export PATH=/ usr/ opt/ OV/ bi n: $PATH and then press Enter .
6. Use ovcert to request a certificate from the management server. The syntax for this command is:
ovcert -certreq -instkey <file_name >

The command prompts you for the password that you specified when you generated the installation
key. The node then uses the installation key from the file to encrypt a certificate request, which it then
sends to the management server.

7. The request must then be granted on the management server. You can configure this to happen
automatically or manually. After this happens, the management server sends the certificates to the
node.

Related Topics:

m Configure HTTPS agent installation defaults
= Grant certificate requests automatically
m Grant or deny certificate requests manually
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Deploy certificates manually

You can generate certificates for nodes on the management server , and then transfer them to the nodes
manually. This avoids sending certificates over the network before fully secure HTTPS communication. For
example, if you do not want to transmit certificates over the network, you can export them to a file on a disk
and take the disk to the node.

Normally, the agent sends a certificate request to the management server the first time it starts. You can
suppress this certificate request by setting the parameter CERTIFICATE_DEPLOYMENT_TYPE=MANUAL
in the sec.cm.client namespace using the HTTPS agent installation defaults.

To deploy certificates manually

1. Log in to the management server with an account that is a member of the HPOM administrators group.
Open a command prompt.

2. Use ovowcsacmto generate a certificate. The syntax for this command is:

ovowcsacm -i ssue -nane <node_nane > [-file <file_nane >] [-coreid <OvCoreld >] [-pass
<password >]

Specify the options as follows:

Option Description
-issue Specifies that you want a certificate for a node.
- name The primary name of the node to generate a certificate for. The node must already

<node_nane > exist in the console.
-file Optional. The name of the file into which the command generates the certificates. If

<file_name > you omit this option, the command creates a file in the following directory:

%OvShar eDi r %server\certificates

The default file name has the following format:

<node_nane >-<QvCoreld >.pl2.

-coreid

Optional. The OvCorelD, which uniquely identifies the node, is used to generate the
<OvCorel D >

certificates. If you omit this option, the command generates an ID for the node.

You need to specify the OvCorelD if the node currently exists in the console, and the
HTTPS agent is already installed on the node. To find an existing node's OvCorelD:

a. In the console tree, right-click the node, and then click Properties . The node
properties dialog appears.

b. In the General tab, click Advanced Configuration . The Advanced
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Configuration dialog appears, which shows the ID that you need.

- pass Optional. A password that the command uses to encrypt the certificate data. You need
<password > this password when you later import the certificates on the node. If you omit this
option, the command prompts you for a password.

3. If the HTTPS agent is not already installed on the node, install it. If you manually install the agent, use
a profile. This ensures that the agent uses the same OvCorelD that ovowsacmgenerated on the

management server.

4. Log in to the node with the same account used to install the node. Open a command or shell prompt.

5. Securely transfer the generated file to the node.

6. On nodes that run a UNIX or Linux operating system, ensure that the PATH variable contains the path
to the agent commands.

e On HP-UX, Solaris, or Linux, type export PATH=/ opt/ OV/ bi n: $PATH and then press Enter .
e On AIX, type export PATH=/usr /| pp/ OV/ bi n: $PATH and then press Enter .
e On Tru64, type export PATH=/ usr/ opt/ OV/ bi n: $PATH and then press Enter .

7. If the agent is running on the node, type ovc -stop and then press Enter . This stops the agent

processes on the node.
8. Use ovcert to import the certificates from the generated file. The syntax for this command is:
ovcert -inportcert -file <file_name >

The command prompts you for the password that you specified when you generated the certificates.
Type the password and press Enter . The command then notifies the management server that the
certificates are installed and the management server updates the node's certificate state.

If the management server does not receive the notification for any reason, you must update the node's
certificate state manually, as follows:

a. In the console-tree, right-click the node, and then click Properties . The Node properties dialog
appears.

b. In the General tab, click Advanced Configuration . The Advanced Configuration dialog appears.

c. Select the Modify Certificate State check box, and then select Installed in the list of certificate

states.
d. Click OK .
A NOTE:

If the node's OvCorelD does not match the OvCorelD in the certificate, you see a warning on the
node that the common name field in the certificate does not match the OvCorelD of the system. If
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the node is new (you are not reinstalling or migrating the agent on an existing node), you can
change the node's OvCorelD as follows:

a. Copy the certificate's common name field from the warning.

b. Typeovcoreid -set <common name field > -force and then press Enter .
For example, for the following warning:

WARNI NG The conmon nane field (CN) in the certificate

' 89aeab62- b9eb- 7527- 148d- 8a612e083f 23' does not match the OvCoreld
' 8b2ae5c2- b99c- 7527- 0263- cf 9al6f 2aace’ of the system

the command would be:

ovcorei d -set 89aea662-h9e6-7527-148d- 8a612e083f 23 -force

9. On the node, type ovc -start and then press Enter . This restarts the agent processes.

10. Securely delete any copies of the file that contains the certificates. Depending on how you generate
and transfer the file, you may, for example, have copies in the following locations:

e on the management server

e on a floppy disk, CD, or other portable media

e on the node

11. Optional. If you enabled automatic policy deployment for the node, the policy deployment jobs may
have failed before you installed the certificate. To restart a failed job:

a. In the console tree, expand Policy management—Deployment jobs .
b. Right-click the failed job, and then click All Tasks—sRestart job .
Related Topics:

Create new nodes

Manually install an HTTPS agent with a profile
Configure HTTPS agent installation defaults
Configure general information for managed nodes
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Map certificate requests to nodes

When the management server receives a certificate request, it attempts to automatically identify the node
that the request comes from using the host name. This automatic mapping fails in the following situations:
m There is no node with the same host name as the system that the request came from.

m There is a node with the same host name, but the node has an OvCoreld that is different to the OvCoreld
in the certificate request.

If the management server fails to map a certificate request to a node, and you know that the node already
exists in the database, you can map the certificate request to the node manually. If a node does not already
exist in the database, you must configure it before you can map the certificate request. The node is listed
under Unmanaged Nodes with Agents in the Configure Managed Nodes dialog.

You can unmap certificate requests if you need to, and then map them to a different node.

As well as mapping certificate requests in the console, you can also map and unmap them from the
command prompt.

To map certificate requests to nodes

1. In the console tree, click Certificate Requests . A table of certificate requests appears in the details
pane.

2. Right-click an unmapped certificate request, and then click All Tasks —=Map to Node . The Map
Certificate Request to Node dialog appears.

3. Navigate the node tree and click the node that you want to map the certificate request to.
4. Click Map Node .

5. Read the warning message that appears, and then click OK or Cancel . If you click OK, the
management server updates the node's OvCorelD with the OvCorelD from the certificate request. The
certificate request then becomes pending and can be granted either automatically or manually.

To unmap certificate requests

1. In the console tree, click Certificate Requests . A table of certificate requests appears in the details
pane.

2. Right-click a mapped certificate request, and then click All Tasks —=Unmap . You can then map the
certificate request to a different node if appropriate.

To map certificate requests from the command prompt
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1. Log in to the management server with an account that is a member of the HPOM administrators group.
Open a command prompt.

2. Use ovowcsa -1li stpending to get a list of certificate requests.

3. Map a certificate request by specifying the request ID or host name with the following command:
ovowcsa -map <request_ID | request_host _name >[=<node_host_name | OvCorelD >] [-force]

The following restrictions apply:

e If you omit the node_host _nane and OvCor el d , the command attempts to map the certificate
request using the r equest _host _nane . This is useful if you configured a node with that host name
after the original attempt to map the certificate request failed.

o |If there is more than one certificate request with the same r equest _host _nane , you must specify
the request _ID.

o |If the host name in the certificate request is different to the node's host name, add the - force
option.

o |If the node has an OvCorelD that does not match the OvCorelD in the certificate request, the
mapping fails. Add the - f or ce option to map the certificate request.

Related Topics:

m Configure managed nodes
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Grant certificate requests automatically

Nodes that you manage with HTTPS agents require certificates. Certificates enable nodes to communicate
securely with the management server and other nodes. Unless you install the certificates manually, the node
requests them from the management server. Before you can start to manage the node, you need to grant
this certificate request.

You can configure the certificate server to automatically grant the following types of certificate request:

m Certificate requests that are encrypted with a valid installation key.
m Certificate requests from nodes that the management server recently deployed the HTTPS agent to.

m Certificate requests from specific nodes that you flag (by selecting Automatically grant certificate in
the system properties of the node).

To grant certificate requests automatically

1. In the console tree, right-click Operations Manager , and then click Configure—=Server... . The
Server Configuration dialog appears.

2. Click Namespaces , and then click Agent Certificate Autogranting . A list of values appears.

3. Set the value of Enable autogranting to True . The management server grants all certificate
requests that were made manually using an installation key.
If you set this value to false, the management server does not grant any certificate requests
automatically.

4. Configure one or more of the following options to automatically grant certificate requests from recently

deployed or flagged nodes:

e Certificate requests from nodes with a recently deployed HTTPS agent

To automatically grant certificate requests from nodes to which the management server recently
deployed the HTTPS agent:
i. Set the value of Enable autogranting by time interval to True .

ii. Set the value of Time interval for autogranting to a number of seconds. The management
server automatically grants certificate requests that arrive this number of seconds after the start
of the agent deployment job or sooner.

e Certificate requests from flagged nodes

To automatically grant certificate requests from specific nodes that you flag:

i. Set the value of Enable autogranting of flagged nodes to True .
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iv.

V.

Set the flag to automatically grant certificate requests when you create each node.

Alternatively, to set the flag for an existing node:

L 1ip:
To change the default value of this flag, set the value of Default for the ‘Automatically
grant certificate' flag of new nodes in the Server Configuration dialog.

Combination mode for recently deployed or flagged nodes

Set the value of Combination mode of autogranting conditions to AND or OR . Use AND to
automatically grant any certificate request that not only arrives in the specified time but also
comes from a flagged node. Use OR if certificate requests must meet just one of these criteria.

For the AND operation to function properly, set both Enable autogranting by time interval
and Enable autogranting of flagged nodes to true.

Click OK .

Use the Windows service manager to restart the OvSecurityServer service.

Related Topics:

o0 Configure system information for managed nodes

o0 Request certificates with an installation key

0 Request certificates automatically
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Grant or deny certificate requests manually

Nodes that you manage with HTTPS agents require certificates. Certificates enable nodes to communicate
securely with the management server and other nodes. Unless you install the certificates manually, a node
requests the certificates from the management server. Before you can start to manage the node, you need
to grant this certificate request.

You can view a table of the certificate requests that the management server has received, and manually
grant or deny requests that are pending. Alternatively, you can grant or deny a pending certificate request
from the command prompt.

To grant or deny certificate requests manually

1. In the console tree, click Certificate Requests . A table of certificate requests appears in the details
pane.

2. Right-click a pending certificate request, and then click one of the following:

o All Tasks —=Grant - The management server send certificates to the node.
e All Tasks —=Deny - The management server informs the node that its certificate request is denied.

e All Tasks —Discard - The management server deletes the certificate request without informing
the node.

3. If a confirmation message appears, read the message and then click OK or Cancel .

To grant certificate requests manually from the command prompt

1. Log in to the management server with an account that is a member of the HPOM administrators group.
Open a command prompt.

2. Use ovowcsa -1|istpending to get a list of pending certificate requests. To obtain the list in a different
format, add the - f or mat option and any combination of the following letters:
e 1 -request ID
e h - host name
e |- IP address
e 0 - OvCorelD
e m - mapped host name

e p - platform
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e t - time received

e s - show header line

3. Grant or deny a certificate request by specifying the request ID or host name with one of the following
commands:

e ovowcsa -grant <request ID | host name > - The management server send certificates to the
node.

e ovowcsa -deny <request ID | host name > - The management server informs the node that its
certificate request is denied.

e ovowcsa -di scard <request ID | host name > - The management server deletes the certificate
request without informing the node.
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Configure trusted certificates for multiple management servers

Every node has a certificate, which it uses identify itself to management servers . Every management server
also has a certificates, which it uses to identify itself to nodes. Nodes receive their certificates from the
certificate authority on their primary management server.

In an environment with multiple management servers, you must configure each secondary management
server to trust certificates that primary management servers issued. This involves exporting the trusted
certificate from every primary management server to every secondary management server. You must also
update the nodes' trusted certificates, so that the nodes trust the secondary management servers.

To configure trusted certificates for multiple management servers

1. On every management server, export the trusted certificate to a file using the following command:
ovcert -exporttrusted -ovrg server -file <file>

The command generates a file with the name that you specify.

2. Copy each file to every other management server, and import each trusted certificate using the
following command:
ovcert -inporttrusted -ovrg server -file <file>

3. For every management server, update the trusted certificates on existing nodes:

a. In the console tree, click Tools—=HP Operations Manager Tools— Certificate Management

b. In the details pane, double-click Update trusted certificates . A dialog listing nodes and
services appears.

c. Select Nodes and click Launch... . The Tool Status dialog appears and shows progress.

Any new nodes that you create will receive all the trusted certificates when they receive their node
certificate.

Related Topics:

m Scalable Architecture for Multiple Management Servers
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Backup and restore certificates

It is important to keep a backup of the certificates for the management server on which the certificate server
runs. Otherwise, if you lose or corrupt the management server's certificates, you would need to reissue
every node certificate.

You can backup the certificates to files, which you should remove from the management server and store
securely. You need to backup three certificates from management server:

m Management server certificate (the certificate authority certificate)
m Trusted certificate (or several trusted certificates if you imported more from other management servers)

m Node certificate (because the management server is also a node)

To backup certificates

1. Backup the management server certificate using the following command:
ovcm -exportcacert -file <file> [-pass <pass_phrase>]

The command generates a file with the name that you specify. If you specify the - pass option and the
pass phrase contains spaces, surround it with quotation marks (""'). If you omit the - pass option, the
command prompts you for a password.

2. Backup the trusted certificate(s) to a file using the following command:
ovcert -exporttrusted -ovrg server -file <file>

The command generates a file with the name that you specify.

3. Find the alias of the node certificate using the following command:
ovcert -list -ovrg server

The alias of the node certificate is the long sequence of characters, which appears under the heading
"Certificates". For example:

| Certificates: |
| cdc7b5a2- 9dd6- 751a- 1450- eb556a844b55 (*) |

| Trusted Certificates: |
| CA _cdc7b5a2-9dd6- 751a- 1450- eb556a844b55 (*) |
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Backup the node certificate using the following command:
ovcert -exportcert -file <file> -alias <alias> [-pass <pass_phrase>]

The command generates files with the names that you specify. If you specify the - pass option and the
pass phrase contains spaces, surround it with quotation marks (*'"'). If you omit the - pass option, the
command prompts you for a password.

To restore certificates

1. Restore the management server certificate using the following command:
ovcm -inportcacert -file <file> [-pass <pass_phrase>]

The command restores the certificate from a file with the name that you specify. To restore the
certificate, you need the pass phrase that was used to create the file. If you specify the - pass option
and the pass phrase contains spaces, surround it with quotation marks (). If you omit the - pass
option, the command prompts you for the password.

2. Restore the trusted certificate using the following command:
ovcert -inporttrusted -file <file>

3. Restore the node certificate using the following command:
ovcert -inportcert -file <file> [-pass <pass_phrase>]

The command imports the certificates from the file.
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Configure tools

The Tool Configuration editor allows you to create the tools that operators can apply to managed nodes and
services. By applying the available tools, operators resolve problems and perform routine tasks to maintain
systems and services that have critical business impact. Tools can be executed on nodes or services.

For services, a tool is executed on nodes configured in the Service Configuration editor as nodes on which
the tool runs. If no such nodes have been configured, the tool runs on the node where the service is hosted.

You can assign tools to specific user roles so that only users assigned to that role can apply the tools you
specify. By assigning tools to a specific service type, only the tools you assign to that service type are
available from the associated service.

The tools that you create are listed in tool groups in the HP Operations Manager for Windows Tools folder of
the console tree, which also displays the default tool groups supplied with HP Operations Manager for
Windows. You can create subfolders for sets of tools so that tools can be organized according to type of
problem, operating system, function, or other convenient category. For example, you might group editing
tools in one folder and performance tools in another.

One tool can be included in several folders. If you edit the tool, the changes go to all instances of the tool.
To delete a tool, you must remove it from every location where it occurs.

You must configure each tool individually. An asterisk (*) indicates required information.

To configure a tool or tool group

1. Open the Tool Configuration editor, if it is not already open.

2. Select the name of the tool or tool group you want to configure and right-click to open the shortcut
menu.

3. Select Properties to open the Properties or Group Properties dialog box. Tool properties dialog
boxes display the Tool icon T . Tool group properties dialog boxes display this Tool Folder icon T .
The dialog box title reflects the selection you made in step 2. Use the tabs to configure:

e General: information that identifies and describes the tool.
e Details: Tool Properties dialog box only. Provide details about the type of tool, its parameters,

where it will be executed, and whether operators have permission to change the tool parameters. If
the tool is a script, enter the script text.

e Target: Tool Properties dialog box only. Specify the node you want to associate with this tool.
(Optional).

e Nodes: Tool Properties dialog box only. Displays lists of the nodes and node folders associated
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with this tool.
4. When you finish your configuration, click Apply to see the effects of your changes.

5. Click OK to confirm your changes, close the Tools Properties dialog box, and return to the
Configure Tools dialog box. The tool you configured appears in the list of tools in the details pane.

6. Click Apply to apply your changes without closing the dialog box.

7. Click OK to confirm your changes and close the Configure Tools dialog box. The new tool or folder
appears in the list of tools in the console tree.

8. Click Cancel to cancel the creation of the new tool or folder.

To specify tools for services, use the Service Configuration Editor.

Server or cluster failover behavior

HPOM for Windows monitors the availability of server components such as the Windows Management
Interface (WMI), the server itself, and the cluster resource group (if your environment contains clusters.)

In the event of a failure of one or more of these components, some activities may be temporarily
unavailable, until WMI or the server is restored. See Related Topics: for details.

Related Topics:

Create a new tool or tool group
Configure general information for tools
Configure tool details

Configure targets for tools

Configure tools for user roles

Select tools for service types

Server or cluster failover behavior
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Create a new tool or tool group

You can create a new tool or tool group, rather than select from the list of existing tools. Perhaps the tool
you want to add is not included in the Tools list and so is not available for selection. In that case, you can
add a new tool or group of tools manually.

To add a new tool or tool group

1. Open the Tool Configuration Editor, if it is not already open.
2. Right-click to open the shortcut menu.

3. Select either New Tool or New Tool Group . The Tool Properties dialog box automatically opens so
that you can begin configuring the new tool.

4. Configure the new tool or tool group as necessary using the tabs in the Tool Properties or Tool
Group Properties dialog box. An asterisk (*) indicates required information. You may see a message
prompting you to supply required information.

5. Click Cancel to close the properties dialog box without saving your changes. If you choose Cancel ,
your new tool or tool group will not be created.

6. Click Apply to apply your changes without closing the properties dialog box.

7. Click OK to confirm your changes, close this dialog box, and return to the Configure Tools dialog
box. Your new tool or tool group appears in the list of tools.

8. Click Apply to apply your changes without closing the dialog box.
9. Click OK to confirm your changes and close the Configure Tools dialog box. The new tool or folder

appears in the list of tools in the console tree.

To delete a tool

1. If you want to delete a tool, select it in the Configure Tools dialog box list.

2. Right-click to open the shortcut menu and select Delete or press the Delete key. A message prompts
you to confirm the delete operation.

Related Topics:
m Configure general information for tools

m Configure tool details
m Configure targets for tools
m Configure tools for user roles
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m Select tools for service types
m User accounts for tools
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Configure general information for tools

Use the General tab in the Tool Properties dialog box to specify details that identify each tool. An asterisk
(*) identifies required information.

To configure general information for tools

1. Open the Tool Configuration editor, if it is not already open.
2. From the tools displayed in the selection tree, select the tool you want to configure.
3. Right-click to open the shortcut menu.

4. Select Properties to open the Tool Properties dialog box. Properties include:

e General information about the selected tool, such as the display name of the tool.

e Details about the specific tool you selected, such as the type of tool, the executable name, and
script details, if any.

e Target nodes on which the tool will run.

e Nodes and node folders associated with this tool.
The General tab displays by default.

5. In the Display Name box, enter the name for the tool as you want it to appear in the Tools list. This
information is required.

6. Enter any comments or additional information in the Description box. This information is optional.
7. Select Show tool in message context to make this tool available in the context of all messages.

8. Select the Details tab to continue configuring this tool. You will see a message prompting you for
required information.

Related Topics:
Configure Tools

Configure tool details
Configure targets for tools
Edit configured tools
Configure tools for user roles
Select tools for service types
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Configure tool details

Use the Details tab of the Tool Properties dialog box to record information about the new tool. You must
separately configure details for each new tool you create.

To configure tool details

1. Open the Tool Configuration Editor, if it is not already open.

2. Right-click the tool you want to configure to open the shortcut menu.
3. Select Properties to open the Tool Properties dialog box.

4. Select the Details tab.

5. In the Command Type list box, select a tool type. A tool type can be an executable, a URL, a VB
script, a Jscript, Perl script, or a Windows Scripting Host (WSH) script.

L NOTE:

VB scripts, Jscripts, Perl scripts, and WSHscripts run only on the management server or on a
managed node. If .vbs has already been associated with the scripting engine, you can run the
executable without a preface. For example: fi |l enane. vbs .

6. Your selection of a command type determines the options available within the rest of the dialog box.
Click the down arrows for details on configuring each command type.

Executable Command Type
URL Command Type
VB script, JScript, Perl script, or WSHscript Command Type
7. Click Apply to apply your changes.
8. Click OK to apply your changes and close the Tools Properties dialog box.

9. Click Cancel to close this dialog box without saving your changes.

10. Select the Target tab to continue configuring this tool.

Related Topics:

Configure Tools

Configure general information for tools
Configure targets for tools

Edit configured tools

Configure tools for user roles
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m Select tools for service types
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Configure target nodes for tools

The tools you create can be used in several ways. Tools can be:
= Run only on the nodes you specify.

Configured to permit users to choose the nodes on which the tool will run.

Run in the context of a service (execute on the node that hosts that service).

Restricted to user roles to which specific users are assigned.

Restricted to a specific service type for which only the tools you assign to that service type are available
from the associated service.

To specify nodes, use the Target tab in the Tool Properties dialog box to select the nodes on which you
want the tools to run. You must also specify Node List in the Execute On list. This configures the tool to
run on all the nodes on the Predefined Node List .

If you prefer to allow your users to determine where a tool is to be run, you must choose Selected Node in
the Execute On list. When the tool is executed, a list appears from which users choose the location (service
or node) where the tool will run.

To configure nodes for tools

1. Open the Tool Configuration editor, if it is not already open.
2. Right-click the tool to be configured to open the shortcut menu.
3. Select Properties to open the Tool Properties dialog box.

4. Select the Target tab.

5. In the Execute On list, select the target node or nodes on which the tool will run. Click the Execute
On down arrow below to view options and target locations. Security options vary depending on the
target location you select. See the HP Operations Manager for Windows Installation Guide for details.

management server

Execute On

Select management server if you want the tool to run only on the server. As administrator, you can
specify a user name, password, or both be required from the user.

6. In the User Name box, specify the ID under which the tool executes. For example, you might enter
root .

7. Check the Run as Agent User check box if you want to set the User Name to $SAGENT_USER. This
parameter is later replaced with the name of the agent user account specified on the server. The
account on the management server is initially set to Local System.

8. If a password is required, specify in the Password box the password for the special user authorized in
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10.

11.

12.

13.

Step 6. The administrator specifies these passwords during the process of tool configuration.
In the Verify Password box, retype the specified password to confirm it.

To add nodes to the Predefined Node List, you must have Node List selected in the Execute on
box. Click Add to open the Add nodes or node groups dialog box. Select one or more nodes or node
groups to associate with the tool you are configuring. Click OK to close the Add nodes or node
groups dialog box and add your selections to the Predefined Node list in the Target tab.

Click Remove to delete selected systems from the Target tab.

When you finish configuring the tool, click Apply in the Tool Properties dialog box to apply your
changes.

Click OK to close the Tool Properties dialog box and save your changes.

Click Apply in the Configure Tools dialog box to save your new tool configuration. Click OK to save
your changes and close the dialog box.

Related Topics:

Configure Tools

Configure general information for tools
Configure tool details

Edit configured tools

Configure tools for user roles

Select tools for service types
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View nodes and node groups associated with this tool

The Nodes tab of the Properties dialog box for tools displays a list of the node groups and nodes associated
with the selected tool.

This information is read-only.
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Add nodes or node groups

You can select the nodes on which a tool runs by adding one or more selected nodes or node groups to the
Predefined Node List in the Tool Properties Target tab. The advantage of adding a node group is that
the Predefined Node List is updated automatically whenever the node group changes.

% NOTE:
You must also specify Node List in the Execute On list in the Target tab.

To add nodes or node groups

1. In the Tool Properties dialog box Target tab, click Add to open the Add nodes or node groups
dialog box.

2. Select one or more nodes or groups of nodes.

3. Click OK to close the Add nodes or node groups dialog box. The nodes and node groups you
selected appear in the Predefined Node List in the Target tab.

4. Click Cancel to close the dialog box without saving any changes.
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Variables for tools

The following variables can be used in the Parameters box in the Configure Tools dialog box, Details tab.

m Management server variables
m Message variables

m Node variables

= Node group variables

m Service variables

m Environment variables

Management server variables

® $OPC_MGMTSV
Returns the name of the management server. $OPC_MGMTSV can also be used in automatic and

operator-initiated commands.

Availability: From all actions except automatic and operator-initiated commands.
Message variables

Some variables return TRUE or FALSE, depending on the existence of a specific message attribute. For
example, if an automatic action is defined, TRUE is returned. Otherwise FALSE is returned.

If an attribute is empty, an empty string is returned. If you use an attribute that does not exist, it is treated
like part of a normal string, which means no evaluation happens and the string remains unchanged. The data
returned from variables is exactly the same type as that shown in the Message Properties dialog box. The
indexing for word extraction from strings and for access to specific annotations starts with 1, not with 0.

All message variables are replaced per message. This means that if you select two messages, you will
receive two requests; each of them might have different values for the parameters.

m $OPC_CUSTOM[name]
The same as $OPC_MSG.CMA[name]. Returns the value of the custom message attribute name. For
example, the $OPC_CUSTOM devi ce] variable could return the value Lan .

m $OPC_MSG.ACTIONS.AUTOMATIC

Indicates whether an automatic action is defined. Sample output: TRUE
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m $OPC_MSG.ACTIONS.AUTOMATIC.COMMAND
Returns the script or program, including its parameters, performed as an automatic action for the selected
message. Sample output: di st _del . sh 30 war ni ng

m $OPC_MSG.ACTIONS.AUTOMATIC.NODE
Returns the node on which an automatic action has been performed for the selected message. Sample
output: ker ni ghan. c. com

m $OPC_MSG.ACTIONS.AUTOMATIC.STATUS
Returns the current status of the message's automatic action. The variable can return running, failed, or
successful. Sample output: successf ul

m $OPC_MSG.ACTIONS.OPERATOR

Indicates whether an operator-initiated action is defined. Sample output: TRUE

m $OPC_MSG.ACTIONS.OPERATOR.COMMAND
Returns the script or program, including its parameters, performed as an operator- initiated action for the
selected message. Sample output: ps -ef

m $OPC_MSG.ACTIONS.OPERATOR.NODE
Returns the node on which an operator-initiated action has been performed for the selected message.
Sample output: ker ni ghan. c. com

m $OPC_MSG.ACTIONS.OPERATOR.STATUS
Returns the current status of the message's operator-initiated action. The variable can return running,
failed, or successful. Sample output: successf ul

m $OPC_MSG.ANNOTATIONS
Indicates whether annotations exist for a message. Returns TRUE if at least one annotation exists for a
message. Otherwise FALSE is returned. Sample output: TRUE

m $OPC_MSG.ANNOTATIONSI[N]

Returns the nth annotation. Sample output:

Performed Message Correl ati on;

Message Key Rel ation:

Message 59d06840- ac4f - 71d5- 1f 67- 0f 887320000
with condition id

f e00f a34- 9e34- 71d5- 143e- 0f 887320000 ackn' ed
0 nessages.

m $OPC_MSG.APPLICATION
Returns the name of the application related to the selected message. Sample output: / usr/ bi n/ su(1)
Switch User

m $OPC_MSG.CMA[name]
Same as $OPC_CUSTOM[name].
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m $OPC_MSG.CREATED
Returns the date and time the message was created on the managed node. Sample output: 09/ 18/ 01
18: 08: 08

= $OPC_MSG.DUPLICATES

Returns the number of duplicate messages that have been suppressed. Sample output: 17

= $OPC_MSG.GROUP

Returns the message group to which the selected message belongs. Sample output: Security

m $OPC_MSG.INSTRUCTIONS
Returns the text of the instruction. Sample output: Avai |l abl e space on the device hol ding the
(root) filesystemis |less than the configured threshold. This may lead to ...

m $OPC_MSG.LAST_RECEIVED
Returns the date and time when the last duplicate message was received on the management server.
Sample output: 09/ 16/ 01 03:17: 23

m $OPC_MSG.MSG_KEY
Returns the message key that is associated with a message. Sample output:
my_appl _down: ker ni ghan. c. com

m $OPC_MSG.MSG_ID
Returns the unique identification number for the selected message. Sample output: 217362f 4- ac4f -
71d5- 13f 3- 0f 887320000

m $OPC_MSG_IDS
Returns the message IDs (UUIDs) of all the messages currently selected. IDs are separated by space.

Sample output: 85432ef a- ab4a- 71d0- 14d4- 0f 887a7c0000 a9c730b8- ab4b- 71d0- 1148- 0f 887a7c0000

m $OPC_MSG.NO_OF_ANNOTATIONS

Returns the number of annotations of a message. Sample output: 3

m $OPC_MSG.NODE
Returns the managed node from which the selected message was issued. Sample output:
ker ni ghan. c. com
m $OPC_MSG_NODES
Returns the names of all nodes on which the events that generated currently selected messages took
place. The names are separated by spaces. Duplicate nodes are ignored. Sample output:
ker ni ghan. c.comrichie.c.com
m $OPC_MSG.OBJECT

Returns the object which was affected by, detected, or caused the event. Sample output: CPU

m OPC_MSG.ORIG_TEXT

Returns the original text of the selected message. Sample output: SU 09/ 18 18: 07 + 6 root-spool adm
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= $OPC_MSG.ORIG_TEXT[n]

Returns the nth word in the original text of the message. Sample output: t he

= $OPC_MSG.OWNER

Returns the owner of the selected message. Sample output: opc_op

m $OPC_MSG.RECEIVED

Returns the date and time the message was received on the management server. Sample output:
09/ 18/ 01 18:08:10

m $OPC_MSG.SERVICE

Returns the service name that is associated with the message. Sample output:
VP_SM Agent : Ser vi cesProcesses@er ni ghan. c. com

= $OPC_MSG.SEVERITY

Returns the severity of the message. This can be Unknown, Normal, Warning, Minor, Major, or Critical.
Sample output: Nor ral

m $OPC_MSG.SOURCE

Returns the name of the application or component that generated the message. Sample output:
Message: opcnsg( 1| 3)

m $OPC_MSG.TEXT

Returns the complete text of the selected message. Sample output: The fol | owi ng configuration
informati on was successfully distributed: Tenplates (OpC30-814)

m $OPC_MSG.TEXT[n]

Returns the nth word in the text of the message text. Sample output: f ol | owi ng

m $OPC_MSG.TIME_OWNED

Returns the date and time when the message was acknowledged. Sample output: 09/ 18/ 01 18:11: 10

m $OPC_MSG.TYPE

Returns the message type of the message. Sample output: ECS

View Details

Node variables

= $OPC_NODES

Returns the primary node name.

Availability: From all actions except automatic and operator-initiated commands.

o If the tool is launched from the Nodes folder in the console tree, this variable is replaced with the
primary node name of the nodes that are selected at the time the tool runs.
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o If the tool is launched from the Service folder in the console tree, this variable is replaced with the
primary node name of the nodes that have been associated with the selected service and the selected
action. If this list is empty, the primary node name of the node the service is hosted on is used.

o If the tool is launched from the Tools folder in the console tree, a node and service selector displays,
allowing you to select the nodes and services to use to replace this variable.

= $OPC_NODEID

Returns the node identifier (GUID) of a node.

Availability: From all actions except automatic and operator-initiated commands.
o If the tool is launched from the Nodes folder in the console tree, this variable is replaced with the
GUIDs of the nodes that are selected at the time the tool runs.

o If the tool is launched from the Service folder in the console tree, this variable is replaced with the
GUIDs of the nodes that have been associated with the selected service and the selected action. If this
list is empty, the GIUID of the node the service is hosted on is used.

o If the tool is launched from the Tools folder in the console tree, a node and service selector displays,

allowing you to select the nodes and services to use to replace this variable.

Node Group variables

= $OPC_NODEGROUP_ID
Returns the identifier (GUID) of a node group.

m $OPC_NODEGROUP_LABEL

Returns the display name of a node group.

Service variables

= $OPC_SERVICE_NAME

Returns the ServiceName of a service.

Availability: Supports and fills in the name of the selected service. If a service is not selected, or an action
is launched from a Node or Node Group, then these values will be NULL.

= $OPC_SERVICE_LABEL

Returns the Caption of a service.

Availability: Supports and fills in the caption of the selected service name. If a service is not selected, or
an action is launched from a Node or Node Group, then these values will be NULL.

Environment variables
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m $OPC_ENV(variable name)

Used to retrieve environment variables from the console that launched the action.

Example: $OPC_ENV(PATH): substitutes the variable with the PATH environment variable from the
console machine.

Availability: From the actions launched from configured tools. Not available from the automatic or
operator-initiated commands running on the console.
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Tool security

Security for tools focuses on the user account under which a tool is launched. When you configure a tool,
you can specify if a user account will be used or not and if a password is required or not. The following
sections explain the requirements and consequences of such configurations:

m Tool target location details and requirements
m Security authentication module
m Allow tools to run on Windows 2003 Server nodes

m Change the password for multiple tools
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User accounts for tools

As an HPOM administrator, you can specify the account a tool runs under when it executes, according to the
following requirements. Requirements may vary depending on the target location.

HPOM management server, managed node, or node list

If the target location for the tool is the management server, a managed node, or the node list, you can:

m Specify both the user name and password.

m Specify a user name and leave the password blank.

This uses the security authentication module opcauth.dll (part of the HP Operations agent package) to
authenticate the login for the tool. This form of authentication has the following advantages:

e Because no password is required, you do not have to update the configuration of tools using the
specified account if the password changes. For example, an administrator can create an account
(opc_op), but if opc_op changes its password, the administrator might not know the new password. In
this case, HPOM allows the administrator to launch the tool as opc_op using the security authentication
module (opcauth.dll).

However, the administrator would not be able to interactively log in using this account. The
administrator can start the tool using the opcauth.dll, but he cannot log on to the system as opc_op,
because this would require a password which he does not know.

e Supplying the user name but not a password allows an administrator to set up a tool to run under a
special account without needing to know the account's actual password.

e If you are using a local account that has a different password on each node, a single tool definition
works for all of them.
m Leave both the user name and password blank.

If you leave the user name blank, you must also leave the password blank.

o All limitations mentioned above for an empty password also apply when both the user name and
password are blank.

¢ On Windows nodes, the tool runs as the user logged in to the console. The user you are logged in as
must be a domain user.

The machine on which you want to run the tool must recognize the account name. This takes place if
the machine you are logged in on is in the same domain as the target node. If not, the domain of the
target node must trust the domain of the user account used when executing the tool.

e On UNIX nodes, the tool runs under the user account that the agent itself is currently running under.
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HPOM management console

If the target location for the tool is the HPOM management console, the tool runs as the user logged on to
that console.

m User name: cannot specify

m Password: cannot specify

Related Topics:

Security authentication module

Allow tools to run on Windows 2003 server nodes
Change the password for multiple tools

Change the default user for commands
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Security authentication module

The security authentication module (opcauth.dll) can be used to authenticate the login for a tool. This is
automatically used for all tools that have a user name but no password specified. When you launch a tool
and specify only the user, HPOM does not ask for a password or check for one.

The security authentication module is installed by default on a node as part of the HP Operations agent
package.

Deploy the security authentication module to domain controllers

If the tool uses domain accounts, then you must configure the domain controllers of the target node’s
domain as managed nodes and deploy the HP Operations agent package to the domain controllers. The
agent installation makes the security authentication module available on the domain controllers.

If there are several domain controllers in a domain, and depending on the availability of these domain
controllers, the Windows authentication system will contact different domain controllers. For this reason the
security authentication module must be available on all domain controllers of that domain. The security
authentication module on the domain controllers authenticates the login for any machine when the tool
launches. However, in this case, the account that the tool runs as does not have network credentials.

% NOTE:
You cannot run tools using domain accounts without passwords if none of the domain controllers are
available.

If the tool uses local accounts, no further action is necessary because the security authentication module is
automatically deployed together with the HP Operations agent package, which is required to execute tools on
the managed node.

Exclude the security authentication module from the agent installation

To exclude the security authentication module from the agent installation:

m HTTPS agents
In the HTTPS agent installation defaults file, set the | NSTALL_OPCAUTH option to f al se , for example:
[ eaagt]
I NSTALL_OPCAUTH = fal se

& NOTE:
When you install an HTTPS agent manually, the HTTPS agent installation defaults file is not used
and therefore the security authentication module is not registered.
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m DCE agents

Use the Set Mynt Ser ver tool with the / aut h / on option, for example:

Set Mynt Server /auth /on

Disable the security authentication module after the agent installation
To disable the security authentication module after the agent has been installed:

m HTTPS agents
a. Manually remove the following registry entry:
HKEY_LOCAL_MACHI NE\ SYSTEM Cur r ent Cont r ol Set\ Contr ol \ Lsa\ MSV1_0\ Aut h130

b. Reboot the system after the key has been removed.

m DCE agents

Manually remove the opcaut h. dl | file on the node where the tool user is authenticated:
YSYSTEMROOT% opcaut h. dl |

If you remove this DLL, then a password will always be required to run a tool under the specified account. If
you remove this DLL on all domain controllers, you cannot do a switch user without a password for domain
accounts.

Related Topics:

m Allow tools to run on Windows 2003 server nodes
m Configure HTTPS agent installation defaults
m Configure DCE agent installation defaults
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Allow tools to run on Windows 2003 Server nodes

With Windows 2003 Server, Microsoft introduced a new security feature using a local security policy called
"Allow log on locally.” This logon right determines which users can interactively log on to a system. On the
Windows 2003 server, the Domain Users group and the Domain Admins group are not included in this new
policy.

Existing tools that ran correctly on Windows 2000 might fail on Windows 2003 Server. This means that a tool
set up to run as a domain user will fail with the following error message:

Logon attenpt for user (ov-excl\joec) failed. The account name nmay be unknown or the
password was w ong.

To allow tools to run on Windows 2003 Server nodes

The problem can be solved in one of the following ways:
m Add the domain user to the Windows 2003 local security policy "Allow log on locally."

Go to Start —= Administrative Tools — Local Security Policy . Then select Local Policies — User
Right Assignment and right-click Allow log on locally to open the properties of the Allow log on
locally setting.

m Add the user to the local Administrators group.
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Change the password for multiple tools

As administrator, you may configure many tools to run under a particular account, with a password specified
for security reasons. When it becomes necessary to change that password, you can use the Change
Password utility to change the password for all the tools that use that account name. You can also change
the name of the account the tool runs under. The utility is available from the HP Operations Manager
Tools tools group in the Tools folder in the console tree.

To change the user name, password, or both for all instances of a tool

1. In the console tree, select the tool for which you want to change the user name, password, or both.

2. Open the Tool Configuration editor and be sure these settings are correct:

Details pane: The Parameters box must contain the parameter $OPC_MGMTSV. When you run the
tool, the name of the management server is supplied for this variable.

Target pane: The Execute on: box must specify console.

3. From the console tree, select Tools —= HP Operations Manager Tools . In the Details pane, select
the tool Modify Tools login/password .

4. Double-click the tool name or right-click to open the shortcut menu and select All Tasks — Launch
Tool to open the Update User/Password dialog box.

5. In the Update User/Password dialog box, enter the old user name and the new user name.
6. Enter the new password and confirm it.

7. Click Apply to confirm your changes.

8. Click OK to confirm your changes and close this dialog box.

9. To test the changed user name, return to the Tool Properties dialog box Target pane. The new user
name should appear in the User Name box.
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Introduction to the Service Editor

The Service Editor allows you to define how services in the service hierarchy are dependent on each other,
and allows you to define rules that evaluate the severity based on the state of the contributing services.
Although you can use the Service Editor to create an entire service hierarchy, it is recommended that you
use the Discover Services command to create a basic hierarchy, which you can then fine tune. You can use
the Service Editor to modify the status propagation so that it is tuned for your environment. You can also
build on the SPI service hierarchy, using it as a building block in a larger hierarchy that you create.

1.

2.

Learn about the service hierarchy .
Learn how to plan a service hierarchy .
Learn about Service IDs .

Sketch out a plan for your service hierarchy that includes the high-level services that you want to
monitor, for example, printing, e-mail, internet access and so on, noting the service hosting for each
service.

Make sure that all nodes needed for the service hierarchy are configured managed nodes.
Execute the command Tools — Microsoft Windows — Discover Services .

Use the Service Editor to add folder-based services for all high-level services in your service hierarchy.
Accept the default value propagation and calculation values. You can change these values later if you
need to.

For each node, add a dependency from the Windows OS SPI hierarchy to all services that reside on
that node.

Create folder-based services for any special applications or processes are monitored by your policies.
Include these services in the service hierarchy. Ensure that the service IDs match those in the policies.
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Service hierarchy overview

A service hierarchy is a logical organization of the services you provide, each higher level covering a wider or
more general service area than the next lower level. The picture below shows a simple service hierarchy. The
top level service is E-mail . This service is dependent on two lower level services, America and Europe ,
which in this case represent e-mail services on two continents. These services depend on other services,
down to the lowest level services, in this case, the hard disks and CPUs of specific computers. This sample is
small but a service hierarchy can include many more services and relationships. (Click the boxes and arrows
below for more information about this service hierarchy example.)
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Service Hierarchy Terms

The terms below are used in the help to describe the relationships between the various services in a service
hierarchy.

m The terms superordinate and subordinate describe the hierarchical relationship between two services
in the service hierarchy. A superordinate service depends on one or more subordinate services, and uses
the statuses of its subordinates to calculate its own status. All services to which a service propagates its
status are considered to be that service's superordinates. A service can be both superordinate and
subordinate at the same time.

m Dependency describes the relationship between a superordinate service and a subordinate service. The
superordinate depends on the services of the subordinate to function properly, and also depends on the
status of the subordinate services to calculate its own status.
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m A contained by link describes the relationship of a subservice which cannot exist without a superordinate
service. In the example above, the service CPU 1 cannot exist if its superordinate service Computer 1
does not exist. If Computer 1 is removed from the service hierarchy, CPU 1 cannot exist in the service
hierarchy.

m A used by link describes the relationship of a subservice which can exist without the superordinate
service. In the example above, the service Computer 1 can exist if its superordinate service Mail Server 1
does not exist. If Mail Server 1 is removed from the service hierarchy, Computer 1 will remain in the
service hierarchy.

Related Topics:
Planning your service hierarchy
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Plan your service hierarchy

It is helpful to draft your service hierarchy before you start using the Service Editor. When planning your
service hierarchy, keep the following questions in mind:

m Which IT services do you provide? Which ones do you want to monitor?

m Who are the customers of your services? Which organizations, departments, or lines of business?
m How can you logically group the services you provide? Which services are used by other services?
m How do problems in one service affect another? Which status propagation rule should you apply?
m How do you evaluate the severity of a problem? Which status calculation rule should you apply?

m Which tools should be assigned to each service?

Related Topics:

m Service Hierarchy
m Design effective service IDs
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Design effective service IDs

Service IDs are unique identifiers or strings that you can choose freely when you define a component
service. They are important because you use them when defining message attributes to indicate which
messages match which services.

Note, however, that you don't have to create a new policy or rule for each service that you monitor. You can
devise a structured naming schema for your services, and use HP Operations' predefined variables to
construct the service IDs. This makes it possible to keep your policies generic, while still specifically
identifying each individual service.

Consider the following example: your IT company is managing several database installations for different
customers. You know that each database installation can have several instances, and that each instance has
several tablespaces which you want to monitor. Your service hierarchy draft might look similar to this one:

Catabase

—_— —
—_ T
Instance 1 Instance 2
T T
" T " -

-~ -, -~

Tablespace 1 Tablespace 2 Tablespace 1 Tablespace 2

When you know this general layout, you can begin think about creating service IDs. You will want to use the
same HP Operations policy to monitor all the tablespaces, so you need to come up with a naming schema
that allows you to reuse your policies, while still providing service IDs that are unique for every instance of
the service. In order to do this, think of what makes each service unique and then compose the service ID
with this information. In the example above, the customer name, the instance name, tablespace name, and
the system name where the database is installed would uniquely identify each tablespace service. A service
ID that contained exactly this information could look like this:

conpany. i nst ance_nane. t abl espace_nane. syst em com

) NOTE:
Service IDs can contain a maximum of 2048 characters. Service IDs cannot contain the following
characters: ' (apostrophe), " (inch mark), \ (backslash), ~ (grave accent), ~ (acute accent).

Although you could type this information directly into the service ID box for each policy, you would then
need a different copy of the policy for each customer site. Instead of hardcoding this information, you can
use the following methods to include this information in the Service ID.

HP Operations automatically includes the name of the system on which the message originated as a property
of every Service ID, so it is not necessary for you to include this information in the Service ID. The company
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name, instance name and tablespace name of the particular service instance can be found by using
variables. For example, if the policy was monitoring entries in a database log file, a log file like this might
exist:

Sample log file entry:

Error Nunmber: 110 tablespace_ 1 for instance_1 full in database Smith_Inc
Error Number: 110 tabl espace_2 for instance_1 full in database Jones_Inc

In order to match Error Number 110 and to assign parts of this message to variables, you could type the
following in the log file line box for the policy that monitors the log file:

AError Number: 110 <instance_#.instance> for <tabl espace_#.tabl espace> full in database
<*.custoner>

Then, in the Message Attributes tab, you would use the following entries in the S ervice 1D and Hosted on
boxes:

Service ID: <cust omer >. <i nst ance>. <t abl espace>
Hosted on: <$MSG_NODE_NAME>

For the first line of the sample log file, this would resolve to a service ID that looks like this:
Smith_lInc.instance_1.tabl espace_1

This is the service ID that you would type in the service ID box for the component service that represents
this tablespace for customer Smith Inc. The figure below shows a variable-based naming schema for all
services in the example service hierarchy.

Catabase Loustomers
_——"'_'__'____'_F
-
Instance 1 <ocustomers.<instance>
__f_fq-_"““-a_
___4-""' "\-u..___\_h
Tablespace 1 Tablespace 2 <oustomers.<instancer.<tablespaces

Related Topics:

HP Operations Policy Variables

Examples of pattern-matching in rule conditions
Details of pattern-matching expressions
User-defined Variables
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Change status display mode

You can use the following methods to influence the display of status information in the console:

m Disable user-specific status calculation

= Enable operational status calculation

Disable user-specific status calculation

You can disable user-specific status calculation to ensure that all users see the same status for the services
that are assigned to them. If user-specific status calculation is disabled, all users see the global service
status, even if not all messages that contribute to that status are available to them.

A user's map view displays only the services that are assigned to the user through user roles. User roles also
determine the nodes, and therefore the messages a user is responsible for. Because the status of the
services in a user's map view is calculated based on the user's subordinate services and messages, it is user-
specific. Another user with a different set of responsibilities may see a different status for the same services.
If you want all users to see the same status for all assigned services, you can disable user-specific status
calculation.

& NOTE:
When you disable user-specific status calculation for services, you also change the way the status of
node groups is calculated and displayed.

To disable user-specific status calculation

1. In the console tree, right-click Operations Manager , and then click Configure Server... . The
Server Configuration dialog box opens.

2. Click Namespaces , and then click Status Engine . A list of values appears.
3. Set the value for Enable user-specific status calculation to False .
4. Click Apply , then OK to save your changes and close the dialog box.

5. Restart the OvEpSt at usEngi ne service.

Enable operational status calculation

Use operational status calculation to see how a service hierarchy would look if all owned messages were
acknowledged; in other words, if the problems were solved.
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The status of a service is determined by the status of its subordinate services and by the status of the
messages for that service. In general, when you acknowledge all messages for a service, the status of the
service changes to reflect the status of its subordinate services.

You can change the role of messages in status calculation by enabling operational status calculation. In
operational status calculation, the ownership state of messages determines how the messages influence
status calculation, so that owned messages are considered acknowledged and do not affect the severity
status of a service.

& NOTE:

Enabling operational status calculation affects all consoles that connect to that management server.
Console users may not notice that operational status calculation is enabled because there is no visual
indication in the console, only the behavior changes.

To enable operational status calculation

1. In the console tree, right-click Operations Manager , and then click Configure Server... . The
Server Configuration dialog box opens.

2. Click Namespaces , and then click Status Engine . A list of values appears.
3. Set the value for Show operational status to Global .
4. Click Apply , then OK to save your changes and close the dialog box.

5. Restart the OvEpSt at usEngi ne service.

Related Topics:

m Introduction to the Service Editor
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Service type overview

Service type is a property that defines the structure that a particular service hierarchy is allowed to have.
For example, the service type storage , is allowed to contain the service type disk , but disk cannot contain
storage . You can set the service type only when you are adding a new service. After the service is created,
you cannot change it.

If you are editing a service hierarchy provided by a Smart Plug-in, you can choose one of several
preconfigured service types when you add a new service. If you want to add services that do not fit the
predefined types of a Smart Plug-in, or if you are creating your own service hierarchy, you can use the
default service type Generic Service .

Related Topics:

m Service hierarchy overview
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Add component service

Component services are the building blocks of your service hierarchy . They are the names and icons that
you see in the service map view. In the service hierarchy example , DISK, CPU, Computer, Mail Server, and
so on, are all service components.

1. Open the Service Editor
2. Select Add Service .

3. Select the Service type . Selections you make here are listed under Services in the Service Editor
main dialog box.

4. If you want to see SPI service types in the Service Type list, check the box Show SPI Service Types

5. Indicate the Service hosting. Service hosting refers to the managed node on which the service runs.
The managed node you select for Hosted On is the node where service actually resides. Some services
are abstractions, which do not actually exist on any node. Such services are Virtual Services . After
the service hosting is set for a service, it cannot be changed.

6. Type a Display Name . This is the name that you will see in the service map view.

7. Type a Service ID , a string that will uniquely identify this service within the context of the hosting
node. This string is the key that maps messages to services. All messages which should be used to
calculate the severity of this service must contain this service ID as a part of the message attributes.
You can use a GUID to ensure that number is unique, though since GUIDs are somewhat difficult to
work with, you can also use any string that you know is unique. See Design effective Service IDs , to
learn more about options for creating service IDs.

L NOTE:
Service IDs can contain a maximum of 2048 characters. Service IDs cannot contain the following
characters: ' (apostrophe), " (inch mark), \ (backslash), ~ (grave accent), ~ (acute accent).

If you select the Hosted On option, when HPOM creates the new service ID, the unique ID of the node
the service is hosted on is appended to the name you have assigned. For example, if you give your
new service the service ID of "servicel.testlab” HPOM will add to that name the unique ID of the node
hosting the service. You can see this by selecting the new service in the service map and clicking
Properties . In the General tab, the Service ID box displays the name you assigned plus the unique
ID for the node.

B CAUTION:
Take care when assigning service IDs. After the ID is assigned, it cannot be changed. If you need
to change a service ID, you must delete the component service and recreate it with the new ID.
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8. Type a Description for this component service. The description is only visible when you edit the

service.
9. Select Finish .

& NOTE:
You can use cut-and-paste to move a component service if the new parent service type is identical to the

old one.

Related Topics:

m Delete a service
m Add dependency
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Select node for service hosting

If you indicate that a new service is hosted on some node, a selection window will appear. Select the node
on which the service is hosted, and select OK . After the service hosting is set for a service, it cannot be
changed.

Related Topics:

m Add component service
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Configure general service properties

You can edit some basic properties of each service using this tab:

m You can change the Icon that is used to represent this service in the service map view, or you can click
the Default button to refer to the icon assigned to the service type of the service.

m You can edit the Display Name . This is the name that is visible in the service map view.
m You can edit the Description for this component service. The description is only visible when you edit the

service.

To configure general service properties:

1. Open the Service Editor
2. Select the service that you want to configure.
3. Select Properties .

4. Select General .

Related Topics:

m Add component service
m Custom icons for service types
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Configure reports and graphs

Configure the reports and graphs you want to associate with a particular service using the Reports and
Graphs tab of the Service dialog box. Settings you make here apply to the specific instance.

& NOTE:
Associating a report with a service type does not create a new report, but allows you to launch a default
report (usually the " All Systems" report).

To configure reports and graphs for service types

1. Open the Service Editor

2. Select the service for which you want to configure reports or graphs.

3. Select Properties .

4. Select the Reports and Graphs tab.

5. Click the Add button to open the Select Report Family or Category dialog box.

6. Select the report family and category you want to associate with this service and click OK to close the
dialog box. The name of the family and category you selected appear in the Reports box.

7. Click the Add button to open the Select Graph Family or Category dialog box.

8. Select the graph family and category you want to associate with this service and click OK to close the
dialog box. The name of the family and category you selected appear in the Graphs box.

9. In the Filter Value box, you can type a filter string if you want to filter all but a specific instance of
the metric being graphed. For example, if you were graphing the metric BYCPU_ID, you could graph
only CPU 1 with the filter value BYCPU | D = @APARAMETERL . Refer to the Metric Selection window of

the Graph Configuration dialog box to see a list of valid metrics.
10. Click Apply to apply your changes without closing the dialog box.
11. Click OK to confirm your changes and close the service editor.
Related Topics:

m Configure Reports and Graphs for Service Types
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Configure the status calculation

The status calculation refers to the calculation that is performed to determine the status that is assigned to a
service. This status is calculated from the severity of the messages assigned to that service, and from the
statuses of any subservices on which the service is dependent. For every status calculation you need to
define:

m The Description of the rule is a short sentence that identifies the rule. The description is important,
because it is what you will see in the rule list.

m Calculation rule

It is important to understand the principles of status calculation to understand how the propagation rules
and weight factors that you select will affect the status of a service. See How is severity calculated for an
interactive tutorial.

To configure Status Calculation

1. Open the Service Editor

2. Select the service that you want to configure.
3. Select Properties .

4. Select Status Calculation .

5. In the Rule name box, set the rule that the service you are editing uses when performing status
calculation.

& NOTE:
To edit a calculation rule or create a new rule, select Calculation Rules in the Service Configuration
editor.

Related Topics:

m Configure general service properties
m Choose propagation rules
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Configure calculation rules

The Calculation Rule lets you indicate the threshold value that is used to determine the status of a service.
You can choose either most critical , single threshold , or multiple threshold . All three rules have the
same functional principle: the highest level severity with a rating that crosses a threshold which you specify
is the severity of the service.

m Most critical calculation rule
In the case of most critical, the threshold for all severities is zero (0).

m Single threshold calculation rule
Single threshold allows you to choose one threshold for all severities.

& NOTE:
If you want, you can use the Set-to Value to set the severity to a specific level when the threshold is
crossed, instead of accepting the severity that crossed the threshold.

m Multi-threshold calculation rules
Multiple thresholds allow you to set a different threshold for each severity.

For the single and multi-threshold calculation rules, you can choose to perform the calculations as a
percentage or a value. If you choose a percentage, then the threshold's values will be evaluated as
percentages. A value threshold interprets the thresholds as integers. In most cases, a percentage threshold
type is recommended because it is less rigid than a value threshold type, and therefore allows you to make
changes in the number of subservices without having to change the calculation rule.

To configure calculation rules:

1. Open the Service Editor

2. Select the service you want to edit.
3. Select Properties .

4. Select Status Calculation .

5. Edit the calculation rule in the Calculation Rule functionality group.

Related Topics:
An introduction to status calculation
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Configure superordinates

The services shown in the Superordinate tab are services which depend on the service you are editing.
Here, you can change the way that the service you are editing propagates its status to each superordinate.

To configure superordinates:

1. Open the Service Editor

2. Select the service that you want to configure.
3. Select Properties .

4. Select Superordinates .

5. Double-click the superordinate service that you want to edit to view the General , Rule , and
Association tabs.

In the General tab, you can select the rule that will applied to the status of the service when it is
included in the calculation of the superordinate.

The Rule tab is read-only and displays the Propagation Rule that the service you are editing uses when
propagating its status to a particular superordinate.

In the Association tab, you can examine some of the superordinate and subordinate service
properties.

6. By right-clicking in the Weight column, you can change the weight that the service you are editing has
for each superordinate. By changing the weight you make the service more or less important than the
other services that contribute to the superordinate. See the severity calculation tutorial for an
interactive example of how weight affects the status calculation .

4 NOTE:
To edit a rule or create a new rule, select Propagation Rules in the Service Configuration editor.

Related Topics:

m Configure subordinates
m Propagation Association
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General shared status propagation rule properties

In the General properties dialog for shared status propagation rule , you type the name of the rule, and a
short description of the rule— both of which are visible in all status propagation dialog boxes.

Related Topics:

m Edit shared propagation rules
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Choose propagation rules

The statuses of most services in the service hierarchy are calculated from the messages associated with the
service and from the subservices on which the service is dependent. Status propagation refers to how a
service represents its status to its superordinate services.

Rule Type

You can choose to create a Simple Rule , where the propagation is always the same, regardless of the
status of the service, or a Severity Based Rule , where the propagation changes, depending on the status
of the service.

Simple/Default Rule

You can create a Simple/Default Rule regardless of which rule type you choose. If the propagation rule
type is Simple, then this rule will be used in all cases with two exceptions (noted below). Use a severity-
based rule if you want to propagate normal as some other status. If the propagation rule type is Severity
Based, then this rule will be used as the default for any severity levels for which you have not specified
another rule. You can choose one of four Simple/Default Rules:

m Unchanged : Propagate the status with no change. For example, a status of Warning equals Warning.
(This is a reasonable default value to use. If you are new to status calculation, consider starting with this
value and editing it later, if necessary.)

m Ignore: The status of the subservice is not considered when calculating the status of the dependent
service. This status propagation allows you to include a service in the service hierarchy without allowing it
to influence the status calculation .

m Propagate Fixed As: The status of the subservice is always considered to have a certain status,
regardless of the actual status. For example, with status propagation set to fixed:warning , a subservice
with a status of minor is interpreted as warning. If the status of the subservice changes to critical, the
status will still be interpreted as warning. Exception : the status normal is always propagated as normal
and will not be change by this setting.

m Propagate Relative : To propagate the status at a fixed level higher or lower than what the status really
is. For example, if you select INCREASE BY 2, then when the subservice has a status of warning, a status
of major is propagated. Exception : the status normal is always propagated as normal and will not be
change by this setting.

Severity Based Rule Propagation

Severity Based Rule Propagation allows you to override the Simple/Default rule for specific severities. For
example, if your Simple rule is INCREASE BY 2, and the Severity Based Rule Propagation for all severities is
set to use default , all severities (except normal) will be increased by two. If, however, you change the
Severity Based Rule Propagation for Warning to Critical, then a severity of warning will be propagated as
critical, normal will be propagated as normal and all others will be increased by two. Use default overrides
the Simple/Default rule and allows the unchanged severity to be propagated.

© Copyright 1999 - 2008 Hewlett-Packard Development Company, L.P. Page 411



HP Operations Manager for Windows 8.10 Online Help

To configure propagation rules:

1. Open the Service Editor

2. Select the service that you want to configure.

3. Select Properties .

4. Select Superordinates or Subordinates .

5. Double-click the service where you want to change the propagation rule.

6. Select Rule .

Related Topics:

m Configure the status calculation
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Propagation Association

This tab provides an overview of the propagation between the current service and the selected superordinate
service. For both services, the system displays service type , service id , display name , hosted on and
description information. This summary provides information only; the properties cannot be changed in this

tab.

To View the Propagation Association:

6.

Open the Service Editor

Select the subservice where you want to view the propagation association.
Select Properties .

Select Superordinates

Double-click the service where you want to view the propagation association.

Select Association .

Related Topics:

m Edit shared propagation rules
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Configure subordinates

The services shown in the Subordinate tab are services on which the service you are editing depend. Here,
you can change the way that all subordinates propagate their status to the service you are editing.

Configure subordinates:

1. Open the Service Editor

2. Select the service that you want to configure.
3. Select Properties .

4. Select Subordinates .

5. Double-click the subordinate service that you want to edit to view the General and Rule tabs.

In the General tab, you can select the rule that will applied to the status of the subservice when it is
included in the calculation of the superordinate.

The Rule tab is read-only and displays the Propagation Rule that the service you are editing uses when
propagating its status to a particular superordinate.

6. By right-clicking in the Weight column, you can change the weight each subordinate is given when
calculating the severity of the service you are editing. By changing the weight you make the subservice
more or less important than the other subservices that contribute to the service you are editing. See
the severity calculation tutorial for an interactive example of how weight affects the status calculation .

% NOTE:
To edit a rule or create a new rule, select Propagation Rules in the Service Configuration editor.

Related Topics:

m Configure superordinates
m Propagation Association
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Add tools

Assigning tools to services lets you run commands on the managed node that hosts the service. By assigning
tools to services, you do not need to first locate the node in the node tree before running the command.

To add a tool:

1. Open the Service Editor

2. Select the service to which you want to assign a tool.
3. Select Properties .

4. Select Tools .

5. Select Add .

6. When the Tools window appears, select the tool groups, or specific tools that you want to assign to the
service.

7. Select OK.

Related Topics:

m Configure Tools

© Copyright 1999 - 2008 Hewlett-Packard Development Company, L.P. Page 415



HP Operations Manager for Windows 8.10 Online Help

View outage information

Use the Outage tab of the Service Editor to view outage information for a service. This read-only tab
displays the settings established for both unplanned and scheduled outages.

A scheduled outage meets these criteria:

m Planned to happen
m Recurs at regular intervals for maintenance
m Configured by a policy

An unplanned outage is unexpected and can occur randomly.

Only administrators can put a service into maintenance mode. Services in maintenance mode by default do
not affect the status of their parent services.

To view outage information for a selected service

1. Open the Service Editor
2. Select the service for which you want to view outage information.
3. Select Properties .

4. Select the Outage tab to view the following information:
e Current Outage State:

Displays the outage status of the selected service. This status will be either "ON " or "OFF".

¢ Unplanned Outage Configuration:

Displays the action that should be taken for Incoming Messages During Outage . Messages can
be either deleted or acknowledged.

e Scheduled Outage Configuration:

Displays the action that should be taken for Incoming Messages During Outage . Messages can
be either deleted or acknowledged.

5. Click OK.

Related Topics:

m Schedule an outage for a service
m Put services into unplanned outage mode
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Add dependency

When you assign a service to be the subordinate of another service, you are adding a dependency. After
adding a dependency, remember to check the status calculation and propagation rules of the two services to
ensure that you get the status that you expect in the service view.

1. Open the Service Editor

2. Select the service which should get a new dependency (that is, the superordinate service).

3. Click Add Dependency . The Add Dependency Relationships dialog box appears.

4. Select the service on which the first service will be dependent (that is, the subordinates). You can
select more than one service if you want to create more than one dependency.

5. Click OK.

@ NoTE:

You can also create dependencies with a drag-and-drop operation in the Service Editor.

Related Topics:

m Add component service
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Create or edit shared calculation rules

A shared calculation rule can be defined once, and then used throughout the service hierarchy . While shared
calculation rules can save you time, take care to use them only in identical situations, because changes to
the rule affect all components that use the rule.

Create or edit a shared calculation rule:

7.

Open the Service Editor

Select the Calculation Rules button.

Select the rule you want to edit.

Select New or Edit .

Enter the name of the shared calculation rule. This name is visible in all status calculation dialog boxes.

Enter the description of the shared calculation rule. This description is visible in all status calculation
dialog boxes.

Enter the calculation rule .

Related Topics:

m Configure the status calculation
m Introduction to the Service Editor
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Edit shared propagation rules

A shared propagation rule can be defined once, and then used throughout the service hierarchy . While
shared propagation rules can save you time, take care to use them only in identical situations, because
changes to the rule affect all dependencies that use the rule.

To edit shared propagation rules:

1. Open the Service Editor
2. Select the Propagation Rules button.
3. Select the rule you want to edit.
4. Select Edit .
5. Edit the name of the rule.
6. Edit the Description for the rule. This description is visible in all Status Propagation dialog boxes.
7. Edit the Propagation rule .
Related Topics:

m Choose propagation rules
m Introduction to the Service Editor
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Service report

Use the tool Service Report to get information about the service hierarchy configuration on the
management server .

To create and view a service hierarchy report:

1. In the console tree, select Tools , Reporting .

2. To view the entire service hierarchy, right-click General Service Report and select All Tasks —
Launch Tool... . If you want to view only a portion of the service hierarchy, right-click Specialized
Service Report , select All Tasks —=Launch Tool... , and select the a portion of the hierarchy in the
selection window that appears.

3. Wait for the xml report to be generated (this takes about 20 seconds, or longer, depending on the
speed of your computer and the size of your managed environment). To display the report in the web
browser, you must manually launch the tool "View Service Report." You can choose one of the

following four views for the service data from the pull-down menu in the top-right corner of the
browser:

e View all services
e View services by name
e View services by caption

e View selected service hierarchy

For information about additional ovconfreporter options, type ovconfreporter -? at a command prompt.
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Edit a Service

When you edit a service, you can change the propagation rules of the service to its superordinates, or of any
of this service's subordinates. You can also associate tools with the service or adjust the status calculation .

To edit a service

1. Open the Service Editor

2. Select the service that you want to edit.
3. Right-click to open the context menu

4. Select Properties .

5. Make the changes you want to make in one of these tabs. See the individual help topics for details on
what can be edited and what is read-only information.

e General
e Status Calculation
e Superordinates
e Subordinates
e Tools
6. After making the changes, select OK .

Related Topics:

m Introduction to the Service Editor

© Copyright 1999 - 2008 Hewlett-Packard Development Company, L.P. Page 421



HP Operations Manager for Windows 8.10 Online Help

Delete a service

1. Open the Service Editor
2. Select the service that you want to delete.

3. Select the Delete button. Note that all component services contained by the service you delete are
also deleted. Subordinates that are dependencies will remain.

Related Topics:

m Edit a Service
m Add component service
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Configure Service Types

You can specify properties for service types, used when an instance of a service is created, using the
Configure Service Types dialog box.

A service type is similar to a template; you associate a service type with specific reports, graphs, tools, and
deployment packages. That service type is then used when an instance of the associated service is created.
Any tools, reports, graphs, and deployment packages associated with the service type are associated with
every instance of that service that has been or will be created. The service type assures that these properties
are applied globally to all services of that type.

& NOTE:
Associating a report with a service type does not create a new report, but allows you to launch a default
report (usually the " All Systems" report).

To configure a service type, use the Properties dialog box. The title of this dialog box will change,
depending on the service type you select in the Configure Service Types dialog box tree. If you select
Application Services, for example, the Properties dialog box will be titled Application Services Properties

Server or cluster failover behavior

HPOM for Windows monitors the availability of server components such as the Windows Management
Interface (WMI), the server itself, and the cluster resource group (if your environment contains clusters.)

In the event of a failure of one or more of these components, some activities may be temporarily
unavailable, until WMI or the server is restored. See Related Topics: for details.

Related Topics:

Application services properties

Configure General application services properties
Configure reports and graphs for service types
Configure tools for service types

Configure deployment for service types

Server or cluster failover behavior
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Specify service type properties

Use the Properties dialog to associate icons, reports, graphs, tools, and deployment packages with a
specific service type. This service type is used as a template during the creation of individual instances of the
associated service. Properties you configured for the service type will be associated with each instance of the
service.

To configure service types

1. Open the Service Type Configuration Editor if it is not already open.
2. In the Configure Service Types dialog box, select the service type you want to configure.
3. Click Properties to open the Properties dialog box.

4. Specify your settings in these tabs:

General

Reports and Graphs

Tools

¢ Deployment
5. Click Apply to apply your changes without closing the dialog box.

6. Click OK to confirm your changes and close the dialog box.

Related Topics:
m Configure service types

Configure general properties for service types
Configure reports and graphs for service types
Configure tools for service types

Configure deployment for service types
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Configure general information for service types

Configure general information you want to associate with a particular service type using the General tab of
the Properties dialog box. Settings you make here apply to every service of this type.

A service type is used as a template for individual instances of an associated service. You can override the
Icon property of a service type for a specific instance of a service usng the Configure Services editor.

To configure general information for service types

7.

8.

Open the Service Type Configuration Editor if it is not already open.
Select the General tab.

In the Icon box, enter the name of the icon that you want to represent this service type. Click Browse
to open the Choose Icon dialog box, a standard Windows file selection dialog box that lists icon (.ico)
files.

Select the icon you want to use and click Open . The icon you select here appears on the General tab.
If you change to another directory to select an icon, you will see a message asking you to copy the
icon to the proper directory. If you want the same icon to appear in another machine's installation of
the console, it must be selected in the same manner on that machine. If the icon is not already
present, it must be manually copied to that machine before you can select it. You can also create your
own custom icon if desired.

In the Display Name box, enter the name you want to display for this service type.

In the Description box, enter information about the service type you are configuring. This information
is optional.

Click Apply to apply your changes without closing the dialog box.

Click OK to confirm your changes and close the dialog box.

Related Topics:
Application service properties

Configure service types

Configure reports and graphs for service types
Configure tools for service types

Configure deployment for service types
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Configure reports and graphs for service types

Configure the reports and graphs you want to associate with a particular service type using the Reports and
Graphs tab of the Properties dialog box. Settings you make here apply to every service of this type.

A service type is used as a template for individual instances of an associated service. The reports and graphs
you specify for the service type will be available from all associated services. If you want to specify
additional reports and graphs available for an individual instance of a service, you can use the Configure
Services editor.

& NOTE:
Associating a report with a service type does not create a new report, but allows you to launch a default
report (usually the " All Systems" report).

To configure reports and graphs for service types

1. Open the Service Type Configuration Editor if it is not already open.
2. Select the Reports and Graphs tab.
3. Click the Add button to open the Select Report Family or Category dialog box.

4. Select the report family or category you want to associate with this service type and click OK to close
the dialog box. If you selected a report category, the name of the family and category will appear in
the Reports box. If you selected a report family, only the name of the family will appear.

5. Click the Add button to open the Select Graph Family or Category dialog box.

6. Select the graph family or category you want to associate with this service type and click OK to close
the dialog box. If you selected a graph category, the name of the family and category will appear in
the Graphs box. If you selected a graph family, only the name of the family will appear.

7. Click Apply to apply your changes without closing the dialog box.

8. Click OK to confirm your changes and close the dialog box.

Related Topics:
m Application service properties

m Configure General application services properties
m Configure tools for service types
m Configure deployment for service types
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Configure tools for service types

Configure the tools you want to associate with a particular service type using the Tools tab of the
Properties dialog box. Settings you make here apply to every service of this type.

A service type is used as a template for individual instances of an associated service. The tools you specify
for the service type will be available from all associated services. If you want to specify additional tools
available for an individual instance of a service, you can use the Configure Services editor.

To configure tools for service types

1. Open the Service Type Configuration Editor if it is not already open.
2. Select the Tools tab.
3. Click the Add button to open the Select Tools dialog box.

4. Select the tools you want to associate with this service type and click OK to close the dialog box. The
names of the tools you selected appear in the Tools list of the Tools tab.

5. Click Apply to apply your changes without closing the dialog box.
6. Click OK to confirm your changes and close the dialog box.

Related Topics:
m Configure General application services properties

m Configure reports and graphs for service types
m Configure deployment for service types
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Configure deployment for service types

Configure deployment of policy groups you want to associate with a particular service type using the
Deployment tab of the Properties dialog box. Settings you make here apply to every service of this type.

A service type is used as a template for individual instances of an associated service. The policy groups you
specify for the service type are those that are deployed when services of that type are created.

To configure deployment of policy groups for service types

1. Open the Service Type Configuration Editor if it is not already open.

2. Select the Deployment tab. Policies currently associated with this service type appear in the Policy
Group list. Check the associated box if you want to automatically deploy the policy.

3. Click the Add button to open the Select Policy Groups dialog box.

4. Select the policy groups you want to associate with this service type and click OK to close the Select
Policy Group dialog box. The names of the policy groups you selected appear in the Policy Groups
box on the Deployment tab of the Properties dialog box.

5. To remove a policy group from the list, select the group name and click Remove .
6. Click Apply to apply your changes without closing the dialog box.

7. Click OK to confirm your changes and close this dialog box.

Related Topics:
m Application service properties

Configure General application services properties
Configure reports and graphs for service types
Configure tools for service types

Disable policy autodeployment
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Select report family or category for service types

Specify the report family or category you want to associate with a particular service type using the Select
Report Family or Category dialog box. The report family or category you choose will be available for all
services associated with this service type.

To associate a report family or category with a service type

1. From the Reports and Graphs tab of the Properties dialog box, click Add to open the Select
Report Family or Category dialog box.

2. From the list displayed, choose the family or category you want to associate with this service type.
3. Click OK to confirm your choices and close this dialog box.

4. If you selected a report category, the family and category appear in the Reports box of the
Properties dialog box Reports and Graphs tab. If you selected a report family, only the family
appears.

5. Click Apply to apply your changes without closing this dialog box.

6. Click OK to confirm your choices and close this dialog box.

Related Topics:
m Select graph family or category for service types

m Select tools for service types
m Select policy group for service types
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Select graph family or category for service types

Specify the graph family or category you want to associate with a particular service type using the Select
Graph Family or Category dialog box. The graph family or category you choose will be available for all
services associated with this service type.

To associate a graph family or category with a service type

1. From the Reports and Graphs tab of the Properties dialog box, click Add to open the Select Graph
Family or Category dialog box.

2. From the list displayed, choose the family or category you want to associate with this service type.
3. Click OK to confirm your choices and close this dialog box.

4. If you selected a graph category, the family and category appear in the Graphs box of the Properties
dialog box Reports and Graphs tab. If you selected a graph family, only the family appears.

5. Click Apply to apply your changes without closing this dialog box.

6. Click OK to confirm your choices and close this dialog box.

Related Topics:
m Select report family or category for service types

m Select tools for service types
m Select policy group for service types
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Select tools for service types

Specify the tools you want to associate with a particular service type using the Select Tools dialog box. The
tools you choose will be available for all services associated with this service type.

To associate tools with a service type

1. From the Tools tab of the Properties dialog box, click Add to open the Select Tools dialog box.

2. From the list of tools displayed, choose those you want to associate with this service type. You can
select multiple tools.

3. Click OK to confirm your choices and close this dialog box.

4. The tools you selected appear in the Tools box of the Properties dialog box Tools tab.
5. To remove a tool from the list, select the tool and click Remove .

6. Click Apply to apply your changes without closing this dialog box.

7. Click OK to confirm your choices and close this dialog box.

Related Topics:
m Select report family or category

m Select graph family or category
m Select policy group
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Select policy group for service types

Specify the policy groups you want to associate with a particular service type using the Select Policy
Groups dialog box. The policy groups you choose are deployed when services of this type are created.

To associate policy groups with a service type

1. From the Deployment tab of the Properties dialog box, click Add to open the Select Policy Groups
dialog box.

2. From the list of policy groups displayed, choose those you want to associate with this service type. You
can select multiple policy groups.

3. Click OK to confirm your choices and close this dialog box.

4. The policy groups you selected appear in the Policy Groups box of the Properties dialog box
Deployment tab.

5. Click Apply to apply your changes without closing this dialog box.

6. Click OK to confirm your choices and close this dialog box.

Related Topics:
m Select report family or category for service types

m Select graph family or category for service types
m Select tools for service types
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Custom icons for service types
If you prefer not to use the default icon provided for a service type, you can use your own custom icon.

To use a custom icon

1. Create your icon in two sizes. You must have a 32 x 32 pixel and a 16 x 16 pixel version of the image
in the same . i co file.

2. Manually place this . i co file on every installed console. The location is:
% v Dat abDi r % conf\ OvOWN en\i cons\ Servi ce

3. If the console is already open, you must close and reopen the console to display the new icon. If the

console was closed when you created the icon, the new icon displays immediately when you open the
console.

Related Topics:
m Configure general information for application services
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Configuring service auto-discovery

Service Discovery policies automatically populate the service map in the HP Operations Manager for Windows
console, based on discovery rules executed within the managed environment. Discovered attributes may be
hardware resources, operating system attributes, applications, and other information that can be retrieved
from a managed object.

In HPOM for Windows, a service tree and rule set is defined by a management module. A service auto-
discovery policy references a management module and includes user-defined parameters and an execution
schedule, which can be configured. Predefined management modules are provided either as part of the
HPOM installation or are available with Smart Plug-ins.

Service auto-discovery policies allow you to:

m Configure a predefined management module discovery
m Schedule the execution of the discovery by the management module
m Define additional parameters if required

You must deploy a service auto-discovery policy to a managed node before it can be executed.

To configure service auto-discovery

1. In the console tree, select Policy Management — Policies grouped by type —= Service Auto-
Discovery .

2. Right-click to open the shortcut menu. Select New —= Policy to open the Service Auto-discovery
editor. The Discover tab displays by default.

a. In the Discover tab, specify the management module and service type definition you want to
configure.

b. Use the Schedule tab to specify the time, date, and frequency of discovery.

c. Check the status line at the bottom of the policy editor for messages about your policy
configuration.

d. When configuration is complete, click Save and Close to save the changes to the policy and
close this policy editor.

For more information about auto-discovery, see the help topics Configure Deployment for Service Types and
Node Group Deployment Properties .

Related Topics:

= About Management Modules
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m Configure Discovery
m Configure Schedule
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About management modules

Management modules are predefined sets of discovery rules and actions that allow distributed discovery. An
executed management module, using a service auto-discovery policy , automatically creates instances of
service type definitions in the service map. An instance of a service type is an actual service visible in the
service map.

A management module is stored on the HP Operations management server. By itself it is not deployed or
active. To be executed, any management module has to be referenced and started by a service auto-
discovery policy.

HPOM does not allow you to create custom management modules or to define new service types. Using the
Service Type editor, you can make changes to certain attributes of a given service type. For example, you
might assign graphs and reports and define auto-deployment attributes. However, you cannot add a new
service type to existing management modules.

Related Topics:

m Using a Service Auto-discovery Policy
m Configuring Service Auto-discovery
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Using a service auto-discovery policy

Service auto-discovery policies are supplied by Smart Plug-ins (SPIs) to discover services in your managed
environment and display them on a service map.

Before you can execute a service auto-discovery policy, you must deploy it to a managed node, either
manually or through auto-deployment. See the specific SPI documentation for details on auto-deployment,
which varies somewhat from SPI to SPI.

Usually there is no need to modify the SPI auto-discovery policy. However, certain SPIs may require that you
configure this policy by adding parameter data such as a user name or password to allow access and
discovery of specific applications on a managed node.

Undesired services in the service map that were discovered can be manually removed. These services will
not be rediscovered unless a change in the environment is detected. However, you can start commands that
force agents to resend service discovery data. When the management server receives the service discovery
data, it recreates the service map, including any services that you previously removed. You can also use
these commands for troubleshooting if services fail to appear on the management server. You can start
these commands on nodes using the following tools:

m Tools —HP OpenView Tools —=Resend service discovery data (Windows agents)

m Tools —+HP OpenView Tools —=Resend service discovery data (UNIX agents)

To disable automatic service discovery, remove service auto-discovery policies from the Policy Groups that
are configured for auto-deployment.

Related Topics:

Configure deployment for service types

Node group Deployment properties

Applying tools to managed nodes, services, and messages
ovagtrep
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Configure discovery

Use the Discover tab in the Service Auto-Discovery policy editor to specify the management module that
contains the service type definition that you want to configure.

1.

6.

In the console tree, select Policy Management — Policies grouped by type — Service Auto-
Discovery .

Right-click to open the shortcut menu. Select New —= Policy to open the Service Auto-discovery
editor. The Discover tab displays by default.

From the Management Modules list, select a module name. Service type definitions associated with
the selected module display in the Service Type Definitions box.

Select the service type definition you want to configure. Use the Up and Down arrows to navigate
through the listed service type definitions. The arrows expand the definitions that can be edited and
skip over those that contain no editable data.

Any editable parameters associated with the selected service type definition display in the User
Editable Parameters box.

Select a parameter and type in the field beside it to change the parameter.

To continue to configure service auto-discovery, select the Schedule tab.
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Configure schedule

Use the Schedule tab of the Service Auto-Discovery policy editor to specify a discovery schedule for the
current policy. You can specify:

m Frequency (hourly, daily, weekly, monthly, once, or specially)
m Time of day (hour, minute)

m Day of the week

The contents of the Schedule tab will change with your selections. For example, if you select the Daily
option, the Time Reoccurrence dialog box becomes available, allowing you to set the exact time that auto-
discovery should occur and the hourly intervals (if any) at which it should recur. In all cases, your choices
are summarized in the Schedule Summary at the bottom of the screen. Options include:

Option Parameters

Schedule Task Choose every hour, daily, weekly, monthly, once, or specially.

m Every hour: Specify the minute within the hour that the task should begin.

m Daily: Specify the specific time of day the task should run and the hours it should
recur, if any.

m Weekly: Specify the day of the week, the specific time of day that the task should
run, and the hours it should recur, if any.

m Monthly: Specify the day of the month, the specific time of day that the task should
run, and the hours it should recur, if any.

m Once: Specify a particular day and date and the day and date the task should recur,
if any.

m Specially: This option provides the most choice. You can specify months, days of
the month, weeks, days of the week, and hours the task should recur, if any. By
default, the command runs at the top of every hour. To change the default, you can
set the day of the week, the day of the month, and the month:

e To set the parameter: Click in the appropriate day, date, or month interval to
select it or drag the cursor over multiple intervals and click Set . A blue bar
indicates the selection has been set.

e To delete the setting: Right-click in the timeline or interval and click Clear or
select Clear All from the shortcut menu.

© Copyright 1999 - 2008 Hewlett-Packard Development Company, L.P. Page 439



HP Operations Manager for Windows 8.10 Online Help

Configure time reoccurrence

Use the Time Reoccurrence dialog box to specify any multiple intervals during which auto-discovery should
run. You can configure the task to run around the clock or at particular specified hours. You can specify
multiple intervals for tasks that are scheduled to run Daily, Weekly, Monthly, and Once.

To set multiple time intervals

1. Click Times in the Schedule tab of the Service Auto-Discovery dialog box to open the Time
Reoccurrence dialog box. By default, all the intervals are selected, which means that the command
runs every hour.

2. To specify the minute of the specified hour when the command should be run, click in one of the
intervals in the On specified minute display. You can select only one minute during the hour. A blue
bar indicates your choice.

3. Select Clear all to clear the On specified hours default settings.

4. To set one or more hours for the task to be run, click in one or more hour intervals or drag the cursor
over multiple intervals. A blue bar indicates your choice. Click Set all to select all the hours.

5. To delete one or more hourly settings, click in the interval or timeline. Click Clear All to delete all the
settings.

6. Click Cancel to close this dialog box without saving your changes.

7. Click OK to save your changes and close this dialog box.
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Configuring user roles

As an administrator, you can configure an operator's view of the environment to focus on specific assigned
tasks and responsibilities. By defining roles for specified users, you control the operator's view of your
enterprise and the range of activities which that user has permission to perform. By assigning users to well-
defined, specific roles, you can distribute monitoring and maintenance tasks across a group of individuals
with their own particular areas of expertise and experience and customize each operator's console view.

User roles can include both administrative and operator tasks and allow operators to focus on their primary
tasks without the distraction of information that is not relevant to their assigned responsibilities. Only those
items for which the operator has permissions are visible in that operator’'s console view.

You can configure roles in two ways in HPOM:

m Preconfigured user roles: HPOM provides a number of preconfigured user roles which you can use as
they are or edit to change tasks and permissions allowed for specified users. The list of preconfigured
roles appears when you open the User Roles configuration editor. To edit, click Properties and edit the
information.

m Customized user roles: To create your own customized user roles, open the User Roles configuration
editor and click New to open the New User Role dialog box. Specify the user or users for this role and
define the tasks and permissions associated with it, then save your changes.

To specify permission for:

m Policies and Packages: Specify which users can read, deploy, edit, or delete policies and packages. You
might give one user role permission to view policies and packages and give another user role permission
to edit and delete policies or packages. You can specify any combination of allowable actions.

m Services, Nodes, and Tools: Specify which services, nodes, and tools will be available to specific user
roles. Only those services, nodes, and tools will be visible in the console for users assigned to that user
role. You can specify any combination of services, nodes, and tools.

m Messages: Specify which message groups will be available to operators. This setting controls which
messages are visible and which actions operators can perform on a selected message. You can also
specify whether users can view messages that are not in assigned message groups. Message operations
for which you can set permissions include:

e View

Own/Disown

Acknowledge/Unacknowledge

e Change severity

Change text
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e Assign
e Relaunch automatic command

e Launch operator-initiated command

m Users: Select users or groups of users from the HP-OVE-OPERATORS local group to add to this role. You

can also delete users from this user role.

Related Topics:

m Assigning user roles
m Configure a new user role
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Assign user roles

User roles can contain both administrative and operator tasks, but they are assigned to operators only. An
operator may be assigned to more than one user role. Administrators can access all operator and
administrative functions.

Before operators can be assigned a user role, they must belong to the user group HP-OVE-OPERATORS. If a
user is assigned to the HP-OVE-ADMINS groups, that user has unrestricted administrative access.

& NOTE:
As an administrator, you can remove yourself from any assigned user roles. This allows access to all
operational views and tasks.

Operators who belong to the HP-OVE-OPERATORS group but have not been assigned any user roles can
access all service, node, and tool instances and any associated messages. However, you can change this
behavior by setting the value Specify operator lockdown in the User Roles namespace in the Server
Configuration dialog box. When this value is set to true, an operator who is not assigned to any user role
cannot view or do anything.

Operators cannot access to any administrative tasks, such as service, node, tool, user role, or policy
configuration and deployment. Administrative tasks are explained in detail in the "Administering your
Environment" section of the help.

To assign an operator to a user role, use the User Roles configuration editor .
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Configure a new user role or group

Use the User Roles configuration editor to define the services, nodes, tools, and messages you want to
assign to a particular user role. You then assign a user, several users, or Windows group to this role. The
settings you specify for the user role determine what the assigned users can see in their console views and
which tools are available to them.

Operators assigned to a role are able to view and operate on the instances of services, nodes, and tools you
assign to their roles. For example, all service components and dependencies below the Exchange service that
you select can be seen in the console Scope pane and map. All messages pertaining to those services appear
in the message browser.

If you modify a user role or assign or delete an operator while that operator is working in the console, your
changes do not take effect until the operator's console has been closed and restarted.

To configure a new user role

1. From the Scope pane, select a service, node, or tool.
2. Right-click to open the shortcut menu.
3. Select Configure —= User Roles to open the User Roles dialog box.

4. Click New to open the New User Role dialog box.

Alternatively, select an existing user role and click Duplicate to create a copy for you to edit.

5. Use the tabs to configure:

e General information about the user role, such as name and description.

e Services that will be visible to operators assigned to this user role.

¢ Nodes that will be visible to operators assigned to this user role and can be acted upon.
e Tools that will be visible to operators assigned to this user role.

o Messages defined for message groups for this user role and permissions allowed for these
messages.

e Policies defined for this user role, permissions specified for these categories, and policies and
packages that contain these categories.

e Users , Windows groups, or Active Directory groups to be added or deleted from this user role.
6. Click Apply to see the effects of your changes.

7. Click OK to confirm your changes and close this dialog box.
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8. Click Close to close the User Roles dialog box and configuration editor.
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Configure general information for user roles

Each user role you create must be identified by specifying properties for that user role. Use the General tab
in the New User Role dialog box to name and describe this user role.

To configure general information for user roles

1. Open the User Roles dialog box if it is not already open.

2. Click New to open the User Role Properties dialog box. The General tab displays by default.
3. In the Role Name box, type a unique name for this user role. This information is required.

4. In the Description box, type an optional description of the user role you are creating.

5. Specify the reports and graphs viewing rights for this role by selecting Reports can be viewed ,
Graphs can be viewed , or both.

6. Select Change unplanned outage state to allow the user to change the unplanned outage state of a
node or service.

7. Select Create message filters to allow the user to create personal message filters.
8. Click Apply to apply your changes.
9. Click OK to confirm your choices and close this dialog box.

10. Select the Services tab to continue configuring this user role.
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Configure services for user roles

Use the Services tab in the New User Role dialog box to specify the services you want to associate with
this user role. Operators assigned to this user role will be able to view only those services you specify here.

Assigning different operators to a different service or group of services has several benefits:

m Focuses the operator view on a particular area of responsibility

m Restricts access to information that is not needed by that operator

To configure services for user roles

1. Open the User Roles dialog box if it is not already open.
2. Click New to open the New User Role dialog box. The General tab displays by default.

3. Click the Services tab.

4. From the tree view of services, select one or more services that you want to associate with this user
role. When you select a check box, the selection automatically includes all the service's superordinates
and subordinates. You can then clear check boxes for individual subordinates if necessary. You cannot,
however, select a service without its superordinates.

&) NOTE:
Operators cannot view dependent services in the map unless you include those services in their
user role.

5. Click Apply to apply your changes.

6. Click the Nodes tab to continue configuring this user role.
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Configure nodes for user roles

Use the Nodes tab in the New User Role dialog box to specify the managed node groups you want to
associate with this user role. Operators assigned to this user role can view and operate on only those
managed nodes contained in the node group that you specify here.

When you assign responsibilities to operators for a specific group of nodes, your operators can develop in-
depth knowledge of a specialized area. For example, you might designate one user role to manage Windows
nodes and another to manage UNIX nodes, or assign nodes hosting various database servers to different
user roles.

To configure nodes for user roles

1. Open the User Roles dialog box if it is not already open.
2. Click New to open the New User Role dialog box. The General tab displays by default.
3. Select the Nodes tab.

4. From the tree view of nodes, select one or more node groups that you want to associate with this user
role. When you select a check box, everything below that entry is also selected. The selection includes
the nodes as well as the node groups of the selected node group. It is not possible to select a parent
node group without the node groups it contains.

5. Click Apply to apply your changes.
6. Click OK to confirm your choices and close this dialog box.

7. Select the Tools tab to continue configuring this user role.
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Configure tools for user roles

Use the Tools tab in the New User Role dialog box to specify the tools you want to associate with this user
role. Operators assigned to this user role will be able to apply only those tools you specify here.

Any tool contained in the tool group that you assign to a role can be launched from the scope pane, map, or
message browser. Tools associated with a service or node, but not found in an operator's assigned role are
disabled.

You cannot launch actions on services not assigned to this user role. If Service A and Service B are defined
in a role, and Service A is dependent on Service B, and Service B is dependent on Service C, the actions
contained in the assigned tools can be launched on Services A and B but not on Service C (the service on
which A and B depend.)

To configure tools for user roles

1. Open the User Roles dialog box if it is not already open.
2. Click New to open the New User Role dialog box. The General tab displays by default.
3. Select the Tools tab.

4. From the tree view of tools, select one or more tool groups that you want to associate with this user
role. When you select a check box, everything below that entry is also selected. The selection includes
the tools as well as the tool groups of the selected parent tool group. It is not possible to select a
parent tool group without the tool groups it contains.

5. Click Apply to apply your changes.
6. Click OK to confirm your choices and close this dialog box.

7. Select the Messages tab to continue configuring this user role.
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Configure messages for user roles

Use the Messages tab in the New User Role dialog box to specify the message groups you want to
associate with this user role. Operators you assign to this role can view and perform permitted operations on
messages that contain the message groups you assign to this role.

Operators can view messages from message groups not assigned to their user role, but cannot perform
message operations on them. You can restrict an operator's view to just those message groups specified for
this user role if you prefer.

Different user roles can permit access to the same message group but have different message operation
permissions assigned to the message group. For example, one role could allow an operator to own, disown,
and launch operator-initiated actions for all messages for a particular message group, but not allow the
operator to acknowledge, change severity, or launch automatic actions again. Another operator could be
assigned a different user role that permits all message operations for the same message group. If an
operator is in two message groups, with two different permissions, the user is given the permissions and not
restricted.

A default message group will be assigned to each role and cannot be removed from the list of message
groups in the Messages tab. This default group allows you to grant permission to perform operations on
messages that do not belong to any of the message groups assigned to this user role.

To configure messages for user roles

1. Open the User Roles dialog box if it is not already open.
2. Click New to open the New User Role dialog box. The General tab displays by default.
3. Select the Messages tab.

4. Type the name of the message group you are creating in the Enter message group box or select
from the list, which shows the available values for this message group. Click Add to add the message
group to the Message Groups assigned this Role box. Message filters in the console and web
console limit the message group length to 32 characters (the same length limit of the field in
messages).

5. To set permissions for this message group, select the message group name. The Remove and
Permissions buttons become available.

6. Click Permissions to open the Permitted Operations for Msg Group dialog box. The title of the
dialog box reflects the name of the message group you selected.

7. Specify the permissions you want to associate with this message group and click OK to confirm your
choices and close the Permitted Operations for Msg Group dialog box.
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8. Click Apply to apply your changes.

9. Select the Policies tab to continue configuring this user role.
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Set permitted operations for message groups

When you configure a message group for a user role, you must specify which operations your operators are
permitted to perform on messages that belong to this group. You can specify one or more of these
operations for this message group:

View

Oown

Disown

Acknowledge

Unacknowledge

Change Severity

Change Text

Assign

Launch operator-initiated command
Relaunch automatic command

To specify permitted operations for this message group

8.

9.

Open the User Roles dialog box if it is not already open.
Click New to open the New User Role dialog box.
Select the Messages tab.

Enter the message group name or select an available message group from the list and click Add to add
the name to the Message Groups assigned this Role box.

Select the message group name and click Permissions to open the Permitted Operations for Msg
Group dialog box.

Select the operations you want to associate with this message group.

Click OK to confirm your choices, close this dialog box, and return to the New User Role dialog box.
Available operations are indicated by abbreviations across the top of the Message Groups assigned
this Role box. The operations you associated with this message group are indicated by Xs beneath the
abbreviations.

Click Apply to apply your changes.

Click OK to confirm your choices and close this dialog box.

Related Topics:

m Configure messages for user roles
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Configure policies for user roles

Use the Policies tab in the New User Role dialog box to specify the permitted operations you want to
associate with the policies and packages containing categories assigned to this role. A category is set in the
policy editor for each particular policy type. Operators you assign to this role can view specified policies and
perform permitted operations on them, such as configuring or modifying the policies.

A default policy category will be assigned to each role and cannot be removed from the list of policy
categories in the Policies tab. This default group allows you to grant permission to perform administrative
tasks on policies that do not contain any of the categories assigned to this user role. Default rights apply
unless different rights have been assigned to a particular object.

In addition, you can also assign general administrative rights to a user role. These are independent of policy
categories. Think of these as global rights that you can set for a particular user role.

You can use these permissions to provide levels of security by assigning different rights to different
operators so that powerful features are not controlled by one user.

To configure policies for user roles

1. Open the User Roles dialog box if it is not already open.
2. Click New to open the New User Role dialog box. The General tab displays by default.
3. Select the Policies tab.

4. Type or select the name of the policy category you are assigning to this user role in the Enter
Category box.

5. Click Add to add the policy category to the Categories assigned to this Role box.

6. To set permissions for this policy category, select the policy category name. The Remove and
Permissions buttons become available.

7. Click Permissions to open the Policy Permissions for Category dialog box. The title of the dialog
box reflects the name of the policy category you selected.

8. Specify the permissions you want to associate with this policy category and click OK to confirm your
choices, close the Policy Permissions for Category dialog box, and return to the Policies tab in the
New User Role dialog box.

Available categories are indicated by abbreviations across the top of the Categories assigned to this
Role box. The permissions you associated with this policy category are indicated by Xs beneath the
abbreviations.

9. Specify any general administrative rights you want to assign to this user role:
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e View Policy Management: You must select this check box in order for operators to be able to view
the policy management selections in the scope pane. Unless you set this check box, operators will
see nothing relating to policy management in the console.

e Administer Policies and Packages: The operator can configure the Policy Management server.
This includes operations such as add/remove packages/policy types, deployment of packages and
instrumentation, reinstall all, and uninstall all.

e Ignore Policy Owner: The operator can deploy policies even if a version of these policies has
already been deployed by another management server.

e Policy Group Handling: The operator can create, rename, delete, copy, and move policy groups.
The operator can also assign and unassign policies to and from groups.

e Job Handling: The operator can start and suspend deployment jobs.
10. Click Apply to apply your changes.

11. Select the Users tab to continue configuring this user role.

Related Topics:

m Set permissions for policy categories
m User roles and levels of security
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Set permissions for policy categories

When you configure a policy category for a user role, you must specify which operations your operators are
permitted to perform on policies that belong to this category. You can specify one or more of these
operations for this policy category:

m Read: The operator can view the policy stream, but cannot modify or create policies.
m Deploy: The operator can deploy and undeploy policies and policy groups.
m Edit: The operator can create and modify policies.

m Delete: The operator can delete policy versions.

To specify permitted operations for this policy category

1. Open the User Roles dialog box if it is not already open.

2. Click New to open the New User Role dialog box.

3. Select the Policies tab.

4. Enter the policy category name and click Add to add the name to the Enter category box.

5. Select the policy category name and click Permissions to open the Policy Permissions for
Category dialog box.

6. Select the permissions you want to associate with this policy category by selecting the check box for
the item.

7. Click OK to confirm your choices, close this dialog box, and return to the New User Role dialog box
Policies tab.

You can also specify general administrative rights for user roles which are independent of policy categories.
See Configure policies for user roles for details.

Related Topics:

m Configure policies for user roles
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Configure users and groups for user roles

Use the Users tab in the New User Role dialog box to specify the users and groups that you want to
associate with this user role, and to remove users and groups from this role. Operators assigned to this user
role can view only those services, nodes, tools, messages, and policies you configure and can perform only
the operations permitted for this role.

To configure users and groups for a user role

1. Open the User Roles dialog box if it is not already open.
2. Click New to open the New User Role dialog box. The General tab displays by default.
3. Select the Users tab.

4. Click Add to open the Select Users or Groups dialog box, in which you associate users and groups
with the user role you are configuring.

5. In the Select Users or Groups dialog box, use the Add button to add users or groups to this role.
Use the Members button to add members of groups to this role.

6. Complete your settings in the Select Users or Groups dialog box and click OK to close the dialog
box. The users or groups you have added appear in the list of users in the New User Role dialog box.

7. Click Apply to apply your changes.
8. Click OK to confirm your choices and close the New User Role dialog box.

9. The name of the new user role you have created appears in the User Roles dialog in the Name box.

© Copyright 1999 - 2008 Hewlett-Packard Development Company, L.P. Page 456



HP Operations Manager for Windows 8.10 Online Help

Select users or groups for user roles

After you have defined a user role by specifying the services, nodes, tools, message groups, and policy
categories that you want to associate with this user role, you then assign users and groups to the role.
Operators belonging to the assigned group see the services, nodes, tools, messages, and policies that you
specified and can carry out the tasks you have given them permission to perform.

The only users and groups displayed in this dialog box are those found in the HP-OVE-OPERATORS group on
the management server. Users and groups must be added to the HP-OVE-OPERATORS group before they are
available here.

A group can be a local Windows group account or Windows domain group account. When you change the
membership in the group, the user role is automatically updated to reflect this change.

To select users or groups for user roles

1. Open the User Roles dialog box if it is not already open.
2. Click New to open the New User Role dialog box.
3. Select the Users tab.

4. Click Add to open the Select Users or Groups dialog box, in which you associate users or groups
with the user role you are configuring.

5. The names of the users and groups belonging to this domain display in the Name box:

e To add individual users or groups, select the name of a user or group and click Add . The selected
name is added to the list at the bottom of the dialog box.

e To add members of groups, select the name of a group and click Members .

The Select Users dialog box opens, which lists all the members of the group you selected. Select
users from the list and click Add to add these users to the list at the bottom of the Select Users or
Groups dialog box.

6. Click OK to confirm your choices and close the Select Users or Groups dialog box. The users or
groups you have added appear in the list of users in the Users tab of the New User Role dialog box.

7. Click Apply to apply your changes.
8. Click OK to confirm your choices and close the New User Role dialog box.

9. The name of the new user role you have created appears in the User Roles dialog box in the Name
box.
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Select users from groups
You can select individual members of groups to add to a user role.

To select users from a group

1. Select a group from the Name list in the Select Users or Groups dialog box.
2. Click Members to open the Select Users dialog box and display a list of the group members.
3. Select one or more members of the group as users in the user role you are configuring.

4. Click Add to add the selected names to the list of selected users in the Select Users or Groups dialog
box.
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Specify operator lockdown

Operators who belong to the HP-OVE-OPERATORS group but have not been assigned any user roles can
access all service, node, and tool instances and any associated messages. You can block these operators
access to all services, node and tool instances and any associated messages displayed in the console.

To specify operator lockdown

1. In the console tree, right-click Operations Manager , and then click Configure — Server . The
Server Configuration dialog box opens.

2. Click Namespaces , and then click User Roles .

3. Set the value Specify operator lockdown .

When set to True , the console is locked. Members of the HP-OVE-OPERATORS group without assigned
user roles will be unable to see any services, node, and tool instances and any associated messages in
the console.

When set to False , the lockdown is disabled. Operators without assigned user roles can still see
everything in the console.

4. Click Apply .
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User roles and levels of security

As the administrator who assigns user rights to various operators, you will want to spend some time
determining a strategy for making these assignments. By carefully diversifying these rights among your
operators, you can be sure that the power to make key changes is not concentrated in just a few individuals.

For example, you might give one user permission to edit policies and a different user permission to deploy
policies. By distributing the editing and deployment rights between two users, you make it difficult for an
unscrupulous user to create and deploy a harmful policy.

For even greater security, you could give user A edit rights, user B group rights, and user C deployment
rights. This is more secure because anyone who has group rights can change a group so that it is an auto-
deploy group, thus circumventing the lack of deployment permission.

Additionally, the operator lockdown feature allows you to prevent users from accessing any console
functionality.

The table shows three user roles. Users 1 and 2 are assigned to role 1. User 3 is assigned to role 2, and user
4 is assigned to role 3.

m Role 1 users can:

e Deploy policies of category a

e Read, create, modify, and delete policies of category b
e Read and deploy all other policies

e View Policy Management

e Perform Policy Group and Job handling

m The Role 2 user can:

e Read
e View Policy Management

m The Role 3 user cannot view policy management at all.
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Role

User

Category

Category-based Rights

Global Rights

Role 1

User 1

a

Deploy

View Policy
Management, Job
Handling, Group
Handling

User 2

Edit, Delete, Read

View Policy
Management, Job
Handling, Group
Handling

Default

Read, Deploy

View Policy
Management, Job
Handling, Group
Handling

Role 2

User 3

Default

Read

View Policy Management

Role 3

User 4

Default

/

@ NOTE:

The predefined Default denotes all categories for which no special rights have been defined.
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Monitor policy types

HP Operations provides a number of policy types that allow you to configure what is monitored and what the
response to a specific situation should be. This section of the help describes the policy types that monitor
specific events, such as entries in a log file, WMI entries, threshold values, SNMP traps, and so on. The
different event policy types have many things in common, and so are treated a group in the help.

Note that there are other policy types that are explained elsewhere in the help.
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Choose a policy type

A policy is a set of configuration information that helps to automate network and system administration.
Using HPOM, administrators can deploy policies on various computers to provide consistent, automated
administration across a network.

Every policy belongs to one of several policy types . A policy type is a set of rules that defines what a policy
can do. An understanding of the policy types helps you choose the right policy for the management problem
that you want to solve. The currently available policy types can be grouped into the following categories:

m Monitor policy types
m Node configuration policy types

m Server configuration policy types

After you have decided what kind of policy you want to write, see Quick Start: How to create a policy to
learn how to create and deploy the policy.

Monitor policy types

Logfile Entry policy type
This policy type monitors entries in a text or binary log file and responds when text that you choose
appears in the log file. Choose this policy type if you want to monitor entries in a log file.

Measurement Threshold policy type
This policy type evaluates performance data and responds if the data does not remain within
acceptable levels. Choose this policy type if you want to monitor parameters that are constantly
changing, such as CPU load, disk space, number of running processes, and so on.

Open Message Interface policy type
This policy type monitors and responds to messages that are sent from the HP Operations process
opcmsg . This process allows scripts or programs to generate HP Operations messages and send them
directly to the management server . Use this policy if you want to filter these messages before they
are sent to the management server.

Process-monitor policy type
This policy type monitors services and policies which are running on the managed node and sends a
message when the state of the service or the process changes. You can define the status to monitor
and the action to take should the status change. Choose this policy type if you want to monitor the
status of Windows services or processes, which are running on the managed node.

SNMP Interceptor policy type
This policy type monitors SNMP events, and responds when a character pattern that you choose is
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found in an SNMP message. Choose this policy type if you want to monitor network components that
send SNMP messages

Windows Event Log policy type
This policy type monitors entries in a Windows event log and responds when a character pattern that
you choose appears in the event log. Choose this policy type if want to monitor entries in a Windows
event log.

Windows Management Interface policy type
This policy type monitors the properties of WMI classes and instances, and responds when a property
matches a value you select, or when an instance you select is created. Choose this policy type if you
want to monitor objects that provide WMI information.

Windows Service Monitor policy type
This policy type monitors the Windows services and processes which are running on the managed
node and sends a message when the state of the service or the process changes. You can define the
status to monitor and the action to take should the status change. Choose this policy type if you want
to monitor the status of Windows services or processes, which are running on the managed node.

Node configuration policy types

ConfigFile policy type
This policy type provides a consistent way to configure managed node instrumentation. It is used by
Smart Plug-ins (SPIs) to enhance the management capabilities for specific enterprise applications like
SAP and Microsoft Exchange. ConfigFile policies indirectly perform monitoring through another
instrumentation component.

Flexible Management policy type
This policy type is used to configure agent-based flexible management scenarios on the managed
node. You can configure the node to send messages to different management servers based on the
type of problem, or send messages to different servers based on the time of day.

&) NOTE:
You can deploy only one policy of this type to a node .

Node Info policy type
This policy type allows you to configure some aspects of agent behavior, for example, buffer sizes, IP
addresses, and port numbers for client-server communication.

Scheduled Task policy type
This policy type allows you to schedule commands to run on managed nodes, and will send a message
to the management server to indicate the success or failure of the command. Use this policy if you
want to run commands on one or more managed nodes—either once or according to a specific
schedule.

Service Auto-Discovery policy type
Discovery policies are supplied by Smart Plug-ins (SPIs) to discover services in your managed
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environment and display them on a service map. Usually there is no need to modify the SPI auto-
discovery policy. However, certain SPIs may require that you configure this policy by adding
parameter data such as a user name or password to allow access and discovery of specific applications
on a managed node.

Server configuration policy types

Remote Action Security policy type
By default, any node can send a message with a remote automatic action, and the management
server runs that action on the remote node. However, you can configure a management server to
allow or deny remote automatic action requests. You do this using a remote action security policy.
Remote Action Security policies are deployed to the management server.

Server-based Flexible Management policy type
Server-based flexible management enables you to forward messages, message operations, and action
responses from one management server to another. Server-based flexible management policies are
deployed to the management server.

Server-based MSI policy type
The server-based Message Stream Interface (MSI) enables programs external to the HPOM message
and action server to read and change incoming messages before they are stored in the HPOM
database. Server-based MSI policies are deployed to the management server.

Related Topics:

m Quick start: how to create a policy
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Create a new policy

You can create a new policy in Agent policies grouped by type , Server policies grouped by type or in
Policy groups . Remember that if you create a new policy in one of your policy groups, the policy will also
be visible under the appropriate policy type .

To create a new policy (View alternate method)
1. In the console tree, under Agent policies grouped by type or Server policies grouped by type ,
right-click the type of policy that you want to create.
2. Select New — Policy .
3. When the policy editor for that policy type appears, set up the policy.

4. Select File — Save to save the policy.

% NOTE:
It is often easier to edit an existing policy and save it under a new name, than to create an entirely new

policy.

Related Topics:
m Save policy as

m Quick start: How to create a policy
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Policy objects and examples

The objects listed here are available for each policy and can be manipulated with Visual Basic Scripting
Edition or with Perl. These policy objects can only be used in scripts that run within a policy. They cannot be
used in standalone scripts that are executed from the command line.

i\? CAUTION:

Policy scripts provide administrators with a powerful tool to evaluate and manipulate data. If, however, a
script is incorrectly written, it could cause the agent to fail. Hewlett-Packard Company is not responsible
for agent failures resulting from incorrectly written scripts.

Quick Navigation

Policy | select a method

Source | gelect a method

Session | gelect a method

Rule | select a method

ConsoleMessage Select a method

ExecuteCommand Select a method

The Policy object

This object is used to access the attributes of a policy.
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Policy Method :
Parameter :

Return Type :

VB Script Syntax

Perl Syntax :

Description :

Policy Method :
Parameter :

Return Type :

VB Script Syntax :

Perl Syntax :

Description :

Policy Method :
Parameter :
Return Type :
VB Script Syntax

Perl Syntax :

Description :

Policy Method :

Parameter :

Source
name (The Short name indicated in the threshold source properties .)

VB Script: IDispatch object of type "Source"” (This is the default method for the Policy
object.)
Perl: source object

Pol i cy. Source("name ")

$Pol i cy->Source("name ") ;

Returns the source object for the defined source and metric. Measurement type sources
must use a separate source for each metric.

4 NOTE:
To improve performance, assign the source object to a variable instead of using the
Source method every time it is needed.

Name

void

VB Script: BSTR Perl: string
Pol i cy. Name()

$Pol i cy->Nane() ;

Returns the name of the policy that started the script.

CreateObject

proglID (string of format: [ Vendor . ] Conponent[. Versi on] )
VB Script: IDispatch Perl: not applicable

Pol i cy. Creat eCbj ect (" proglID ")

not applicable

Creates a component instance of a COM object. Note that this method is valid only on
Windows nodes, and cannot be used in a Perl script.

SourceEx

expression (See Description, below, for valid expressions.)
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Return Type :
VB Script Syntax

Perl Syntax :

Description :

VB Script: IDispatch object of type "Source” Perl: source object

Pol i cy. Sour ceEx( " expression ")

$Pol i cy- >Sour ceEx( " expression ") ;

Returns the source object instance of the source defined by the expression. This source object
is identical to the object returned by the Policy.Source method, but because it does not have
to be configured in the policy, it can be used for scheduled tasks, as well as for measurement
threshold policies. The expression can have the following format depending on which
component the performance metric will be collected from:

m NTPERFMON\\ Obj ect\\ Count er\\ I nst ance

Access a perflib metric (not supported on UNIX nodes). Object, Counter, and Instance are
strings as specified in the current monitor configuration for NT performance monitors.
Example: NTPERFMON\\ Pr ocess\ \ El apsed Ti nme\\*

SNMP\ \ obj ect i d[\\host nane]

Perform an SNMP get on the specified object id (OID). By default, the collection will be
done on the managed node but can be elsewhere if the optional hostname is given. For
SNMP, the method will have to wait until the value is returned which might take some
time. Example: SNMP\\.1.3.6.1.2.1.1.7.0\\onion.veg.com

PROGRAM \ conmand[ \ \ nronnane]

Run the specified command or script for gathering the monitored value. The command or
script must at some point run the opcmon command to return the value associated with
the monitor. If no monitor name is specified, then the default DynPROGRAM must be used.
For example, to specify the monitor mymonname: opcnon nynonnamnme=val ue ; to specify
the default, opcnon DynPROGRAMEval ue . Examples:

PROGRAM \ opcnon Dy nPROGRAME12

PROGRAM \ opcrnon t est mon=25\\t est non

EXTERNAL[ \ \ ronnane]

Wait for a value returned by the execution of the opcmon command. This is similar to the
PROGRAM expression but a command is not directly carried out. An external command
previously triggered by the ExecuteCommand object must provide the monitor value. The
default value is DynEXTERNAL (opcmon DynExternal=10) Examples:

EXTERNAL

EXTERNAL\ \ t est non

WBEM \ nanespace\\ cl ass nane\\ property nane

WMI interface (not supported on UNIX nodes). Get access to WBEM values. Namespace,
class name and property name are strings as specified in the current monitor configuration
for WBEM. Example:

WBEM \ ROOT\ Cl MV2\\ W n32_Per f RawDat a_Per f Di sk_Logi cal Di sk\\ Di skReadByt esPer sec

CODA\\ dat a source\\col |l ection\\netric nane
Query a metric from the embedded performance component. Data source, collection and
metric name are strings as specified in the monitor configuration for the embedded
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Policy Method :
Parameter :
Return Type :
VB Script Syntax

Perl Syntax :

Description :

Policy Method :
Parameter :
Return Type :
VB Script Syntax

Perl Syntax :

Description :

performance component. Currently if the data source is empty, the string Coda will be
used. Example: CODA\\\\ CPU\ \ BYCPU_CPU_TOTAL_UTI L

You can view a of list of available metrics in the HP Performance Agent Dictionary of
Operating System Performance Metrics which is available at
http://ovweb.external.hp.com/Ipe/doc_serv/ . (Select the product Performance Agent ,
the required version, OS, and language.)

L NOTE:

In Perl, the backslash character '\' is an escape code. A backslash is only introduced in
a string when preceded by another backslash. Because of this, tokens in expressions
need to be separated by quadruple backslashes "\\\\'. Example for Perl: nmy

$Test Source = $Pol i cy->Sour ceEx(" PROGRAM\\\/tnp/script.sh\\\\testnon");

SourceExTimeout
seconds (integer)
VB Script: void Perl: void

Pol i cy. Sour ceExTi neout ( seconds )

$Pol i cy- >Sour ceExTi meout ( seconds ) ;

Specifies the maximum amount of time, in seconds, the SourceEx and SourceCollection
methods will wait before a value is returned. Default is 30 seconds.

Execute
command (string)
VB Script: void Perl: void

Pol i cy. Execut e("command ")

$Pol i cy- >Execut e(" command ") ;

Run the specified command asynchronously. The command is executed in the context of
agent security, so could be run as Local System, HP ITO account, or any other user-
selected user to run the agent. The method will return immediately. See the
ExecuteCommand method Command for more information about how to indicate
commands.
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Policy Method :
Parameter :
Return Type :
VB Script Syntax

Perl Syntax :

Description :

Policy Method :
Parameter :
Return Type :
VB Script Syntax

Perl Syntax :

Description :

Output

string

VB Script: void Perl: void
Pol i cy. Qut put (" string ")

$Pol i cy- >Qut put ("string ") ;

Appends the string to the annotation field of the message sent to the message browser
in response to the success or failure of a scheduled task. This method is valid only for
scheduled task policies.

ExecuteEx
command (string)
VB Script: BSTR Perl: string

Pol i cy. Execut eEx(" command ")

$Pol i cy- >Execut eEx(" command ") ;

Run the specified command synchronously and wait for it to complete before returning
the output of the command. The command is executed in the context of agent security,
so could be run as Local System, HP ITO account, or any other user-selected user to run
the agent. If the command is successful, STDOUT is returned. If the command is not
successful (return value non-zero), the string "ERROR:\n" followed by STDERR will be
returned.

Note that you must either use complete paths or ensure that any needed path is included
in the PATH variable.

Example: dir_con = Policy.ExecuteEx ("cmd /c dir c:\")
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Policy Method :

Parameters :

Return Type :
VB Script Syntax

Perl Syntax :
Category Type :

Description :

Policy Method :

Parameters :

Return Type :
VB Script Syntax

Perl Syntax :

Description :

StoreCollection

m expression : (An embedded performance component metric in the format:
CODA\\ dat a source\\collection\\netric name[\\category] )

m sourceobj : (Any valid source object)
VB Script: void Perl: void

Pol i cy. StoreCol | ecti on(" expression ", sourceobj )

$Pol i cy->St oreCol | ecti on("expression ", sourceobj );
Describes available category types , such as DELTA, GAUGE, and COUNTER.

Stores the source object into the embedded performance component data source
identified by the expression. Example: Pol i cy. St oreCol | ecti on
" CODA\ \ DBSPI \ \ TABLE\ \ SPACE", Sour ce

SourceCollection

m expression : An embedded performance component metric in the format:
CODA\\ dat a source\\col |l ection\\netric name .

m rangeofseconds : The number of seconds for which metrics should be returned.

m endtime : End time for rangeofseconds . The format of time is of type DATE for VB
Script or a string (format DD/MM/YYYY HH:MM:SS) for Perl. The date is optional.

VB Script: IDispatch object of type "Source” Perl: source object

Pol i cy. Sour ceCol | ecti on ("expression ", rangeofseconds , endtime )

$Pol i cy->Sour ceCol | ection ("expression ", rangeofseconds , endtime );

Returns the source object containing all values collected by the specified embedded
performance component metric. For each instance, all metrics collected between the
expression "endtime - rangeofseconds " and "rangeofseconds " will be returned. If
endtime is O (NULL for Perl) it is evaluated with the current time. Example:

Pol i cy. Sour ceCol | ection ("CODA\\\\CPW\BYCPU CPU TOTAL_UTI L", 300, 0) The
number of seconds specified should usually be less than 3600 (one hour), since retrieving
a large number of values takes time and consumes resources.

The Source object

The source object is used to access the current values of the metrics. The source object instances can be

© Copyright 1999 - 2008 Hewlett-Packard Development Company, L.P. Page 473



HP Operations Manager for Windows 8.10 Online Help

created by any method that returns the source object.

Source Method :
Parameter :

Return Type :
VB Script Syntax

Perl Syntax :

Description :

Source Method :
Parameter :
Return Type :
VB Script Syntax

Perl Syntax :

Description :

Source Method :
Parameter :

Return Type :

VB Script Syntax :

Perl Syntax :

Description :

Value
void

VB Script: variant (This is the default method for the Source object.)
Perl: string

Sour ceobj . Val ue()

$Sour ceobj - >Val ue() ;

Current instance value if the option Process each instance separately is selected in the
Processing options .

Name

void

VB Script: BSTR Perl: string
Sour ceobj . Name()

$Sour ceobj - >Name() ;

Returns the name of the current instance if option Process each instance separately is
selected in the Processing options of the measurement threshold policy.

InstanceCount

void

VB Script: Int Perl: integer
Sour ceobj . I nst anceCount ()
$Sour ceobj - >l nst anceCount () ;

Returns the number of instances that the source has.
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Source Method :
Parameter :
Return Type :
VB Script Syntax

Perl Syntax :

Description :

Source Method :
Parameter :
Return Type :
VB Script Syntax

Perl Syntax :

Description :

Source Method :
Parameter :
Return Type :
VB Script Syntax

Perl Syntax :

Description :

Count

void

VB Script: Int Perl: integer
Sour ceobj . Count ()

$Sour ceobj - >Count () ;

Same as InstanceCount. This parameter exits to provide compatibility with HP
Operations ManageX .

Item
index
VB Script: IDispatch object of type "Source" Perl: source object

Sour ceobj . I ten{index )

$Sour ceobj - >l t en(index ) ;

Access to the instance defined by the index. The index is a number from O to
InstanceCount - 1. The returned source object can be extracted using the Value and
Name methods. This parameter exits to provide compatibility with HP Operations
ManageX .

ValueOf
index (integer)
VB Script: variant Perl: string

Sour ceobj . Val uef (index )

$Sour ceobj - >Val ueOf (index ) ;

Direct access to the value of the instance defined by the index. This method is useful for
looping over all instances, if the option Process all instances once is defined. The index is
a number from O to InstanceCount - 1.
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Source Method : NameOf

Parameter : index (integer)

Return Type : VB Script: BSTR Perl: string
VB Script Syntax Sour ceobj . Nane(f (index )

Perl Syntax : $Sour ceobj - >NameOf (index ) ;

Description : Direct access to the name of the instance defined by the index. The index is a number
from O to InstanceCount - 1. This method is useful for looping over all instances, if the
option Process all instances once is selected in the Processing options .

Source Method : Top

Parameter : number

Return Type : VB Script: IDispatch object of type "Source” Perl: source object
VB Script Syntax Sour ceobj . Top( number )

Perl Syntax : $Sour ceobj - >Top( number );
Description : Returns a new source object instance that contains only the instances with the
<number> highest values. For example, if these three instances exist: c: = 90%; d =

80%; e = 40%then Sourceobj.Top(2) returns c: and d: .

Source Method : Bottom
Parameter : number
Return Type : VB Script: IDispatch object of type "Source” Perl: source object

VB Script Syntax Sour ceobj . Bot t om( number )

Perl Syntax : $Sour ceobj - >Bot t om( number ) ;
Description : Returns a new source object instance that contains only the instances with the
<number=> lowest values. For example, if these three instances exist: ¢c: = 90%; d =

80%; e = 40%then Sourceobj.Bottom(2) will return d: and e: .
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Source Method :
Parameter :
Return Type :
VB Script Syntax

Perl Syntax :

Description :

Source Method :
Parameter :
Return Type :
VB Script Syntax

Perl Syntax :

Description :

Source Method :
Parameter :

Return Type :

VB Script Syntax :

Perl Syntax :

Description :

Exclude
namepattern , valuepattern
VB Script: IDispatch object of type "Source" Perl: source object

Sour ceobj . Excl ude(" namepattern ", "valuepattern ")

$Sour ceobj - >Excl ude(" namepattern ", "valuepattern ");

Returns a new source object instance excluding values specified by the patterns. You can
specify two parameters, one for the name of the variable (type, object, and instance) and
one for the value. Specify NULL if no matching is required for one argument. Patterns
should be valid HP Operations pattern-matching expressions .

Include
namepattern , valuepattern
VB Script: IDispatch object of type "Source" Perl: source object

Sour ceobj . I ncl ude(" namepattern ", "valuepattern ")

$Sour ceobj - >l ncl ude( " namepattern ", "valuepattern ");

Returns a new source object instance including only values specified by the patterns. You
can specify two parameters, one for the name of the variable (type, object, and instance)
and one for the value. Specify NULL if no matching is required for one argument.
Patterns should be valid HP Operations pattern-matching expressions .

Time

void

VB Script: DATE Perl: string (format: DD/ MM YYYY HH: MM SS)
Sour ceobj . Ti me()

$Sour ceobj - >Ti ne() ;

Returns the time when the expression was evaluated.
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Source Method : TimeOf
Parameter : index (integer)
Return Type : VB Script: DATE Perl: string (format: DD/ MM YYYY HH MM SS)

VB Script Syntax Source. Ti me(f (index )
Perl Syntax : $Sour ceobj - >Ti mef (index ) ;

Description : Returns the time when the expression was evaluated for a specific instance. The index is
a number from O to InstanceCount - 1.

Source Method : Add

Parameter : instancename , value

Return Type : VB Script: void Perl: void

VB Script Syntax Sour ceobj . Add "instancename :", value

Perl Syntax : $Sour ceobj - >Add( "instancename : ", value );

Category Type : Describes available category types , such as DELTA, GAUGE, and COUNTER.

Description : Adds the instance name to the source object and sets the value. If this instance is
already part of the source object, the new instance will not be added and the value will
be replaced. This method can be used on a newly created object or an object retrieved
from any method returning a source object. This method is used to store data into the
embedded performance component.

VB Script example:

set Sourceobj = Policy.CreateCbject("Ito. OvEpScri ptMetric")

Sour ceobj . Add "a: ", 10

Sour ceobj . Add "b: ", 25

Policy. StoreCol | ecti on "CODA\\fI oppy\\di sk\\space\\\\gauge ", Sour ceobj

Perl example:

ny $Sourceobj = new Source;

$Sour ceobj - >Add("a: ", 10);

$Sour ceobj - >Add( " b: ", 25) ;

$Pol i cy->StoreCol | ecti on(" CODAV\\\ I oppy\\\\di sk\\\\space\\\\gauge
", $Sour ceobj ) ;
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Source Method :
Parameter :

Return Type :

VB Script Syntax :

Perl Syntax :

Description :

Source Method :
Parameter :

Return Type :

VB Script Syntax :

Perl Syntax :

Description :

DataAvailable

void

VB Script: Boolean Perl: integer

Sour ceobj . Dat aAvai | abl e

$Sour ceobj - >Sour ceobj . Dat aAvai | abl e;

Returns TRUE if the source object contains any value, otherwise, returns FALSE.

ValueOflnstance

instancename

VB Script: variant Perl: string

Sour ceobj . Val uef | nst ance("instancename ")
$Sour ceobj - >Val ue | nst ance( " instancename ") ;

Direct access to the value of the instance defined by the instance name.

The Session object

The Session object can be used to store data and to access it later within the script running at a different

interval. The session object can also be used to transfer data from the script to the message attributes by
using the variable <$SESSION(KEY)>. The Session object is unique for each policy.

Session Method :
Parameter :
Return Type :
VB Script Syntax

Perl Syntax :

Description :

IsPresent
key
VB Script: Boolean Perl: integer

Session. | sPresent ("key ")

$Sessi on->I sPresent ("key ");

Returns TRUE if a value for key exists. Returns FALSE if no value for key exists. Keys are
set with the Session.Value method.
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Session Method :
Parameter :

Return Type :

VB Script Syntax :

Perl Syntax :

Description :

Session Method :
Parameter :

Return Type :

VB Script Syntax :

Perl Syntax :

Description :

Session Method :

Parameter :

Return Type :

VB Script Syntax :

Perl Syntax :

Description :

Remove

key

VB Script: void Perl: void
Sessi on. Renove("key ")
$Sessi on- >Renove(" key ");

Removes the key specified from the session object.

RemoveAll

void

VB Script: void Perl: void
Sessi on. RenoveAl | ()
$Sessi on- >RenoveAl | () ;

Removes all keys from the session object.

Value

key
value (for Perl only)

VB Script: variant (This is the default method for the Session object.)
Perl: string

for put: Sessi on. Val ue(" key ") =val ue
for get: val ue=Sessi on. Val ue("key ")

for put: $Sessi on- >Val ue("key ", "value ");
for get: Val ue = $Sessi on->Val ue("key ");

Gets or puts a value for the defined key.

The Rule object:

The Rule object is used to indicate to the policy whether a threshold has been crossed or not. TRUE =
threshold crossed, FALSE = threshold not crossed.
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Rule Method :
Parameter :
Return Type :
VB Script Syntax

Perl Syntax :

Description :

Status
void
VB Script: Boolean Perl: integer

for put: Rul e. St at us = boolvalue
for get: boolvalue = Rul e. St at us

for put: $Rul e. St at us( boolvalue ) ;
for get: bool val ue = $Rul e. Status();

Puts or gets the value for threshold status. For scheduled task policies, FALSE indicates
that the scheduled task failed.

The ConsoleMessage object:

The ConsoleMessage object provides a method for sending messages directly to the message browser.
Messages sent in this way will not be intercepted by an open message interface policy, but instead will be
sent directly to the management server (message will go to MSI, if configured). The specified message will
be sent to the message agent. Multiple uses of the Send method are supported. The same script can then
send multiple messages to the HP Operations Manager console depending on which problem it detects.

L NOTE:

HP Operations policy variables cannot be used by the ConsoleMessage object.

ConsoleMessage Method Application

Parameter :

Return Type :

VB Script Syntax :

Perl Syntax :

Description :

application (string)

VB Script: void Perl: void

Consol eMessage. Appl i cati on = "application "
$Consol eMessage- >Appl i cati on("application ") ;

This optional method sets the content of Application in the general message
properties of the message sent to the browser.
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ConsoleMessage Method Object

Parameter : object (string)

Return Type : VB Script: void Perl: void

VB Script Syntax : Consol eMessage. Obj ect = "object "

Perl Syntax : $Consol eMessage- >hj ect (" object ") ;

Description : This optional method sets the content of Object in the general message

properties of the message sent to the browser.

ConsoleMessage Method : MsgText

Parameter : msgtext (string)

Return Type : VB Script: void Perl: void

VB Script Syntax : Consol eMessage. MsgText = "msgtext "

Perl Syntax : $Consol eMessage- >MsgText (" msgtext ") ;

Description : This method sets the message text for the message that is sent.

ConsoleMessage Method Severity

Parameter : severity
(valid strings are: Unknown|Normal|Warning|Minor|Major|Critical)

Return Type : VB Script: void Perl: void

VB Script Syntax : Consol eMessage. Severity = "severity "

Perl Syntax : $Consol eMessage- >Severity("severity ");

Description : Sets the severity of the message that is sent. If not specifically set with this

method, the default is Normal. If an invalid string is supplied, severity Unknown
will be used.
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ConsoleMessage Method MsgGrp

Parameter : messagegroup (string)

Return Type : VB Script: void Perl: void

VB Script Syntax : Consol eMessage. MsgGrp = " messagegroup "

Perl Syntax : $Consol eMessage- >MsgGr p( " messagegroup ") ;

Description : Sets the value for the Message Group in general message properties of the

message sent to the browser. If this method does not supply a value, Misc is
used.

ConsoleMessage Method Node

Parameter : nodename (IP address or fully qualified hostname)

Return Type : VB Script: void Perl: void

VB Script Syntax : Consol eMessage. Node = " nodename "

Perl Syntax : $Consol eMessage- >Node( " nodename ") ;

Description : Sets the value for Primary Node Name that will be displayed in the general

message properties of the message sent to the browser. IP addresses and fully
qualified hostnames are valid. If this method does not supply a value, the
hostname of the managed node is used by default.

ConsoleMessage Method : Serviceld

Parameter : serviceid (string)

Return Type : VB Script: void Perl: void

VB Script Syntax : Consol eMessage. Serviceld = "serviceid "

Perl Syntax : $Consol eMessage- >Servi cel d(" serviceid ");
Description : This optional method sets the Service ID for the message.
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ConsoleMessage Method

Parameter :
Return Type :

VB Script Syntax :
Perl Syntax :

Description :

ConsoleMessage Method :

Parameter :
Return Type :

VB Script Syntax :
Perl Syntax :

Description :

ConsoleMessage Method

Parameter :
Return Type :

VB Script Syntax :
Perl Syntax :

Description :

MessageType

messagetype (string)

VB Script: void Perl: void
Consol eMessage. MessageType = "messagetype "
$Consol eMessage- >MessageType( " messagetype ");

This optional method sets the value for the message type field of the general
message properties of the message sent to the browser.

MessageKey

messagekey (string)

VB Script: void Perl: void

Consol eMessage. MessageKey = "messagekey "
$Consol eMessage- >MessageKey(" messagekey ") ;

This optional methods sets a key for message correlation.

AcknowledgeMessageKey

messagekey (string)

VB Script: void Perl: void

Consol eMessage. Acknowl edgeMessageKey = "messagekey "
$Consol eMessage- >Acknowl edgeMessageKey (" messagekey ") ;

This optional method sets the message key to indicate which messages are
automatically acknowledged in the browser. See Configure message correlation
for more information about acknowledging messages with message keys.
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ConsoleMessage Method

Parameter :
Return Type :

VB Script Syntax :
Perl Syntax :

Description :

ConsoleMessage Method

Parameter :
Return Type :

VB Script Syntax :
Perl Syntax :

Description :

ConsoleMessage Method

Parameter :
Return Type :

VB Script Syntax :
Perl Syntax :

Description :

TroubleTicket

Booleanvalue

VB Script: void Perl: void

Consol eMessage. Troubl eTi cket = Booleanvalue
$Consol eMessage- >Tr oubl eTi cket ( Booleanvalue ) ;

This optional method specifies if the message is to be sent to a trouble ticket
interface. Default is FALSE.

Notification

Booleanvalue

VB Script: void Perl: void

Consol eMessage. Noti fi cati on = Booleanvalue
$Consol eMessage->Not i fi cati on( Booleanvalue ) ;

This optional method specifies if the message is sent to the notification
mechanism. Default is FALSE.

AgentMSI

type (valid strings are: copy|divert|none)
VB Script: void Perl: void

Consol eMessage. Agent Msl = "type "
$Consol eMessage- >Agent MBI ("type ") ;

This optional method specifies if the message is to be sent through the message
stream interface on the agent. Default (or if string misspelled) is none. See Send
messages to the message stream interface for more information.

© Copyright 1999 - 2008 Hewlett-Packard Development Company, L.P. Page 485



HP Operations Manager for Windows 8.10 Online Help

ConsoleMessage Method ServerMSI

Parameter : type (valid strings are: copy|divert|none)

Return Type : VB Script: void Perl: void

VB Script Syntax : Consol eMessage. Server Msl = "type "

Perl Syntax : $Consol eMessage- >Server M8l (" type ") ;

Description : This optional method specifies if message is sent through the message stream

interface on the server. Default (or if string misspelled) is none. See Send
messages to the message stream interface for more information.

ConsoleMessage Method Send

Parameter : void

Return Type : VB Script: void Perl: void

VB Script Syntax : Consol eMessage. Send()

Perl Syntax : $Consol eMessage- >Send() ;

Description : This method sends the message to the management server. The MsgText method

must set the message text before using this method. Multiple uses of the Send
method are supported. HP Operations variables will not be expanded.

The ExecuteCommand object

Object used for requesting a command to be run. It starts a command to be run by the HP Operations agent.
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ExecuteCommand Method Command

Parameter : command (string)
Return Type : VB Script: void Perl: void
VB Script Syntax : Execut eConmand. Conmand = "command "
Perl Syntax : $Execut eCommand- >Command( " command ") ;
Description : This mandatory method is the name of the command to run with all necessary
parameters.
@ NOTE:

For scripts that will run on Windows nodes, internal commands such as
Copy, Rename, and DIR use a command interpreter that must be started
before the command can be run. For commands of this type, the command
must be preceded with cnd / k , followed by any other parameters required.

ExecuteCommand Method KillonTimeout

Parameter : seconds (integer)

Return Type : VB Script: void Perl: void

VB Script Syntax : Execut eConmand. Ki | | onTi neout = seconds ;

Perl Syntax : $Execut eCommand- >Ki | | onTi neout ( seconds ) ;

Description : This method sets the maximum time, in seconds, that the command will run.

The default is unlimited. Valid only with the StartEx method.

ExecuteCommand Method UserName

Parameter : username (string)

Return Type : VB Script: void Perl: void

VB Script Syntax : Execut eCommand. User Name = "username "

Perl Syntax : $Execut eConmand- >User Nanme( " username ") ;

Description : User name under which the command should be run. Optional, default is

$AGENT_USER.
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ExecuteCommand Method Password

Parameter : password (string)

Return Type : VB Script: void Perl: void

VB Script Syntax : Execut eCommand. Password = "password "

Perl Syntax : $Execut eConmand- >Passwor d( " password ") ;

Description : Password for accessing the specified user account. To prevent the password

from being visible in the script, use the following instructions:
1. Open a command prompt.

2. Change directory to the agent install directory. By default, this directory
is:
\Program Files\HP\HP BTO Software\Installed
Packages\{790C06B4-844E-11D2-972B-
O80009EF8C2A}F\bin\OpC\install
3. Encrypt your password with the command: opcpwecrpt your password
4. Use the output string as the password in your script.
In some cases it is better not to supply a password. See Should | provide the
password? in the scheduled task topic for more information.

ExecuteCommand Method Start

Parameter : void

Return Type : VB Script: void Perl: void

VB Script Syntax : Execut eConmand. Start ()

Perl Syntax : $Execut eCommand- >Start () ;

Description : Run the command specified by ExecuteCommand.Command and return
immediately the control to the script so the next lines can be processed right
away.
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ExecuteCommand Method StartEx

Parameter : void

Return Type : VB Script: BSTR Perl: String

VB Script Syntax : Execut eConmand. St ar t Ex

Perl Syntax : $Execut eCommand- >St art Ex() ;

Description : Run the command ExecuteCommand.Command and wait until it finishes. If the

command is successful, STDOUT is returned.

If the command is unsuccessful (return value non-zero) the string "ERROR:\n"
followed by STDERR is returned. Commands can be run synchronously or
asynchronously, as needed. Multiple uses of the Start method are supported.
This way, the same script can trigger multiple external commands.

Related Topics:

m Writing scripts for measurement threshold policies
m Quick start: how to create a policy
m Set general threshold rule properties
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Category Types

Category Types Meaning
UNDEFINED Ignored
NOTAPPLICABLE Ignored

KEY Columns that uniquely identify instances of an object.
Static definitions or values, such as the OS name, version, release, physical memory, and
ATTRIBUTE
CPU clock speed.
DELTA Show the activity during the last interval, such as intervalized counts,rates, and
utilizations.
GAUGE Numeric value that shows the current use or value at the time of the observation, such as
the run queue, number of users, and files system space utilization.
Cumulative counts of activity, such as CPU times, physical 10s, paging, network packet
COUNTER

counts, and interrupts.
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Configure Sources

The source of an event policy is the specific thing that is being monitored for events. For example, the
source for a logfile entry policy is a specific log file; the source of a WMI policy is a specific entry in the WMI
database. This section of the help explains how to specify exactly what source a particular event policy
should monitor.
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Logfile Entry policy type

Related Topics:

B Quick start: how to create a policy
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Select the logfile to monitor

This feature allows you to indicate the log file that the policy reads. Type the drive letter and the full path for
the location of this log file on the appropriate managed node . You can use Windows environmental variables
(for example winnt or clusterlog ) to make your policies more flexible. The proper syntax for these
variables is <$vari abl enanme> .

You can also call a script or command that returns the path and name of the log file you want to monitor.
For example, type

<’ command’ >

where conmand is the name of a script that returns the path and name of the log file you want to monitor.
The command can also return more than one log file path separated by spaces. HP Operations monitors each
of the files using the same options and conditions as configured for this policy. This is very useful when you
want to dynamically determine the log file path or monitor multiple instances of a log file.

& CAUTION:

You must ensure that the log file can be processed by HP Operations. For example, log files that contain
binary data cannot be read by the policy and may cause the policy to stop responding or even quit. If
your log files do contain binary data, use log file preprocessing to preprocess your files.

To select the logfile to monitor

1. Right-click the policy and select All Tasks — Edit...
2. Select Source .

3. In the Log file path \ name box, type the name of the log file you want to monitor.

Related Topics:

m Set log file source properties
m Quick start: how to create a policy
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Set the logfile polling interval

You can indicate how often the Logdfile Entry policy should read the logfile. This period of time is the polling
interval. The polling interval should be as large as possible, although this depends on the amount of new
data written to the file and the read mode that you choose. As a minimum, set the interval for more than 30
seconds; usually 5 minutes is appropriate. Note, however, that a policy begins to evaluate data after the first
polling interval passes. A shorter polling interval is better when you are testing a policy.

To set the logfile polling interval

1. Right-click the policy and select All Tasks — Edit...
2. Select Source.

3. Select a number for hours, minutes, and seconds.

Related Topics:

m Set log file source properties
m Quick start: how to create a policy
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Set the read mode

The read mode of the log file or eventlog policy indicates whether the policy should process the entire log file
or should only process new log file entries. The three available read modes are described in the table below.
Note that every policy reads log files independently from any other policies. This means, for example, that if

"Policy 1" with read mode Read from Begin (First Time) is enabled on a node where "Policy 2" with the
same read mode already exists, "Policy 1" will still read the entire log file after it has been enabled.

Log file read modes

Mode: Description

HAdvantage / Disadvantage

Read from Last File Position where the file is a Windows EventLog :
The policy reads only new—appended—entries written in the EventLog
while the policy is enabled on the managed node . If the EventLog
decreases in size between readings, then the entire EventlLog is read.
EventLog entries that are added to the EventLog when the policy is
disabled are not processed by the policy. If the agent stops, all entries
written to the monitored EventLog while the agent is not running will be
processed after the agent restarts.

Choose this option if you are concerned only with EventLog entries that
occur when the policy is enabled.

Advantage: No chance of
reading the same entry twice.
(Unless the EventlLog
decreases in size because
some entries were deleted.)

Disadvantage: Entries
written to the EventLog while
the policy is disabled will not
be processed by the policy.

Read from Last File Position where the file is a text log file :

The policy reads only new—appended—entries written in the log file while
the policy is enabled on the managed node . If the log file decreases in size
between readings, then the entire log file is read. Log file entries that are
added to the log file when the policy is disabled are not processed by the

policy.

Choose this option if you are concerned only with log file entries that occur
when the policy is enabled.

Advantage: No chance of
reading the same entry twice.
(Unless the log file decreases
in size because some entries
were deleted.)

Disadvantage: Entries
written to the log file while
the policy is disabled or the
agent is not running will not
be processed by the policy.

Read from Begin (First Time) where the file is a text log file or a
Windows EventLog :

The policy reads the complete log file each time the policy is enabled or the
agent restarts on the managed node. This ensures that all entries in the log
file are compared with the rules in the policy. Each successive time that the
policy reads the log file, only new (appended) entries in the log file are
processed.

Advantage: Every existing
and future entry in the log file
will be processed by the

policy.

Disadvantage: Duplicate
entries can occur if an
enabled policy is disabled and
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Choose this option if you want to ensure that every existing and future
entry in the log file will be processed by the policy while it is enabled.

reenabled, or if the agent
stops and restarts.

Read from Begin (Always) : Where the file is a text log file :

(This mode is not available for the Windows Event Log policy type.) The
policy reads the complete log file every time it detects that the log file has
changed. The policy scans the log file at the specified polling interval. If no
change is detected, the log file is not processed. Any lodfile entries
overwritten while the agent is not running or the policy is disabled will not
be evaluated by the policy.

Choose this option if you are monitoring a log file that is overwritten,
rather than appended.

Advantage: Ensures that log
files that are overwritten are
correctly processed.

Disadvantage: Only valid for
log files that are overwritten,
rather than appended.

To set the read mode

1. Right-click the policy and select All Tasks — Edit...
2. Select Source .

3. Select a read mode.

4. You can also indicate whether a message should be sent to the message browser