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Documentation Updates

The title page of this document contains the following identifying information:
e Software Version number, which indicates the software version.

— The number before the period identifies the major release number.

— The first number after the period identifies the minor release number.

— The second number after the period represents the minor-minor release number.
e Document Release Date, which changes each time the document is updated.

e Software Release Date, which indicates the release date of this version of the software.

To check for recent updates or to verify that you are using the most recent edition, visit the
following URL:

http:/h20230.www2.hp.com/selfsolve/manuals

This site requires that you register for an HP Passport and sign-in. To register for an HP
Passport ID, go to:

http://h20229.www2.hp.com/passport-registration.html
Or click the New users - please register link on the HP Passport login page.

You will also receive updated or new editions if you subscribe to the appropriate product
support service. Contact your HP sales representative for details.

Table 1 lists new features added for this release.

Table 1 New features added for this release

Chapter | Version | Changes

All 7.90 HP Configuration Management was renamed to HP Client
Automation for this release. Note that not all components and
products were re-branded.

All 7.90 Added information for Vulnerability Management data.

All 7.50 Changed name of Server Configuration Management reportpack to
Application Management Profiles.

9 7.90 New reports were added for this release. See Inventory Reporting
Auditing Requirements on page 21 for instructions for adding the
required WBEM instances. Refer to the release notes for additional
details.

9 7.90 Reporting Server Requirements on page 16:Added database
changes for Vulnerability Management tables (in Inventory db)
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Chapter

Version

Changes

7.50

Using Report Packs on page 32: Changed the name of the
admin.kit report pack to hpca.kit, and changed the description
from “Administrative Reports” to “HPCA Management Reports.”
Added the “compliance.kit” and “stm.kit” report packs for
Compliance Management and Security Tools Management reports,
respectively.

7.20

Windows Experience Index Reports on page 48: Added a
description of Windows Experience Index reports.

7.50

Leaf Node Filtering on page 53. Added information for applying
leaf node filters to improve browsing performance.

7.20

Reporting Server Configuration File on page 85: Added section for
Vulnerability Management Configuration file.




Support

You can visit the HP Software support web site at:
www.hp.com/go/hpsoftwaresupport

This Web site provides contact information and details about the products, services, and
support that HP Software offers.

HP Software online software support provides customer self-solve capabilities. It provides a
fast and efficient way to access interactive technical support tools needed to manage your
business. As a valued support customer, you can benefit by using the support site to:

e Search for knowledge documents of interest

e Submit and track support cases and enhancement requests

e Download software patches

e Manage support contracts

e Look up HP support contacts

¢ Review information about available services

¢ Enter into discussions with other software customers

e Research and register for software training

Most of the support areas require that you register as an HP Passport user and sign in.
Many also require a support contract.

To find more information about access levels, go to:
http://h20230.www2.hp.com/new_access_levels.jsp

To register for an HP Passport ID, go to:
http://h20229.www2.hp.com/passport-registration.html



Contents

T INtroduchion ... 11
OVEIVIEW...vvtiieieeeeeeiiiiteeeeeeeeeeeiitteeeeeeeeeeetataeaeaeeeeeeeassaaaaaaaseeasassssssaaaeeeeaassssaaseaeeeaeasssssaaaaeeeeans 12
Using this Guide with Core and Satellite Servers .........c.cccceecieeieiiiieeecciee e 12
The HPCA Reporting ENvironment ............ccccviiieiiiiiieiiiiieeeiiee e eeeeeeevee e esvaee e 13
H =Y 00300 U] (oY = ST UPPPPR 14

2 Creating the Reporting Server Environment ..............coooiiieineee. 15
Reporting Server Requirements ...........cccuviiieciiieieiiiiicecieee ettt eeaee e e vee e e evree e e 16

Platform SUPPOTt.....ccoo e e e e e e e e rrar e e e e e e e e enanes 17
HPCA Database PrerequiSites.......ccuiiiciiiieeiiiieeeciieeecreeeeeiee e eeveeeeeeveeeeesareeeessseeesenseas 17
HPCA SQL Server Database PrerequiSites.......cccccceevieiiiiiiiieiiccciiiieeeeeeeeeeiiireee e 17
Inventory Database Updates for SQL Server...........ccccceeeviieiiieiiieeecciiee e 18
Application Usage Database Update for SQL Server .........cccccovvveeiieeeiiiinneeeeeeeenn. 18

Patch Database Update for SQL Server .........cccoccviiiicciiiiieciiee et 19

Oracle Database PrerequisSites.......ccouiiiiiiiieiiiiee ettt e e e vaee e e 19
Inventory Database Updates for Oracle ..........ccceeeeeiiiiiiiiieiiieiieeeceee e 20
Application Usage Database Update for Oracle............cccceeeeeiiriiiiiieieiiiiiieeeeeen, 20

Patch Database Update for Oracle...........coccvviieeciiiiiiciieee e 20
Inventory Reporting Auditing Requirements ............ccccceoeeiiiiiiiiiiiiieiciiieeee e 21
Adding Components to Inventory Audits .........ccceeieeciiiiieiiiiii et 22
Reporting Server System Implementation Tasks ........cccccceeeeiiiiiiiiiiiiiiciiieeee e 26
Reviewing your SQL Server Access and Database DSNS .......cccccoeeveiiiccieieeccieeeeee, 26
Installing the Reporting Server .........cccoccveiieiiiiiieeiee ettt e e e 26
Modifying the Reporting Server Configuration File.............ccccooeviiiiiiiiiiiiiiiiiiiieeeeeen, 28
Enabling Reports and Defining ODBC DSN Settings .......cccoccceveeeiiiiiiiiveneeeeeeeenns 29
Adjusting the Reporting Server Display Language ..........ccccccvveeeecvieeeeciveeeecnnnennn. 30
Enabling the Reporting Server Cache Feature ............cccoeevvvviiiiiiioiiiiiiiinieeeeees 30
Enabling Portal Logon Authorization ..........cccccececiiiiiiiiiieiciiiiieeee e 31
Normalizing Case Sensitive Databases .........ccccecviiiieciiiiiiciiiieceiiee e 31
Configuring LDAP ...t e et e e e e e e etaaea e e e e e e eeeannns 32



Using Report PACKS .........oiiiiiiiiice ettt et e e erae e 32

3 Reporting Server Features ..........coooiiiiiiiiiiiiii 35
Accessing the Reporting Server.........oocciiiiiiiiiie ettt e e earee e e 36
)0 ea T oY 1 o LU PTPPPTR 36
About the Reporting Server INterface ..........coccveiieeiiiiiiciiiiiecee e 36
Using Search Options to Select Filters.......cccccovviiieiiiiiiicciiiieeeee e 37
The Directory/Group Filters Area .........ccccccoiveiiiiiiiiiiie ettt 38

The Data FilterS ATEa ......c..ccccuveviiiieciieeiieeieeeee et e seeesteesaeessbeesseeessseessseeesnsees 39

Using Display Options to Select Reporting VIews........ccccccceeeveiieieeccieeeeciiee e 43
Applying a View from the Reporting View Area ...........ccccccoovveiviiiiieiiiieiccinieeeeeen. 44
Reporting VIeW TYPES ..cccoeieeiiiiiiiiee ettt ettt e e e eirrre e e e e s e e snnannaeeeeseesnnnnns 45
Windows Vista REPOTES...ccccciiiiiiiiiiiciee ettt e et e e e are e e e earaeeeeaens 47
Windows Vista Readiness RepOrts ......ccccvvviieeiiiiiieiiiii ettt 47
Windows Experience Index Reports........cccveveiiiiieciiiiiiiiiee et 48

About Reporting WiIndOWS ..........ceiiiiiiiiiiiiiiee ettt e e e eerirrree e e e e s eserrrreeeeeeeeesesaaaaeeens 48
Using the Windows Action Bar ICONS........ccccveiieeiiiiiiiciiicccceeeeeee e 49

Leaf NOde FIltering .......ccooiiieiiiiiiiiee ettt e e e e e e e brbae e e e e e e eeaesabaaeeeaeeeanns 53
4 Customizing REPOrS .......eiiiiiiiiiiiie e 55
Reporting ODBJEct FIles ...ttt e e e e e erar e e e e e e eea 56
Backing up Your Reporting Object Files.........ccoooviiiiiiiiiiiciiieee e 56
Understanding the Reporting Object Files .........ccooiiiieiiiiiiiiiieicieeeeeee e 57
Reporting Object File Construction ...........ccccoiiiieiiiiiiiiiiiiiieeee et eeeeirree e e 57
Reporting Object File TYPes ....ccoocciiiiiiiiie ettt e e e e e e eaaar e e e e e e 57
View Group Objects and View ODbJectS........ccocvuiiieeiiiiieeiiiiee e 57

Filter Group Objects and Filter ObJectS..........coovieiiiiiiiiiieeiiiiiieeee e e 60
WiINAOW ODJECES oooeeiiiiiiiieee ettt e e e e ettt e e e e e e e e saetrreeeeeeeeeenesaaaeaaasaaans 62
Datasource OBJECES ......cuuiiiiiiiiei ettt e et e e e aaee e e 63
Modifying Reporting Object Files ...t e eraree e e e 63
Modifying View Group ODBJectS........cccuiiieciiiiiieieeeeciie ettt evee e e eree e 64
View Group Object Global Section .........ccccveviiiiiiiiiiiiiiiieeeeeeeecieeee e 64

View Group Object VIews SeCtion ..........cccceeeeciiieieiiiiieeiiiieeecree e e 65
Modifying VIEW OBJECES ......ceeieiiiiiiiiiiii ettt et e e e eare e e e e are e e e eaaeeeeennres 65
View Object Global SeCtion ...........cveiiiiiiiiiiiiiiiieie et e e e e e e 65

View Object Header Section...........cccceeieeeeiiiiiiiii ettt eevrae e e e e e 66

8 Contents



View Object Windows SeCtion........coecviiiriieriiiiiniieniie ettt et et esiee e e s s 67

Modifying Filter Group ODJECtS.......uuviieiiiiiieiiiiiiiiiee ettt e e e e e eerarrreeeeeeean 68
Filter Group Object Global Section ............cceeiiiieiiiiiiiiiie e e 68
Filter Group Object Filters Section .........cccccvevieeeiiiieiieeiiee e 69

Modifying Filter ODJECtS ......cccccviiiiiiiiiieieeiee ettt tee e e eeree e e are e e e e aaae e e eneeeas 70
Filter Object Global SeCtion ..........ccooiiiuiiiiiiiiiieecciieeee et e e e e e 70

Modifying WIndow ODJECES .....ccooeiiiiiiiiiiee ettt eeeectare e e e e e e e e eeaaarreeeeaeeas 72
Window Object Global SeCtion........cc.veiiiecuiiiiieiiie et e e 72
Window Object Detail SeCtion ...........cceccuiiiiieiiiiiieiiiiee et 73
Window Object Graph SeCtion .........cccooeiiiiiiiiiiiiii et eearrreee e 76

5 Troubleshooting...........ccoi 79

Contents

About the Reporting Server LOZS ........ccociiiiiiiieicciiee ettt evee e e vee e e eaae e e e 80
Common Reporting Server Problems and Solutions...........cccccceeiiiiiiiiiiiiieeee e, 80
Modifying the TimeOut DireCtive ..........ccocvieiiieciiieieeiiiee et 81

A Sample Reporting Scenario.........cooeeveeeeeieeiiiiieeene 83
Scenario: Report for Sales Department on Devices Needing Service Pack Updates ......... 83

B Reporting Server Configuration File...............ccccoovviiiiiiiiiiinnn, 85
Compliance Management Configuration ..........c.ccceeeeiiiiieiiiiiieeeciiiee e e veee e vvee e 86
HPCA Management Reports Configuration .............cccceeeeeiiiiiiiiiei e 86
Vulnerability Management Configuration.............cccceeeeeiiiiieiiieeiecieee e 87
Security Tools Management (STM) Configuration...........ccccccuvviveeeiieeeiiiiiieeeeeeeeeciireeeee e, 87
Reporting Server Configuration ...........ccc.vviiiiiiiiiiiiiiieece et e e e eeraree e e e e e 88
Inventory Manager Configuration...........cccccuuieieciiiieeiiiiiee e ceieee e eevre e e svreeeesaaeeeeas 90
DDM Inventory Configuration..........cccoceiuiiiieeeiiiiiiiiiiieeeeeeeeceiiteee e e e eeeeeitireeeeeeeeeeeararaeeeeeeeens 92
Patch Manager Configuration ............ccccuiiiieiiiieeeiiiee e e e esre e e e ebaee e e eeens 94
Application Usage Manager Configuration ............cccceieeviiiieciieeiecieee e 96
Application Management Profiles Configuration (AMP).........cccovvvviiiiiiiiiiiiieeee e, 98
LDAP COnfiguration.........ceiieiiuiiiieiiiiee et e et e eeiieeeeeiveeeesabeeeesaseeessasseeeessssseessnsseeesssssenas 99



10

Contents



1 Introduction

At the end of this chapter, you will:

e Be familiar with the HP Client Automation Reporting Server (Reporting
Server) reports.

o Be able to create a Reporting Server environment.

¢ Understand the contents of this guide.



Overview

As part of the HP Client Automation (HPCA) extended infrastructure, the
web-based Reporting Server allows you to query the combined data in
existing HPCA Configuration Server Databases (CSDB) and create detailed
reports. In addition, you have the option of mounting an existing LDAP
directory, which allows you to filter your data using your LDAP directory
levels.

The Reporting Server interface provides a dynamic and intuitive way to use
HPCA data for reporting and overall environmental assessment. The
Reporting Server home page displays summary information based on the
reports that are enabled. See Modifying the Reporting Server Configuration
File on page 28 for information on enabling reports.

Using this Guide with Core and Satellite Servers

If your environment uses Core and Satellite servers, first read the HP Client
Automation Core and Satellite Servers Getting Started and Concepts Guide as
the installation, configuration, troubleshooting and Administrator tools
access information in that guide may override the information in this guide.
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The HPCA Reporting Environment

Figure 1 below illustrates a Reporting environment.

Figure 1 Sample HPCA Reporting Server environment

Inventory Usage Patch
Manager Manager Manager
Database Database Database

Directory
Services

SaL s
Server ~

LDAP

Reporting
System

The Reporting environment includes the following required and optional
components:

¢ Reporting System Modules
The Reporting System modules do not require the HP Client Automation
Portal (Portal). They can be installed on any Win32 machine, which
includes the required Web server, discussed below.
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e Web Server
The Reporting Server requires Apache HTTP Server 2.0 or later (2.2x
recommended) installed and running on the device you plan on installing
Reporting Server. Apache is available free from
http://httpd.apache.org. For more information, refer to the Apache web
site.

¢ Connections to HPCA Databases
Reporting Server can access any HPCA SQL or Oracle database, such as
those for HPCA Inventory, Vulnerability Management, Patch, and
Application Usage. Each database accessed can exist on its own server
with its own ODBC DSN connection.

e Connections to LDAP Directory (optional)
The Reporting Server supports optional access to an existing LDAP
directory in your enterprise. Access to an LDAP directory allows you to
filter report data according to the directory entries.

Terminology

Become familiar with the following terms used throughout this guide.

bulletin

A bulletin is a vulnerability reported by Microsoft about one of their products.

patch

The patch is the actual file to be deployed and executed to fix a vulnerability.
A bulletin may have multiple patches depending on platform, number of bits,
and language.

gnumber

A gnumber is equivalent to the ticket opened by Microsoft Support. One
bulletin can have multiple gnumbers.
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2 Creating the Reporting Server
Environment

At the end of this chapter, you will:

e Know the prerequisites for obtaining reports with the Reporting Server.

e Be able to apply the prerequisites required for using the Reporting
Server.

e Be able to add all WBEM components needed for the Reporting Server to
your Inventory Manager reporting audit package.

e Be able to configure the Reporting Server to connect to your databases.

e Optionally, be able to configure the Reporting Server to connect to an
existing LDAP directory.

¢ Be able to access the Reporting Server web site.

A If your environment uses Core and Satellite servers, first read
the Core and Satellite Servers Getting Started and Concepts
Guide as the installation, configuration, troubleshooting and
Administrator tools access information in that guide may
override the information in this guide.
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Reporting Server Requirements

) As always, be sure to test any recommended or required

environment changes before they are implemented into production.

The Reporting Server provides unified access to your existing SQL Server or
Oracle HP Client Automation (HPCA) databases. These include the following:

Inventory — For inventory reporting. Refer to the HP Client
Automation Inventory Manager Installation and Configuration Guide
(Inventory Manager Guide) for information on creating and connecting to
this database.

Vulnerability Management — For vulnerability management reporting.
Refer to the HP Client Automation Enterprise Manager User Guide
(Enterprise Manager Guide) for information on creating and connecting to
this database.

Patch — For patch reporting, a patch database created with the latest
Patch Manager is required. Refer to the HP Client Automation Patch
Manager Installation and Configuration Guide (Patch Manager Guide)
for latest version information.

Application Usage — For usage reporting, a usage database created
with the latest Application Usage Manager is required. Refer to the HP
Client Automation Application Usage Manager Installation and
Configuration Guide (Application Usage Manager Guide) for latest
version information.

Compliance - Compliance Management Reports provide information
about software configuration problems detected on managed client
devices in the enterprise. For information about compliance scanning,
refer to the Enterprise Manager Guide.

Security Tools Management — Security Tools Management Reports
provide information about the anti-virus, anti-spyware, and firewall
products installed in your environment. For information about security
tools scanning, refer to the Enterprise Manager Guide.

The Reporting Server software is located on the installation media in the
\infra\extended_infrastructure\reporting_server directory.

The Reporting Server can be installed on a computer system that includes
the following:

Apache HTTP Server 2.0 or later (2.2x or later is recommended). Apache
is available free for download at http:/httpd.apache.org.

Chapter 2



e Access to either a SQL Server or Oracle server where your extended
infrastructure databases are defined. Refer to the individual product
guides for supported SQL Server and Oracle database version
information.

o Ifneeded, access to your enterprise’s LDAP directory, such as Active
Directory. LDAP access allows you to filter Reporting Server queries
according to the directory information.

) In order to view the Reporting Server graphical reports using
Windows Server 2003, Java Runtime or Virtual Java Machine
is required. For more information, go to
http://java.com/en/index.jsp.

Platform Support

For detailed information about supported platforms, see the release note
document that accompanies this release.

HPCA Database Prerequisites

Modifications must be made to your HPCA databases to accommodate the
Reporting Server. The following sections describe which modifications must
be made whether you are using Oracle or SQL Server to store your databases.

) Reporting users must have INSERT, DELETE, SELECT, and
UPDATE access to the tables created by each pre-requisite script
(RRS_DEVICETABLE, RRS_DEVICECACHE and
RRS_SESSION) in order for Reporting Server to work correctly.

HPCA SQL Server Database Prerequisites

The following modifications must be applied to each SQL Server database the
Reporting Server accesses.

A set of SQL scripts was supplied with your Reporting Server media, located
in the \Prereq\SQL\ directory. The scripts are located within the RIM, RUM,
and RPM subdirectories. Depending on the databases you will be using, run
the appropriate script using the Microsoft SQL Server Enterprise Manager

Creating the Reporting Server Environment 17
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Query Analyzer tool. If you need assistance running these scripts, see your
database administrator.

SQL Creation Scripts are as follows:

¢ Inventory:
Preregq\SQL\RIM\RIM PreReq Creation Script.sql

e Application Usage:
Prereq\SQL\RUM\RUM PreReq Creation Script.sql

e Patch:
Prereq\SQL\RPM\RPM PreReq Creation Script.sql

Before running these scripts, first review them using a text editor and make
sure the default table owner names are correct. Make any changes and save
the files.

Inventory Database Updates for SQL Server

Before updating the Inventory SQL database:
e Make sure the HPCA agent 7.80 is installed.

e Be sure the HP Client Automation Messaging Server (Messaging Server)
7.80 is installed. The Messaging Server installation creates required
tables in the Inventory database. Refer to the HP Client Automation
Messaging Server Installation and Configuration Guide (Messaging
Server Guide) for details.

A database administrator needs to make the following change to an existing
Inventory SQL database to support HPCA Reporting.

e Use the Microsoft SQL Server Enterprise Manager Query Analyzer and
run the script RIM PreReq Creation Script.sql against your
Inventory database. One view is created called DevicesPrimary. This will
add a User Defined Function object called fn_DATALIAS.

Application Usage Database Update for SQL Server

A database administrator needs to make the following change to an existing
Application Usage SQL database to support HPCA Reporting.

e Use the Microsoft SQL Server Enterprise Manager Query Analyzer and
run the script RUM PreReq Creation Script.sql against your
Application Usage database. This will add a User Defined Function object
called fn_USAGESTATUS, to calculate usage status.
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Patch Database Update for SQL Server

A database administrator needs to make the following change to an existing
Patch SQL database to support HPCA Reporting.

e Use the Microsoft SQL Server Enterprise Manager Query Analyzer and
run the script RPM PreReq Creation Script.sql against your Patch
Manager database. This will add a User Defined Function object called
fn_PATCHSTATUS.

Oracle Database Prerequisites

The following modifications must be applied to each Oracle database the
Reporting Server accesses.

A set of scripts was supplied with your Reporting Server media, located in the
\Prereg\Oracle\ directory. The scripts are located in the RIM, RUM, and RPM
subdirectories. Depending on the CSDBs you will be using, run the
appropriate script. If you need assistance running these scripts, see your
database administrator.

SQL Creation Scripts are as follows:

¢ Inventory:
Prereq\Oracle\RIM\RIM PreReq Creation Script.oracle

(Supports Oracle 10G and 11G. Refer to the notes section of the script
for additional information)

e Application Usage:
Prereq\Oracle\RUM\RUM PreReq Creation Script.oracle

(Supports Oracle 10G and 11G. Refer to the notes section of the script
for additional information)

e Patch:
Prereq\Oracle\RPM\RPM PreReq Creation Script.oracle

Before running these scripts, first review them using a text editor and make
sure the default schema names are correct. Make any changes and save the
files. When finished, verify that the scripts completes without error. Consult
your Oracle DB administrator if changes to the script are required regarding
table ownership. Refer to the notes section of the script for additional
information.

Creating the Reporting Server Environment 19
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Inventory Database Updates for Oracle

Before updating the Inventory Oracle database:

Make sure the HPCA agent 7.80 is installed.

Be sure the Messaging Server 7.80 is installed. The Messaging Server
installation creates required tables in the Inventory database. Refer to
the Messaging Server Guide for details.

A database administrator needs to make the following change to an existing
Inventory Oracle database to support HPCA Reporting.

Use the SQL Plus Worksheet application and execute the script RIM
PreReq Creation Script.oracle, making sure to include the correct
path to the script locations. One view is created, called DevicesPrimary.
In addition, a DataAlias table is created and populated.

Application Usage Database Update for Oracle

A database administrator needs to make the following change to an existing
Application Usage Oracle database to support HPCA Reporting.

Use the Oracle DBA Studio application (for Oracle version 8i and below)
or the SQL Plus Worksheet application (for Oracle version 9i and above)
and execute the script RUM PreReq Creation Script.oracle, making
sure to include the correct path to the script locations. For Oracle version
10G, execute RUM PreReq Creation Script — 10G.oracle. This will
add a User Defined Function object called fn_USAGESTATUS, to
calculate usage status.

Patch Database Update for Oracle

A database administrator needs to make the following change to an existing
Patch Oracle database to support HPCA Reporting.

Use the Oracle DBA Studio application (for Oracle version 8i and below)
or the SQL Plus Worksheet application (for Oracle version 9i and above)
and execute the script RPM PreReq Creation Script.oracle, making
sure to include the correct path to the script locations. This will add a
User Defined Function object called fn_ PATCHSTATUS.
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Inventory Reporting Auditing Requirements

When using the Reporting Server to view an Inventory database, the WBEM
instances listed in Table 2 below should be enabled for the Inventory
Manager Reporting Package in the AUDIT Class of your CSDB. These fields

are relied upon to produce the primary reporting table or detailed reports

shown in later chapters.

For details on how to enable these options, see Adding Components to

Inventory Audits on page 22.

Table 2 Inventory Manager reporting WBEM instances
WBEM Class Instance WBEM Class Instance
Win32_Bios Win32_PointingDevice

Win32_ComputerSystem

Win32_Printer

Win32_ComputerSystemProduct

Win32_ Processor

Win32_DesktopMonitor

Win32_Product

Win32_ DiskDrive

Win32_SerialPort

Win32_ DiskPartition

Win32_Service

Win32_Environment

Win32_Share

Win32_Group*

Win32_SoundDevice

Win32_Keyboard

Win32_TimeZone

Win32_LogicalDisk

Win32_USBController

Win32_LogicalMemoryConfiguration

Win32_UserAccount™

Win32_ MotherboardDevice

Win32_VideoController

Win32_NetworkAdapter

Win32_CDROMDrive

Win32_NetworkAdapterConfiguration

Win32_Process

Win32_OperatingSystem

Win32_SystemEnclosure

Win32_PhysicalMemory

Win32_ WinSAT

MSStorageDriver_FailurePredictStatus**

* Queries may require additional changes. See caution below.

** Query is stored in Name Space root\wmi

Creating the Reporting Server Environment
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A When auditing for Win32_UserAccount or Win32_Group, large
amounts of data may be returned. Failure to limit the scan may
result in high network traffic. In order to limit the amount of data
returned by these queries, modify the class.

In order to restrict the results to LOCAL user accounts and LOCAL
groups only, modify the CNDITION field of the Win32_UserAccount
and Win32_Group classes by adding the following value:

Domain = "&(zconfig.zhdwcomp)"

Be sure to check the HP support web site for the most recent
information on this topic.

) The Win32_WinSAT table from root\cimv2 should be queried in
order to populate data for the Windows Experience Index report.
Note that the query should have a CNDITION value of TimeTaken =
"MostRecentAssessment"

Adding Components to Inventory Audits

To obtain the reports available through the Reporting Server features, we
highly recommend that you audit your HPCA agents for the Win32
components previously listed in Table 2 on page 21. If you are missing some
of the components, you can use these procedures to add them to your
Inventory Manager reporting audit package.

For additional information, refer to the Inventory Manager Guide.

The following example adds the Win32_MemoryDevice component to the
Inventory Manager Reporting Package. Use the same procedure to add any
component to the Inventory Manager Reporting Package or to another audit
package that is used to collect Inventory Manager data at your site.

A Before adding any components, make sure they do not already exist
within the reporting audit package. Adding duplicate components
will cause errors.

To add components to Inventory Manager reporting audit packages

1  Use the Admin CSDB Editor and browse to the
PRIMARY.AUDIT.PACKAGE class.

2 Locate the Inventory Manager reporting package and expand all
connections to show all component instances.
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3 Right-click the Inventory Manager Reporting Package instance (RIM
Reporting), and select Add Components from the shortcut menu.
= 2 Rl R :
%g R|:M| New Instance

E Bk Be Dedete Instance
Fename Iretance
4 Unis Fil

ﬁ Urie Hd Edit Inskance, .,
i‘% Urix 51 Aci{{tw..

EYWEEM  Copy Package...

A WEBEM
287 WBEM Showe Connections. ..
8 WEEM s
_ﬁ WEEM Prune Balow

B BEM Refrash .

B EEM Expand All Connections

4  The Add Components dialog box opens. Select WBEM from the Available
Components drop-down list, and type the component name in the New
Component Name text box. For this example, we will type:

Win32_MemoryDevice.

5 Click Add+Edit.
& Add Components

Package Mame: RIM Reparting

Availlable Components
[WBEM |

New Component Name

[Win32_MemoryDevice

Done | [ add [| Add+Edi ||

6 The Edit Instance dialog box opens. Click the CLASS entry, and type the
value of the WBEM class. Use the same name as the component name,
e.g., Win32_MemoryDevice.
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£3 Editing Win32_MemoryDevice Instance - Last Update: - 03/08/04 14:31:36

WBEM Class

[Win32_MemoryDevicel

Name | Attribute Description | Value

B acrion Report Flags (1. N, C.D.5.D.C)  YYYYXXN
MNAMSPACE Name Space oothcimy2

VA CLASS WBEM Class Win32_MemoryDevice |
EWDPE RTY Property Yalues to collect %
CNDITION Query Condition Statement

QUTPUT Output Object Name WBEMALDT

TYPE Scan Type [WBEM] WBEM

NAME Friendly Name Win32_MemoryDevice

£ ! (2]

o]

Cancel I

When adding MSStorageDriver_FailurePredictStatus, you
must also edit the NAMESPACE attribute and change the

value to: root\wmi.

7 Click OK to save your changes.

8 As shown in the next image, the Win32_MemoryDevice instance is added

to the Inventory Manager Reporting Package.
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[Dstabaze Tree view [WEEM class RiM FeportingWin32_MemonDevice Instance Attibutes:

Appbcation [ZSERVICE] | Mame [ Attsbute Description | Walue |
= 48 Audt Packsges [PACKAGE) acTioN ReportFlags LN, C.D.5.0.0]  Y¥/o

£ _BASE_INSTANCE_ NAMEPACE Hame Space root\camv2

S5 ikt Eveseiste Bahaviot CLASS WEEM Class | wn32_memompdevice

S5 ikt Syetem DLL FROFERTY  Fropery Vakses bo collect L

1) Awacdt To Find and Caphure 2 Local Fie CHDITION Gy Condition Statemert

-4 At To Find and Caplue MULTIFLE FILES QUTRUT Dutput Object Name WEEMALIDT

#9 At ta Find and Remave Local Fis e Scan Typs [WEEM] WBEM

A CE PDAMML Inverkoy
NAM Friendy emonDevics
A NVOM Discovery of Applications £ Hame Winiz M

4 A Repoting 'Wind2_ComputerSystermProduct
FIM Repottng Win2_DeskiopMorsor

4 AIM Reportng Wind2_DiskPatition

1 A Repotng Wind2_Emionment

RIM Repoting Wwind2_Gioup

RIM Repoting wWind2_Eesboad

8 RiM Reporting Win32_Logicalisk
w32 | ol s piigtation

4 FiM Fepotng Wini2_MetworkAdspterCorfiguiation
4 Rk Repoitng Win32_DpeistingSyshern
8 RiM Reportng win32_PertingD evice

[ PR Y VN

PRIMARTNALIDI TVl Packages (FACKAGEINRIM Flepoding\RlM Flepceling WindZ MemonyD evice 3787200 L

9 Repeat this Add Component procedure for each entry in Table 2 on page
21 that is missing from your inventory auditing package.

A When auditing for Win32_UserAccount or Win32_Group, large
amounts of data may be returned. Failure to limit the scan may
result in high network traffic. In order to limit the amount of
data returned by these queries, modify the class.

In order to restrict the results to LOCAL user accounts and
LOCAL groups only, modify the CNDITION field of the
Win32_UserAccount and Win32_Group classes by adding the
following value:

Domain = "&(zconfig.zhdwcomp)"

Be sure to check the HP support web site for the most recent
information on this topic.
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Reporting Server System Implementation Tasks

The Reporting Server software and components are located on the
installation media in the \infra\extended_infrastructure\reporting
_server\win32\.

To use Reporting, complete the following system implementation tasks:

1 Review the SQL Server ODBC connections and DSNs for each database
2 Install the Reporting Server.

3 Modify the Reporting Server configuration file.

Reviewing your SQL Server Access and Database DSNs

All SQL databases accessed by the Reporting Server must exist on the same
SQL Server. In order to complete the Reporting Server configuration in the
tasks that follow, you will need to know the DSNs and access credentials
assigned to each database in the SQL Server.

) If you are using Reporting Server to view DDM Inventory reports,
you will need to configure MySQL. Refer to the DDM Inventory
documentation for more information.

Installing the Reporting Server

Identify a Win32 computer with Apache HTTP Server 2.0 or later (2.2x
recommended) installed to act as your Reporting web server. This computer
must be able to communicate with your SQL Server where the HPCA
Databases are defined, the Internet, and your LDAP Directory, if desired.

) The Reporting Server runs independently of the Portal. It may be
installed on any Win32 machine whether or not that machine is
running the Portal.

To install the Reporting Server

1 Double-click the Reporting Server installation executable, setup.exe.
The Welcome window opens.

2 Click Next. The HP Software License Terms window opens.
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Read the end-user licensing agreement and click Accept. The Reporting
Server installation location window opens.

Type the installation location of the Reporting Server, or click Browse to
navigate to a location.

Click Next. The Apache web server installation window opens.
Select the detected Apache install you want to use.
Click Next. The Reporting Server Apache Alias window opens.

Type a web site alias to use for Reporting Server (reportingserver, for
example). This is used when accessing Reporting Server in a web
browser. The Apache configuration file, httpd.conf is backed up then
updated to point to the Reporting Server configuration file, httpd-rrs.conf.

Click Next.

If an existing Reporting Server Alias exists, you are prompted to select
whether or not to overwrite the configuration file (httpd-rrs.conf).

Click Next. The installation settings window opens.
Click Install. The Reporting Server is installed.

Click Finish. The Reporting Server configuration file opens in your
default web browser.

HPCA Reporting Server

Configuration HPCA Reporting Server Configuration
B4 nventory Manager Configurstion
£ vulnerability Management Log Level (1-5) 3 vI

Configuration rrome|
Language (english ato v
Discovery and Dependency Mapping guage (engish)
Irvventory Configuration Default iew [petaut view
# Patch Manager Configuration

Showr Device Data vithout Filers
qa_-| Usage Manauer Configuration (0

[ server Management Configuration Threshold to use RRS_DEVICELIST
(SCH) tahle

LDAF Configuration 5V Export Farmat
Use HPCA, Portal for Logon
Authorization

=]

e
E8 configuration Baseline suditor (CBA) Enable Defaul Reports (071 =

tab =]

[o=]

HPCA Portal Address

[127.00.1

HPGA Portal Port [
Use SSL Connection ta RMP [o=]

CA Cettificates Directory |

Ca Certificates File |

Dats format 1=GMT 0-LOCAL =

Encryption Type |
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Use the configuration file to configure Reporting Server for access to your
SQL Server databases, enable reports, and, optionally configure an LDAP
directory. See the next section, Modifying the Reporting Server
Configuration File on page 28.

For additional information about each configuration file section, see the
appendix Reporting Server Configuration File on page 85.

Moditying the Reporting Server Configuration File

The Reporting Server configuration file, setup.tcl, includes settings such as
the ODBC DSN information and access credentials for each SQL database
you are using, as well as LDAP Directory access root and credentials. Use the
configuration file to enable or disable specific report types and features.

The configuration file, setup.tcl, populates multiple configuration files stored
in the ReportingServer\etc folder. These files are generated after the first
time you view setup.tcl. You can edit each configuration file manually using
any text editor, if you desire. Remember to make a backup copy of any files
before you make any changes. See Error! Reference source not found.,
Reporting Server Configuration File for a detailed description of each
available setting and parameter.

) If you need encrypted passwords, use the web browser to edit the
configuration file. Passwords are automatically encrypted when
the configuration file is generated. Using a text editor to edit the
individual configuration files does not allow for creating encrypted
passwords.

A When you click Apply to submit your changes, be sure you have
entered any DSN password information (if needed) or else the DSN
password will be reset to blank.

To modify the configuration file using a web browser, open the setup.tcl file
located in your Reporting Server directory with any web browser. This page
is opened automatically after the first time you install Reporting Server.

To modify the Reporting Server configuration file
1 Open a web browser and type:
http://localhost/reportingserver/setup.tcl

where reportingserver is the alias created during the Reporting
Server installation.

The configuration file page opens.
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2 To modify each configuration file section, click the configuration option
link from the left column to display a set of configuration options.

Refer to the appendix Reporting Server Configuration File on page 85 for
a detailed description of each available section and parameter.

3 After you are finished making modifications, click Apply.

The following sections detail specific configuration tasks available with the
Reporting Server configuration file.

Enabling Reports and Defining ODBC DSN Settings

For each database you want to use for reporting, you must enable the specific
report types then define the ODBC DSN settings using the Reporting Server
configuration file.

The configuration file contains a section for each available database and
report type settings:

e Reporting Server Configuration

e Inventory Manager Configuration

e DDM Inventory Configuration

e Patch Manager Configuration

e Usage Manager Configuration

e Application Management Profiles

¢ Configuration Baseline Auditor (CBA)
e LDAP Configuration

) Vulnerability Management, Security Tools Management, HPCA
Management Reports, and Compliance Management reports all use
the Inventory Manager database configuration.

) HP DDM Inventory Software discovers devices in a network, scans
for hardware and inventory, and collects software utilization data.
See the HP Support web site for additional details.

Enabling reports and defining ODBC DSN settings is similar for each
database. The following example describes how to define settings for an
Inventory Manager SQL database.
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To enable reports and define ODBC DSN settings for Inventory database

1 Access the Reporting Server configuration file.

2 Click Inventory Manager Configuration.

3 Set Enable RIM Reports (0/1) to 1 using the drop-down box.
4

If you want to make reports available for caching, set Enable RIM Report
Caching (0/1) to 1 and adjust the cache lifetime as desired.

5 Enter the RIM DSN, RIM DSN User, and RIM DSN Password.
6 Click Apply.

For additional information about configuration file settings and parameters,
see Error! Reference source not found., Reporting Server Configuration
File.

Adjusting the Reporting Server Display Language

Use the Language (english) parameter,to determine the language in which
Reporting Server pages are displayed.

Selecting auto will allow the Reporting Server to display in the language to
which your browser is set.

) Any language that is not available in a browser language catalog is
displayed in English, by default.

Enabling the Reporting Server Cache Feature

Similar to an HTTP proxy, the Reporting Server has the ability to save report
data in a cache file. When a user requests a report, that report data is saved
in a file on the Reporting Server. Then, if any subsequent users request the
same reports, the data is readily available in the cache, returning the report
much faster by avoiding the processing time used to retrieve the data from
the Oracle or SQL database. The cache file is saved in a folder within the

Reporting Server installation directory, such as
C:\HP\ReportingServer\cache.

Use the configuration file to enable caching and to determine how long a
cache is available.
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To configure caching

1 Within the configuration file, click the configuration section for which you
want to enable and configure report caching. For example, to adjust the
caching parameters for Inventory Manager reports, click Inventory
Manager Configuration in the left pane.

2 Caching is disabled by default. To turn on caching for Inventory Manager
reports, for example, set Enable RIM Report Caching (0/1) to 1.

3 To set the amount of time cached Inventory Manager reports will be
stored, for example, adjust the value for RIM Cache Lifetime (seconds).
The default is 1200 seconds, or 20 minutes.

4 Click Apply to commit your changes. Report caching has been enabled
and configured.

Enabling Portal Logon Authorization

If you want to enable authorization through the HP Client Automation
Portal (Portal) when logging in to the Reporting Server, set the Use
HPCA Portal for Logon Authorization parameter to 1 in the configuration
file.

This will prompt for user name, password and directory source each time
you visit the Reporting Server web page.

To disable logon authorization, set the value to 0.

Normalizing Case Sensitive Databases

The configuration file contains an option for normalizing character case when
applying filters to your databases: Normalize case when using filters or
NORMALIZECASE in the individual .cfg files.

By default, Oracle is a case-sensitive database. So for example, ‘A’ is not
equal to ‘a’ while SQL databases are not case-sensitive, so ‘A’ is equal to ‘a.’
Microsoft SQL Server databases, by default, are not case-sensitive.

When the normalize case option is off (set to 0), Reporting Server does no post
processing on any filters. This means for an Oracle database, if you are
looking for a device called DeviceA, but in the Oracle database it is listed as
DEVICEA, no match is found. In this example, a SQL database would return
a match.

If the case-sensitive option is turned on (set to 1), searching for DeviceA in
the Oracle database will return a match, DEVICEA. Turning the option on
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for a SQL database will turn on case sensitivity and, in this example, no

match would be found.

When this option is turned on (set to 1), indexes are not used which
will result in reporting queries taking much longer to generate

results.

Configuring LDAP

Use the LDAP Configuration section to enable LDAP and configure Reporting
Server to use LDAP as a filtering source for report data.

To enable and configure LDAP

1 Within the configure page, click LDAP Configuration.
2 Set Enable LDAP (0/1) to 1.

3 Enter the remaining LDAP information. Refer to LDAP Configuration on
page 99, for additional information.

4 Click Apply.

When you next use Reporting Server, the Search Options will contain
Directory/Group Filters you can add based on the information stored in

LDAP.

Using Report Packs

Report packs are included in the Reporting Server’s \reportpacks directory.
Each file contains Reporting Server object files for specific report types.

Table 3 Report Packs

Report Pack File | Reports

cba.kit Configuration Baseline Auditor
cem kit HPCA Starter and Standard
rim.kit Inventory Manager

rpm.kit Patch Manager

rrs.kit Reporting Server and LDAP
rum.kit Application Usage Manager
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Report Pack File

Reports

scm. kit Application Management Profiles
ed.kit DDM Inventory

vm.kit Vulnerability Management
hpca.kit HPCA Management Reports

compliance.kit

Compliance Management

stm.kit

Security Tools Management

When extracted, report packs create the file structure necessary to modify
reporting objects. Use the extract utility to extract reporting object files.

To extract files from a report pack

1 From a command prompt, switch to your Reporting Server’s \bin

directory.

2 Type the following command (This example will extract the contents of
rum.kit. Replace rum with the report pack you want to extract. The file
extension, .kit, is not required.):

extract rum

3 Press Enter.

The reporting files are extracted to the Reporting Server \reportpacks
directory in a new folder. The example above created the folder,
\reportpacks\rum\objects, which contains all reporting object files
needed to make any modifications for Application Usage Manager

reports.

Extracted files take precedence over files contained within a
reporting pack. For example, if you've created the directory
structure, \reportpacks\rum\objects, which contains
modified reporting object files, these modifications take
precedence over the reporting objects contained within rum._kit.
This helps maintain any customization you may have made in
the event of an update to Reporting Server where a newer
rum.kit is supplied.

Creating the Reporting Server Environment
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3 Reporting Server Features

At the end of this chapter, you will:

e Be familiar with the HP Client Automation Reporting Server (Reporting
Server) user interface.

¢ Know how to use the features of the Reporting Server.

e Know how to customize the Reporting Server interface.
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Accessing the Reporting Server

The Reporting Server runs as an independent application hosted by Apache.
Once installed and configured, users have access to the reports from any web
browser connected to the Internet.

To access the Reporting Server

e Open any Web browser and type the following address:
http://<hostname>/reportingserver

Where <hostname> is the host name of the Apache web server on which
the Reporting Server was installed and where reportingserver is the
Alias assigned to Reporting during installation.

) Reporting is optimized for display screen area setting 1024 x
768 or greater.

Logging in

If you have enabled Portal logon authorization in the configuration file, you
will be required to log in the Reporting Server. By default, the username is
admin and the password is secret. Select the Portal Directory Source and
click Sign In.

About the Reporting Server Interface

The Reporting Server user interface contains several distinct areas, as
described below.

o Search Options. Use the Directory/Group Filters or Data Filters area to
apply one or more filters to the dataset being accessed for the current
View. Any filters you apply are listed as Search Criteria above the
reports.

— Directory/Group Filters. Click on a Directory/Group entry to filter
the current dataset to that level. The Directory/Group area is
discussed on page 37.
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— Data Filters. Use this area to generate or select a filter to be applied
to the current dataset. See Using Search Options to Select Filters
below for details on how to use this area.

e Display Options. Use the Reporting Views area to control your current
session and display.

— Reporting Views. A Reporting View defines the set of reporting
windows to display for the current dataset and initial settings related
to each window (such as minimized or maximized, and the number of
items per window). When you first access the Reporting Server, the
Default View is applied. The current view is listed on the right of the
Global Toolbar.

Use the Reporting Views area to change or customize your Reporting
View. For details, see Using Display Options to Select Reporting
Views on page 43.

o The Search Criteria above the report windows list the filters that have
been applied to the dataset using one of the Search Controls.

To remove a filter, click the %% to the left of a filter name.

e Report Windows display the current View.
Click minimize '~ on the Window title bar to collapse a report window.
Click maximize = on the Window title bar to expand a report window.

See About Reporting Windows on page 48 for details about using the
Report Window Action Bar icons, as well as browsing, sorting, and
viewing details for the items in a report.

e Each window contains an Action Bar that includes icons allowing you to
create CSV files from current datasets or switch to graphical views.

Using Search Options to Select Filters
The Search Options areas give you two ways to filter datasets within the
Reporting Server. You can:

o Select a group entry from the Directory/Group Filter area. This limits the
results to the group entry level.

o Use the Data Filter area to create or apply a filter. This limits the results
to the specific filter you applied.
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Figure 2 Sample Search Options area

Search Options
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Inwentory Management Related
Patch Management Related
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When you select a Directory/Group Filter or apply a Data Filter, your filter is
automatically listed as a Search Criteria entry.

The Directory/Group Filters Area

Use the Directory/Group Filter to browse to a group. As you click a group
entry, the Reporting Server automatically filters the reporting data displayed
for that entry. For example, if you click the Sales group entry, the reporting
area limits the display to only the devices that are associated with the Sales
group.

Navigating Within the Directory/Group Filters Area

To drill down further into the group click any image within the
Directory/Group Filters area allows you. To apply the associated filter to your
data click any text.

Once you expand the tree view in the Directory/Group Filters area, the
expanded branch becomes the root branch.
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The Data Filters Area

The Data Filters Area is always available as a Search Option (along the left
side of the Reporting Server page). Use it to select a filter to apply to the
current dataset. Once a filter is applied, you will see it added to the Search
Criteria list above the report windows.

The Data Filters that are available depend on what you enabled in the
Reporting Server configuration page. See Enabling Reports and Defining
ODBC DSN Settings on page 29 for additional information.

To select and apply a filter using the Data Filter area

1 From the Data Filter area, use the Filter Group tree-view and select a
group. The example shown in the figure below selected Inventory
Management Related then Hardware Related.

2 Open the Filter tree-view and select a filter. The example shown in the
figure below, selected Device Related then Device Classification.

3 In the Filter Value text box, type a specific value. For example,
*Notebook™. You can use wildcards, including * for multiple characters,
or ? or _ (underscore) for single characters.

4 Click Apply to add this filter to the report. After applying the filter, you
will see it added to the Search Criteria list above the report windows.

) The Reset button clears the Filter Value field and resets the
Filter Group and Filter selections to their default values.

Figure 3 on page 40 displays an example of the Data Filter entries used to
limit the report to only Notebook devices.
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Special Filter Value Characters and Wildcards

Finding the right records can be made easier by using special characters and
wildcards within your search strings. Use these special characters in
conjunction with the text you enter into the Filter Value text box. Table 4
below explains each special character.

Table 4

Special Characters and Wildcards

Character

Description

* or %

Return all records of specific text string.
Example:

Device Vendor Filter

HP* returns all HP records.

%HP% returns all records including HP.

? or

Return any single character

Example:

Device Classification Filter

Not?book returns all records beginning with ‘Not’ and
ending with ‘book’.

Note_ook returns all records beginning with ‘Note’ and
ending with ‘ook’.
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Character | Description

! Negates filter. The ! must be placed before the text string.
Example:

Device Vendor Filter

'HP* will return all non-HP records.

Using Filter Lookup

In order to help fine tune searches, especially within filters that may contain
a lot of data (for example, Usage Manager Product Lists), filters with the

Show available options capability (denoted by #) will use the entered data
as lookup criteria.

For example, entering “Compaq%” in the data field as displayed in Figure 4

below, and then clicking the Show available options button o+ will open the
lookup window displayed in Figure 5 on page 42.

Figure 4 Filter Lookup button.

T
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Figure 5 Lookup window
/= HP Client Automation Reporting Server ... E]E]

Device Vendor
Manual Input
i |Hewlefl't-F‘scksrtl* |

Selected Records Retrieved from
Database

[] Hewlett-Packard

) If no value is entered into the data field then all available lookup
criteria records in the database are displayed when you click the
Show available options button.

Applying a Forced Filter

A forced filter is a filter applied to every report that is displayed in Reporting
Server. To apply a forced filter, modify the rrs.cfg file.

) The forced filter parameters are not visible when viewing the
configuration file using a browser (setup.tcl).

For example, to filter all reports to display data for Hewlett-Packard devices
only, add the FORCEDFILTERNAME and FORCEDFILTERVALUE
parameters with the following values to the packconfig section of rrs.cfg:

# Core configuration

sirrs::packconfig " {
-DEFAULTVIEW "Default.view"
-LOGLEVEL 5
-LANGUAGE "auto"
-DEVICELIST 1
-DEVICELISTCOUNT 50
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-DEFENABLE 1

-EXPORTMODE tab
-RMPLOGON 0

-RMPIP "rmphost”

-RMPPORT 3471

-RMPUSESSL 0
-SSL_CADIR "
-SSL_CAFILE .
-dl_datefmt e

-dl_timefmt e

-dl_gmt 1

-ENCRYPTIONTYPE aes
-FORCEDFILTERNAME "RIM Device Vendor.filter”
-FORCEDFILTERVALUE "%HP%'*

}

Any Reporting Server filter can be used as a valid value for
FORCEDFILTERNAME.

Using Display Options to Select Reporting Views

Within the Display Options area, Reporting Views specify which windows are
to be displayed on the report page, as well as their initial state (maximized or
minimized).

View Groups and Views are stored as objects.
Figure 6 Display Options
Display Options
Inventory Management Reports

Patch Management Reports
U=zage Manager Reportz
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Applying a View from the Reporting View Area

To apply a View

1 From the Reporting Views area, open the View Group drop-down list and
select a group. The example shown in Figure 7 below has Inventory
Management Reports, Software Reports expanded.

2 Next, select a view for that group. The example shown in Figure 7 below,
has Service Details selected for Managed Service Reports.
3 After selecting the view, you will see the appropriate report windows

displayed for the selected View.

) The Reset button resets the View Group and view selections to
their default values.

Figure 7 Software Reports

Dizplay Options
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- | @ Software Reportz
- | @ Managed Service Reportz
Service Summary
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@ Dizcoveh 2 Software
@ Managed Seftware Reportz
Patch Management Reportz
Uzage Management Reports

Use the back button to return to any of the previous reporting windows.
When you reach the top of the history, the back button disappears.
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Reporting View Types

Depending on the type of data you want to view, select the appropriate
Reporting View. The Reporting Views that are available depend on what you
enabled in the Reporting Server configuration page. See Enabling Reports
and Defining ODBC DSN Settings on page 29 for additional information.

Inventory Management Reports

Inventory Management Reports display hardware and software information
for all devices.

Usage Manager Reports

Usage Manager Reports show usage information for devices that have the
Application Usage Manager Agent installed.

e Device Reports - Display collected usage information by the individual
devices or users.

e Monthly Usage Reports - Display usage information by vendor,
product, or application.

Usage Management Reports may contain some of the following data columns:
e Usage Time — the amount of time an application is running.
e Focus Time — the amount of time an application is the active window.

e Usage Count — tracks the number of times an application is run on a
user’s device.

e Usage Status — represents the relation of Used versus Unused instances
for an individual application or a group of applications.

) After the Application Usage Manager Agent is deployed, Usage Time
collection begins right away. Focus Time collection does not begin
until the next time the user logs on.

) Most logical folders, Program Files, for example, are machine-related
and not associated with an individual user. Therefore, Usage
Management Reports, Device Reports, Usage by User report may
contain [undefined] in the User Name column.

DDM Inventory Reports

If you are using Reporting Server along with DDM Inventory (DDMI), use
the DDM Inventory Reports to view the available ED data. ED reports
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include data for Network Documentation, Scanned Devices, Mobiles Devices,
and Device reports. Refer to the DDM Inventory documentation and the HP
web site for additional information on using and configuring ED.

Vulnerability Management Reports

Vulnerability Management Reports display vulnerability assessments for
devices in your environment. Vulnerability information is collected by
scanners that are deployed to devices through policy. For information on
obtaining and configuring these scanners, refer to the Enterprise Manager
Guide.

Compliance Management Reports

Compliance Management Reports provide information about software
configuration problems detected on managed client devices in the enterprise.
This includes information about the compliance benchmarks used to scan
client devices and the results of these compliance scans — including both
individual scanned device results and a summary for the enterprise. You can
use these reports to locate and rectify software configuration issues. For
information about compliance scanning, refer to the Enterprise Manager

Guide.

Security Tools Management Reports

Security Tools Management Reports provide information about the anti-
virus, anti-spyware, and firewall products installed in your environment.
This includes information about when the pertinent definitions were most
recently updated and the results of security tool scans on client devices. For
information about security tools scanning, refer to the Enterprise Manager
Guide.

Patch Management Reports

Patch Management Reports display patch compliance information for
managed devices and acquisition information for patches and Softpags.

e Compliance Reports - The Patch Manager Agent sends product and
patch information to the Patch Manager Database. This information is
compared to the available patches to see if managed devices require
certain patches to remove vulnerabilities. Compliance reports show only
the information applicable to detected devices in your environment.

e Patch Acquisition Reports — Acquisition based reports show the
success and failures of the patch acquisition process from the vendor's
web site.
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Research Reports — Research-based reports display information about
the patches acquired from the software vendor's web site. Research based
reports offer a Filter bar.

Windows Vista Reports

The following sections describe Windows Vista-related reports:

Windows Vista Readiness Reports on page 47

Windows Experience Index Reports on page 48

Windows Vista Readiness Reports

Use the Display Options to show Windows Vista readiness reports. These
reports contain information you can use to determine individual device
readiness for an upgrade to Windows Vista. The Reporting Server determines
Vista readiness based on the following criteria:

CPU Speed
System Memory
System Drive Total Space

System Drive Free Space

Vista-readiness criteria are displayed at the top of the report page. Refer to
Microsoft’s specifications on their web site for up to date Vista readiness
information.

To display Windows Vista Readiness reports

1

In the Display Options area, select Inventory Management Reports.

2 Select Readiness Reports.

3 Select Windows Vista.
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Enterprize Discovery Reportz
=] Inventory Management Reportz

[H_H Executive Summariss

i) Operational Reportz

Q., Hardware Reportz

@ Software Reports

= @. Readinez=s Reportz

g_J Windows Vista

4 View the reports and charts available to determine the Windows Vista
upgrade readiness of your devices. The Readiness Status and Additional
Information columns contain information about the current level of
readiness for each device.

Windows Experience Index Reports

Use the Display Options to show Windows Experience Index reports. The
Windows Experience Index is used to determine how Windows Vista and
other software will perform on a device. For a detailed explanation of the
Windows Experience Index ratings, refer to Microsoft’s web site.

To display Windows Experience Index reports
1 In the Display Options area, select Inventory Management Reports.
2 Select Readiness Reports.
3 Select Windows Experience Index.
Windows Experience Index Reports require the Win32_WinSAT wbem

instance. For details, see Inventory Reporting Auditing Requirements
on page 21.

About Reporting Windows

The Report Page displays the windows specified in the applied view. The
figure below shows an example of report windows displayed on the Report
Page: Managed Devices and Managed Services. The Managed Devices
window is minimized and the Managed Services window is maximized to
show report data.
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Figure 8 Sample Reporting Window
@@@ | @j | ﬁ ﬁ Current Reporting View: Service Summary

Search Criteria:

None
Managed Devices
Managed Services

IEI Subscriber Event Summary

=

Local Service Boot

—

Using the Windows Action Bar Icons

Each Window contains an Action Bar with the following possible icons:

E’Export to CSV — creates a comma-separated list of the report query that
you can open or save.

EExport to IQY — creates an Internet query list of the report query that you
can open or save as a Microsoft Excel file. A live link to the source report is
created allowing you to refresh the Reporting data from within the Excel
spreadsheet by retrieving the data directly from the Reporting Server. If
Reporting Server is configured for authentication, when you open the IQY
file, you are prompted for access credentials. Use the following defaults or
enter the values defined by your administrator:

— Enter your Reporting Server User ID = admin

— Password = secret

— Directory Source = (Select the directory source from the available
list)

LﬂSwitch to Graphical View
Click this icon to switch to a graphical view of the data.
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Figure 9 Sample Devices on a Reporting page

@@ﬁa | @j | ﬁ ﬁ Current Reporting View: Managed Devices 2

Search Criteria:

None

= |E| Managed Devices
B 1sitems v| W |1-120f120ems v | BH
Details | Last Connect i Operating System

2006-10-17 - Micro=soft Windows XP Professional Version 5.1.2600 Service Pack
p 1235:36 ADMINISTRATOR HP-BUFT30424005 192.168.44.1258 [Build 2500] 5

Browsing ltems in a Report

There may be very large numbers of items in any report. The Action Bar lets
you customize how many items to view in a given window area. To browse to
records outside your current window area, use the Browse buttons or drop-
down list, as illustrated in Figure 10 on page 51.

Maximum items per window.

Use this drop-down list box to limit how many items to display in the current
window. For example, if you select a maximum of 30 items, you will be able to
scroll 30 items in the current window.

Browse Back and Forward Buttons.

If you set the maximum items per window smaller than the total items in the
report, you will have the ability to browse through multiple windows. Use the
browse buttons to go to the First, Previous, Next, or Last window for the
current report.

Browse to a specific window.

Alternatively, select which set of items to view from the list of available
windows. For example, select 1 - 15 of 46 items from drop-down list box to
view that set of items.
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Figure 10 Report Display Settings: 15 Items per Window, Sort by Class

Search Criteria:
rch Criteria: a b c CI

None

[§) Managed Devi 'es

[15iems  v| [q [1-120f12iems v | BH

Details | Last Connect i Operating System

Legend

a Current sort field and order

b Maximum items to display per window
¢ Browse buttons
d

Current display and total

Sorting Columns

Click the column heading name to sort items in a report by that column
either in ascending or descending order.

To toggle between ascending and descending sorts, click a currently selected
column (indicated by the arrow). An up arrow indicates the active sort
column and ascending order. A down arrow indicates the items are displayed
in descending order.

For example, the figure above shows a report sorted on the IP Address
column in descending order. Notice the down arrow to the right of the IP
Address column heading.

Switching to a Graphical View of Reporting Data

Click Switch to Graphical ViewLﬁ in the action bar area of any report
window to switch to a graphical view of the report data. Figure 11 on page 52
shows a sample graphical view.
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Figure 11 Sample report in graphical view

= Managed Services

ubscriber Event Summary

-

.MET Framework s .
.Het Framework Security ..
Net Security Settings

5 Line Des ver 1.0.6
Accurate NXG Recon
Accurate NXG Recon Test
Accurate NXG Sched Test
Accurate NXG Scheduler
Accurate NXG Service Grp

Acrobat Pro &

Acrobat Reader 6.0 GRP

Application Dizcovery

Audit System DLL

o 1 2 3 4 5 6 T a8 9 10 11 12 13 14
O Install @ Repair O Update

Return to Managed Services | Return to Top of Page
Double-click any individual graph object to add a new Search Criteria. A new
set of graphs is displayed based on the specific information you selected.
To return to the detailed view at any time, click Switch to Detailed View E]

in the action bar.

Displaying Device Details

From the Managed Devices report window, click Show Details r) next to
any item to display the details for that device.

The Device Summary window opens, as shown in the following figure. Notice
that in addition to the standard global icons, the green arrow icon allows you
to return to the previous window.
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Figure 12 Device Summary window

@ @ | @j | ﬁ ﬁ Current Reporting View: Device Detailed View based on WBEM
= Device Summary

Device Name HP1§253324152

Last Connect 2008-04-13 13:08:54

Vendor Hewlett-Packard

Model HP Compag dc7800 Convertible Minitower

Class Wini Tower

Serial # 2UAGB010MT4

BIOS Version 05/18/05 COMPAQ - 20050518

CPU Genuinelntel 2800MHz

Memory (MB) 1024

Operating System Microsoft Windows XP Professional Version 5.1.2800 [Build 2600]

Operating System Level Service Pack 2

Language English (United States)

Click any heading at the bottom of the page to expand its listing. For
example, if you click Services, you will see the list of Windows Services
installed on the system.

The Device Summary contents will vary according to the starting Report
Window.

Applying Filters from Report Data

Click hyperlinked data within a report to filter by that specific criterion. A
filter is applied and displayed in the Search Criteria.

Using Remote Control (VNC)
If you would like to begin a VNC session for an individual device, click

Remote Control (VNC) Y‘ next to the appropriate device row.

Leat Node Filtering

You can limit what LDAP classes are browsed when using Reporting Server
by applying a filter to the Reporting Server configuration file. By limiting the
LDAP classes Reporting Server will browse to only those you require, you can
greatly improve tree navigation response times when browsing through the
directory tree.
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To apply a leaf node filter

1 Edit the Reporting Server configuration file, rrs.cfg. This is located in the
Reporting Server’s \etc directory, by default.

2 Within the LDAP Configuration section, add the BROWSEFILTER attribute
and the classes that should be filtered.

The following example will filter out the user and computer sample
classes, allowing Reporting Server to browse only the LDAP classes that
remain.

# LDAP Configuration
zirrs::mount LDAP LDAP {

-ENABLE 0

-CACHEENABLE 0

-CACHELIFE 300

-TYPE "l1dap"

-SERVER

-PORT 389

-BROWSEFILTER “1(] (objectclass=user)(objectclass=computer)))"
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4 Customizing Reports

At the end of this chapter, you will:

o Understand the different reporting object types, including views, view
groups, filters, filter groups, and windows.

¢ Understand how to modify the reporting object files to create custom
reports.

¢ Be presented with an example scenario showing how to customize
reporting objects.
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The Reporting Server allows extensive report customization by modifying any
of the reporting object files. Reporting object files must be extracted or
created manually and added to the Reporting Server directory structure.

Reporting Object Files

Reporting object files determine what data you will see and in what format it
is presented on the Reporting Server Web page.

There are multiple reporting object file types that you can modify. Each type
is located within a separate sub-directory within the appropriate objects
folder. For example, an extracted rum._kit will create the
\reportpacks\rum\objects directory.

) Customizing Reporting Server reporting object files requires a basic
knowledge of XML. Familiarity with tcl and HTML is also
beneficial.

When generating a reporting page, the Reporting Server looks for all files of a
specific extension type, *.views, for example, within the directories
mentioned above.

Backing up Your Reporting Obiject Files

Before you begin modifying any reporting object files, make sure to backup
the original files. We recommend that you rename any of the files you will
modify with an easily identifiable designator, your company name or initials,
for example. If your company initials are ABC, then you could copy and
rename the View Group object, Hardware Reports.viewgroup to
ABC_HardwareReports.viewgroup.

Since the Reporting Server only looks for specific extensions, renaming your
modified files allows easy incorporation into your reporting environment.
Also, any updates to the Reporting Server files will be easily incorporated
into your existing configuration without undoing any of your report
customizations.
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Understanding the Reporting Object Files

Before you customize any reporting object files, become familiar with the
purpose of each file and how they are constructed.

Reporting Object File Construction

Each reporting object file is designed using XML (Extendable Markup
Language) as well as tcl (Tool-Command Language) and HTML. You should
have a basic understanding of each of these programming languages before
you attempt to make any modifications to your reporting object files. Use any
text editor to modify and save new reporting object files.

Reporting Object File Types
Several reporting object file types can be modified to generate custom report
pages. These include:
e View Groups
e Views
e Filter Groups
o Filters
e  Windows

e Datasources

View Group Obijects and View Obijects

View Group (*.viewgroup) objects contain a selectable list of View objects
available for that category. Each View Group contains a specific set of
available Views. A view group can include another view group in its list to
allow for multiple levels in the tree view.
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Figure 13 Sample View Group object file

I Hardware Reports.viewgroup - Notepad L
File Edit Format

View Help

=

<viewgroupobject=
=glokal=

</global=
<Viewsr

<iviewss
</viewgroupobject=

=dezcription=Hardware Reportz</description=
<viziblertrue<ivizible=
=require=RAMENABLE=/require=
<imageradz-computeri1§.gif</image=
<treelevel-top=fireclevel=

<viewobject=Default</viewobject=
<viewobject-HardwareDetailz</viewobject=
<viewobject-HardwareSummany</viewobject=

[

K

View (*.view) objects determine the currently active window object displayed
on the right side of the Reporting Server web page.
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Figure 14 Part of a sample View object file

! HardwareDetails.view - Notepad

File Edit Format View Help
=viewobject= .
zglobal= i
«<dezcription=Hardware Detailz</description=
zvizible=true<ivizible=
<require=DEFENABLE</require=
<image=mode-detail. gif</image=
=/global= B
<headerz:
<header=
<procname=windows_PrintFrameFunctionz</procname=
=functions=-</functionz>
=/header=
<header=
<procname=windows_PrintFiterSummarny-=/procname:
=functionz=-</functionz=
«/header=
=/headerz=
<windows=
<window =
<windowobject-RANDevicezPrimary</windowobject= Z

Modifying View Group objects and View object files will determine what is
displayed on the left-hand side of the Reporting Server Web page in the two
drop-down list boxes within the Display Controls/Reporting Views section.

The currently active View object is displayed in the top-right corner of the
page after Current Reporting View.
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Figure 15 View Groups, Views and the Current Reporting View
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il Haraware Summary [5) Operating Systems
3 Managed Devices
1 Devices by Vendoriode! HP-UX e‘@ |
v . B

In addition to adding or altering Display Controls, View object files are used
to determine which window objects are present. View objects can also
determine specific Window object settings using the Window Object
Overrides section. The parameter values within this section take precedence
over any parameter values within a Window object file.

Filter Group Objects and Filter Obijects

Filter Group (*.filtergroup) objects determine a selectable list of Filter
objects. Like View Groups and Views, Filter Groups contain a specific set of
available Filters. Depending on the Filter Groups selected, different Filter
objects can be made available. Filter group objects can contain other Filter
Group objects to allow for multiple levels in the tree view.
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Figure 16 Sample Filter Group object file

£ RIM Hardware.filtergroup - Notepad
File Edit Format WView Help

|<ﬁrterg roupobject=
=global=

(>

<dezcription=Hardware Related=/de=scription=
«viziblextrue<ivizible=
<require=FAMENABLE</require=
<image=ads-computer1g.gif</image=
<treelevel-zub<ireslevel=

</global=

<filterz=
<filtergroupobject=RIM Device</fitergroupobject=
<fitergroupobject=RIM Procezzor</fitergroupobject=
<fitergroupobject=RIM Memory</fitergroupobject=
<fitergroupobject-RIM Storage</fitergroupobject=
<filtergroupobject=RIM Network=/fitergroupobject=
<fitergroupobject=-RIM WBEM</fitergroupobject=

<ifiterz= =

</fittergroupobject=

e
—

Filter (*.Filter) object files define which data is displayed within each
reporting page.

Figure 17 Sample Filter object file

I RAM Device Name.filter - Notepad

File Edit Format WView Help
=fiterobject=
<global=
<gdescription=Device Name=</description=
<vigiblextrue<ivizible=
<require=RAMENABLE</require=
<image=adz-zearch16.gif</image=
<fitertype>DEVICELIST</fitertype>
<querytype=RANSQL<iquerytype=
«queryfile=RAN Device Name</gueryfile=
<inputmaszk=text<ifinputmazk=
<inputtext=</inputtext=
<inputhelp=Enter the name of a device. &%13;Example: Computername001 or Computername*</inputhelp=
</global=
=/fiterobject=
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Window Obijects
Window object files (* .window) define the data layout, including column
headings, icons, sort fields, default window mode, default window state, drill

down elements and column data appearances.

Figure 18 Part of a sample Window object file

2 RAMDeviceDetailSummary.window - Notepad ._ E|[Z|
File Edit Format WView Help

<windowobject=
<l— Global Window Parameters —=
<global=

[

<gde=scription=Device Summary=/dezcription>
«viziblertrue<ivizible=
<windowname=RANDeviceDetailSummany</windowname:
<proc=RANDeviceDetailzummary</proc=
<tcl=RANMDeviceletailSummany tokitck-
<require=RAMENABLE=</require=
<dzn=RIMDSN</dzn=
<windowtitie=Device Summany</windowtitie>
<windowstate=Maximize</windowstate=
<windowmode=detailwindowmode:=
<detailindex=1</detailindex-
<detairange>15</detairange=
<detailzorfield=device=/detailzortfisld=
<detailzortorder-azc</detailzortorder=
</global=

<!— Detail Section —=
«detail=
<l—Window Toolbar Functiong —=
<window functiong=
<function=
<name=<name:=
</function=
</window functiong=

<l— Query Filename and field I —=
zgqueryfile=RANDeviceletailSummary</queryfile:
<queryfield=device_id</gueryfield=

[ %

Each existing reporting object file type can be modified or copied to create
new reporting pages.
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Datasource Obijects

Datasource object files (* .datasource) allow you to add multiple data
sources for reporting. For example, you may want to add more SQL data
sources or future DSML/LDAP data sources.

Figure 19 Sample Datasource object file

- B

[ RIM.datasource - Notepad
File Edit Format Wiew Help

|<|:Iﬂtﬂ sourceobject=
=glokal=
=dezcription=Radia Inventory Manager Data Source</description=
=require=RIMENABLE=/require=
=typersqglitype=
<extenzion=[config RIMDATABASE]</extenzion=
=gource=[config RIMDSN]</zource=
<uger=[config RIMDSN_USER]=/uzer=
=pazzword=[config RIMDSN_PASSWD]</password=
=/global=
</datazourceobject=

Modifying Reporting Obiject Files

Use a text editor, like Notepad . exe, to modify your reporting object files.
Each file is built using XML, tcl and HTML. Make sure you are familiar with
these programming languages before you begin to modify these files.

Parameters within the reporting object files are defined using XML. For
example, the global section description parameter within the
HardwareDetai ls.view object file is defined as:

<description>Hardware Details</description>
Note the leading and trailing XML descriptor tags.

If you wanted to change the HardwareDetai ls.view object, global
description to Hardware Specifics, you would need to change the text between
the XML tags to:

<description>Hardware Specifics</description>
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After the file is saved, the next time you view or refresh your Reporting
Server Web page, the selectable entry within the Views drop-down list box,
Hardware Details, will have been replaced with Hardware Specifics.

The following paragraphs and tables explain each object file section and their
associated parameters and values. Modify any of these values to change or
create reporting objects.

Moditying View Group Objects

View Group object files (*.viewgroup) contain two configurable sections:
global and views. View groups can contain other View Groups to allow for
multiple tree-view levels.

View Group Obiject Global Section

The global section is used to define the View Group name within the Display
Controls drop-down list box, whether or not this View Group is visible and
what settings are required for this View Group to be enabled. A sample
<global> section follows:

<global>

<description>Hardware Reports</description>

<visible>true</visible>

<require>RAMENABLE</require>

<image>ads-computerl6.gif</image>

<treelevel>top</treelevel>

</global>

Table 5 View Group Object Global Section Parameters

Parameter Description
<description> | What is displayed within the View Group drop-down list.
<visible>

True = This view group will be present in the View
Group drop-down list.

False = Hide this view group selection.

<require>

Prerequisite files or configuration file settings required
for this View Group to be available.

<image>

Image used for tree view icon.
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Parameter Description

<treelevel> top = load and show at top level.

sub = load and show at sub level.

View Group Obiject Views Section

The views section determines which view objects are available when the view
group is selected. A sample <views> section follows:

<views>
<viewobject>Default</viewobject>
<viewobject>HardwareDetai ls</viewobject>

<viewobject>HardwareSummary</viewobject>

</views>
Table 6 View Group Object Views Section Parameters
Parameter Description

<viewobject> | View object name. Define more than one view objects by
adding additional viewobject lines.

Modifying View Obijects

View object files (*.view) contain the following configurable sections: Global,
Header and Windows.

View Obiject Global Section

The global section is used to define the View name within the Display
Controls drop-down list box, whether or not this View is visible and what
settings are required for this View to be enabled. A sample <global> section
follows:

<global>
<description>Hardware Details</description>
<visible>true</visible>
<require>DEFENABLE</require>

<image>mode-detail .gif</image>
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</global>
Table 7 View Object Global Section Parameters

Parameter Description

<description> | What is displayed within the Views drop-down list.

<visible> True = This view will be present in the Views drop-down
list.

False = Hide this view selection.

<require> Prerequisite files or configuration file settings required
for this View to be available.

<image> Image used for tree-view icon.

View Object Header Section

The View object header section contains parameters used to define what
items are available within each window heading. A sample <header> section
follows:

<headers>

<header>
<procname>windows_PrintFrameFunctions</procname>
<functions>-</functions>

</header>

<header>
<procname>PrintFilterSummary</procname>
<functions>-</functions>

</header>

</headers>

Table 8 View Object Header Parameters

Parameter Description

<procname=> Tel procedure name to call for the header. The defaults
are windows_printframefunctions and
windows_printfiltersummary. The default functions draw
the respective data displayed.
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Parameter

Description

<functions>

List of parameters to pass to the function. Currently, most
values are set to — (dash) as this is reserved for future use
(with the exception of the sub-views, which have the value
back to enable the back button).

View Object Windows Section

The windows section determines which window objects are available when
the view is selected. The Window Object Overrides section allows you to alter
the appearance of any window object by overriding parameter values set
within the window object with new values. This allows for conformity
between window objects available with a certain view object. A sample
<windows> section follows:

<windows>

<window>

<windowobject>RAMDevicesPrimary</windowobject>

<!-- Window Object Overrides -->
<windowstate>Maximize</windowstate>
<windowmode>detai I</windowmode>
<detailindex>1</detailindex>
<detailrange>15</detailrange>
<detailsortfield>-</detailsortfield>

<detailsortorder>-</detailsortorder>

</window>

</windows>

Table 9 View Object Windows Parameters

Parameter

Description

<windowobject> Determines the window object to load.

Window Object Overrides

<windowstate> Determines the window object state.

<windowmode> Determines window object mode.
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Parameter

Description

<detai lindex>

Starting record number. Usually will be 1 (to start
at record number 1).

<detailrange>

Number of records to display at one time.

<detailsortfield>

Default SQL field name by which to sort data
results.

<detai lsortorder>

Sort order.
asc = sort ascending.
des = sort descending.

Moditying Filter Group Objects

Filter Group objects (*Filtergroup) contain two configurable sections, global
and filters. Filter Groups can contain other Filter Groups to allow for
multiple levels in the tree view.

Filter Group Object Global Section

The global section is used to define the Filter Group name within the Filter
Group drop-down list box, whether or not this Filter Group is visible and
what settings are required for this Filter Group to be enabled. A sample
<global> section follows:

<global>

<description>Hardware Related Filters</description>

<visible>true</visible>

<require>RAMENABLE</require>

<image>ads-computerl6.gif</image>

<treelevel>sub</treelevel>

</global>

Table 10  Filter Group Object Global Parameters

Parameter Description

<description> | What is displayed within the Filter Group drop-down

list.
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Parameter

Description

<visible>

True = This filter group will be present in the Filter
Group drop-down list.

False = Hide this filter group selection.

<require>

Prerequisite files or configuration file settings required
for this filter group to be available.

<image>

Image used for tree view icon.

<treelevel>

top = load and show at top level.
sub = object is a sub-level branch.

Filter Group Object Filters Section

The filters section determines which filter objects are available when the
filter group is selected. A sample <filters> section follows:

<fFilters>

<filterobject>RIM Device Vendor</filterobject>

<filterobject>RIM Device Model</filterobject>

<filterobject>RAM Device Name</filterobject>

<filterobject>RIM Device Class</filterobject>

<filterobject>RIM Device Serial Number</filterobject>

<filterobject>RAM Device Memory</filterobject>

<filterobject>RIM Device CPU Count</filterobject>

<filterobject>RIM Device CPU Speed Less</filterobject>

<filterobject>RIM Device CPU Speed More</filterobject>

<filterobject>RAM Drive Space Free</fTilterobject>

</Tilters>

Table 11  Filter Group Object Filters Section Parameters

Parameter

Description

<filterobject>

Filter object name. Define more than one filter objects
by adding additional filter object lines.
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Modifying Filter Objects

Filter object files (*. filter) contain a global configurable section.

Filter Object Global Section

The global section determines the filter name displayed, filter type, query
type and parameters as well as any required input configurations. A sample
<global> section follows:

<global>

<description>Device ID</description>

<visible>true</visible>

<require>RAMENABLE</require>

<image>ads-searchl6.gif</image>

<querytype>RAMSQL</querytype>

<queryfile>RAM Device ID</queryfile>

<inputmask>text</inputmask>

<inputtext></inputtext>

<inputhelp>Enter the device_id of a device.</inputhelp>

</global>

Table 12  Filter Object Global Section Parameters

Parameter Description

<description> | What is displayed within the Filter drop-down list.

<visible> True = This view will be present in the Filter drop-down
list.
False = Hide this view selection.

<require> Prerequisite files or configuration file settings required
for this Filter to be available.

<image> Image used for tree view icon.

<querytype> Determines from where the data is be retrieved. Either,

RAMSQL (for Application Manager database), RIMSQL
(for Inventory Manager database), RUMSQL (for
Application Usage Manager database) or RPMSQL (for
Patch Manager database).
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Parameter

Description

<queryfile>

The SQL command used to obtain the data.

<inputmask>

Valid input mask values are as follows:

date — Inserts a calendar icon allowing the user to select
a date.

text — Simple text input.

dropdown - Create a selectable dropdown list with
predefined filters. Edit inputtext to enter values for the
drop-down list.

none - Disables input field. Requires the filter to be
hard coded (for example, Device last connect > 30 days).

numeric — A numeric value (for example, 256).

numeric_list — A list of numeric values (for example,
@256 | | 384).

decimal - A decimal value (for example, 5.0).

decimal_list — A list of decimal values (for example,
@5.0] |4.0).

<inputtext>

Input mask values.

For text, numeric, numeric_list, decimal, and
decimal_list input masks, whatever is entered here will
display as the default text input box value.

For date input mask, will display default date. Must be
a valid date format.

For dropdown input mask value, use a space-delimited
list to create the list values. For example:

<inputtext>a b c</inputtext>

Creates a dropdown list with the elements a b and c.
Alternatively, a SQL query can be used to populate the
dropdown list. For example:

<inputtext>[sql execute RIMDSN "select distinct
os from deviceconfig"]</inputtext>

Creates a dropdown list of OS values.

<inputhelp>

Help icon text displayed on mouse-over.
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Modifying Window Objects

Window object files (* .window) contain three main configurable sections,
global, details and graph.

Window Obiject Global Section

The global section determines the window object description and initial
settings. A view object may override some window object settings. A sample
<global> section follows:

<global>
<description>Device Summary</description>
<visible>true</visible>
<windowname>RAMDeviceDetai l Summary</windowname>
<proc>RAMDeviceDetai lSummary</proc>
<tcl>RAMDeviceDetailSummary.tcl</tcl>
<require>RAMENABLE</require>
<datasource>RIM</datasource>
<windowtitle>Device Summary</windowtitle>
<windowstate>Maximize</windowstate>
<windowmode>detai I</windowmode>
<detailindex>1</detailindex>
<detailrange>15</detailrange>
<detailsortfield>device</detailsortfield>
<detailsortorder>asc</detailsortorder>

</global>
Table 13  Window Object Global Section Parameters

Parameter Description
<description> Window object description.
<visible> True = This window will be visible.

False = Hide this window object.

<windowname> A unique descriptive name, same as the filename
without the extension.
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Parameter Description

<proc> For internal use only.

<tcl> Tel script file to be used.

<require> Prerequisite files or configuration file settings
required for this Filter to be available.

<datasource> Prerequisite data source setting required within the
configuration file.

<windowtitle> Window object title displayed.

<windowstate> Window object state.

<windowmode> Window object mode.

<detailindex> Starting record number. Usually will be 1 (to start
at record number 1).

<detailrange> Number of records to display at one time.

<detailsortfield> | Default SQL field name by which to sort data
results.

<detailsortorder> | asc = ascending sort order.

des = descending sort order.

Window Obiject Detail Section

The detail section determines the window toolbar functions, query files and
detail column settings. Within the details section are three sub-sections:
Windows Toolbar Functions, Query Filename and Field ID and Detail Mode
Columns. A sample <detai I> section follows:

<detail>
<!-- Window Toolbar Functions -->
<windowfunctions>
<function>
<name></name>
</function>
</windowfunctions>
<!-- Query Filename and field ID -->

<queryfile>RAMDeviceDetailSummary</queryfile>
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<queryfield>device_id</queryfield>

<!-- Detail Mode Columns -->
<actions>
<action>
<enabled>0</enabled>
<image></image>
<columnname></columnname>
<url></url>
<urlalt></urlalt>
<urltarget></urltarget>
</action>
</actions>
<columns>
<column>
<fieldname></fieldname>
<fieldtype></fieldtype>
<fieldsettings></fieldsettings>
<columnname></columnname>
<columnsettings></columnsettings>
<url></url>
<urlalt></urlalt>
<urltarget></urltarget>
</column>
</columns>

</detail>

Windows Toolbar Functions Sub-Section

This section allows for icons to be added to the window toolbar. In order to be
useful, the icon must match the window mode (a graph cannot be exported,
for example).

e ExportCSV adds the export to CSV Icon (Detail mode only). This button
enables you to export the report as a Comma Separated Value (CSV) file.
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o ExportIQY adds the export to IQY Icon (Detail mode only). This button
enables you to export the report as an Internet Query file, which allows a
live link to the report when viewed using Microsoft Excel.

e ViewMode adds the icon to change to graphical mode or when in
graphical mode, adds the icon to change to detail mode. A corresponding
mode must exist in the object.

e NavBar adds the right side navigation options (detail mode only).

Query Filename and Field ID Sub-Section

This section determines which query file should be used as well as which
query field is required. The query filename used automatically appends an
extension of .sql or .oracle.

Inventory Manager and Application Manager data require a queryfield of
device_id. The Patch Manager and Application Usage Manager data requires
a queryfield of device_name.

Detail Mode Columns Sub-Section

The Detail Mode Columns sub-section determines the default layout for each
detail column (the first two columns to the left displayed for each window
object). Two additional sub-sections, <actions> and <columns> are included
within this section.

Table 14  Action sub-section parameters

Parameter Description

<enabled> 1 = Show detail column.

0 = Hide detail column.

<image> Determines whether an image file is used to portray the
data. Image files are stored within the
ReportingServer/html/images folder.

<columnname> | The name displayed for the column.

<url> Hyperlink value. Can be an internal reporting function
or an external url. For example, http:/[index/ $row
2]:5800, will add a link using the value from row 2 from
the SQL query as a symbolic.

<urlalt> Mouse-over text.

Customizing Reports 75



76

Parameter

Description

<urltarget>

Determines whether or not a new window is opened. For
example, clicking the Remote Control (VNC) icon opens
a new window.

Table 15 Columns sub-section parameters

Parameter Description

<fieldname> Must match SQL field name in the query 1 for 1
match.

<fieldtype> text
date
numeric
image
dropdown - create a dropdown list based on space
separated values.

<fieldsetting> | Manipulate output of data.

<columnname> Friendly name to display on report. If column name is
blank, no column will be displayed for that data.

<columnsetting> | Manipulate entire column.

<url> Hyperlink value. Can be an internal reporting
function or an external url. For example, http:/[index/
$row 2]:5800, will add a link using the value from row
2 from the SQL query as a symbolic.

<urlalt> Mouse-over text.

<urltarget> Determines whether a new window is opened. Set to
_new to open a new window. For example, clicking the
Remote Control (VNC) icon opens a new window.

Window Obiject Graph Section

The graph section d

etermines the settings for the graphical representation of

your data. This includes two sub-sections, one for incorporating functions
(Window Toolbar Functions) and another for manipulating the graphical
representation of the data (Chart Objects For Graphical Mode). A sample
<graph> section follows:
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<graph>
<!-- Window Toolbar Functions -->
<windowfunctions>
<function>
<name>ViewMode</name>
</function>

</windowfunctions>

<!-- Chart Objects for Graphical Mode -->
<charts>
<chart>
<queryfile>RUMCoreProductSummary_Graph_UsageTotals</queryfile>
<queryfield>devicename</queryfield>
<charttype>chart_drawBarChartStacked</charttype>
<chartwidth>700</chartwidth>
<chartheight>400</chartheight>
<charttitle>Usage Totals</charttitle>

<charturl></charturl>

<params>
</params>
</chart>
</charts>
</graph>
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5 Troubleshooting

At the end of this chapter, you will:

e Be able to access the HP Client Automation Reporting Server (Reporting
Server) log file.

e Be able to resolve typical problems, such as reporting toolbars not loading
properly.
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About the Reporting Server Logs

Reporting Server log files are stored in the log directory located by default:
<installdir>\ReportingServer\log\

The log files contain the Reporting Server version number and session
activity information. To set the log level, use the Reporting Server
configuration page (setup.tcl).

results.log — records information about query results. Results. log contains
most of the information that may be required for troubleshooting.

navigate.log — records information about the left pane activity.
setup.log — records information about the setup page.
main.log — records initialization activities.

Use the log files to review or troubleshoot Reporting Server session activity.
The most recent entries are located at the bottom of each log.

Common Reporting Server Problems and Solutions

e Problem: Left Toolbar not loading.
The left-side navigation toolbar of the Reporting page is not loading

properly.

Solution: This has been resolved on Compaq machines by disabling
TEAMING.

e Problem: Browser hangs when opening Reporting Page --
navigation bar or reports are not displayed.
When browsing to the Reporting page, the page hangs when trying to
display the navigation bar (navigate.tcl) or reports (results.tcl).

Solution: Change the file permissions of C:\WINNT\Temp to allow
everyone full control, including subfolders.

e Problem: SQL Server Credentials Error
This error can occur when one of the DSN Username and or DSN
Passwords specified in the Reporting Server’s config.tcl is set
incorrectly.

Chapter 5



Figure 20 SQL server credentials error

QSQL server credentials error.

Ervor: 280000 183456 {[Microsolt]|[ODBC SQL Server Dnver][SQL Server]|Login failed for user

Solution: Check the password for each DSN and save any changes.

¢ Problem: Object Not Found in Database
This error typically means that either one of the PREFIXES
(RAMPREFIX, RIMPREFIX, RPMPREFIX or RUMPREFIX) in the
Reporting Server configuration file is wrong, or one of the Database
objects (i.e., Tables, Views, Stored Procedures, User Defined Functions)
has the wrong ownerships.

Figure 21 Object not found in database error.
Qﬂhjen:l not found in database.

Error: 80002 208 {[Microsoft][ODEC SQL Server Driver][SOQL Server]Invalid object name

e Solution: modify the configuration file and supply the correct prefix
information or adjust the ownership of your database objects.

Moditying the TimeOut Directive

Troubleshooting

Complex reports may take more than the five minute default timeout period

allowed for by Apache. Use the Apache TimeOut directive to adjust this
value. The TimeOut directive is documented on the Web at:

http://httpd.apache.org/docs/2.0/mod/core.html#timeout
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A Sample Reporting Scenario

This appendix presents a sample reporting scenario that will help you
become familiar with Reporting Server features. The scenario demonstrates
the use of filter options and view options as well as some of the functions
available after a report is generated.

Scenario: Report for Sales Department on Devices
Needing Service Pack Updates

The following scenario describes how to use the Reporting Server to obtain a
list of all Managed Devices in the Sales Department that have the desired
operating system for rolling out a new application, but which do not have the
latest service pack level. The final report itemizes those devices that need a
service pack update prior to installing the application.

The scenario assumes that the Reporting Server has been configured to
access the Active Directory for your enterprise as well as your Inventory
Manager SQL database. It has been installed on the Apache server with the
hostname: myHostApache.

Task 1 Access Reporting Server
To access the Reporting Server, open a browser window and type:
http://myhostApache/reportingserver
The Reporting Server Web page opens with the default toolbars and windows.

At the top-left of the page, the Directory/Group Filters area includes the
enterprise’s Active Directory tree.

We will select various filters from the Reporting Server interface to limit the
report to only those Devices in the Sales Department that need service pack
updates for our new application.

Task 2  Search for Sales Department Devices Only

Use the Directory/Group Filters area to select the Sales group from the
Active Directory structure. Making a selection in this area adds
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Directory/Group filter of Sales to the Search Criteria, and returns a list of all
devices assigned to Sales.

Click View Managed Devices in the Inventory Information section to display

the list of Sales devices.

Task 3 Limit Search to Targeted Operating System

From the list of devices in sales, we will click the following hyperlink entry
(found in the Operating System column of the Managed Devices Report) to
add another search criterion:

e Microsoft Windows 2000 Professional Version 5.0.2195 [Build 2195]

Now our result set shows all devices in Sales that have the Microsoft
Windows 2000 Professional Version 5.0.2195 [Build 2195] operating system.

Task 4  Search for Operating Systems without Service Pack 4

Now we want to drill down further to identify devices from this list that do
not have Service Pack 4. To do this, we are going to apply a data filter. Data
filters are easily applied from the Search Controls toolbar on the left side of
the page.

In the Data Filters area, we will select a Filter Group and a Filter. First,
select the Filter Group OS Related Filters. Second, select the Filter
Operating System Level.

In the Filter Value text box, type the value 1Service Pack 4 and click
Apply (the ! denotes "not").

Our report now shows all Devices in Sales, which have an operating system
of Microsoft Windows 2000 Professional Version 5.0.2195 [Build 2195] but
which do not have Service Pack 4.

Our report now lists those devices in the Sales department that need to have
a Service Pack upgrade applied prior to rolling out the new application.

Task 5  Save or Print the Report
Print any report by clicking the printer icon above the Search Criteria.

Save the report by exporting it to a CSV file. Use Export to CSV ¥ in the
Action bar within the report to export the data to a CSV file.
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B Reporting Server Configuration File

This appendix describes the Reporting Server configuration file parameters
in detail.

The configuration file is accessed by visiting the Reporting Server Web page,
setup.tcl file.

http://localhost/reportingserver/setup.tcl

Each group of parameters in the setup.tcl configuration file is stored in a
separate configuration file within the Reporting Server directory. These files
are created the first time you visit the configuration file. You can use these
files to manually edit all Reporting Server parameters.

Table 16 Configuration files

File Description

compliance.cfg | Compliance Management Configuration

hpca.cfg HPCA Management Reports Configuration

vm.cfg Vulnerability Management Configuration

stm.cfg Security Tools Management Configuration

rrs.cfg Reporting Server Configuration and LDAP
Configuration

rim.cfg Inventory Manager Configuration

ed.cfg DDM Inventory Configuration

rpm.cfg Patch Manager Configuration

rum.cfg Usage Manager Configuration

scm.cfg Application Management Profiles Configuration

Idap.cfg LDAP configuration

The following sections describe each parameter within each setup.tcl
configuration area.
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Compliance Management Configuration

Compliance Management configuration values are stored within

compliance.cfg.

Table 17 Compliance Management Configuration Parameters
Setup.tcl compliance.cfg Description
Parameter Parameter
Enable Compliance | ENABLE Enable Compliance
Management Management Reports
Reports (0/1)

Enable Compliance | CACHEENABLE Enable Compliance
Management Report Management Report caching
Caching (0/1)

Cache Lifetime CACHELIFE Lifetime (in seconds) for
(seconds) cached files.

HPCA Management Reports Configuration

HPCA Management Reports configuration values are stored within

hpca.cfg.

Table 18 HPCA Management Reports Configuration Parameters
Setup.tcl hpca.cfg Description
Parameter Parameter
Enable HPCA ENABLE Enable HPCA Management
Management Reports
Reports (0/1)
Enable HPCA CACHEENABLE Enable HPCA Management
Management Report Reports caching
Caching (0/1)
HPCA Cache CACHELIFE Lifetime (in seconds) for

Lifetime (seconds)

cached files.
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Vulnerability Management Configuration

Security Tools Management (STM) Configuration

Index

Vulnerability Management configuration values are stored within vm.cfg.

Table 19 Vulnerability Management Configuration Parameters
Setup.tcl VM.cfg Parameter | Description
Parameter
Enable VM Reports | ENABLE Enable Vulnerability
(0/1) Management reports
Enable VM Report CACHEENABLE Enable Vulnerability
Caching (0/1) Management report caching
VM Cache Lifetime | CACHELIFE Lifetime (in seconds) for
(seconds) cached files.

Security Tools Management configuration values are stored within stm.cfg.

Table 20  Security Tools Management Configuration Parameters
Setup.tcl stm.cfg Parameter | Description
Parameter
Enable Security ENABLE Enable Security Tools
Tools Management Management Reports
Reports (0/1)
Enable Security CACHEENABLE Enable Security Tools
Tools Management Management Report caching
Report Caching (0/1)
Cache Lifetime CACHELIFE Lifetime (in seconds) for
(seconds) cached files.
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Reporting Server Configuration

The Reporting Server configuration values are stored in rrs.cfg.

Table 21  Reporting Server configuration parameters

Setup.tcl rrs.cfg Parameter Default | Description

Parameter value

Log Level (1-5) LOGLEVEL 1 Reporting Server logging
level

Language (english) | LANGUAGE auto Reporting Server Ul
language

Default View DEFAULTVIEW Default View to load when
none is specified

Show Device Data | DEVICELIST 1 Show report data when no

Without Filters filters are specified

(0/1)

Threshold to use DEVICELISTCOUNT Threshold to use

RRS_DEVICELIST RRS_DEVICELIST table.

table

CSV Export EXPORTMODE tab CSV Export Mode

Format

Enable Default DEFENABLE 1 Enable default reports.

Reports

Use HPCA Portal RMPLOGON Enable Portal Logon

for Logon Support

Authorization

HPCA Portal RMPIP IP/Host Address for Portal

Address

HPCA Portal Port | RMPPORT Port for Portal

Use SSL RMPUSESSL Use SSL connection to

Connection to RMP Portal. When SSL enabled,
Portal logon verification is
done via SSL.

CA Certificates SSL_CACERTDIR etc CA Certificates directory

Directory \CACert

ificates
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Setup.tcl rrs.cfg Parameter Default | Description
Parameter value
CA Certificates SSL_CACERTFILE cacert.p | CA Certificates file
File m
dl_datefmt Date format for reports
dl_timefmt Time format for reports
Date format dl_gmt 1 Show report data in GMT
1=GMT 0=LOCAL Time
FORCEDFILTERNAME Forced filter name. Applies a
filter to all reports. This
option is not visible.
FORCEDFILTERVALUE Forced filter value. Applies a
filter to all reports. This
option is not visible.
Encryption Type aes Type of encryption to use.
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Inventory Manager Contiguration

Inventory Manager configuration values are stored within rim.cfg.

Table 22  Inventory Manager Configuration Parameters

Setup.tcl rim.cfg Parameter | Description

Parameter

Enable RIM Reports | ENABLE Enable Inventory Manager

(0/1) reports

Enable RIM Report | CACHEENABLE Enable Inventory Manager

Caching (0/1) report caching

RIM Cache Lifetime | CACHELIFE Lifetime (in seconds) for

(seconds) cached files.

Temporary Table DEVICETABLE Temporary Table in SQL to

Name for Device store the device list, format

List schema/owner.table (for
example,
dbo.RRS_DEVICETABLE")

RIM Database Type | DATABASE Database Type, if blank or

(sql/oracle) missing, Reporting Server
will detect. Options: sql,
oracle

RIM Table Prefix PREFIX Schema/Owner for tables
(for example, 'dbo.")

RIM DSN DSN ODBC DSN for Inventory
database

RIM DSN User DSN_USER ODBC user ID for Inventory
database

RIM DSN Password | DSN_PASSWD ODBC password for

Inventory database
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Setup.tcl
Parameter

rim.cfg Parameter

Description

Normalize case
when using filters.

NORMALIZECASE

Database is case sensitive
when doing searches.
Default is set to 0 (disabled).
When enabled, all filters will
convert input and searched
fields to lower case for
queries.

Note: This may cause a

performance issue with
regard to indexes.
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DDM Inventory Configuration

DDM Inventory configuration values are stored within ed.cfg.

Table 23  Enterprise Discover Configuration Parameters

Setup.tcl ED.cfg Parameter | Description

Parameter

Enable ED ENABLE Enable DDM Inventory reports

Reports (0/1)

Enable ED CACHEENABLE Enable DDM Inventory report

Report Caching caching

(0/1)

ED Cache CACHELIFE Lifetime (in seconds) for cached

Lifetime files.

(seconds)

Temporary DEVICETABLE Temporary Table in SQL to store

Table Name for the device list, format

Device List schema/owner.table (for
example,
aggregate. RRS_DEVICETABLE)

ED Database DATABASE Database Type, if blank or

Type (mysql) missing, Reporting Server will
detect. The only option available
for DDM Inventory is mysql.

ED Table Prefix | PREFIX Schema/Owner for tables (for
example, 'aggregate.')

ED DSN DSN ODBC DSN for Inventory
database (for example, EDDB).

ED DSN User DSN_USER ODBC user ID for Inventory
database

ED DSN DSN_PASSWD ODBC password for Inventory

Password database
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Setup.tcl ED.cfg Parameter | Description
Parameter
Normalize case | NORMALIZECASE | Database is case sensitive when

when using
filters.

doing searches. Default is set to
0 (disabled). When enabled, all
filters will convert input and
searched fields to lower case for
queries.

Note: This may cause a
performance issue with regard to
indexes.

Use Aggregate
Data (0/1)

AGGREGATE

Enable Aggregate Reporting. If
enabled (1), all reports will use
aggregate data. If disabled (0),
all reports will use local data
only.
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Patch Manager Configuration

Patch Manager configuration values are stored in rpm.cfg.

Table 24  Patch Manager configuration parameters

Setup.tcl rpm.cfg Parameter | Description

Parameter

Enable RPM ENABLE Enable Patch Manager

Reports (0/1) reports

Enable RPM CACHEENABLE Enable Patch Manager report

Report Caching caching.

(0/1)

RPM Cache CACHLIFE Lifetime (in seconds) for

Lifetime(seconds) cached files.

Temporary Table DEVICETABLE Temporary Table in SQL to

Name for Device store the device list, format

List schema/owner.table (for
example,
'dbo.RRS_DEVICETABLE')

RPM Database DATABASE Database Type, if blank or

Type (sql/oracle) missing, Reporting Server
will detect. Options: sql,
oracle

RPM Table Prefix | PREFIX Schema/Owner for tables (for
example, 'dbo.")

RPM DSN DSN ODBC DSN for Patch
Database

RPM DSN User DSN_USER ODBC User ID for Patch
Database

RPM DSN DSN_PASSWD ODBC Password for Patch

Password Database

Enable SQL No NOLOCK SQL Option to disable locking

Lock (0/1) on query
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Setup.tcl
Parameter

rpm.cfg Parameter

Description

Normalize case
when using filters.

NORMALIZECASE

Database is case sensitive
when doing searches. Default
is set to O (disabled). When
enabled, all filters will
convert input and searched
fields to lower case for
queries.

Note: This may cause a

performance issue with
regard to indexes.
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Application Usage Manager Configuration

Application Usage Manager configuration values are stored in rum.cfg.

Table 25 Usage Manager Configuration Parameters

Setup.tcl rum.cfg Parameter | Description

Parameter

Enable RUM ENABLE Enable Usage Manager reports

Reports (0/1)

Enable RUM CACHEENABLE Enable Usage Manager report

Report Caching caching.

(0/1)

RUM Cache CACHELIFE Lifetime (in seconds) for

Lifetime cached files.

(seconds)

Temporary DEVICETABLE Temporary Table in SQL to

Table Name for store the device list, format

Device List schema/owner.table (for
example,
'dbo.RRS_DEVICETABLE)

RUM Database | DATABASE Database Type, if blank or

Type (sql/oracle) missing, Reporting Server will
detect. Options: sql, oracle

RUM Table PREFIX Schema/Owner for tables (for

Prefix example, 'dbo.")

RUM DSN DSN ODBC DSN for Usage
Database

RUM DSN User | DSN_USER ODBC User ID for Usage
Database

RUM DSN DSN_PASSWD ODBC Password for Usage

Password Database
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Setup.tcl
Parameter

rum.cfg Parameter

Description

Normalize case
when using
filters.

NORMALIZECASE

Database is case sensitive
when doing searches. Default
is set to 0 (disabled). When
enabled, all filters will convert
input and searched fields to
lower case for queries.

Note: This may cause a
performance issue with regard
to indexes.
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Application Management Profiles Configuration

(AMP)

Application Management Profiles configuration values are stored within
scm.cfg.

Table 26 Application Management Profiles parameters

Setup.tcl Parameter | scm.cfg Parameter Description

Enable AMP Reports ENABLE Enable Application

(0/1) Management Profiles

Enable AMP Report CACHEENABLE Enable Application

Caching (0/1) Management Profiles
report caching.

AMP Cache CACHLIFE Lifetime (in seconds) for

Lifetime(seconds) cached files.
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LDAP Configuration

Index

The LDAP configuration values are stored within rrs.cfg.

Table 27 LDAP Configuration Parameters

Setup.tcl rrs.cfg Default | Description

Parameter | parameter value

Enable ENABLE 0 Enable LDAP browsing and

LDAP (0/1) filtering

Enable CACHEENABLE |0 Enable LDAP browsing and

LDAP filtering caching

Caching

(0/1)

LDAP CACHELIFE 60 Lifetime (in seconds) for

Cache cached files.

Lifetime

(seconds)

LDAP TYPE Idap Type of LDAP Connection

Server Type e Ildap = Standard
LDAP Connection. If
SSL is enabled,
requires SSL
Certificate File.

e dsml = Directory
Service Markup-
Language Connection
e rmp-ws = RMP

Webservices (Used to
connect to Portal)

Server SERVER IP/Host of LDAP Server (for

Address example, ldap.hp.com)

Port PORT LDAP port (for example,

389)
Base DN BASE Base DN to start browsing

at in Ul (for example,
ou=groups,dc=hp,dc=com)
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Setup.tcl rrs.cfg Default | Description

Parameter | parameter value

Bind DN BIND BIND DN (for example,
dc=hp,dc=com)

Use Service | WSSERVICEACT Use service account for type

Account for rmp-ws. If true, then will

Browsing use the user credential

(only configured in this

available on configuration file. If false,

type RMP- will use the logged on user

WwS) credentials. Service account
credentials are still required
in either case.

User USER LDAP User ID (for example,
administrator@ldap.hp.com)

Password PASS LDAP Password

Paging PAGING 1 LDAP paging support

Support

(0/1)

Page Size PAGESIZE 1000 LDAP page size

Show SHOWFRIENDLY | 0 Show friendly names when

Friendly browsing LDAP

Names

Use SSL SECURE 0 Use SSL connection to

(only LDAP

available on

type LDAP)

SSL CERTFILE Path and filename to SSL

Certificate certificate. Required when

File LDAP Server Type set to

1dap.
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accessing Reporting Server, 36

Action Bar, 37
icons, 49
using, 49

Active Directory, 17, 83
Apache, 14

Application Usage, 16
database updates, 18, 20

B

Back and Forward Buttons, 50
Back button, 44

Browsing, 50

Browsing Items in a Report, 50

bulletin, 14

C

Cache Feature, 30

caching
configuring, 31
enabling, 30

configuration file parameters
defined, 85

copyright notices, 2
Current Reporting View, 59

Customizing Reports, 55

D

Data Filters, 37
Data Filters area, 39

Datasource objects, 63

Index

Datasources, 57

DDM Inventory
reports, 45

DDM Inventory

report configuration, 29

DDM Inventory Reports, 45

Detail Mode Columns Sub-Section, 75

Device Details, 52

Directory/Group Filters, 36, 38
navigating, 38

Display Controls, reporting views section, 59

Display Options, 37
document changes, 4
documentation updates, 4

DSN, 26

E

Export as CSV, 84
Export to CSV, 49
Export to IQY, 49
ExportCSV, 74
ExportIQY, 75

F

filter group object, 60
filters section, 69
global section, 68
modifying, 68

Filter Groups, 57

Filter Lookup, 41

filter object, 60
global section, 70
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modifying, 70
Filter Value Characters, 40
filtergroup, 60
Filters, 57
filters, applying, 39
fn_USAGESTATUS, 19, 20
Focus Time, 45

forced filter, 42

G

Graphical View, 51
switching, 51

H

HPCA Core, 12
HPCA database, 14
HPCA Satellite, 12
HTML, 57

installing Reporting Server, 26

Inventory, 16
database updates, 18, 20

Inventory Audits, adding components, 22
Inventory Management Reports, 45

Inventory Reporting auditing requirements, 21

language, adjusting, 30

LDAP, 53
configuring, 32

LDAP classes, 53
LDAP directory, 12

connections to, 14
Leaf Node Filtering, 53

legal notices

copyright, 2
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log file, 80

M

main.log, 80
Maximum items per window, 50

Messaging Server, 18, 20

N

NavBar, 75
navigate.log, 80

navigation toolbar, failing to load, 80

O

Oracle database, prerequisites, 19

Oracle DBA Studio, 20

P

passport registration, 6
patch, 14

Patch, 16
database updates, 19, 20

Patch Management Reports, 46
Portal, 13, 26

prerequisites, Inventory Reporting auditing, 21

Q

qnumber, 14

query filename, 75

R

Remote Control, 53

Report
print, 84
save, 84

Report packs, 32
Report Windows, 37

Reporting environment
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required components, 13
Reporting environment, 13
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