HP Client Automation Enterprise

Application Usage Manager

for the Windows® operating systems

Software Version: 7.90

e
User Guide

®
Manufacturing Part Number: None b
Document Release Date: May 2011 ﬂ

Software Release Date: May 2010 invent



Legal Notices

Warranty

The only warranties for HP products and services are set forth in the express warranty
statements accompanying such products and services. Nothing herein should be construed as
constituting an additional warranty. HP shall not be liable for technical or editorial errors or
omissions contained herein.

The information contained herein is subject to change without notice.

Restricted Rights Legend

Confidential computer software. Valid license from HP required for possession, use or
copying. Consistent with FAR 12.211 and 12.212, Commercial Computer Software, Computer
Software Documentation, and Technical Data for Commercial Items are licensed to the U.S.
Government under vendor's standard commercial license.

Copyright Notices
© Copyright 1993-2011 Hewlett-Packard Development Company, L.P.

Trademark Notices

Linux is a registered trademark of Linus Torvalds.

Microsoft®, Windows®, and Windows® XP are U.S. registered trademarks of Microsoft
Corporation.

OpenLDAP is a registered trademark of the OpenLDAP Foundation.

PREBOOT EXECUTION ENVIRONMENT (PXE) SERVER
Copyright © 1996-1999 Intel Corporation.

TFTP SERVER
Copyright © 1983, 1993
The Regents of the University of California.

OpenLDAP
Copyright 1999-2001 the OpenLDAP Foundation, Redwood City, California, USA.
Portions Copyright © 1992-1996 Regents of the University of Michigan.

OpenSSL License
Copyright © 1998-2001 The OpenSSLProject.

Original SSLeay License
Copyright © 1995-1998 Eric Young (eay@cryptsoft.com)



DHTML Calendar
Copyright Mihai Bazon, 2002, 2003



Documentation Updates

The title page of this document contains the following identifying information:
e Software Version number, which indicates the software version.

— The number before the period identifies the major release number.

— The first number after the period identifies the minor release number.

— The second number after the period represents the minor-minor release number.
e Document Release Date, which changes each time the document is updated.

e Software Release Date, which indicates the release date of this version of the software.

To check for recent updates or to verify that you are using the most recent edition, visit the
following URL:

http:/h20230.www2.hp.com/selfsolve/manuals

This site requires that you register for an HP Passport and sign-in. To register for an HP
Passport ID, go to:

http://h20229.www2.hp.com/passport-registration.html
Or click the New users - please register link on the HP Passport login page.

You will also receive updated or new editions if you subscribe to the appropriate product
support service. Contact your HP sales representative for details.

Table 1 below indicates changes made to this document since the last released edition.

Table 1 Document Changes

Chapter Version | Changes

All 7.90 Updated Product Version and Release Date for 7.90.

Chapter 2 7.90 Page 31, Optional Utility Scripts Added new scripts to enhance
database performance.

Chapter 2 7.90 Page 33, Concept of Current Computer Added new concept for
database maintenance.

Chapter 4 7.90 Page 86, Handling Renamed Devices Added new concept for
handling renamed devices in the network.

Chapter 5 7.90 Page 89, Types of Reports Added new reports, Executive
Summaries, Device Reports, Monthly Usage Reports,
Inventory Reports, and Operational Reports.
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Chapter

Version

Changes

All

7.80

Removed information about RIS-based Portal Management
reports since they are no longer supported.

All

7.50

CM components for Application Usage Manager and KB Server
have been rebranded to “HP Client Automation” as of this
release.

The Agent now installs into this path:

Drive:\ProgramFilesFolder\Hewlett-Packard\HPCA\AUM
Agent\

Chapter 2

7.50

Page 31, Using Standard Materialized Views and Filtered
Materialized Views, added note: The script names may
abbreviate “Materialized” to “Mat”, as in: StepX_Define
Filter Mat Tables and Indexes.sql .

Chapter 2

7.50

Page 48, Adding the USAGE Domain, filenames used to import
the Usage Domain changed from USAGE750.xp* to
USAGE780.xp*.

All

7.20

Most components within the HP Configuration Management
family of products have been rebranded to HP Client
Automation Enterprise (HP CAE). This product has not been
rebranded. For more information, refer to the HPCAE Release
Notes for Version 7.20.

Throughout this guide, several references to CM components
now refer to “HPCA” components to reflect the correct
branding for Version 7.20.

Chapter 1

7.20

Page 144, Hardware and Software Requirements, Added
support for SQL Server 2008 and Oracle 11g databases.

Chapter 2

7.20

Page 25, Defining a Application Usage Manager Database for
Microsoft SQL Server, updated procedures for using a SQL
Server 2008 database

Page 27, Defining a Application Usage Manager Database for
Oracle, updated scripts for using Oracle 11g database and
running the schemas using SQL Developer with Auto commit
enabled.




Chapter Version | Changes
Appendix A | 7.20 Page 118, Implementing Application Usage Manager in a Non-
Aug 2008 HPCA Environment, title corrected from Implementing
Application Usage Manager in a Non-CM Environment since
other products have been renamed to HPCA for Version 7.20.
Appendix A | 7.20 Page 128, Common Files Required by Application Usage
Aug 2008 Manager Agent, deleted reference to these files being located in

the \Infrastructure directory of the Client Automation
Enterprise media; they are only located on the \Usage
Manager directory.




Support

You can visit the HP Software support web site at:
www.hp.com/go/hpsoftwaresupport

This web site provides contact information and details about the products, services, and
support that HP Software offers.

HP Software online software support provides customer self-solve capabilities. It provides a
fast and efficient way to access interactive technical support tools needed to manage your
business. As a valued support customer, you can benefit by using the support site to:

— Search for knowledge documents of interest

— Submit and track support cases and enhancement requests

— Download software patches

— Manage support contracts

— Look up HP support contacts

— Review information about available services

— Enter into discussions with other software customers

— Research and register for software training

Most of the support areas require that you register as an HP Passport user and sign in.

Many also require an active support contract. To find more information about support access
levels, go to the following URL:

http://h20230.www2.hp.com/new_access_levels.jsp
To register for an HP Passport ID, go to the following URL:
http://h20229.www2.hp.com/passport-registration.html
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1 Introduction

Audience

This guide was written for system administrators who want to use the HP
Client Automation Application Usage Manager (Application Usage Manager)
to assess and obtain reports on software usage in their IT enterprises. The
Application Usage Manager allows an administrator to know who is using
what applications, and how often. Armed with this information, an
administrator can increase efficiency by prioritizing and implementing IT
projects, accordingly.

The Application Usage Manager agent is installed with or without an
existing HP Client Automation (HPCA) infrastructure. However,
implementation is much faster and more flexible if you leverage your existing
HPCA infrastructure. In order to implement the Application Usage Manager
in an HPCA environment, you need a basic understanding of a few
components, including the HP Client Automation Administrator CSDB
Editor (Admin CSDB Editor) and the Portal, as well as a general
understanding of the agent connect process.

What is the Application Usage Manager?

You can use the Application Usage Manager to assess patterns of application
usage in your environment. This allows you to facilitate adherence to license
agreements, re-provision licenses if needed, and monitor user productivity.

The Application Usage Manager monitors the use of every application on all
of your servers, desktops, and laptops. This enables you to:

o Enforce corporate standards by identifying non-standard software and
software versions in use within your enterprise.

o Implement license tracking, giving you the ability to purchase and
maintain only those licenses that are needed.

e Enable OS migration support by prioritizing software distribution based
on actual usage.
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e Use reporting to view the actual use of application resources.

The Application Usage Manager can be used in your existing environment
whether or not you are currently using HPCA for software distribution. For
implementation details regarding non-HPCA environments see Appendix AA,
Implementing Application Usage Manager in a Non-HPCA Environment.

Figure 1 Application Usage Manager

Enforce License os Reporting
Corporate Tracking Migration
Standards Support
Identify Purchase and Prioritize View
non standard maintain software consolidated
software only licenses distributions information on
and software that are needed based on application
versions in use actual usage usage and
frequency

Application
Usage Manager
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Data Collection Types

The Application Usage Manager collects two types of application data: usage
and inventory.

Inventory data consists of information about all applications currently
installed on a computer.

Usage data consists of information about what applications were in use
over a specific time period.

Usage data incorporates another form of data called concurrency usage.
Concurrency usage data is a more specific form of usage data.

Regular usage data is collected on a daily basis anytime an application is
used during the course of a day, while concurrency data can be collected
for a single application over a period of time as short as fifteen minutes.
This ability allows for capacity planning as well as provides specific data
to organizations that may be interested in migrating users into a
terminal server environment.

System Requirements

Platform Support

For more information about the platforms that are supported in this
release, refer to the accompanying HPCA Release Notes.

Hardware and Software Requirements

Application Usage Manager Knowledge Base

SQL Server 2005 or SQL Server 2008

Oracle 10g, or 11g Rel 1. Apply the latest Oracle patch set.
Reporting

Reporting Server, v5.00 or above

Application Usage Manager Administrator (formerly called the Rule
Editor)

Applications and Infrastructure

Chapter 1



Application Manager or Application Self-Service Manager
Configuration Server

Administrator CSDB Editor

Integration Server (typically, from the Portal)

Platform Support

For more information about the platforms that are supported in this release,
see the accompanying release notes.

Processing

You can distribute and install the Application Usage Manager agent on your
computers using your existing Client Automation infrastructure. Default
HPCA-defined installation settings install and configure the Application
Usage Manager agent to perform executable inventory scanning, application
usage, and usage data collection through predefined Application Usage
Manager Packages. The next time an agent connects to the Configuration
Server, the package is delivered and Application Usage monitoring begins
automatically.

Periodically, the usage data is collected based on user-defined parameters.
This data is sent to a predefined collection point for further processing.
Collection points may be a network share or an HPCA Portal destination.
This location is monitored by the Knowledge Base Server, which in turn
extracts the usage data from the files collected from each agent computer and
loads this data into your SQL-enabled database, making the data available
for reporting purposes. Reports can be generated using the Reporting Server.

Application Usage Manager Environment

Introduction

The Application Usage Manager has different infrastructure requirements,
based on whether or not HPCA is being used to manage the environment.
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Figure 2 Application Usage Manager Environment
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Common Infrastructure Requirements

Common infrastructure requirements are needed for both HPCA and non-
HPCA management of the Application Usage Manager environment to
capture usage data on the agent and move the data to a server, and
ultimately to an SQL database for reporting purposes.

Common infrastructure includes the following computers with the required
software installed:

e Monitored Agent or Server
Application Usage Manager Agent and its collection configuration

e SQL Server or Oracle Database
Microsoft SQL Server and its enterprise management tools (may be an
MSDE version for evaluation) or an Oracle database with SQL Plus tools.

e Knowledge Base Server
The KB Server imports the usage data into the database.

Chapter 1



e Usage Manager Administrator
Application Usage Manager Administrator provides a Rule Editor.

For information regarding non-HPCA management of the Application Usage
Manager see Appendix A, Implementing Application Usage Manager in a
Non-HPCA Environment.

Infrastructure Requirements

In addition to the common infrastructure requirements, additional
components must be available for HPCA management of the Application
Usage Manager environment. HPCA infrastructure requires the following
computers and installed software:

e Administrator
This is the HP Client Automation Administrator selection on the
Windows Start menu.

o Configuration Server and Database
Configuration Server Database requires the PRIMARY File USAGE
Domain.

e Portal
The Portal is typically used.

o Enable HTTP File Copy

Infrastructure Requirements for Reporting

The infrastructure needed to support reporting offers choices, based on
whether the Reporting Server has been installed and whether the Portal is
available. The reporting software may be installed by anyone who requires
the ability to view and generate reports.

¢ Reporting Server 5.00 or above

Recommended Software Configurations

A single server may have one or more software components installed to
minimize the number of computers required. The following are
recommendations for consolidating software:

Introduction 17



SQL or Oracle Database Server
To minimize hard-drive thrashing, the SQL or Oracle database server should
have at least two hard drives. Each drive would store:

— The SQL database
— Collection files from each monitored machine

Knowledge Base Server
may be installed on:

— SQL or Oracle Database Server (recommended)
— Portal
— Another server

Application Usage Manager Administrator
may be installed on the:

— Administrator's workstation (recommended)
— Knowledge Base Server

Agent for Application Usage Manager — Collection File Destination
The Application Usage Manager generates files on the monitored machines
that contain both the current executable inventory and the usage
information. This information is transferred through the network so it can be
imported into an ODBC database. To eliminate network transfer during
database import, it is recommended that collection files be placed on the
Knowledge Base Server when it also serves as the SQL or Oracle database
server machine.

Application Usage Manager Agent Operation
Overview

The Application Usage Manager agent supports monitoring of all executable
usage.

Once monitoring has started, there are three usage files on the agent
machine: the active application monitoring file, the history file, and the
collection file.

Chapter 1
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Active Application Monitoring File

Contains current application usage information, including (where
available):

Machine name

Machine domain name

OS major, minor, build versions

User name

User domain name

Vendor name

Product name

Product version

Application name

Application version

Original application name (if renamed)
Application description

Application module file type

Path name application was launched from
Logical root folder name (i.e., ProgramFilesFolder)
Remaining path name

MD5 hash

Link time

Number of times application was launched
Number of seconds application was active

Number of seconds application was in the foreground or "in-focus"

History File

Data will be accumulated in a history file by machine, user, executable,
and day. Note that data is summarized by day in the history file.

The usage history file will be maintained for a designated period (default
is the last 12 months).

Old data is aged out of the file.
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e The agent history file will maintain separate entries for all executable
inventory and usage data reported to each database.

Collection files

e Contains the usage and current executable inventory data that is to be
imported into a specific SQL Server or Oracle database. Data collection
will be done on a per database basis.

e Each database has a filter policy associated with it that contains a set of
filtering rules. A collection file is built for each database.

e There can be any number of usage monitor databases that can request
the same or different data from any agent based on the filtering rules.

e Filter policies will be maintained for each database on the agent or as
objects in the Configuration Server.

o The agent-generated collection file must be sent to the correct database
import path. The Knowledge Base Server will perform importing of the
collection data file. The Portal performs the role of moving the collection
files to the database import path location.

e  When implemented through HP Client Automation, the default collection
file name is the &ZOBJID of the UMCOLLCT Class.

Collection Processing

When collection is requested for a database, the agent will compare the
current archive data against the reported data for that database. All file
inventory data will be compared. Usage data is only compared for files that
pass the inclusion filter. Any differences in inventory or usage are added to
the collection file.

Once the collection file has been created, it is sent to the destination defined
in the PRIMARY.USAGE.UMDESTPT class, COLLDEST instance attribute,
or the USDBCOLL . ini Collection Point parameter for HPCA or non-HPCA
implementations.

To minimize bandwidth requirements, the collection files contain only what
has not yet been sent to the specific database requesting the collection. These
files also contain data aging and deletion information for removing old data
from the database.

The history file contains all usage data, regardless if it has been requested for
upload into a database for the machine and all of its users. The history file
contains up to one year's data and as new days are added, data older than
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one year is deleted. The number of months is determined by the History
Retention Months setting. This feature allows a database collection process to
modify policy collection filters to capture any data that is up to a year old. If a
new database is added as a destination point, then it can request any of this
data from any machine that the Application Usage Manager has monitored—
either presently or in the past.

Collection Point Destinations

A collection point is a directory destination to which a collection file is copied,
and then automatically imported into a SQL database by the Knowledge Base
Server.

Automated Import

Automated import directories are watched by the Knowledge Base Server
automated import service. Each time a new collection file is placed in an auto
import directory, the Knowledge Base Server will recognize this and then:

e Connect to its pre-configured SQL database through a system-level
ODBC connection.

e Import the contents of the collection file into the SQL database.

e Archive the collection file once the import is successful, or copy it to an
error directory should the import fail for any reason.

e Perform a rollback of the import if the import is unsuccessful.

Collection Destination Point Unavailable

If a collection request fails to successfully copy the current usage data, then
the collection file is placed in the Usage Manager\Collect directory with the
file name DatabaseName .USDBase, where Database Name is the file name
set in the DBNAME instance of the PRIMARY.USAGE.UMDBASE class, or
the USDBCOLL . ini Database Name parameter for non- CA or non-Client
Automation implementations. This file can then be manually collected by
copying it from the machine, or it will be recreated with the latest application
usage data and then collected when the agent receives the next collection
request.
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Agent Processing of Data Collection Request

The monitoring process collects data for every executable that has been run
on the machine. This data is saved in the active monitoring file. Since
administrators need reports on what exists on the machine, but has not been
used, an executable inventory is also run to augment the active usage data
collected.

Executable Inventory Scan and Options

Since the inventory capture process may take several minutes to complete,
the inventory process can be configured during installation to be collected at
a pre-defined time, daily or weekly at, for example, 1:00 AM Sunday. The
request for data collection can aggregate this pre-collected inventory data
with the current usage monitoring data at the time of the collection request.
Also, the inventory collection can be configured to run at the time the
collection request is issued to provide a more up-to-date inventory. Since the
executable file inventory scan can take several minutes, the request for
collection is performed synchronously once the inventory scan has finished.

Initiating Collection of Agent Data

Collection of monitoring data is initiated by running an executable with the
appropriate command line parameters. Each collection request is SQL
database-specific and the technique of launching an executable allows one or
more collection requests to the same agent computer for either the same or
differently filtered data destined for different SQL databases.

) The usage time for appropriate applications is collected based on
parameters that you select. This usage time should not be confused
with focus time (the time that an application was in focus, that is,
the active window in the forefront on a user’s desktop).
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Portal Web Services and the Application Usage
Manager

Introduction

The Application Usage Manager requires components that run under the
control of a Portal or other another HPCA server’s Web Services. The Portal
or Integration Server provide Web services that are shared by all loaded
modules in their respective resource control file (http*.rc), resulting in a
single entry point for all HTTP (Web-based) requests. The Application Usage
Manager leverages the abilities of these servers to perform HTTP-based file
copying. If the Portal or Integration Server is secured using SSL, HTTPS-
based file copying is supported.

The Portal can be used to move the application usage data collection files
from the monitored machines to one or more server directories. From the
server directories, the data are imported into a database.
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2 Contiguring Your Environment

Configuring Your Client Automation Environment

Before you can use the Application Usage Manager, your Client Automation
environment must be prepared. To configure your components to use the
Application Usage Manager you will need to complete the following tasks:

1

Create and configure your Application Usage Manager database.

Define a SQL Server database or Oracle database.

Execute the provided script files to configure the Application Usage
Manager DB table schema.

Configure your ODBC connection.

Install and configure Application Usage Manager software:

Configuration Server

Installation requirements, as well as instructions for installing the
Configuration Server, are documented in the HPCAE Configuration
Server, Portal and Enterprise Manager Getting Started Guide.

Make sure you select the Application Usage Manager option
during the installation.

Administrator
Installation requirements, as well as instructions for installing the
Administrator, are documented in the Administrator User Guide.

Knowledge Base Server (one per SQL database) and a configured
ODBC connection.

Portal

You must have an active Portal available for processing requests to
copy the application usage files (.USDB) from each agent computer to
a central location.

General requirements and instructions for installing the Portal are
documented in the HPCAE Configuration Server, Portal and
Enterprise Manager Getting Started Guide. The Integration server
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that the Application Usage Manager uses comes along with the
Portal.

The Integration Server is also installed with several infrastructure
components, such as the legacy Proxy Server, Policy Server or Patch
Manager Server, and these can also be used for Usage reporting.

— Application Usage Manager Administrator

— Configure your Application Usage Manager agent using the Admin
CSDB Editor.

3 Install the Application Usage Manager agent.

) The Application Usage Manager requires that the USAGE
Domain be included in your Configuration Server Database.
The USAGE Domain is included with the Configuration Server
Database as of Version 4.x. If you migrated from an earlier
version of the Configuration Server Database, you may need to
import the USAGE Domain into your database. For more
information, see dding the USAGE Domain on page 48.

e The following sections describe the steps needed to configure your
environment. Installing and configuring the Application Usage Manager
agent (steps 3 and 4 above) is covered in Chapter 4, Application Usage
Manager Agent.

Task 1 Create and Configure Application Usage Manager Database and Schema

The Application Usage Manager Knowledge Base is a database that contains
the application usage data that is needed to effectively manage the enterprise
including information about the machines, users, files, and file usage. It is
designed such that application packaging and other state file data generated
by the HP Client Automation Extensions for Windows Installer and
Inventory Manager can be leveraged during data analysis and reporting.

Refer to the appropriate set of instructions below to define and configure your
database schema for a SQL Server database or an Oracle database.

Defining a Application Usage Manager Database for Microsoft
SQL Server

New Application Usage Manager Databases are created using the SQL data
definition language files referenced below.
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Use the following tasks to create the Application Usage Manager database for
a Microsoft SQL Server database. The first task creates the database and the
second task creates the table schema.

To create the Application Usage Manager database for SQL Server

1 Open the SQL Server Enterprise Manager or SQL Server Management
Studio.

2 Right-click the Database folder for the appropriate server and select New
Database. Complete the entries as follows:

General Tab

— Name
Usage (or a name of your choice excluding blanks and underscores)

— Collation Name:

— Usage Schema Supports Unicode. Leave the collation as server
default or Choose a collation name of your choice, for example:
French_CI_AS or Japanese_CI_AI_KS.

Data Files Tab

— File Name
Usage Data (or name of your choice excluding spaces). Set the initial
size to 1000 MB.

— Select Automatically grow file by 20%

) For improved performance, we recommend that you create the
Application Usage Manager database on a drive other than the
drive that is used to create state files.

Transaction Log Tab

— File Name
Usage Log (or a name of your choice excluding blanks). Set the log
size to 250 MB.

3 Click OK to create the database and log files. The Application Usage
Manager database is now added to the Databases folder of your server,
within the Server Manager.

4 When you are finished creating the database, create the database table
schema.
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To create the table schema for SQL Server

1 Within the SQL Server Enterprise Manager, in the Tools menu, select
SQL Query Analyzer.

2 Make sure the drop-down box displays the database you just created.

3 From within the Query Analyzer or SQL Server management Studio,
open your Application Usage Manager media and navigate to the
appropriate folder for your SQL Server version: \SQL Server\SQL
Server 2005\ or \SQL Server\SQL Server 2008\.

4  Execute each SQL script in the directory in order (the scripts are named
accordingly) beginning with Step 2.

Use Query Execute or press F5 to run each script.

At the end of the query execution you will see a series of messages
possibly displaying sysdepends dependency and several row insertions.
This indicates a successful installation of the database definitions.

— Step2_Define_UsageManager_Tables.sql
— Step3_Define_Common_Tables.sql
— Step4_Define_Views.sql
— Step5_Define_Stored_Procedures.sql
— Step6_Insert_Common_Functions.sql
— Step7_Insert_Common_DefaultData.sql
5 Close the SQL Query Analyzer.
6 Continue with Create an ODBC Connection on page 34.

Defining a Application Usage Manager Database for Oracle

First create a database for Oracle of your choice. If you require a Unicode
Oracle database with a Unicode data type, create a Unicode database with a
DB Character Set that supports Unicode data, preferably the DB character
set A132UTF8 and National Character Set UTFS.

Configuring your database schema for Oracle requires the execution of
several SQL script files that are provided with your Application Usage
Manager media in the Oracle directory. Copy these files to a location
accessible by your Oracle administrator. Make sure to use the files located in
the appropriate Oracle version directory. The scripts will, by default, install
the database into the user’s schema.
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To configure your Application Usage Manager database schema for Oracle

1

For the scripts to run successfully, replace the %Install_Path% in
Stepl Define_Tablespaces.sql and make sure that it references the
Oracle installation path. (For example a typical %Install_Path% with a
default installation of Oracle 11g would refer to C:\app\Administrator
and Oracle 10g would refer to c:\oracle\product\10.2.0

Choose an Oracle application and logon as database administrator:

Oracle 10g users:
Use the Oracle SQL plus Worksheet application and log on as a database
administrator.

Oracle 11g users:

Oracle 11g users may use the SQL Plus or Oracle SQL Developer with the
Auto commit feature enabled to execute the scripts; log on as database
administrator.

To enable Auto commit in Oracle SQL Developer:

a From Oracle SQL Developer, go to the Tools — Preferences —»
Database — Worksheet Parameters page.

b Ensure Auto commit is checked; if necessary, save your changes.

) Certain SQL PLUS commands may be ignored when executing
the schemas using SQL Developer; you can ignore these
warning messages.

Make sure the folders as described in the comment text of the script
Stepl Define_Tablespaces.sql (\ORADATA\CM\DB,
\ORADATA\CM\REDOO1 and \ORADATA\CM\REDOO2) are created before
running the scripts.

Review the tablespaces parameters and change them to suite your
database needs and physical hard drive space.

Execute the SQL scripts that are just modified by you, in order, as
determined by their filenames, making sure to include the correct path to
the script locations. Review the comments within each script (step 1
through step 5).

For example, if your SQL scripts are located in the directory
\AppUsageManager\Oracle\Schema, you would execute the first script by

typing:

Chapter 2



SQL> @C:\AppUsageManager\Oracle\Schema\Stepl Define
_TableSpaces.sql

followed by Enter.

Make sure to select the correct group of SQL files depending on
the version of Oracle you are using:

e Oracle\Oracle_10g
e Oracle\Oracle_11g

For Oracle 10g or 11g: (These scripts are version-specific.)
— Stepl Define_TableSpaces.sql

— Step2_Define_Common_Roles.sqgl

— Step3_Define_Common_Tables.sql

— Step4_Define_UsageManager_Tables.sql

— Step5_Insert_Common_DefaultData.sql

For example, if your SQL scripts are located in the directory
\AppUsageManager\Oracle\Schema, you would execute the first script by

typing:

SQL> @C:\AppUsageManager\Oracle\Schema\Stepl Define
_TableSpaces.sql

Followed by Enter.

If you are using SQL Developer, browse and open the file, and click Run
Script.

6 Make sure each script executes properly.

7 Log on as SYSDBA and execute Step6_Create CMDBA_Role.sgl.

) Additional scripts are located in the \Optional Features
directory for performance enhancements or for removing the
Application Usage Manager Database. They are not required
here.

Service Pack Installation (If applicable)

When you are finished executing the SQL scripts, check to see if the SQL or
Oracle version directory folder on the Application Usage Manager media
includes a ServicePacks folder.

) Schema Version 7.90 does not require any service packs.
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If the ServicePacks folder does not exist, continue with Create an ODBC
Connection on page 34.

If a ServicePacks folder exists, you need to apply the supplied service
packs located within the Oracle version directories. There are two types
of service packs supplied, required and optional. Apply the required
service packs first, in the proper order, then, if desired, apply the optional
service packs.

To apply any supplied service packs for SQL Server

1

Within the SQL Server Enterprise Manager, in the Tools menu, select
SQL Query Analyzer.

Make sure the drop-down box displays the correct database.

From within the Query Analyzer, open your Application Usage Manager
media and navigate to \SQL server\SQL Server 2005\ServicePacks
or \SQL server\SQL Server 2008\ServicePacks.

Execute the service pack SQL scripts. Make sure each script executes
properly.

To apply any service packs for Oracle

1

The service packs are located within the Oracle version directories within
the ServicePacks folder.

Use the appropriate Oracle application (SQL Plus for 10g or SQL
Developer for 11g) and login as a database administrator.

Execute the service pack SQL scripts located within the ServicePacks
folder within the proper Oracle version directory of your Application
Usage Manager media, making sure to include the correct path to the
script locations. Run the scripts in order as determined by their
filenames.

) After applying the SERVICE_PACK_XXX.SQL files, the Oracle
server does not recompile all of the parent views when a child
view is updated. This may leave a number of views invalid
after applying the updates. To make sure all views are valid,
select all of the views in the Oracle Enterprise Manager, right-
click and select Recompile. This will re-validate all of the
views.
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Database Performance and Maintenance

An Optional Features folder within the \SQL Server and \Oracle folders
include scripts and views that can be applied to a database to enhance the
database performance.

) The script names may abbreviate “Materialized” to “Mat”, as in:
StepX_Define Filter Mat Tables and Indexes.sql.

Using Standard Materialized Views and Filtered Materialized Views

The Materialized Views are used to enhance reporting view. Either one can
be optionally applied to a database to improve its performance.

Standard Materialized Views (SMV)

A feature where all the views are converted into tables and indexes are added
to enhance the query speed.

Filtered Materialized Views (FMV)

A feature similar to SMV, but differs in that it requires filters to be applied at
the time the views are converted into tables. The filters are stored in a
separate table. As an example, if a filter for Notepad.exe is selected, the
FMYV table will be populated with only notepad details for all the devices. In
this way the customer can choose to see only those applications which are
important to them.

To apply the scripts for SMV or FMV:

1 Stop the service for the HPCA Knowledge Base Server. The service may
be stopped and started through the Administrative Tools\Services
options of Windows Control Panel.

2 Use normal procedures to execute the database scripts, in the given
order, provided in the following locations:

— For SQL Server:

\SQL Server\Optional Features\Filter Materialized Views

Or

\SQL Server\Optional Features\Standard Materialized
Views

— For Oracle:

\Oracle\Optional Features\Filtered Materialized Views
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Or
\Oracle\Optional Features\Standard Materialized Views

Each of the above locations also includes a script to remove the view from
your database. For example, for SQL Server and Filtered Materialized
Views, the script name is:

SQLServer — Remove All Filter Mat Tables and Indexes.sqgl.

Optional Utility Scripts

You as a database administrator can use the following scripts to enhance the
reporting view performance:

Purge_Computer_Data: Deletes all data associated with the computer
name. The computer name should be provided at the appropriate place in
the script. The default value is MYCOMPUTER.

Purge_User_Data: Deletes all data associated with the computer name
and the user name. The computer name and the user name should be
provided at the appropriate place in the script. The default values are
MYCOMPUTER and BOB.

Delete All Windows OS Files from Database: Deletes all Windows
Operating System (OS) related files from the Usage Manager database.

sp_PurgeNonCurrentComputers: Deletes all the data associated with the
device, which is not active based on the parameters passed to it and the
last collection date of each device.

For example, sp_PurgeNonCurrentComputers(90) procedure deletes all
non-current devices and data associated with it, if the last collection date
is more than 90 days of time.

Miscellaneous Scripts for Oracle

Miscellaneous scripts are additional scripts that can be applied along with
the utility scripts to enhance the reporting view performance.

Optional_Create_Public_Synonyms: Creates public synonyms. The script
may have to be edited for the Usage Manager’s user names.

Optional_Drop_Public_Synonyms: Drops the public synonyms created by
using the Optional_Create_Public_Synonyms script.

Step99a_DropAll.sql: Drops all the tables present in the Usage Manager
database.
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Concept of Current Computer

The term Current Computer refers to the device that is currently in use or is
active in the network. A Non-Current Computer refers to a device which no
longer exists in the network for various reasons, such as the device has been
removed from the network or it has been renamed.

The Application Usage Manager database contains information on all current
and non-current devices and makes it available for reporting whenever
required. By default, the Reporting Server provides reports containing
information on all the devices. However, you can customize the content of the
reports by categorizing the devices as Current Computers and Non-Current
Computers.

The following command enables you to categorize the current and non-
current devices in the database.

For Microsoft SQL Server and Oracle

UPDATE rcaWindowsComputerUsers set CurrentComputer= 1 where
ComputerName = 'MYComputerName'

The above command sets the CurrentComputer value to 1 for the device
MyComputerName in the rcaWindowsComputerUsers table and signifies
that the device is a current device. The value 0 in the CurrentComputer
signifies that the device is a non-current device.

) The default value in the CurrentComputer column is 1. Therefore,
all the devices in the network are considered current devices.

Instead of manually changing the CurrentComputer values in the table using
the UPDATE command, you can use the sp_FlagCurrentComputers stored
procedure to flag the device to 0 or 1, that is, current or non-current device
based on the parameter passed to it.

For example, sp_FlagCurrentComputers (90, 30) procedure checks the last
collection date of all the devices and marks the devices as current if the last
collection date is within 30 days of time. If the last collection date is more
than 90 days, it marks the device as non-current or not active device. The
devices falling in between these two conditions remain unchanged.

) The sp_FlagCurrentComputers () procedure only flags the device to
0 or 1. It does not delete or purge the data associated with the
device.

See sp_PurgeNonCurrentComputers: on page 32, for more information on
purging of data.
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Create an ODBC Connection

To create an ODBC connection

1 From your system’s control panel, go to Administrative Tools and double
click Data Sources (ODBC).

&"10DBC Data Source Administrator

User DSN  Skstern DSN | File D5M I Driversl Tracingl Connechion F'Dulingl Ahout I

System Data Sources:

Marne Dirivver |

agd. |
SOL Server

Remove

Lonfigure...

i

An ODBC System data source stores information about how to connect to

the indicated data prowider. & System data source iz wisible to all uzers
on thiz machine, including NT zervices.

] % | Cancel | Apply Help

2 Click the System DSN tab and then click Add.
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Create New Data Source ) 5[

Select a diver for which you want bo set up a data zource.

Mame | \r":l
ticrozoft FosPro WFP Dver [*.dbf] 1.
ticrozoft ODBC for Oracle
icrozoft Paradox Driver [“.db )
ticrozoft Parados-Treiber (*.db ]
ticrozoft Test Driver [ tet: " cav]
icrozoft Temt-Treiber [ tut: *cav)
ticrozoft Visual FoxPro Driver
ricrosaft Visual FoxPro-Treiber
SLL Server

L5 Sl il el el e

-

< Baok I Finigh I Cancel |

3 Alist of drivers is displayed. Select SQL Server (if the database you just
installed is in SQL server) or Microsoft ODBC for Oracle (if the database

you installed is in Oracle).

4 For an Oracle database, enter the Data Source Name, Description,
Username, and Server.

5 For SQL Server, select SQL Server and click Finish.
The initial Microsoft SQL Server DSN Configuration window opens.

6 Enter the appropriate name (any name of your choice), a description and
the server name. Enter the Server name manually or select it from the
drop-down list.
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Create a Mew Data Source to S0L Server 5[

Thiz wizard will help you create an ODBC data source that you can use to
connect to SOL Server.

“what name do you want bo uze to refer to the data source?

Name: I.&pplicationLl sagetanagel

How do you want to dezcribe the data source?

Description: I

YWwhich SOL Server do pou want to connect ba?

Server: I - I

Finizh I Meut » Cancel Help

7 Click Next.

For the Authenticity of the login ID option, select the option, With SQL
Server authentication using a login ID and password entered by the

user.

Microsoft SOL Server DSN Configuration

Haow should SCL Server verify the authenticity of the login D7

= With Windows NT authentication using the netyork lagin 10

< With SOL Server authentication using a login ID and password
entered by the uger.

To change the network library used to communicate with SAL Server.
click Client Configuration.

Client Configuration...

LConnect to SAHL Server to obtain default settings for the
I L L . -
additional configuration options.

Login ID: I!—‘«dministrator

Pazsword: I

X

¢ Back I Hext » I Cancel | Help

9 Enter the Login ID and password, and click Next.

10 Select the database Name from the drop-down list or enter it manually.
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11 The remaining options can be left with their default settings.

12 Click Next.

Microsoft SL Server DSN Configuration x|
[~ iChange the language of SOL Server system messages tod

| Engiish [

[~ Use strang encryption for data

W Perform translation for character data

Uze regional settings when outputting curency, numbers, dates and
r times.

|E:\DDEUME"‘I\.-'-‘«DMINI”‘I'\LDEALS”HTemp\QLI Browsze. . |
Long query time: [millizeconds); IBDDDD

[~ Log ODBC driver statistics to the log file:

IC:\DDCLIME"‘I WADMIMITTSLO CALS 14 TemphST Erowse,.. |

< Back I Finizh I Cancel | Help |

13 Click Finish.

14 The ODBC connection is created. Test the connection by using the Test
Data Source feature.

Task 2  Configure the Portal and Web Reporting Components

) Oracle requires an Oracle agent be installed on the computer where
the Portal is installed, as well as on the computer where the
Knowledge Base Server is located.

You must have an active Portal available for processing requests to copy the
application usage files (. USDBASE) from each agent computer to a central
location. This server listens for requests to copy the usage files from the
individual devices and transfers them to a common collection point. Once
transferred, the KB Server monitors this common collection point and
imports the data into the appropriate database.

A single Portal may server as the focal point for gathering usage files that are
to be imported from each agent into different SQL databases. However, it is
recommended that only one server be used to service a single SQL database.
The KB Server may run on the same computer as the Portal.
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Your Portal must be restarted after configuring the components required by
the Application Usage Manager.

A Before copying and replacing any files on the Portal, make sure to
create a backup.

Update httpd*.rc File

Update the httpd*.rc file of the server (Portal) that will copy the application
usage files (.USDB) from each agent computer to a central location.

To update an httpd*.rc file for a Portal

Stop the HPCA Portal service through the Administrative Tools\Services
options of the Control Panel.

Edit the httpd-managementportal .rc file located in the folder:
[ProgramFilesPath]\Hewlett-Packard\CM\ManagementPortal\etc.

Add the following plug-in commands to the existing module load statements
near the end of the file:

# HTTP Put Server
module load put

# HPCA Application Usage Manager
module load usage

) These module load statements may exist in the httpd*.rc file as
comments. To activate them, delete any characters in front of the
word module.

Save your changes and restart the HPCA Portal service. When you start the
service, this updated httpd-managementportal .rc file is used.

Configuring the put.cfg file (For Knowledge Base Server)

When the Portal is started with an httpd*.rc file that includes the module
load put command, a put.cfg file is created in the target
\ManagementPortal\etc directory. The put.cfg file identifies and
correlates an HTTP URL with a destination directory to which to copy the
.USDBASE files.

If you already have the put.cfg file in your \ManagementPortal\etc
directory, it will not be overwritten.

The file must be updated if you intend to use multiple SQL databases.
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No editing of this file is required unless you want to change the default
location of the automated import directory that the KB Server monitors and
will use to update the SQL database. The default location is
\etc\Usage\KB_Mgrl_Usage subdirectory under the root directory of where
the Portal is installed. For the Portal, this default directory is:

C:\[ProgramFilesPath]\Hewlett-Packard\CM\ManagementPortal\
etc\Usage\KB_Mgrl_Usage

Using Multiple SQL Database Destinations

To configure the Portal to accept usage database files to be imported into
multiple SQL databases, modify the put.cfg script to create a new
destination directory for each of the unique SQL databases. Do this by adding
the text in the code sample below between the Begin and End comment lines.
Lines beginning with a pound sign (#) are comment lines that are not
processed.

The following is a sample script:

- The following two lines create a directory that a

- Knowledge Base Server service is watching so it can autoimport
- Application Usage Manager information into a SQL database. This
- directory creation can be extended to any number of specific
directory/Knowledge Base Server/SQL database environments.

- This request is configured as the Collection Point destination
- For example:
- CollectionPoint=HTTP://192.168.101.151:3466/KB_Mgrl_Usage/

- CMIS Application Usage Manager Destination Directories — BEGIN

HHHFHFFHFHEHEFEHRFHEH
1

file mkdir $Config(ROOT)/etc/usage
file mkdir [set dir "$Config(ROOT)/etc/usage/KB_Mgrl_Usage™]

Put_AddRoot /KB_Mgrl Usage $dir

#

# - The "file mkdir® line defines the physical directory that is the HTTP

# - request file destination.

# - The "Put_AddRoot" line defines the last node in the HTTP request.

# - For example:

# - HTTP://192.168.101.151:3466/KB_Mgrl_Usage/

# - would result in the Usage Collection File being copied to the directory
# - <<CMIS Path>>\etc\usage\KB_Mgrl_Usage

#
#

- Repeat the above two file mkdir lines to create additional

- CollectionPoint/KB Server auto import directories

#file mkdir $Config(ROOT)/etc/usage
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#file mkdir [set dir "$Config(ROOT)/etc/usage/KB_Mgr2_Usage"]

#Put_AddRoot /KB_Mgr2_Usage $dir

In the sample script an enterprise and a local level SQL database are used by
the organization on a single Portal. There is a Knowledge Base Server
automated import service running on two separate computers. One of these
monitors activity in the KB_Mgrl Usage folder and the other monitors activity
in the KB_Mgr2_Usage folder.

The file mkdir[set dir "physical directory name'] command sets the
physical directory that the usage files are going to be copied into from the
HTTP_PUT request.

The Put_AddRoot /logical_name $dir command associates the http logical
collection point with the name of the physical file into which the file is copied.

The collection point is defined in the Configuration Server Database's
PRIMARY.USAGE Domain in the UMCOLLCT Class object as:

HTTP://Portal_Server_IP_destination:port _number/
Logical _name

For example, by setting a collection point destination of:
HTTP://192.168.0.150:3471/KB_Mgrl_Usage

The agent usage files will be sent to the Portal and copied into the directory:

<Portal_Path>\usage\KB Mgrl Usage\UsageFile.USDBase

The above entry configures the Knowledge Base Server to watch for activity
on the directory <<Portal_Path>>\usage\KB_Mgrl_Usage and perform
automated import processing of the data into its associated SQL database
once the file has been copied.

After copying and editing the files, start the Portal Server. The following
folder is created under the base install directory of the Portal Server:

\etc\usage\KB_Mgrl_Usage.

Defining an SSL-Secured Collection Point

For an SSL-secured Portal, the collection point is defined using HTTPS and
the secure port number, such as 443:

HTTPS://Integration_Server_ IP_destination:secure_port_num/
Logical_name
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Configuring the Database usage.cfg File
The \Usage folder of the HPCA media contains this directory:

\IntegrationServer\etc

1 Copy the entire \mc folder from the above \Usage
Manager\IntegrationServer\etc media location to your
\ManagementPortal\etc directory. By default, this directory is:

C:\[ProgramFilesPath]\Hewlett-Packard\CM\ManagementPortal
\etc

2 Also copy the appropriate usage* . cfg configuration file from the Usage
Manager\IntegrationServer\etc media location to your Portal Server
\etc directory; choose the configuration file for your database type:

— For Oracle, copy usage_Oracle.cfg
— For SQL, copy usage_SQL_Server.cfg
Once copied, rename this file to usage.cfg.

4 Then, using a text editor, open the usage.cfg file and enter your ODBC
name, user ID, and password. You may also change the DSN value if
required. The next code sample is an example of a configured usage.cfg
file that uses sa as the user name and a blank password.

) The user ID used in the usage.cfg file must have sufficient access
rights to select and execute stored procedures and functions.

A sample configured usage.cfg file for SQL Server will look like the

following:
usage::init {
DATABASE ""SQLSERVER"
DSN "ApplicationUsageManager™
DSN_USER "sa"
DSN_PASSWD
DL_DATEFMT {%Y-%m-%d %T}

}

Task 3  Install the Application Usage Manager Administrator

The Application Usage Manager Administrator allows you to create rules
that will enable you to select which data will be used to create your usage
reports. Install this component on an administrator's workstation (preferred),
or on the computer that houses the Knowledge Base Server.

Configuring Your Environment 4]



42

To install the Application Usage Manager Administrator

1

Task 4

>

From your HP Client Automation Enterprise media for the Application
Usage Manager, navigate to the Usage Manager Administrator folder.

Double-click UsageManagerAdministrator.msi to start the installation.
Click Next. The end-user license agreement dialog box opens.

Read and accept the HP Software License terms. Click Next. The
installation location dialog box opens, showing the default location.

If you want to install the Application Usage Manager Administrator in a
different location, click Browse to navigate to the location.

Click Next. The Ready to Install dialog box opens.
Click Install.
When the installation is finished, click Finish.

The Application Usage Manager Administrator is installed and a shortcut
is added to your Programs under HP Client Automation Usage Manager
Administrator. After an ODBC connection to a database is established,
use the start menu shortcut or the RADPIMGR.exe file to access the
Application Usage Manager Administrator. By default, RADPIMGR.EXE is

located in the directory: [ProgramFilesPath]\Hewlett-
Packard\CM\Usage Manager Administrator\bin\.

Install and Configure the Knowledge Base Server

Oracle requires that an Oracle client be installed on the computer
where the Knowledge Base Server is located, as well as the
computer where the Portal is installed.

The Knowledge Base Server provides services to manage the Application
Usage Manager Knowledge Base. It also services requests for a Knowledge
Base available through the Extensions for Windows Installer product. The
Knowledge Base Server installs as a Windows service.

The Knowledge Base Server performs automated import processing of the
state files and other files into the Knowledge Base. Automated importing
may be defined for the following types of directory structures:

Application Usage Manager Collection files extension (USDBase).

Simple state file automated import directories containing state files
(. 1SState extensions). These are typically created by the Packager for
Windows Installer or the Patch Manager.
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e Configuration Server service export directories that have required
subdirectory structures that are built by the Extensions for WI features
which enable extraction and conversion of packages contained in Services
to . ISState file formats.

The Knowledge Base Server automated import server runs independently of
the Configuration Server to import files found in the automated import
directories.

Installing and Configuring the Knowledge Base Server
For installation instructions, refer to the Knowledge Base Server Guide,
available on the HP Software support web site.

After an ODBC connection to a database is established, configure the
Knowledge Base Server using the Windows Control Panel application KB
Server Configuration. When finished with the configuration, start the HPCA
Knowledge Base Server.

Configuring the Knowledge Base Server

Configuration for the Knowledge Base Server is controlled through the HPCA
KB Server Configuration control panel.

Figure 3 HPCA KB Server Configuration icon on Control Panel

B Control Panel [Z]E]
s "

File Edit View Favorites Tools Help
¢ ¥ | ? ,}:' Search [y Folders | [&F 30 2 ¥) | [-
: Address |[@ control Panel V‘ Go
= ) I ”
B O @ <& = O
| e
HPCA KB Intelligent Internet Java Keyboard Mail
Server Deskto... Options
Configuration bl

To access the HPCA KB Server Configuration from Control Panel

1 Click Start—Settings—Control Panel.
2 Double-click the HPCA KB Server Configuration icon.
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The Knowledge Base Server Configuration window opens.
Figure 4

Y% HP Client Automation Knowledge Base Server Configuration

[ﬁﬁ] HPCA Knowledge Base Server Configuration

Create / Maintain the Knowledge Bazes for each installed and configured database

knowledge B ase Mame: ﬂ

Create / Maintain the Tazks which does lmport and b aintenance of data

Tazk Mame

| Directory

Save Configurations
Bevert Configurations

General Configurations for the Knowledge Ease Server

Log Path |E:\Program Filez\Hewlett-Packard\Chi WK nowledge Baze Serv

Log Level |Enors / Other ﬂ

Databage Reconnect {5000 mgecs
Impart Directory Sean  |5000 MEEs
Switch Tasks after 1 mins

To configure the KB Server automated import directories

1 Click New to add a new Knowledge Base data source. The New
Knowledge Base — Configuration dialog box opens.
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New Knowledge Base - Configuration 5'

Knowledge B ase Mame: |

Data Source Mamme: |A|:||:|Iic:atiu:unLlsagel‘-r1 anager j 0k,
|Jser Marne: I Cancel

Pazzward: |

2  Enter the following information:

Knowledge Enter the Knowledge Base name. (Any
Base Name: name of your choice)

Data Source Enter the Data Source Name (DSN).

Name:

User Name: Type a user ID that has owner authority for
the database.

Password: Type a valid password for the user ID.

— The KB Server administrator must supply a logon ID and password
for the person who has rights to access the SQL database. This ID
must have full access rights to the database objects including table
and stored procedures. Enter the ID with these rights and its
password.

3 Click OK.

When you are finished adding a Knowledge Base, create a task by
clicking Add Task.

Configuring Your Environment
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HPCA KB Server - Add Task x|

Tazk Type: |HF'EA Application Usage Manager Collection Files ;i
Task Mame: I

Impart Directory: || Browse...
After Import: |Archive it I

[ oK | [ coneel |

4 From the Task Type drop-down list, select one of the following tasks
related to Application Usage Manager:

— HPCA Application Usage Manager Collection Files
Create a task of this type to define your automated import directory
for usage files that are collected.

— HPCA Application Usage Manager Purge Criteria
Use this task to purge usage data from your database. You must
define whether the purging will take place daily, monthly, or yearly.
Recommended settings:
Daily: 31-62 days
Monthly: -1
Yearly: -1

— HPCA Application Usage Manager Move File(s)
Use this task to move the USDBase files from your Archive / Error
directory to the import directory (for re-import purposes). Refer to the
Knowledge Base Server Guide for more information on the Move
File(s) task.

5 The type of task you select will determine what information is required in
the following text boxes. Depending on the task you select, some of these
text boxes may not appear.

Task Name: Type a name for the task, for example, Col lection
Files.
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Import Enter the path for the directory from which files will be
Directory: imported. Click Browse to navigate to it. For example:

C:\Program Files\Hewlett-Packard\CM\
ManagementPortal\etc\Usage\Kb_Mgrl Usage

After Select the action taken after import, Archive, or Delete.
Import: This option allows you to remove the files from the
import directory immediately after they are imported.

6 Click OK and you are returned to the KB Server Configuration window.
It now displays the information you just entered.

7 Click Save Configurations to save the just entered configuration settings.
Click OK.

Create / Maintain the Tasks which does Import and Maintenance of data

Tazk Mame | Directory
Collection Files Add Taszk
Licenzed Wendor Applications Fule D efinitions

Delete Task

Maodify Task

Sawve Configurations

Bevert Configurations

fi i

P I I ;I E it
General Configurations for the Knowledge B ase Server
Log Path IC:\F'loglam Files\Hewlett-Packard“Chi\K nowledge Base Serv “Wiew Log
Log Lewel IE[[U[S / Other LI
D atabaze Reconnect ISDDD— mEecs
Import Directary Scan IEUUU— msecs

Switch Tasks after |1 iz

8 To complete the KB Server configuration, edit the following text boxes
located at the bottom of the KB Server Configuration window:

— Log Path (default is C:\)
Default log path for AutoImport processing status information. All
exceptions are logged as well as successful imports and \Notify file
deletions after successful imports of HPCA Service state files.

) The log path must exist before starting the service for the
KB Server.
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— Log Level
Select the level of logging from the drop-down list. Select Errors Only,
Errors/Other (default) for specific information only, Verbose for all
errors and messages, or Debug for debugging related messages only.

— Database Reconnect (msecs) (default is 5000)
Number of milliseconds to wait between reconnect attempts to the
SQL database server. Recommended: 60000.

— Import Directory Scan (msecs) (default is 5000)
Number of milliseconds to wait between each check of the import
directory for new files. Recommended: 60000.

— Switch Tasks after (mins): (default is 1)
Number of minutes to wait before switching to the next scheduled
task.

— Click Save Configuration & Exit.

9 Restart the HPCA Knowledge Base Server to have the new configuration
take effect. For details, refer to the topic below.

Starting and Stopping the KB Server

The KB Server is controlled as a Windows service. The friendly service name
is HPCA Knowledge Base Server and the executable is

hpkbmanager .exe. The service may be stopped and started through the
Administrative Tools\Services options of the Control Panel.

SQL Server Requirements for the KB Server

To process Knowledge Base requests, the KB Server requires a SQL Server or
Oracle logon ID. A user ID of any name can be configured (the default is sa
for SQL Server or usage for Oracle). This ID is used to define the
DB_OWNER for the Knowledge Base database with full permissions for
administering the database. This ID is referred to as the AppLogin user ID.

Adding the USAGE Domain

Configuration Server Database users who did not enable the Application
Usage Manager option while installing Configuration Server will need to
import the USAGE Domain into their Configuration Server Database. To do
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this, import the latest class, instance, and resource files using the Client
Automation tool ZEDMAMS.

The files for importing located in the \Usage Manager\CSDB_Classes\
USAGE_DOMAIN\N directory of the Client Automation Enterprise media and
listed below:

USAGE790.xpc  Usage domain class
USAGE790.xpi  Usage domain instances

USAGE790.xpr TUsage domain resources

To import the class, instance and resource files

1 Stop the Configuration Server Service.

2 Copy the above mentioned files to Root\Program Files\
Hewlett-Packard\CM\ConfigurationServer\bin folder

3 At the command prompt, navigate to the Root\Program Files\
Hewlett-Packard\CM\ConfigurationServer\bin folder and then
execute the following commands:

Zedmams verb=import_class, file=usage90.xpc,
preview=no, replace=yes, continue=yes,duplicates=manage,
commit_changes=yes

Zedmams verb=import_instance, file=usage790.xpi,
Xpr=usage790.xpr,preview=no, replace=yes,
continue=yes,duplicates=manage,commit_changes=yes

Additional instructions for using this tool can be found on the HP
Software support web site.

4 Copy all the .ico files in \CSDB_Classes\USAGE_DOMAIN\ directory on

your Application Usage Manager media to the directory that contains the

Admin CSDB Editor of the Administrator. (The executable is
radxplor.exe)

Start the HPCA Configuration Server Service.
6 Open the Admin CSDB Editor from the HP Client Automation

Administrator program group. Check that the USAGE Domain exists in

the PRIMARY File.

Configuring Your Environment
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3 Aggregation of Usage Data Files
with Tier-Level Store and Forward

Introduction

The Aggregation of Application Usage Manager (Usage) data files with Tier-
Level Store and Forward support is based on the methodology that the Usage
data files will pass through a set of existing upstream servers within a
centralized network (Store and Forward Messaging Servers), which reduces
the need to install multiple Usage Databases and Knowledge Base Servers.
The Store and Forward Messaging Servers will accept the incoming Usage
data files and forward them to another upstream server. Upon receipt and
prior to being forwarded, the Usage data files will undergo an Aggregation
process.

Making use of tiered store and forward servers with aggregation tools
drastically improves scalability and reduces large-scale issues that can arise
when dealing with large numbers of Application Usage Manager agents
across an enterprise. When using store and forward aggregation, a single KB
Server can support much larger numbers of Application Usage Manager
agents, as well as show improved performance when supporting the same
number of agents.

What is Aggregation?

Aggregation is a process of merging two or more USDBase files into a single
USDBase by eliminating all the duplicate data among the USDBase files.

When the Knowledge Base Server imports the Usage data, it must query the
database for each import data record to check for its existence, and then
updates the database accordingly. If there are N number of files with
common data to import, the KB Server has to query the database N number
of times. If the data in these common files can be aggregated into a single file,
the KB Server only needs to query the database and update it once. Thus,
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aggregating the data for common files prior to import improves the KB
Server performance enormously.

An aggregated file contains only a single reference of a data for each file
involved in aggregation. This will reduce the size of an aggregated file and
reduces the overhead of multiple queries to the database when importing.

Implementation

The Messaging Server’s Store and Forward capability is used to implement
the Usage Data Files Store and Forward. The Messaging Server is
responsible of storing all the USDBase files, trigger the aggregation process
once the trigger constraint satisfied, and forward the aggregated file.

In the non-Store and Forward scenario, all the Usage Agents will be
sending its usage data collection files to a predefined collection point that is
monitored by Knowledge Base Server which in turn extracts the usage data
from the files collected from each agent computer and loads this data into
your SQL-enabled database, making the data available for reporting
purposes.

With Store and Forward, all the Usage Agents will send its usage data
collection files to a Messaging Server. We can have multiple such Messaging
Servers in an enterprise to form a tier level architecture. The Tier Level
architecture should be implemented according to the number of Usage Agents
available in that Enterprise to get better performance.

In an n-tier level architecture, the level 0 is the tier with only the Usage
Agents, level n is the final tier having the Portal installed with Knowledge
Base Server configured for importing usage data files. All middle level tiers
will have Messaging Server with Aggregation enabled and may have Usage
Agents. Each middle level can have one or more Messaging Servers
configured to forward the aggregated usage file (AU file) to the next level
Messaging Server.

All the Usage Agents should be configured to send their usage data collection
files to its immediate next level tier Messaging Server. This is the only
change required in the Usage Agent needed to implement Store and Forward
Aggregation.

Once the Messaging Server in a middle tier receives the USDBase files,
depending on the configurations set it will trigger the Aggregation Process by
executing the USDBAggr .exe which is the tool for performing Aggregation.
After the Aggregation Tool is successfully executed, the Messaging Server

Chapter 3



will transfer the aggregated usage file to the next tier server. If the next tier
is one of the middle level tiers, then the aggregation process continues till it
reaches the final tier. If the next tier is the final tier, then the aggregated
usage file gets imported into the database by the Knowledge Base Server (KB
Server).

Figure below illustrates a multi-tiered Messaging Server architecture being
used to provide aggregated usage (AU) files for import into the usage
database.

Figure 5 Tier-Level Architecture for Usage File Aggregation
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Installing Messaging Server and Configuring Usage
Data Files Store and Forward

System Requirements for Messaging Server

You must have administrator rights to the computer to install the Messaging
Server.

Messaging Server v5.10 or above must be installed on a supported Windows
platform.

Platform Support

) Even though Messaging Server supports non-Windows platforms,
the aggregation of usage files and the Usage Data Delivery Agent
is only supported by a Messaging Server on a Windows platform.

For detailed information about the supported Windows platforms for
Messaging Server, refer to the Release Notes document that accompanies this
release.

Installing Messaging Server with Aggregation Support

Installation requirements, as well as instructions for installing the
Messaging Server, are documented in the Messaging Server Installation and
Configuration Guide.

To provide support for the aggregation of usage data, run, or rerun, the
standard installation for Messaging Server v 5.10 or above. When prompted
to Select each Data Delivery Agent (DDA) to Install, make sure to select
the option:

Load the usage.dda module

Following installation, you must add and configure the aggregation-related
code and parameters as discussed in Configuring Aggregation on page 55.
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Configuring Aggregation

Before you can use the Aggregation support, you need to add and configure
Aggregation Tools within the Messaging Server.

1 From the HPCA media’s \Usage\Aggregation location, copy the entire
\Usage folder to your Messaging Server's \etc directory. By default, this
directory is:

[MessagingServerinstal IPath]\etc
2 Configure the entries in the usage.dda.cfg file, using the topic below.

3 Following configuration, restart the service for the HPCA Messaging
Server, rms. tkd.

You can have multiple tiers of Messaging Servers performing aggregation.
The URL parameter in the msg: :register usage-forward section of the
usage.dda.cfg will determine whether the aggregated usage data is
forwarded to the next-tier Messaging Server, or to a KB Server import
location.

About the Sections in USAGE.DDA.CFG File

The usage.dda.cfg file within the Messaging Server’s defines the
configurations available for Aggregation. The file has the following main
sections after the header and the required lines.

# DO NOT REMOVE FOLLOWING LINE
package require nvd.httpd

msg: :register usagehttpd

This is the HTTPD Section Type for the usage.dda configuration. If the
Messaging Server is receiving USDBase files from one or more Usage Agents
or another Messaging Server, define the URLHANDLER location on which to
look for the files. This location is the source folder for the Aggregation Tool.

The parameters in the URLHANDLER are summarized below:

USE defines the name of AGGREGATE Type that will receive the incoming
file

DIR defines the directory for the HTTPD Type.
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URL defines the prefix that that will be accepted by the Messaging Server.
When messages are received with the designated URL they are deposited in
the associated queue

HTTPMETH defines the method used by the agent to transfer the file. Set
the HTTMETH type to PUT.

msg: :register usage-aggregate-queue-in

This is the AGGREGATE Type section for the usage .dda configuration. This
defines the Aggregation Queue in which the USDBase files will be queued up
for processing by the aggregation tool.

DIR defines the source directory for the Aggregation Tool. This should be
same as that of the HTTPD Type.

USE defines the name of the HTTP Type that will forward the aggregated
file.

COUNT defines the minimum number of USDBase files expected in the DIR
directory to initiate the Aggregation Process. (what are min, max, default?)

POLL defines the interval, in seconds, used to poll the source DIR directory
for USDBase files.

TIMEOUT defines the maximum interval to wait, in minutes, for the
number of USDBase files to reach the COUNT.

USER_DEFINED is a flag to allow a user-defined procedure to execute
whose return value will control the triggering of the Aggregation. Set to Y if a
user-defined procedure is to be used. When set to Y, the COUNT and
TIMEOUT parameter are ignored, and the UD_TCL_FILE and UD_PROC
parameters must be used to define the location and procedure name to
execute.

UD_TCL_FILE defines the fully-qualified path to the TCL file containing
the user-defined procedure, when USER_DEFINED is set to Y.

UD_PROC defines the user-defined procedure name to execute, when USER-
DEFINED is set to Y.

USDBAGGRPATH defines the full path of the Aggregation Tool.

TARGET defines the fully-qualified path to the directory where the
aggregated USDBase file will be placed.

ERRORPATH defines the fully-qualified path to the directory where the
erroneous USDBase file will be moved from the DIR directory.

ARCHIVE Set to Y to archive the USDBase file after aggregation; set to N to
delete the USDBase file after aggregation.
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ARCHIVEPATH defines the fully-qualified path of the directory where the
USDBase file is placed when ARCHIVE is set to Y.

MAXSIZE defines the maximum size, in bytes, for the generated aggregated
file.

) If the Input USDBase file size is larger than the MAXSIZE, the file
will not be aggregated and will be sent without any modification.

LOGPATH defines the fully-qualified path of the directory where the log
files are written by the aggregation tool.

msg: :register usage-forward

This is the HTTP Type for the usage.dda configuration. This will define the
forwarding server to which the aggregated file will be sent.

PRI denotes the priority in which to send the files to the companion URL.
The default Priority is 10. This setting only matters if multiple ADDRESS
entries are configured.

URL specifies the URL to use to send the aggregated file. This URL entry
uses the same syntax as the COLLDEST for the Usage Agents, discussed on
page 63.

— To send the aggregated file to a Portal that has the KB Server
installed on it, code the URL as:

URL http://Portal_IP:3471/KB_Mgrl_ Usage/

— To forward the aggregated file to the next tier Messaging Server
enabled for the aggregation of usage data, code the URL as:

URL http://messaging_svr_I1P:3461/proc/usage

) If the target servers are SSL-secured, adjust the URL syntax to
include https and the secure port number.

For more information on these section types, please refer to the Messaging
Server Guide.

Performance

You must fine tune the configuration parameters in usage.dda.cfg to obtain
the best aggregation performance. The main parameters that need tuning
include:
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MAXSIZE - This parameter directly impacts the compression ratio of an
aggregated file, because MAXSIZE determines the number of files that can be
placed in an aggregated file.

COUNT - This will affect the MAXSIZE. Make sure the number of files in
COUNT is sufficient enough to reach the aggregated file size set in
MAXSIZE.

POLL - This parameter determines how often the files are collected from the
source folder.
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4 Application Usage Manager Agent

The USAGE Domain Defined

The Application Usage Manager utilizes the USAGE Domain within your
Configuration Server Database, enabling management of the Application
Usage Manager in the enterprise. The USAGE Domain is comprised of
classes that you use to create Application Usage Manager services to
distribute to your agent computers. These services install the Application
Usage Manager agent, which collects usage data based on your specifications.
The next few sections describe the USAGE Domain classes.

Use the HP Client Automation Administrator CSDB Editor to configure each
class in the USAGE Domain.

Figure 6 USAGE Domain in the Admin CSDB Editor

=1l USAGE

----- j Application [ZSERVICE]

----- 'j’h Application Packages [PACKAGE)
----- & Client Methods [CMETHOD)

----- %2 Collection [UMCOLLET]

----- ;H:_g Configuration [UMCOMFIG]

----- 3 Database [UMDBASE)

----- [Drestination Paint [UMDESTPT)
----- [=] File Resources [FILE]

----- % File oot (FILEROOT)

----- @ Filter Criteria [UMFLTCRI)

----- (@) Filter Rule (UMFLTRUL]

..... @ Fllter Set [UMFLTSET)

----- & Inventory [UMINVENT]

----- & Path [PATH)
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Table 2 USAGE Domain classes

Class Description

Application Contains the Application Usage Manager services

(ZSERVICE)

Application Contains the Application Usage Manager packages

Packages

(PACKAGE)

Client Methods Client methods used to process each instance

(CMETHOD)

Collection Controls the Application Usage Manager collection

(UMCOLLCT) options that represent the unique collection criteria
with which the usage collection files on each
computer are associated. A single computer may
have multiple collections targeted, each associated
with a unique data store. The collection file contents
are sent to different collection points and ultimately
to different SQL databases.

Configuration Controls the Application Usage Manager installation

(UMCONFIG) options.

Database Unique usage database name, which correlates to a

(UMDBASE) backend SQL database.

Destination Point
(UMDESTPT)

Location where usage data is stored.

File Resources
(FILE)

File instances included within a package.

File Root
(FILEROOT)

Defines the base location of a file without any
extended path information. Can be a drive, like C:\,
or a well known folder location, like ProgramFiles
folder.

File Roots are only used for filtering the collection
file content collected from the agent in the Admin
CSDB Editor.
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Class

Description

Filter Criteria
(UMFLTCRI)

Defines usage filtering criteria.

Filter Rule
(UMFLTRUL)

Connects to usage filtering criteria. The filter type
determines whether it is an inclusion or exclusion
Filter Rule, and its priority determines its
importance when compared with other Filter Rules
defined in a Filter Set. Refer to Filters on page 69 for
more information.

Filter Set
(UMFLTSET)

Connects to one or more Filter Rules. Filter Sets are
in turn connected to collections in the UMCOLLCT
Class. Each UMCOLLCT Class may then have
specific filtering associated with its data collection.

Inventory

(UMINVENT)

Defines default configuration criteria for the
Application Usage Manager inventory scan.

Path (PATH)

A unique path to one or more components.

Significance of Collection Instances

Collection class instances, and their related filter class instances, establish
the content that is uploaded to a specific SQL database from the device which
the usage data is collected. Collection class instances define the database-
specific agent collection properties; they also define the destination location
once the usage and inventory data has been aggregated on the agent machine
and is ready to be passed through the network for import into a specific SQL

database.

Contiguring the Application Usage Manager Agent

The Application Usage Manager agent is installed as a service to the existing
Client Automation Agents in your environment.

The Application (ZSERVICE) class in the USAGE Domain contains a service
out of the box that requires minimal configuration. This is named

Application Usage Manager Agent
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Application Usage Mgr Agent Install — Enterprise Collection. Connect this
service to the appropriate agent machines and then during the next agent
connect the Application Usage Manager agent is distributed.

Use this service to define inventory and collection parameters and for
distribution to your agent computers.

Go to View—Options. Open the Instance Options tab and select Both and
click OK.

Reopen the Admin CSDB Editor.

To configure the Application Usage Manager agent for distribution

1 Start the Admin CSDB Editor and double-click PRIMARY, then USAGE.
2 Double-click to expand the Application (ZSERVICE) class.

This class contains several services you can use to distribute the
Application Usage Manager agent as well as apply any collection filters.
The service Application Usage Mgr Agent Install — Enterprise Collection
distributes the Application Usage Manager agent to your environment
and contains a default collection instance.

The service contains four configurable connections:
Application Usage Manager Agent  Application (PACKAGE) instance
Configuration — Entire Enterprise =~ Configuration (UMCONFIG)

instance
Inventory — Sundays at Midnight Inventory (UMINVENT) instance
Collection — Entire Enterprise Collection (UMCOLLCT)
instance

3 Double-click Configuration — Entire Enterprise. The Editing Instance
dialog box opens.

4 Click SERIAL to edit the instance. Enter your Usage Manager serial

number.
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5 Click OK to close the window.
6 Double-click Collection — Entire Enterprise.

7 Double-click HTTP - CMIS_IP_ADDR:Port\URL.

¥% Editing HTTP - CMIS_IP_ADDR:Port\URL Instance - Last Update: 01/29/2007 08z 2]x|
—Collection Destination Point Target

Ihtlp:ff< <HOSTHAME ==: 3466/KB_Mar1_Usage,|

Mame | Attribute Description | Value
Bame Friendly Name HTTP - CMIS_IP_ADDR:Port\JRL
COLLDEST Collection Destination Peint Ta...  http: fj<<HOSTNAME = >:3466/KB_Mgr1_Usage/

| &
oK I Cancel | Restore |

8 Select COLLDEST and enter the url and port of the HPCA Server being

used to collect the USDBase files from the HPCA Agents in your
environment.

— Ifyou are using Messaging Servers enabled for usage aggregation to
collect usage files from the HPCA Agents, specify COLLDEST using
the hostname and the listening (store and forward) port of your
Messaging Server:

http://1.1.1.10:3461/proc/usage
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or

https://1.1.1.10:3461/proc/usage

— If you are using a Portal to collect usage files from the CA Agents,
follow the examples below.

http://1.1.1.10:3471/KB_Mgrl1_Usage/

If your Portal has been SSL-secured, specify the COLLDEST url using
https, such as: https://1.1.1.10:443/KB_Mgrl_Usage/.

The Knowledge Base Server monitors this collection point and moves any
files it finds into your SQL database for viewing. After the files are moved
out of the collection point, they are saved in a subdirectory called

Archive.

The default collection parameters are described in Table 3 below.

Table 3 Default Collection Parameters (UMCOLLCT)

Instance Default Value Description
NAME Primary Collection Friendly Name.
Parameters

INTERVAL Weekly When the collection will take place.
[Monthly/Weekly/Daily/None]

DAYOFMON |1 Day of the month collection will take
place. [01-31]

DAYOFWK 1 Day of the week collection will take
place. [1=Sun] [1-7]

COLLHOUR 00 The hour of the collection. Midnight
is hour 00. [00-23]

COLLMIN 00 The minute of the collection. [00-59]

COLLRAND 0 Randomized Collection. Maximum

delay minutes to use to randomize
the collection start time. If non-zero,
randomizes the collection process to
occur anytime from the start time
through a randomly generated
number of minutes later. [0-720]
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Instance Default Value Description
ENABLED Y Whether or not collection is enabled.
COLLCNCT Collect on CA Agent Connect? [Y/N]
Note: CA Agent Connect now refers
to an HPCA Agent connect.
DBASCONN USAGE.UMDBASE. Usage database connection.
PRIMARY
DESTCONN This is a connection to a predefined
collection point. This is the location
where files will be stored until the
Knowledge Base Server moves them
into your SQL database.
CMETHOD CMETHOD.UMCOL | The collection method.
LCT
FLTSETO01 USAGE.UMFLTSET | Filter Set connection.
.USAGE_INCLUDE
_ALL_FILES
FLTSET02 Filter Set connections.
through
FLTSET10

9@ Click OK to close the dialog box.

10 Connect any Filter Sets you would like to include with your service by
dragging the Filter Set instance onto the service name. For more
information on creating and applying filters, see Filters on page 69.

Application Usage Manager Agent
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11 If you want to adjust the inventory time, double-click Inventory —
Sundays at Midnight. Table 4 below describes each inventory
parameter.

Table 4 Default Inventory Parameters (UMINVENT)

Attribute Default Value Description

NAME Default Inventory Friendly Name
Parameters

INTERVAL | Weekly When each inventory will take
place.

[Monthly/ Weekly/
Daily/Collect/None]

DAYOFMON | 1 The day of the month to begin
the inventory. [0-31]

DAYOFWK 1 Day of the week each inventory
will take place. [1-7]
(1=Sunday)

INVNHOUR | 00 The hour of the day at which
the inventory will take place.
[00-23]

INVNMIN 00 The minute at which the
inventory will take place. [00-
59]
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Attribute Default Value

Description

ENABLED Y

Whether or not inventory is
enabled.

FSIGMODE | S

Three levels of scanning depth
for executables inventoried on
each agent device are available.
The type of scan defined here
can determine the amount of
time a collection may take.

S File Sizes Only. Faster, less
comprehensive (default)

H Entire Module Header.
Slower, more comprehensive

M Complete MD5 Signature.
Slowest, most
comprehensive

CMETHOD | CMETHOD.UMINVENT

The inventory method.

These parameters can be adjusted to adhere to your specific needs. The
default inventory will begin on the first of the month and repeat once a

week every Sunday at midnight.

12 Connect the Application Usage Mgr Agent Install — Enterprise Collection
service to the appropriate users or workgroups using the Admin CSDB
Editor. For example, to connect this service to the default Administrator

User, follow the steps below:
Login to the Database Editor.

b Expand the PRIMARY file, USAGE domain and Application

(ZSERVICE) class.

c Select Application Usage Mgr Agent Install — Enterprise collection
and drag-and-drop it on the default user instance under
PRIMARY\POLICY\Users\Administrator.
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The Application Usage Manager Agent Installation using an
HPCA environment

To install the Agent for Application Manager or Application Self-Service Manager

Installation requirements, as well as instructions for installing the Client
Automation agent, are documented in the HP Client Automation Application
Manager and Application Self-service Manager Installation and
Configuration Guide (Application Manager and Application Manager Self-
service Manager Guide).

To install the Application Usage Manager Agent

1 Open Application Self-Service Manager, in the list of software displayed.
2 Select HPCA Application Usage Manager Agent and right-click.

| Hame Status
HPCA Application Usage Manager Agent -7.90 Size 3.06 ME
Compressed Size 1.91 ME
Available

3 Select Install from the shortcut menu to install the Application Usage
Manager Agent.

) After it is installed, you can also use the Application Self-
service Manager to Update, Verify and Remove the Application
Usage Manager Agent. Refer to the Application Manager and
Application Self-service Manager Guide for more information.

For implementation details regarding non-Client Automation
environments refer to Appendix A, Implementing Application Usage
Manager in a Non-HPCA Environment.
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Figure 7
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During the next agent connect to the Configuration Server, the service

will be installed, and based on your settings, collection will begin.

Filters

By default, the Application Usage Manager collects usage information for
every executable installed on the agent computer. To collect only specific
executable information, filters can be defined and attached to the collection
instance. Because all executable information is collected by default, the
Exclude All filter rule must be included with any filters you use.

The USAGE Domain contains classes associated with creating filters for your

usage data. This enables you to collect specific information based on

parameters you define. The filter related classes are:

e Filter Criteria

e Filter Rule

e Filter Set
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Each of these classes contains configurable instances you can use to define
your filter.

Criteria, Rule, and Set

To help you define filter parameters, the Application Usage Manager uses
filter criteria, rules, and sets.

Criteria
Criteria are specific attributes that an application may contain, such as
"member of the Microsoft family of applications."

Rule

When multiple criteria are combined, they form a rule. A rule is a simple
way of grouping criteria, making it easier to apply the same set of criteria
to multiple services.

Set

When multiple rules are grouped into one instance, a set is created. A set
is the highest level of criteria collection containing multiple rules, which
in turn may contain multiple criteria.
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Filter Criteria Class (UMFLTCRI)

Figure 8 Filter Criteria Class (UMFLTCRI) pre-defined instances
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The Filter Criteria Class contains various instances that reflect vendor-
specific applications. Use these to attach a filter criterion using one of the
included applications. The instances include filter criteria for Compaq,
McAfee, Microsoft, and InstallShield, as well as many others.
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Filter Rule Class (UMFLTRUL)

Figure 9 Filter Rule Class (UMFLTRUL) pre-defined instances
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The Filter Rule Class contains pre-configured rules using common vendor-
specific parameters. For example, Include MS Office Products will include all
Microsoft Office applications, and Exclude Microsoft Windows will exclude all
Microsoft Windows files.

This Filter Rule Class connects to the usage filtering criteria. The filter type
determines whether it is an inclusion or exclusion Filter Rule and its priority
determines its importance when compared with other Filter Rules in a Filter
Set (Zero is the lowest priority). If the event priorities are equal within a
Filter Set, inclusion filters take precedence over exclusion filters.

If no criteria are specified for an inclusion filter, than all usage information is
captured in the collection file. If no criteria are specified for an exclusion
filter, then all usage is excluded.
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Filter Set Class (UMFLTSET)

Figure 10 Filter Set Class (UMFLTSET) pre-defined instances
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A Filter Set is comprised of one, or a collection of, Filter Rules. The Filter Set
class contains pre-configured Filter Sets you can use to collect or exclude
vendor-specific information.

Once a Filter Set has been created, or you decide which existing Filter Set to
use, connect it to a Collection class (UMCOLLCT) instance to enable the
filter. Only Filter Sets may be connected to a collection class. All criteria
associated with that Filter Set are then processed. By connecting the Filter
Set to a Collection class instance, each data collection can then contain
specific filtering.
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Table 5 Default filter set parameters

Attribute | Default Value Description
NAME Default Filter Set Filter Set Friendly Name
Parameters

INCLUSAG | Yes Determines whether or not to
include usage data as well as
inventory data in the
collection.

CONCURR | No Defines whether to collect
concurrent usage data. See
Using Concurrency on page 81
for more information.

CMETHOD | CMETHOD.UMFLTSET | Client method used to process
Filter Set class instances

FLTRUL## Filter Rules connections

Using Filters

Filters can be applied to Collection class instances. Use the existing Filter Set
instances, or create your own using the filter classes provided. The following
exercises explain how to apply a filter as well as how to create a new filter
based on parameters you define.

Filter Set Class Instances

The Filter Set Class (UMFLTSET) contains a few default Filter Sets that can
be used for generic data collections. Each class instance collects a specific
type or set of data. Table 6 below describes each class instance in detail.

Table 6

Filter set class (UMFLTSET) instances

Instance Name

Description

All Apps — Except Base OS Apps

Collects data for all installed
applications with the exception of
base operating system applications.
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Instance Name Description

CCM Filter Set Collects data for the Microsoft and
Internet Explorer applications
defined in the Filter Criteria
connections.

Concurrency — Novadigm Apps Collects concurrency data.

Only This default setting collects data for
all HPCA applications. HPCA
applications were formerly known as
Novadigm and Radia applications, as
well as HP CA applications.

Default Filter Set Parameters Contains the default Filter Set
instance values and is used to create
custom Filter Sets.

Inventory Only — Incl All Files Collects inventory data for installed
applications - no usage data is
collected.

Microsoft Licensed Applications | Collects data for Microsoft
applications as defined in each Filter
Criteria connection.

Usage — Include All Files Collects all usage data.

Applying Filters

Filters can be applied to Collection class instances by simply dragging the
Filter Set instance onto the appropriate Collection class instance.

To apply a filter to a Collection Class

1 Start the Admin CSDB Editor and navigate to the PRIMARY File,
USAGE Domain.

2 Connect the appropriate Filter Set to the connection class you would like
to apply the filter to.

3 Click Copy and accept the changes.
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Creating Filters

Creating a Filter is comprised of three basic steps:
1 Create or select a Filter Criteria instance.

2 Create or select a Filter Rule instance and attach the Filter Criteria
instance.

3 Create or select a Filter Set instance and attach the Filter Rule instance.

The following example demonstrates how to create a filter that will collect
usage information for Adobe Acrobat.

To create a Filter Criteria instance

1 Start the Admin CSDB Editor and navigate to the PRIMARY File,
USAGE Domain.

2 Double-click Filter Criteria (UMFLTCRI).

=il USAGE

----- j Application (ZSERYVICE]

----- E Application Packages [PACKAGE]
----- " Collection [UMCOLLCT)

----- Ili': Configuration (UMCOMFIG]

----- D atabaze (UMDBASE)

----- 5 Destination Paint [UMDESTFT]
----- {=] File Resaurces [FILE)

----- 'ﬁ File Root [FILEROOT)

=l @ Filter Criteria [IMFLTCRI)
-l COM_

----- @ Compaq Corporation

----- @ Creative Surround Mixer

Drefault Filker Criteria =
----- @ |nztallShield Corporat w Istanc
----- @ Internet Explorer
----- @ Mcoifes ViusScan = nsianee
® Mi Rename Instance
----- M!cmsnft MET Frarm Edit Instancs.
----- @ Microzoft Access
----- ® Microsoft AudioHD Refresh

----- @ Microsoft Cluster Ser Expand All Connections
Expand one level

----- @ Microzoft Connectior,

----- @ Microzoft Data Access Components
----- @ Microzoft Dirsct
----- @ Microzoft DTC
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3 To create a new instance right-click Default Filter Criteria Params, and
from the shortcut menu select Copy Instance. The Copy Instance dialog
box opens.

4 Rename the new instance Adobe Acrobat, and then click OK.

In the tree view of the Admin CSDB Editor, double-click the newly
created instance.

The Editing Instance dialog box opens.

. Editing Adobe Acrobat Instance - Last Update: - 04,/02/03 11:42:08 2lxl

— Company Mame

[
Mame I Attribute Dezcription | Walue =

HAME Friendly Marne Adobe Acrobat

ﬂA ROOTCOMN File Root Connection

FILEFATH File Path

B FiLenane File: Name

COMPMAME Company Mame L

B FroDNaNME Frodust Hame

PRODVER Froduct Version

FILEDESC Filz D escription _Iﬂ
4| | »

oK I Cancel | Hestore |

6 Use the attributes defined in the following table to define your filter
criteria.

Table 7 Filter criteria attributes

Attribute Description

NAME Friendly Name

ROOTCONN | Compares for applications that reside in any of the
predefined shell folder names, such as
ProgramFilesFolder, WindowsFolder, or
SystemsFolder. These can be used to filter based on a
well-known folder, such as TempFolder.

DESCRIPT Description of filter criteria.

ENABLED Whether or not this filter is enabled. [Y/N] Default is Y.
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Attribute

Description

FILEROOT

Defines the file root path, or the base location of a file
without any extended path information. Can be a drive,
like C:\, or a well known folder location, like
ProgramFiles folder.

FILEPATH

Defines the suffix of the path name that is appended to
the file root path. For example, this would contain the
characters \Microsoft Office regardless if the
installation for the Microsoft Office application was to
the ProgramFilesFolder\Microsoft Office path or
to the TempFilesFolder\Microsoft Office path.

FILENAME

The application file name executable, for example
winword.exe.

COMPNAME

The vendor name defined in the executable's header.

PRODNAME

The product name defined in the executable's header.

PRODVER

The product version defined in the executable's header.

FILEDESC

The file description defined in the executable's header.

FILEVER

The internal file version defined in the executable's
header.

ORIGNAME

The original file name defined in the executable's
header. This string does not change if the file is
renamed.

MD5HASH

The MD5 hash file signature that uniquely identifies
the contents of the file. Any change to a file results in it
being assigned a unique MD5 hash signature.

CMETHOD

The client method used to process Filter Criteria
instances.

7 In the Editing Instance dialog box (see the figure on page 77) double-click
the COMPNAME attribute and in the text box provided and type Adobe.

8 Click the PRODNAME attribute and type Acrobat.
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9@ Click OK and save the changes.

You have successfully created a new Filter Criteria instance.

To create the Filter Rule instance

1 In the tree view of the Admin CSDB Editor, double-click Filter Rule

(UMFLTRUL).

2 Right-click Default Filter Rule Parameters.

3 In the shortcut menu, select Copy Instance. The Copy Instance dialog

box opens.

4  Rename the new Filter Rule instance Adobe Apps, and click OK.

In the Admin CSDB Editor window, connect the Filter Criteria instance
you created, Adobe Acrobat, to the newly created Adobe Apps Filter Rule

instance.

D atabase Tree View:

Fiter Riule class Adobe Apps Instance Altibutes:

@ Remedy Coparation
@ FRoboHELP
- @ 5un Microsystems
® Trend Micro Inc
@ \indows 2000 05
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@ \windows 5 - Variation 2
@ \indows DS - Variation 3
- @ Windows 05 - Varistion 4
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® wiZip
(@) Fiter Fiule [UMFLTRUL)
(@) Adobe Apps
& Filter Rule Method
- @ Adobe Aciobat
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(@) ExclWindows D5 Add-on Prods - 1
(®) Exclwindows 05 Add-on Prods - 2
(®) Excluds &1
(@) Exchude Microsolt System Folder
{®) Exclude Microsoit WindowsFolder
(®) Include Al
(@) Include M5 Licensed Apps -1
{®) Include M5 Difice Products
(®) Include M5 Server Products
@) Include Dther Yendor Apps - 1
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@ Fllter Set [UMFLTSET)
- Inventary [UMINVENT)
<AB Path PATHI

me | Atibute Deseription [ ale

NAME Friendy Name Adobe Apps

TYFE Filter Type [Include/Exclude] Inolude

W FrioRiTy Filter Fule Frioity 0

T cMETHOD Filler Rule Cien! Method CMETHOD.UMFLTRUL
TrLTcRIN Filler Citoria Conneclion USAGE.UMFLTCAI ADOBE_ACROBAT
flaFLTCRIDZ Filtes Citeria Conneclion

JlaFLTCRIDS Filtes Citeria Conneclion

JlaFLTCRID: Filtes Citeria Conneclion

JlaFLTCRIDS Filter Citeria Conneclion

JlaFLTCRIDS Filter Citeria Conneclion

JlaFLTCRID? Filter Citeria Conneclion

JlaFLTCRIOS Filtes Crteria Connection

JlAFLTCRIDS Filtes Crteria Connection

ParLTcRio Filtes Crteria Connection

L

| PRIMARYSUSAGE \Filter Rule [UMFLTRUL M dobe Appsh

[7/8/2004

6 Click Copy and accept the changes by clicking Yes, and then OK. The
Filter Criteria instance is now connected to a Filter Rule instance.

7 In the list view of the Admin CSDB Editor (right pane), double-click the
PRIORITY instance attribute and set the value to 1 to ensure this rule
will be applied before any default rules may be used. (Zero is the lowest
possible priority as well as the default value.)
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2]

I Attribute Description I Yalue -
AT MHAME Friendly Mame Adobe Appz
V. INGS Filter Type [Inchude/E xcluds] Include
R PRIORITY Filter Frule: Priciity 1
1L4) CMETHOD Filter Fule Client Method CMETHOD.UMFLTRUL ||
BA FLTCRION Filter Criteria Connection
ﬂA FLTCRIOZ Filter Criteria Connection
BA FLTCRIOZ2 Filter Criteria Cornection
ﬂg FLTCRID4 Filter Criteria Connection _ILI
4| | 3

oK I Cancel | Festare |

The Filter Rule instance is now complete.

To create the Filter set instance

1 In the Admin CSDB Editor window, double-click Filter Set (UMFLTSET).
2 Right-click Default Filter Set Parameters.

3 In the shortcut menu select, Copy Instance. The Copy Instance dialog
box opens.

4  Rename the new Filter Set instance Adobe Licensed Applications.

Connect the Filter Rule instance you created earlier, Adobe Apps to the
newly created Adobe Licensed Applications Filter Set instance.

6 Also connect the existing Filter Rule instance, Exclude All, to the newly
created Filter Set instance. This ensures that only usage data for the
specific executable defined in your criteria, Adobe Acrobat, will be
collected.

By default the priority setting for this instance is 0, the lowest possible.
By setting the priority for the Adobe Apps rule to 1 earlier, you have
given priority to that Filter Rule instance, ensuring it will be applied
before any default rules.
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The Filter Set instance is complete. You are now ready to apply the filter to a
collection instance. See the section Applying Filters on page 75 for more
information.

Using Concurrency

Data usage collection is available either on a daily basis or on a more specific
basis using concurrency. Concurrent data collection is enabled at the Filter
Set level (UMFLTSET) in the CONCURR instance attribute.
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Figure 13
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To enable concurrency usage data collection

1 Navigate to an existing Filter Set instance (see To create the Filter set
instance on page 80 for details on how to create Filter Sets instances).

2 Double-click the CONCURR instance attribute.

& |Editing All Apps - Except Base 05 Apps Instance - Last Update: - 06/16,/03 ﬂﬂ

Collect Concurrency Data [Yes/Ma]

IND

D
A% MAME Friendly Name AllApps - Except Base 05 Apps J
R (NCLUSAG Include Usage Data [ves/Ma] YWes
A\ CONCURR Collect Concurrency Data [Yess... Mo
ECMETHDD Filter Set Client Method CHMETHOD . UMFLTSET
E FLTRULO Filter Rule Connection USaGE UMFLTRULINCLALL
EFLTHULU2 Filter Rule Connection USaGE UMFLTRUL EXCL_MICROSOFT_OS_FILES_1
EFLTHULU3 Filter Rule Connection USaGE UMFLTRUL EXCL_WIMDOWS_05_aDD_0OM_PRO
E FLTRULO4 Filter Rule Connection

|

USAGE UMFLTRUL EXCL_wWINDOWS_0S_ADD_ON_PRO - |
3

|
o]

Cancel | Festore |

3 From the drop-down list select Yes, and then click OK. Click Yes to save

your changes.

Concurrency usage data collection has been enabled. Concurrent usage
data will now be collected for the appropriate applications in fifteen-

minute intervals, by default.
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A Concurrent usage data collection generates a large amount of
data. Make sure you have enough available resources before
you begin collecting this type of data.

Initiating Inventory and Usage Collections

The executables, USDBInvn.exe and USDBColl.exe can be used to initiate
the collection of inventory and usage data respectively. After a default
installation, these files are located in the \Program Files\Hewlett-
Packard\HPCA\AUM Agent\bin\ folder.

Initiating Inventory Data Collection

The executable usdbinvn.exe, collects current inventory data on a target
machine. Run this executable to force inventory collection for any machine
with the Application Usage Manager Agent installed. No parameters are
required. The inventory information is stored within the history.usdbase
file, on the local machine at the root of the \Usage Manager\ directory.

Configuring Usage Data Collection

The executable, usdbcol I .exe, is responsible for configuring the Application
Usage Manager data collection environment on the agent device.

Defining a Database Collection Point

A database definition contains the information required to send the collected
usage data to a specific collection point in the backend infrastructure. It has a
unique name and associated parameters.

Database entries can be configured in the Configuration Server Database in
the PRIMARY File USAGE Domain. Default database and associated

configuration parameters are shipped with the Application Usage Manager.
To manually define a database collection point, run the following command:

USDBCOLL.EXE /i DatabaseName=SQL_database_ name

The /i parameter indicates an install database operation.
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Initiating a Usage Data Collection Request

Execute the USDBCol I . exe module to initiate a data collection request. It can
be launched by the Application Usage Manager internal scheduler, by an
HPCA service or Notify request, or otherwise. Any filtering is applied during
the collection process.

To launch a collection, run the following command for the specific database
name defined in the command line:

USDBCOLL .EXE DatabaseName=SQL_database_name

Initiating a Usage Data Re-collection Request

Once data has been collected, it is not sent to the server again during a
normal collection request.

A Consider the consequences before recollecting usage data.
Recollection may result in duplicate data or a corrupted SQL
database if not done within strict guidelines and without the
consent of HP Technical Support.

To initiate a re-collection of data (data already sent to the server), execute the
usdbcol I .exe module using the following command line options:

USDBCOLL .EXE DatabaseName=SQL_database_name, RecollectMode=3

See Table 13 on page 131, for a description of the USDBCOLL . EXE parameter
values.

Table 8 USDBCOLL.EXE Command Line Parameters

Parameter Description

DatabaseName=Uni | Defines a unique SQL database name for
queSQLDatabaseNa | collection purposes.
me
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Parameter

Description

RecollectMode=Valu
e

Defines the type of data to be re-collected.
Value can be 1, 2, or 3 as defined below.

1 — Signatures - all file signature data is re-
collected for all files that meet the collection
filter. This includes the data for the
FileSignatures and FileSignatureProperties
tables.

2- Files - all Windows file data is recollected
for all files that meet the collection filter. This
includes all of the data collected in Signature
mode as well as data for the WindowsFiles and
WindowsFilelnstances tables.

3 — Usage - all Windows file usage data is re-
collected for all files that meet the collection
filter. This includes all of the data collected in
File mode as well as data for the
WindowsFileUsage table.

Enabling Privacy

The Application Usage Manager allows for the obfuscation of certain data
attributes in order to ensure privacy, if required. The following information

can remain undisclosed:

e User Name

The user name is reported as [AnyUser].

¢ Computer Name

The computer name is reported as a random set of alphanumeric values.

¢ Domain Name

The domain name is reported as a random set of alphanumeric values.

e Usage Times

The executable file usage times and launch counts are all reported as zero

values.
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Figure 14 UMCONFIG class -- Instance Attributes related to
obfuscation

=TE
[patzbase Treevien:  [Filter Setdass All Apps - Except Base OS Apps Instance Atributes:
=il Usace = [ Attribute Description [value =
- application (ZSERVICE) dly Name All Apps - Except Base OS Apps
.. 28 Application Packages (PACKAGE) de Usage Data [Yes/Mo] Yes
& Client Methods (CMETHOD) C: ncy Data [Yes/MNo! No
? Collection (UMCOLLCT) Filter Rule Connection USAGE.UMFLTRUL.INCLALL
;, Configuration (UMCONFIS) farimuLoz Fiter Rule Connection USAGE UMFLTRUL XCL_MICROSOFT_0S_FILES_1
5 Database (UMDBASE) MArRULS Filter Rule Connection USAGE.UMFLTRUL EXCL_WINDOWS_OS_ADD_ON_P... |
pestination Pant (LMDESTPT) lArRUL0e Filter Rule Connection USAGE, UMFLTRUL.EXCL_WINDOWS_OS_ADD_ON_P...
N Sl flarmeoios Fier Rule Cormezton
9 @ Fiter Criteria (UMFLTCRD) g::xﬁtgj :E’ E”:E ZD”"E“:D"
D e ket flarimoios ier Rule Conmecton
@B All Apps - Except Base OS Apps flaFmruLos Filter Rule Connection
@) Include Al gAFLTRUL 1 Filter Rule Connection o
i {&@) Exd - Microsoft O5 Files - 1 J ] oo |_.|_I
35 Filter St CLASS All Apps - Except Base OS5 Apps attribute(s) displayed UTF-8 [ 4/4/2007 5:04 PM 4

e Four attributes in the UMCONFIG Class directly relate to this
information. Set these values to Y to hide the related data.

Table 9 Obfuscation attributes of the UMCONFIG class

Attribute Description

OBFSUSER Set this value to Y to obfuscate user name data.
OBFSCOMP Set this value to Y to obfuscate computer name data.
OBFSDOMN Set this value to Y to obfuscate domain name data.
OBFSUSAG Set this value to Y to obfuscate user usage time data.

Handling Renamed Device

In Application Usage Manager, the Reporting Server provides all usage and
inventory data report based on the name of a device. Whenever a device is
renamed, the data about the device is stored twice in the database, with the
old name and the new name. The Reporting Server treats the renamed device
as a new device and gives information about both the devices.

For example, device A is renamed to device B, the Reporting Server treats
device B as a new device and shows data associated with device A as well as
with device B, which are same devices.

The Application Usage Manager uses the concept of Current Computer to
avoid duplication of data. In the concept of Current Computer, the renamed
device is treated as current or active device, and the data associated only
with the current device is reported.
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See Concept of Current Computer on page 33, for more information.

During the first collection from the client device performed after renaming
the device, the Usage Agent sends usage and inventory information with the
both old and new device names. This occurs because the process of starting
the operating system and renaming the device results in executables being
launched under the old and the new names of the device.

After the first collection, you must update CurrentComputer column to O for
the old device and then for subsequent collections, the Usage Agent sends the
usage and inventory information of the renamed device only. The devices in
the CurrentComputer column can be flagged to 0 or 1 using the Concept of
Current Computer.

) On the client device, the History.usdbase file has both old and
new device information. However, the history purge deletes the
data whenever it qualifies for a history purge as scheduled.

Internet Explorer Usage Counts for Windows Vista

When the Internet Explorer is running on Windows Vista (x64) with the
“Enable Protected Mode” selected (from the Tools & Internet Options -
Security menu), each launch of the application will result in a usage count of
two.

This is because when the user launches Internet Explorer, it first runs
IEUser.exe, which runs at the default medium-integrity level. IEUser.exe
then spawns a low-integrity level executable, IExplorer.exe, which is the
program the user sees and interacts with. Hence the usage count will always
be two for each launch of the Internet Explorer.
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5 Viewing Application Manager Usage
Reports

At the end of this chapter, you will:

Know how to access and use the Reporting Server to view the usage
information obtained from agent computers.

Be able to navigate through the information collected by clicking
hyperlinks embedded within any table.

Alternatively, know how to access and use a Web browser to view the
usage information obtained from agent computers.

Accessing the Reporting Server

To access the Reporting Server

Open a Web browser and type the following address:
http://<hostname>/reportingserver

Where <hostname> is the host name of the Apache web server on which
the Reporting Server was installed and where reportingserver is the
alias assigned to Reporting Server during its installation.

) Reporting is optimized for display screen area setting 1024 x
768 or greater.

A For better performance, stop the HPCA Knowledge Base
Server before viewing usage reports from the Reporting Server.
Refer to Starting and Stopping the KB Server on page 48 for
more information.
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Viewing Usage Reports Using the Reporting Server

The Reporting Server provides web-based reports for Application Usage
Manager. For installation and configuration instructions for the Reporting
Server, see the Reporting Server Installation and Configuration Guide. The
Reporting Server installation media is included with the Infrastructure
media.

) Usage reports might need to be enabled. This is done using the
Reporting Server configuration file (setup.tcl). See the Reporting
Server Installation and Configuration Guide for more details.

To view the reports, first access your Reporting Server. Then, under
Reporting Views, click Usage Management Reports to expand the list of
reports.

By default, the Reporting Server provides reports containing all current and
non-current devices data. If required, you can generate the reports with data
only for the current devices using the concept of Current Computer. See
Concept of Current Computer on page 31, for more information.

Types of Usage Reports

There are different types of reports:
e Executive Summaries

e Operational Reports

e Device Reports

e Monthly Usage Reports

e Inventory Reports

Click each group to view the list of reports included in the group.
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Figure 15 Usage Management Reports

Reporting Views

Patch Managemert Reports
[ | Uzage Management Reports
[ﬂ Executive Summaties
T} Operational Reports
Device Reports
Monithly Usage Reports
Inventary Reports

Executive Summaries

Executive Summaries report gives graphical representation of devices used to
collect usage reports and also vendor and product usage report based on a
month.

Monthly Device Collection Statistics

Monthly Device Collection Statistics is a graphical representation of devices
used to collect usage reports in the past one year with one data point for each
month for past 12 months.

Figure 16 Monthly Device Collection Statistics
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Daily Device Collection Statistics

Daily Device Collection Statistics report is a graphical representation of
devices used to collect usage reports in the past 30 days.

Figure 17 Daily Device Collection Statistics
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Monthly Usage by Vendor

In the Monthly Usage by Vendor report, you can view the monthly usage
summary information of the devices based on the vendor. This report
includes information such as Vendor Name, Installed Devices, Usage Time

and Details.
Figure 18 Monthly Usage by Vendor
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As shown in the Figure 18, click the graph icon to view a graphical
presentation of monthly usage of vendors. The usage percentage is depicted
with a pie chart.

Monthly Usage by Product
In the Monthly Usage by Product report, you can view the monthly usage

summary information of the device based on the product. This report includes

Viewing Application Manager Usage Reports
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information such as Product Name, Installed Devices, Usage Time and
Details.

Figure 19 Monthly Usage by Product
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As shown in the Figure 19, click the graph icon to view a graphical
presentation of monthly usage of products. The usage percentage is depicted
with a pie chart.

Operational Reports

Operational Reports gives database specific statistics as well as information
of the devices in your network. You can view report details for three new
reports namely, Device Collected, Device Not Collected, and Database
Statistics.

Device Collected

Device Collected report gives detailed information about all devices that were
collected on yearly and monthly basis. When you select a particular year for
which you want to generate the report, it gives you a detailed month wise
summary. When you select a month, it gives you a detailed list of the devices
collected in that month.
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Figure 20 Device Collected
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Device Not Collected

Device Not Collected report gives detailed information about all the devices
that were not collected in the past 30 days.

Figure 21 Device not Collected in Last 30 Days
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Database Statistics

Database Statistics report gives detailed information about the current
database statistics. This list is useful when records in certain tables grow
very large.

Figure 22 Database Statistics
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Device Reports

Device reports give detailed applications usage information based on devices
and users using the applications.

Usage by Device

Usage by Device report gives detail information on the devices in the
network, such as Device Name, Domain Name, Users, Operating Systems, OS
level, Product Usage, First Collection and Last Collection.

Figure 23 Usage by Device
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You can filter each entry under Device, Operating System, and OS Level
columns to view all details specific to the entry. For example, in the Figure
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23, clicking the device Classic-72 gives you details specific to the device
Classic-72.

To view product usage of a device click Show Product Usage in the Product
Usage column. Clicking Show Product Usage gives you Monthly Usage by
Product report as shown in Figure 26.

Usage by User

Usage by User report gives detailed information of the users using the
application installed.

Figure 24 Usage by User
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You can filter each entry under the User Name column to view all details
specific to the entry. For example, in the Figure 24, clicking the user name
Administrator in the User Name column gives details specific to the user
Administrator.

To view product usage of a user, click Show Product Usage in the product
usage column. Clicking Show Product Usage gives you Monthly Usage by
Product Version report as shown in Figure 27.

Monthly Usage Reports

Monthly Usage Report gives detailed usage specific information based on
vendors, product and applications for a month.

Vendor Reports - Monthly Usage by Vendor

Monthly Usage by Vendor report gives detail information on Vendor,
Installed, Used, Unused, Used percentage, Usage status, Usage time and
Focus time.
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Figure 25 Monthly Usage by Vendor
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You can filter each entry in the Vendor column to view specific details. For
example, clicking Vendor name gives you Monthly Usage by Product report
as shown in Figure 26.

Product Reports

Product report gives detailed usage by product information.

Monthly Usage by Product

Monthly Usage by Product gives detail information on Product Name,
Installed, Used, Unused, Used percentage, Usage status, Usage time and
Focus time.

Figure 26 Monthly Usage by Product
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You can filter each entry in the Product Name column to view specific details.
For example, clicking a product name in the Product Name column gives you
Monthly Usage by Product Version report as shown in Figure 27.

Monthly Usage by Product Version

Monthly Usage by Product Version gives detailed information on Product
Name, Product Version, Installed, Used, Unused, Used percentage, Usage
status, Usage time and Focus time.
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Figure 27 Monthly Usage by Product Version
Usage Manager Devices

Monthly Usage by Product Yersion

[15tems =] [ |[1-150f 1662 ftems =l PH

Product Hame Product

VYersion
[undefined) [undefined) 13 5 a 38 | — 10622636 0:00:00
Cliert Automation Tel Runtime 4130 T 5 2 1 | 137:59:54 C:00:00
S A T 7800 4 a 1 75 -_— 7:04:26 0:00:00

Uszage Manager Agent

You can filter each entry in the Product Name and Product Version columns
to view specific details. For example, clicking Product Name gives you
Monthly Usage by Application report as shown in Figure 28.

Application Reports

Application reports give detailed information about the usage of the
applications installed on the devices.

Monthly Usage by Application

Monthly Usage by Application report gives detailed information on
Application Name, Installed, Used, Unused, Used Percentage, Usage Status,
Usage Time, and Focus Time.

Figure 28 Monthly Usage by Application
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You can filter each entry in the Application Name column to view specific
details. For example, clicking Application name gives you Monthly Usage by
Application Version report as shown in Figure 29.
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Monthly Usage by Application Version

Monthly Usage by Application Version gives detail information on
Application Name, Application Version, Installed, Used, Unused, Used
percentage, Usage Status, Usage Time and Focus Time.

Figure 29 Monthly Usage by Application Version
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You can filter each entry in the Application Name and Application Version
columns to view specific details. For example, clicking an application name in
the Application Name column gives you Inventory by Application Signatures
report as shown in Figure 35.

Inventory Reports

Inventory Report gives applications specific statistics, such as the application
installed in your network and details of the devices where applications have
been installed. You can view the reports based on Application, Application
Version, and Application Signature.

Vendor Report — Inventory by Vendor

In Inventory by Vendor report, you can view reports based on Vendor,
Installed Products and Installed Devices.

Figure 30 Inventory by Vendor
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You can filter each entry in the Vendor and Installed Devices columns. For
example, clicking a vendor name in the Vendor column gives you Inventory
by Product report as shown in Figure 31.
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Product Reports

Product Report gives detailed inventory information based on Product and
Product Versions.

Inventory by Product

In Inventory by Product report, you can view reports based on Product Name,
Installed Applications and Installed Devices.

Figure 31 Inventory by Product
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You can filter each entry in the Product Name and Installed Devices columns.
For example, clicking a product name in the Product Name column gives you
Inventory by Product Version report as shown in Figure 32.

Clicking Installed Devices gives you list of devices where the product is
installed.

Inventory by Product Version

In Inventory by Product Version report, you can view reports based on
Product Name, Product Version and Installed Devices.

Figure 32 Inventory by Product Version
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You can filter each entry in the Product Name, Product Version and Installed
Devices columns. For example, clicking a product name in the Product Name
column gives you Inventory by Application report as shown in Figure 33.
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Inventory by Application

Inventory by Application report gives detailed information about the
applications currently installed in your network.

Figure 33 Inventory By Application
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You can filter each entry in the Application and Installed Devices columns.
For example, clicking an application name in the Application column gives
you Inventory by Application Version report, as shown in Figure 34.

Clicking Installed Devices gives you name of devices where the application is
installed.

Inventory by Application Version

Inventory by Application Version report gives detailed information about the
applications currently installed in your network. The report also shows the
application version, description, and the number of the devices where the
application is installed sorted by the application version.

Figure 34 Inventory By Application Version
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You can filter each entry in the Application, Application Version and
Installed Devices columns. For example, clicking an application name in the
Application column gives you Inventory by Application Signature report as
shown in Figure 35.
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Inventory by Application Signature

Inventory by Application Signature report gives detailed information about
the applications currently installed based on their signature. You can view
reports based on Application Name and Installed Devices.

Figure 35 Inventory By Application Signatures
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You can filter details on Application Name and Installed Devices columns.
For example, clicking an application name in the Application Name column,
gives you detailed report on Application Name, Application Version,
Application Description, Size (bytes), Installed Devices and MD5 Hash.

Figure 36 Inventory by Application Signatures
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Explorer Exe 6.0.2800.1106 Wincowes Explorer 1,004,032 2 AGZEZ200FC2E4455FE4 302244 95C0EF0.2,
Explorer Exe 6.0.3790.0 Windowes Explorer 1,704 960 1 BADS1 540249B0409F SDDEEA1 TTEES1CT
Explorer Exe 61760016355 Windowes Explorer 2,568,224 1 C235451 CBT40E45FF A0EBFBIBAFCDAES
Explorer Exe 6.0.6002.13005 ‘Windowes Explorer 2,926,592 1 DO7FD4C3038F 357 3FFCE1 CO237F241253

You can further filter each entry in the Installed Devices column. Clicking a
device in the Installed Devices column, takes you to Inventory by Application
Signatures by Device report. Clicking a path in the Paths column gives you
complete path details where the application is installed.

Use the Back button @ to return to the previous report.
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Filtering Usage Management Reports with Reporting Server

Reporting Server provides extensive filtering capabilities. To access the
filters, expand Usage Management Related in the Search Options section of
the Reporting Server page.

Filter types include:
e Device Related

e OS Related

e Software Related
e Interval Related

Figure 37 Usage Management Related Data Filters

Search Options

Data Fiters

Inventory Management Related
[~ | =zage Management Related
Device Related
0% Related
Software Related
Interval Relsted

Expand each individual Usage Management Related Data Filter to refer to
the available filters you can apply to the current Reporting View.

For more information on creating filters and using the Reporting Server in
general, refer to the Reporting Server Guide.
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6 Using the Application Usage
Manager Administrator

Use the Application Usage Manager Administrator to create specific search
criteria to be implemented when you are generating your usage monitoring
reports. Creating these criteria allow you to supplement the existing search
options and create better reports based on your individual organization's
needs. The Application Usage Manager Administrator is installed as part of
the Application Usage Manager.

To access the Application Usage Manager Administrator

1 From the Start menu, go to HP Client Automation Application Usage
Manager — Application Usage Manager Admin.

2 Select the name of the DSN you will be using and type your User Name
and Password in the text boxes provided.

3 When finished, click OK.

The Application Usage Manager Admin consists of four tabs you can use to
define criteria, rules, rule sets, and rule set groups.

Application Usage Manager Admin Search Function

After selecting criteria, rule, rule set, or rule set group, click the Search
button near the bottom of the window to preview your query results. Query
results are displayed in a table at the bottom of the Application Usage
Manager Admin window.

The search function can be used at any stage of the rule creation process.
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Creating Ciriteria, Rules, Rule Sets, and Rule Set
Groups

Use the Application Usage Manager Admin to create criteria, rules, rule sets,
and rule set groups that can then be used when you generate usage reports.

Operators AND versus OR

There are two types of criteria, rules, rule sets, and rule set groups you can
create: AND and OR. Before creating the rule, decide which type you would
like to create and select the appropriate operator from the Operator drop-
down list.

Figure 38 Operator drop-down list

Eriterial Fules I Flule Sets  Hule Set Groups I
— Rulz Set Group

I Microsoft Office and Internet Applications j Operator:

4dd | Delete |

Rule Sets

Intermet Apps - All
FA1 Mirrnenft Nifiee &1 ersinns

Creating a criterion using the AND operator specifies that in order for a
record to match that criterion, all of the properties specified must be true. For
example, a criterion designed with

Vendor property = Equals Microsoft
Application property = Like WinWord
Operator = AND

will return only Microsoft Word records.

If the OR operator was selected in the above example, all applications with
Vendor Microsoft will be returned.

The AND operator is most effective when creating criteria only. The OR
operator is more appropriate for creating rules, rule sets, and rule set groups.
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Criteria Tab

Use the Criteria tab to define specific application criteria you will use to
display collected information when generating usage monitoring reports.

Figure 39 Criteria tab

Criteria | Rules I Rule Setsl Rule Set Groups'
Criteria
ﬁ—% ] oemster[aD =] agd | ce
Property I Condition I Walue(s | Description I
Search [Esc ta cancel] I Copy SOL to Clipboard I
Ready |—

Before you select application criteria, you can use the Criteria drop-down list
to check if any of the existing applications can be used.
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Figure 40

Choose an existing application to define criteria

Ciiteria IHuIes | Rule Sets | Fule Set Groups |

Criteria

Microzaft Excel

|| ricrosoft

Miu:ru:uft Exchange

License Compliance ‘Wizard
Meafee ViuzScan

Microzoft [R].MET Framework,

Micrazoft [R] Hetwork Monitor

Microsoft MET Framesork,

Microsoft Access

Micrazoft Agent Server

Microsoft Chp Gallery

Microzoft Data Access Components
ticrozaft Distributed Transaction Coordinator
ricrosoft Equation Editor

zoft Exeel

Microsoft IME 2000

Microzoft Map

ticrozaft Office 2000

Microsoft Office =P

Microzoft Dpen Databasze Connectivity

[

—

Micrazoft Qrganization Chart
oY T

Once you select an application from this list, check a Property box to add that
to the Criteria.

Figure 41

Select a property to include in the criteria

Criteria IHuIes | Fiule Sets | Fule Set Groups |

Operator: |AND - = Add Delete |

O
u}

Property | Condition | Walue(s| | Description | -
O vendar Wendor who created the file
O Product Name Product Mame that uses the file
O Product Yersion Product version number in Ver. Rel.Mod. Build for,
Equals excel.exe Application file name

ﬁpp\iwliun
pplication Wersion

O £pplication Description

Application version number in Ver.Rel Mod Build
Application file description

Original file name - if renamed

Rioot folder name - ie. PragramFilesFolder or Sys

Original File Name
Foct Logical Folder

[ Path Suifix Remainder of path name after Logical Root - i.e.
[ MDS Hash Calculated MD5 hash value
[ Mod CRC Calculated module header CAC value =l

Double-click any row in the Condition or Value columns to add a condition

and

value to the criteria. As an example, the steps below describe how to

create rule criteria where the Vendor property is equal to Microsoft.
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Figure 42 Select a criteria condition and value

Criteria |Hu|es | Rule Sets | Rule Set Groups |

Ciiteria
’7Mi:msufl ﬂ Dperam"lAND j ddd DEIEtE_l

Property I Condition | Walug(s] I Description I -

Vendar Like Microsaft Wendor wha created the file

[ Froduct Name Product Mame that uses the file

[ Product Yersion Product vergion number in VYer. Rel Mod. Build far..

[ 2pplication Application file name

[ &pplication Yersion Application version number inYer RelMod.Buid ...

O 2pplication D escription Criteria : Yendor ll

[ Criginal File Mame

[ Fioot Lagical Faider Fendtior: = iR
Path Suff

E MTZ)S Hl;sl: WYalue: |Miclosoft

OMadCRC ] |

To create a criterion

To the right of the Criteria drop-down box, click the Add button to create
new criteria. Enter a name for the criteria in the dialog box that opens.

Ciiteria | Rules | Fiule Sets | Rule Set Groups |

Criteria
(= = oo = o
Property [ Condition [ Valusls) [ Description [ =
Wendor Like Microsaft Wendor who created the file
O Product Name Product Name that uses the file
[ Product Version Product version number in Ver Rel.Mod.Build far...
O 2pplication Application file name
O Application Yersion Application version number inYer RelMod.Build ...
O #pplication Descriztiae fiolim e il doiticne

Add Criteria

[ Original File Name
[ Root Logical Fole

oK

[ Path Sufx [l —I
[ MD5 Hash Cancel
CdtedCRC

Search | Copy 50L ta Clipboard |

g A~ 0N

Using the Application Usage Manager Admin

) Names are sorted in the report pages in ascending sequence so
frequently used names should be prefixed with a character that
places them at the top of the sort sequence.

Click OK to close the Add Criteria dialog box.
Double-click on the Vendor attribute row.
In the dialog box that opens, select Equals in the Condition text box.

In the Value text box, type Microsoft. Note that this value is used in a
SQL command and must conform to SQL syntax rules.
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) The typed text must conform to SQL Server query rules, for
example, you can select the LIKE clause and type text such as
%Microsoft% to define a criterion for any application whose
Vendor definition contains the character string Microsoft.

Conditior: IEquaIs j
Walue: ||

(] I Cancel |

) The use of LIKE clauses with preceding % may cause lengthy
search times during reporting. We strongly recommend that
you use the EQUALS clause.

6 Test the criteria by clicking Search to retrieve all entries in the
Application Usage Manager Knowledge Base that match the criteria you
defined. Entries are displayed in the table at the bottom of the window.
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Criteria |Hu|es | Fule Setsl Fiule Set Groups

Criteria
’7| _All Applications_

j Operatar: | AND vl Add Delete

O Product Name

O Product Yersion

O #pplication

O #pplication Yersion
O &pplication Desciption
[ Original File Name

[ Root Logical Folder

Property | Conditioh | Waluefs] | Description | -
Wendor Equals Microsoft “Vendor who created the file

Product Mame that uses the file

Product version number in Ver. Riel Mod.Build for
Application file name

Application version number in Yer. Rel Mod.Build
Application file description

Original file name - if renamed

Root folder name - i.e. ProgramFilesFolder or Sys...

[ Path Suffix Remainder of path name after Logical Root - i.e.

[ MD5Hash Calculated MD5 hash value

O ModCRC Calculated module header CRC value =|

Copy S0L to Clipboard |
FileSignatue_id | WindowsFile_id | Application [ Application Versi... [ Vendor Domain [ Device [ Product Name [ & 4]
1815 16454 Gprswizard Exe 2001 Microsoft Device005 |
1567 5477 Uncol Exe 1.000 Microsoft Device003 Microsoft uncol u
1567 12208 Uncol Exe 1.000 Microsoft Device004 Microsoft uncol u
1212 21934 Robocopy. Exe 401.96 Microsoft Devicel27 Microsoft Roboc... o
1212 17811 Robocopy. Exe 401.96 Microsoft Device(28 Microsoft Hoboc... o
1212 8432 Fiobocopy. Exe 4.01.96 Microsoft Device005 Microsoft Roboc... o
1212 15233 Robocopy. Exe 4.01.96 Micrasoft Device038 Microsoft Roboc... 1o
1212 15166 Fobocopy. Exe 4.01.96 Micrasoft DeviceOdd Microsoft Roboc... 1o
1212 9578 Fobocopy. Exe 4.01.96 Micrasoft Device003 Microsoft Roboc... 1o
1212 6199 Fobocopy. Exe 4.01.96 Micrasoft Device030 Microsoft Roboc... 1o
1212 4048 Fobocopy. Exe 4.01.96 Micrasoft Devicell18 Microsoft Roboc... o
41
Ready UM v

The new criterion is complete and ready to be used in any rules you generate.

Rules Tab

Rules are a combination of Criteria. Use the Rules tab to define rules based
on the criteria you selected in the Criteria tab.

Using the Application Usage Manager Admin
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Figure 43 Rules tab

Criteria  Fiules | Fule Sets I Fule Set Groups I

— Rule:
[ e e TR
Criteria |
™ Shaow Al

Use the Rules drop-down list box to select any default rules. Once a rule is
selected, the criteria that are part of that rule are displayed.

Figure 44 Criteria for each rule is displayed

Criteria Fules | Rule Setsl Fiule Set Groupsl

Rl
Operatar: IDH hd l Add Delete |
Criteria |
Microzoft Frontpage - Al Versions

Microsoft Outlook - &l ersions
Microzoft Powerpoint - Al Versions
Microsoft Access - All Versionz
Microsoft Excel - &l Wersions
Micrazoft wWoaord - All Yersions

[~ Show Al

To create a new Rule

1

Click Add to define a new rule. Enter a name for the rule in the dialog
box that opens.
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Cancel |

2 Click OK.

3 Select any criteria you would like to include in the new rule by clicking
the check box to the left of the criterion name.

Criteria  Rules | Fiule Setsl Fiule Set Groupsl

— Rule

IMlcrosoftApps j Operatar: IDH 'l Add | Delete |
Criteria -
O _al &pplications_

O Countrpwide

O Microsaft Office 2000 Only

[ FileMet Corporation

[ FileMet LTS Executable

O Filenet Dispimg E xecutable

Microzoft Intermet Explorer - Al Versions

Owirip
Microzoft ‘Windows Explorer -
[ LD
IV Show Al

4  Test the rule by clicking Search. All matching records are displayed in
the table at the bottom of the window.

Using the Application Usage Manager Admin
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Criteria  Rules |F\u\e Sets | Rule Set Groups

Rul
’]Mmsmmpps =] Opeator[oR 7| add | Delete

Criteria =
O _al&pplications

O Countrywide:

Microsoft Office 2000 Only e
[ FileMet Corporation

[ Filehet LTS Executable

[ Filenet Dispimg Executable

Microsoft Internet Explorer - All Versions

Owirzip
Microsoft Windows Explorer -
< i

IV Show &l

Search I Copy SOL to Clipboard |

FileSignatue_id | ‘WindowsFile_id | Application

| application Versi.. | Vendar | Domain [ Device [ Product Name [ ]

431 4450 |explore.Exe £.51.4807.2300 Microsoft Corpor... Devicel40 Microsoft(R) Win...

491 3906 |ewplare.Exve 5.51.4807.2300 Microsaft Corpar... Devicel10 Microzoft{R) Win...

R34 E7E |ewplare.Exve 5.0.2920.0 Microzaft Corpar... Devicel02 Microzoft{R) Win...

543 1569 Explarer Exe 5.0.3315.2846 Microsaft Corpor. Devicel17 Micrasoft(R] Win.

543 Jooo Explorer Exe 6.0.3315.2846 Microsoft Corpor... Devicel2d Microsoft(R) Win...

549 G264 Explorer Exe 5.0.3315.2845 Microsaft Corpar... Deviceld3 Microsoft(R) "Win...

549 B181 Explorer. Exe 5.0.3315.2846 Microsaft Corpar... Devicel30 Microzoft{R) Win...

543 5E48 Exp\mer Exa 5.0.3315.2846 Microsaft Corpor. Devicel03 Mlcrnsnft[H] \N'ln

1 f “ o
Ready [ o v

The new rule is complete and ready for inclusion in any Rule Sets you
generate.

Rule Sets Tab

A Rule Set is a grouping of Rules. Use the Rule Sets tab to define which rules
you would like to combine to form a Rule Set instance.

Figure 45 Rule Sets tab
leerial Rules  Fule Sets |Hu|e Seleupsl
Rule S
ﬂﬁ% Dperamrm Add | Delete: | ‘
Rules
I Show &l

Use the Rule Sets drop-down list to select any existing Rule Sets. Once a Rule
Set is selected, the rules that make up that Rule Set are displayed.
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Figure 46 Rules included in the Rule Set are displayed.

Erilelial Fules Fule Sets I Rule Set Groups' 1

Dperatnrlgﬂ j Add | Delete I‘

Rules |
[ Microsoft &pps

[ Microsaft Office Standard - Al Versions

[ Microsaft Office Prafessional - &1 Versions

O * Miscellaneous Vendors

O Immediate Interest Applications

W Show &l
Search | Copy 50L to Clipboard |

FileSignature_id | ‘windowsFile_id | Application | Application Versi. | Wendor | Diomain | Device | Product Mame | A

491 4450 lewplore.Exe 5.51.4807.2300 Microsoft Corpor... Device040 ticrosoft[R] Wwin.. ~

431 3308 lexplare.Exe 5.51.4807.2300 Microsoft Corpar... Device010 Microzoft[R] Win..

534 EVE lexplare.Exe 5.0.2920.0 Micrasaft Corpar. Device002 Micrasoft[R] Win.

549 1563 EwplorerExe 5.0.3315.2848 Microgaft Corpor... Devicel1? ticrozoft(R] Wwin..

543 000 Explorer.Exe 5.0.3315.2848 Microsoft Corpar... Device024 Microzoft(R] Win..

543 E264 Explorer.Exe 5.0.3315.2846 Micrasaft Corpar. Device043 Micrasoft[R] Win.

549 E181 EuplorerExe 5.0.3315.2848 Microgaft Corpor... Device030 Hicrosoft{R] win.. -

543 BE48 Explorer.Exe 5.0.3315.2848 Microsoft Corpar... Device003 MicrosoftlR] Win.. o

can 14970 (I C A anan [N ¥R FeioomAn [ ER Y YT

i i o
Ready WG v

To create a new Rule Set

1 Click Add to define a new Rule Set. Enter a name for the Rule Set in the
dialog box that opens.

2 Click OK.

3 Select any rules you would like to include in the new Rule Set by clicking
the check box to the left of the rule name.

Cliterial Fules  Rule Sets | Rule Set Groups

Operator: | QR 'I Add Delete

Rules |
icrosoft Office Standard - Al Versions
Microzoft Dffice Professional - Al Versions

™ Show &l
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4 Test the Rule Set by clicking Search. All matching records are displayed
in the table at the bottom of the Application Usage Manager Admin
window.

leelial Fules  Rule Sets | Aule Set Groups

Rule 5
’VMlcrusull Office All Versions ﬂ DOperator | 0R i Add Delete: | ‘
|

Fules

O Microzaft 4pps

Microzoft Dffice Standard - All Versions
Microsoft Office Professional - All Yersions
O Miscellaneous Vendors

O+ Immediate Interest Applications

[ Shaw &l
Search | | Copy 0L to Ciptoard |

FileSignature_id | “WindowsFile_id | Application | Application Versi... | Vendar I Damain I Device I Product Mame I :l

491 4450 lexplore. Exe 5.51.4807.2300 Micrasoft Corpor DeviceD40 Micrasoft[R] 4in.

491 3306 |explore. Exe £.51.4807.2300 Microsoft Corpor... Devicel10 Microsoft[R] *Win...

534 676 |explare. Exe 5029200 Microzoft Carpor... Devicell2 MicrosoftiR] Win...

549 1563 Explorer.Exe 5.0.3315.2848 Micrasoft Corpor Devicell7 Micrasoft[R] 4in.

549 7000 Ewplorer.Exe 5.0.3315.2845 Microzoft Carpor... Devicel24 Microsoft(R] Win...

549 E2E4 Explorer.Exe 5.0.3315.2848 Micrasoft Corpor DeviceD43 Micrasoft[R] 4in.

543 E181 Explorer.Exe 6.0.3315.2848 Microsoft Corpor... Devicel30 Microsoft[R] *Win...

543 BR45 Ewplorer.Exe 5.0.3315.2845 Microzoft Carpor... Devicel03 Microzoft(R) Win... .

can FFEET [ ©AmaE Anan (TR Fooieonn YR ST

i i il
Ready B

The new Rule Set is complete and ready for inclusion in any Rule Set Groups
you may generate.

Rule Set Groups Tab

If you want to combine multiple Rule Sets, create a Rule Set Group instance.
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Figure 47 Rule Set Groups tab

Citeria | Rules | Fule Sets  Pule Set Groups |
"Hu\e Set Group:

[ - | Oersci[anD <] as | Do |

Rule Sets I

I Show &l

Use the Rule Set Groups drop-down list to select any existing Rule Set
Groups. Once a Rule Set Group is selected, all of the Rules Sets that make up
that Rule Set Group are displayed.

Figure 48 Rule Sets included in the Rule Set Group are displayed

Criteria | Fules | Rule Sete Rule Set Groups I
"F!ula Set Group:

Micrasoft Office and Intemet Applications j Operator. IDF\ - Add Delete |

Fule Sets |
O lntemet &pps - Al

[ ticroznft Office All Versions

O RuleSet Test

¥ Show Al

To create a new Rule Set Group

1

Click Add to define a new Rule Set Group. Enter a name for the Rule Set
Group in the dialog box that opens.

Click OK.

Select any Rule Sets you would like to include in the new Rule Set Group
by clicking the check box to the left of the Rule Set name.

Test the Rule Set Group by clicking Search. All matching records are
displayed in the table at the bottom of the Application Usage Manager
Admin window.
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Eritenal Rules I Rule Sets  FRule Set Groups

— Rule Set Group:
IMicrUsUfl Office and Internet Applications j Operatar: IDH LI Add | Delete |
Fiule Sets |

Intermnet Apps - All

Mizrosoft Office All Versions
I.N‘ uleSet Test

¥ Show sl

The new Rule Set Group is complete.

Now that you have finished creating criteria, rules, rule sets, and rule set
groups, you can generate reports based on your own specifications using the
report generator options Include Rule and Exclude Rule. For more
information, refer to Viewing Application Manager Usage Reports on page
88.
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A Implementing Application Usage
Manager in a Non-HPCA

Environment

The Application Usage Manager agent can operate independently of an
HPCA environment. This implementation is often used by organizations to
determine priorities for application or operating system migrations.

Included with the Application Usage Manager media is an MSI-based
program to install and configure the Application Usage Manager agent.

These files are located in your Application Usage Manager media in the
\Agent Instal\Setup\ directory and are described in Table 10 below.

Table 10  Application Usage Manager Agent files

Filename Description
AUMAgent.msi Agent installation program.
USDBColl.ini Collection configuration file.
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Application Usage Manager Configuration: Non-
HPCA Infrastructure

To configure your Application Usage Manager components for this
environment, refer to Chapter 2, Configuring Your Environment on page 24.
Once your Application Usage Manager components are configured, you are
ready to configure and install the agent and collection parameters.

Installing and Configuring the Application Usage Manager
Agent
The Application Usage Manager agent is installed by either an HPCA

service, independently through any distribution methodology, or by running
the Agent Installation Wizard.

) Non-HPCA implementation does not support filters inherently.
Specific Registry keys must be configured.

Using the Installation Wizard

To install the Application Usage Manager agent using the Installation Wizard

1 From the media location for Application Usage Manager, navigate to the
\Agent Instal\Setup folder, and double-click AUMAgent.msi.

The Installation Wizard for the Application Usage Manager Agent opens.
2 Click Next. The License Agreement window opens.

3 After reading and accepting the license agreement, click Next. The
installation configuration options window opens.
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Select the installation configuration options

Usage Collection Database path

|C:'|,F‘ru:ugram Files\Hewlett-Packard\HPCALALIM AgentiUsage Manager!

Murnber of daily logs to keep on each managed device |
Mumber of months to save history data on each managed device [

< Back ” ek = ] l Cancel

Use this window to specify a Usage Collection Database Path, how many
daily logs to keep, and how many months of data to save on each
managed device.

— In the Usage Collection Database Path area, specify a local path
where the agent will be installed and usage data history and
monitoring files will be stored. The default location is
SystemDrive:\Program Files\Hewlett-Packard\HPCA\AUM
Agent. If you want to select a different path, click Browse and then
navigate to an appropriate local folder.

— In the Number of daily logs to keep text box, type the maximum
number of daily log files to be maintained in the \Log folder. The
default is 7.

— In the Number of months to save history data text box, type the
number of months to maintain data in the History.USDBase file. Old
data is automatically aged out of the file after the specified retention
period.
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) The History data file serves as a backup location for
monitored data in case it needs to be recollected. (For
example, in case the KB Server is faulty.)

4 Click Next.

The Usage Monitoring Options window opens. Select the monitoring

options to be enabled for this Agent.

— Leave Enable Usage Monitoring checked to monitor application

usage, or remove the check-mark to disable it.

— Leave Enable Focus Time Monitoring checked to monitor the

application focus time, or remove the check-mark to disable it.

The HPCA Application Usage Manager Agent Service
(AUMService.exe) performs usage and focus time monitoring.

5 Click Next. The Data Obfuscation Options window opens.

Select data obfuscation op...

This option allows for the obfuscation of the following data attributes in order to ensure
end-user privacy.

[Jiobfuscate Domain Names!

Check to store and report domain names as an alphanumeric alias names

[] obfuscate Computer Names
Check to store and report computer names as an alphanumeric alias names

[] obfuscate User Mames
Check to store and report user names as "AnylUser’

[] obfuscate Usage Data

Check to store and report usage times and counts as zero values

< Back H Mext = l [ Cancel

The Application Usage Manager allows for the obfuscation of certain data

attributes in order to ensure privacy, if required.

Implementing Application Usage Manager in a Non-HPCA Environment
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6 Select from the following obfuscation options to have that type of data

remain undisclosed:

— Obfuscate Domain Names
When selected, the domain name is reported as a random set of
alphanumeric values.

— Obfuscate Computer Names
When selected, the computer name is reported as a random set of
alphanumeric values.

— Obfuscate User Names
When selected, the user name is reported as [AnyUser].

— Obfuscate Usage Data
When selected, the executable file usage times and launch counts are
all reported as zero values.

7  Click Next. The Select Inventory Options window opens.

Select Inventory Options

Inventory collects EXE files and provides the ability to report on what is not used on a
device. You are strongly recommended to enable inventory collection

[#]Enable Inventory Monitoring:

Scan Interval: Weekly 3
Day of Month: Day of Week: Sunday 3
Hour: 0 w Minute: | "

File Signature Mode:

File Size 3 Delay Minutes: [y

Inventory monitoring should be enabled by default between the hours of 12:00 midnight and
6:00 am on Saturday or Sunday mornings

< Back ” Mext = ] [ Cancel

8 Leave Enable Inventory Monitoring checked to perform a software and
hardware inventory scan on the Agent machine on a regular basis.
Remove the check-mark to disable inventory monitoring.

9 Ifinventory monitoring is enabled, specify a scan schedule as follows:
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— Use the Scan Interval drop-down box to select an interval of Daily,
Weekly, or Monthly.

— For a Daily scan, also select an Hour and Minute for the scan to run.

— For a Weekly scan, also select a Day of Week, Hour and Minute for
the scan to run.

— For a Monthly scan, also select a Day of Month, Hour and Minute
for the scan to run.

10 In the Delay Minutes text box, optionally type a maximum delay period,
in minutes, to use to randomize the inventory collection time. Valid
values are 0 (no randomized collection) to 720 minutes (collection is
randomized between the specified hours and minutes and 12 hours later).

11 Select one of the following File Signature Mode options:
— File Size. (Default)

— File Header. Scans the entire file header. Slower than File Size
scans.

— MD5 Signature. Most complete scan and slowest.
12 Click Next. The Ready to Install the Application window opens.
13 Click Next to begin the installation. The installation takes place.

After installation, a final window opens to indicate the Application Usage
Manager Agent has been successfully installed.

14 Click Finish to close the Installation Wizard.

Silent Installation using @ Command Line

Alternatively, use the following command to install the Application Usage
Agent silently.

msiexec.exe /i AUMAgent.msi /lv* optional_parameters

Refer to Table 11 on page 124 for the list of optional parameters and their
default values.

e Space separate parameter entries.

e Enclose all parameter values in quotation marks, as shown in the
command sample below.
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Sample Command

The following command shows a sample silent installation of the Application

Usage Manager Agent.

msiexec.exe /i AUMAgent.msi /Iv* <LogFilePath>
NOVADIGM_PATH=<NovadigmPath> LOCAL_PATH=""\[NovadigmFolder\]"
ENABLED=""1"" ENABLE_FOCUS_TIME=""1" HISTORY_SAVE_MONTHS=""12#"
LOG_COUNT="7" OBFUSCATE_USER="0" OBFUSCATE_COMPUTER="0"
OBFUSCATE_DOMAIN=0 OBFUSCATE_USAGE="0"

Table 11

Silent Installation Configuration Parameters

Silent installation parameters for AUMAgent.msi

Parameter and Values

Description

<LogFilePath>

Defines an alternate path for
storing Log files. The default
location is the \Log subdirectory
of the UM_LocalPath value.

NOVADIGM_PATH=[ProgramFilesF
older] \Hewlett-Packard\HPCA\AUM
Agent\

Defines the root directory of
where the Application Usage
Manager agent binaries are to be
installed on the agent machine.
The binaries are stored in the
\bin folder under this folder. The
path must be a local drive; it
cannot be a network drive.

LOCAL_PATH=[ProgramFilesFolder

Defines where the active usage

1 monitoring and history files are
\Hewlett-Packard \HPCA\AUM stored on the agent machine. This
Agent\ path must be a local drive; it
Usage Manager\ cannot be a network drive.
ENABLED= Defines whether application
Oorl usage profiling is installed as

active. If set to 0, then
application usage is not monitored
for any application.
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Parameter and Values

Description

ENABLE_FOCUS_TIME=
Oorl

Defines whether application focus
time is monitored and reported
on. If set to 0, then focus time is
not monitored.

FILE_SIGNATURE_MODE=
S | H | M representing

File Sizes | File Header | MD5
Signature

Determines the scanning depth
for executables inventoried on
each agent device. The type of
scan defined here can determine
the amount of time a collection
may take.

S = File Sizes. Scans only file
sizes. This is faster, but less
comprehensive. (default)

H=File Header. Scans entire
Module Header. Slower, more
comprehensive.

M=MD5 Signature. Slowest,
most comprehensive.

HISTORY_SAVE_MONTHS=
0 —nnn

Default is 12

Defines the number of months to
maintain data in the history file,
History.usdbase. Old data is
automatically aged out of the file.
Default is 12.

INVENTORY_INTERVAL =
0]1]| 2| 3 representing

No Inventory | Monthly | Weekly |
Daily

Defines when the current
executable inventory for the
machine is run.

INVENTORY_DAY_OF_MONTH =
1-31

If the Inventory Interval is 1
[monthly], defines the relative day
of the month that the current
executable inventory should be
run.

INVENTORY_DAY_OF_WEEK =
1-7

If the Inventory_Interval is 2
[weeklyl], defines the relative day
of the week that the current
executable inventory should be
run. 1 = Sunday, 7 = Saturday.
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Parameter and Values

Description

INVENTORY_HOUR=
00 — 23 where 13 is 01:00 pm

If the Inventory_Inventory is non-
zero, defines what hour of the day
the current executable inventory
for the machine is run.

INVENTORY_MINUTE =
00 -59

Defines what minute of the hour
the current executable inventory
for the machine is run.

INVENTORY_RANDOM_MINUTE

0-720

Defines a maximum period, in
minutes, to use to randomize the
inventory collection time. If non-
zero, randomizes the collection
process to occur anytime from the
start time through a randomly
generated number of minutes
later. [0-720]

LOG_COUNT=

0 —nn

Maximum number of log files to
be maintained in the \Log folder.
Default is 7.

OBFUSCATE_COMPUTER =0 | 1

Obfuscate computer name to
conform to privacy laws.
1=Yes

0 =No

OBFUSCATE _DOMAIN=0 | 1

Obfuscate domain name to
conform to privacy laws.
1=Yes

0 =No

OBFUSCATE_USAGE =0 | 1

Obfuscate usage information to
conform to privacy laws.
1=Yes

0 =No

OBFUSCATE _USER =0 | 1

Obfuscate user name to conform
to privacy laws.
1 =Yes

0 =No
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Configuring the Application Usage Manager Agent for SSL
Communications with a Secured Portal

The Application Usage Manager (AUM) Agent can support communications
with a secured Portal or Integration Server using HTTPS.

To configure the AUM Agent for this support, do the following:

1
2

Stop the AUM Agent Service.

Create the following \HPCA\Agent directory on the machine where the
AUM Agent is installed:

[ProgramFilesFolder]\Hewlett-Packard\HPCA\Agent

Locate the AUM Agent folder on the HPCA media and copy the
\CACertificates folder and its contents to the \Agent directory created
in Step 2:

[ProgramFilesFolder]\Hewlett-
Packard\CM\Agent\CACertificates

Locate the file for the Server’s certificate, located at:
CM Server Path\etc\Certificates\
Server-hostname.netcert.pem

Copy the contents from the line that begins::
----- BEGIN CERTIFICATE
until

————— END CERTIFICATE

Paste this contents into the end of the cacert.penm file, located in the
\CACertiTficates folder on the agent machine

Save your changes.

Use Regedit to modify the Registry information for the AUM Agent
collection point.

Modify the URL from http to https and modify the port number to include
the secured port, such as 443:

https:/xxx.xxx.xxx.xxx:443/KB_Mgrl_Usage/

10 Restart the AUM Agent Service.
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Modifying the Application Usage Manager Agent

After the installation of the Application Usage Manager Agent, rerun the
AUMAgent._msi program to modify it. Following modification, you must
restart the service for the HPCA Application Usage Manager Agent to put
the changes into effect.

1 Double-click AUMAgent.msi on the installation media. The Application
Maintenance window opens.

2 Select Modify and click Next. Complete the prompts to modify the AUM
Agent.

3 After modifying the AUM Agent, you must restart the HPCA Application
Usage Manager Agent Service.

Silent Removal of the Agent

Use the following command to remove the Application Usage Manager agent
silently:

msiexec.exe /x AUMAgent.msi /qn STOPSTATUS="1"

Common Files Required by Application Usage Manager Agent

Once the Application Usage Manager agent is installed, three files must be
copied to the same directory where you installed the agent, for example,
Drive:\ProgramFilesFolder\Hewlett-Packard\HPCA\AUM Agent\.
These files are included with the Application Usage Manager media and are
listed below:

e (Qgzip.exe
Located in the \Agent Instal I\Setup\GZIP folder, the GZIP (generic
zip) utility is used by the Application Usage Manager Agent and
Knowledge Base Server to compress and decompress data during transfer
to and from a SQL database.

e Readme.txt
Located in the Agent Instal I\Setup\GZIP directory, the Readme. txt
file explains where to obtain the following files, also needed by the Agent
in a non-HPCA environment:

— nvdkit.exe
Collection of components used by the Application Usage Manager.
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— hide.exe

Hides the nvdkit.exe user interface from the process.

Collecting Data

The Usage Database Collection is installed using the USDBCol I .exe
program, which is placed in the \AUM Agent\Bin folder of
the agent's base installation directory.

Contfiguring Collection Parameters

Collect usage data by first defining collection parameters. Optionally, these
parameters can be placed within a file USDBCol . ini and then named during
the batch program to install the collection.

The collection parameters are installed when USDBCol I .exe is executed.

Table 12, below, lists the collection configuration parameters used to define
your usage data collection. They can be placed in a file named USDBColl.ini,

if desired.

Table 12  Collection Configuration File (USDBColl.ini)

Parameter Description

DatabaseName Name of your Application Usage Manager
database.

CollectionEnabled Enable or disable collection. [Y/N]

CollectionInterval When to process collections, monitor only (no
collection), monthly, weekly, daily. [0 | 1 | 2] 3]
Default is Daily. (3)

CollectionDayOfMonth | When the interval is monthly, day of the month to
process collection. [01-31]

CollectionDayOfWeek | When the interval is weekly, day of the week to
process collection. Default is Sunday (1). [1-7]

CollectionHour Hour to begin data collection process. [00-23]

Default is Midnight. (00)
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Parameter Description

CollectionMinute Minute to begin data collection process. [00 — 59]
Default is 00.

CollectionRandom Randomizes collection process to occur anytime
from the start time through a randomly
generated number of minutes later. [0 — 720]

CollectionPoint The IP address and port number of the associated
Integration Server or Portal. Supports an SSL-
secured server (requires the URL to specify
HTTPS and the secure port number, such as 443).

Command to Install Usage Database Collection

Open a batch window and execute one of the following commands to install
usage collection. You can either specify all collection parameters directly on
the command line, or place the parameters in a configuration file named
USDBCOLL. INI, and then name that file when you run USDBCol I .exe.

USDBColl.exe /1 <collection_parameter_list>

or

USDBColl.exe /1 USDBCOLL. INI

To run USDBColl.exe using a parameter list

1 Open a command prompt, go to the Instal IDir\AUM Agent\Bin.

2 Execute the following command:

USDBCol Il .exe /1 DatabaseName=Usage_Database CollectionEnabled=1
Collectionlinterval=3 CollectionDayOfMonth=1 CollectionDayOfWeek=1
CollectionHour=0 CollectionMinute=0 CollectionRandom=0
CollectionPoint=http://<<1S_Server_IP_Address:3466>>/KB_Mgrl_Usag
e/

Specify a secured Collection Point using the format:
CollectionPoint=https://<<IS_Server_IP_Address:443>>/K
B_Mgrl_Usage
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Configuring Database Specific Collection

The executable usdbcol I .exe initiates the data collection process and can be
launched by an HPCA service or otherwise. Two command-line parameters
are passed that indicate the SQL database specific configuration parameters
to use when copying the information from the inventory and active
monitoring files to the database specific collection file, for example:

USDBCOLL.EXE /i DatabaseName=SQL_database name
See Table 13 below for a description of the USDBCOLL . EXE parameter values.

Re-collecting Usage Data

In the event you need to collect lost or damaged usage data, USDBCOLL . EXE
supports the recollection of data with the /r parameter. To initiate
recollection, use the /r parameter and define the RecollectMode value on
the command line. For example:

USDBCOLL.EXE /r RecollectMode=1 DatabaseName=MyDatabase
See Table 13 below for a description of the different RecollectMode values.
Table 13 USDBCOLL.EXE command line parameters

Parameter Description
DatabaseName= Defines a unique SQL database name for
UniqueSQLDatabaseName collection purposes.
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Parameter

Description

RecollectMode=Value

Defines the type of data to be re-collected.
Value can be 1, 2, or 3 as defined below.

1 — Signatures: All file signature data is
re-collected for all files that meet the
collection filter. This includes the data for
the FileSignatures and
FileSignatureProperties tables.

2 — Files: All Windows file data is
recollected for all files that meet the
collection filter. This includes all of the
data collected in Signature mode as well
as data for the WindowsFiles and
WindowsFileInstances tables.

3 — Usage: All Windows file usage data is
re-collected for all files that meet the
collection filter. This includes all of the
data collected in File mode as well as data
for the WindowsFileUsage table.

Generating Reports

Once the Application Usage Manager agent and collection parameters are
installed, refer to Chapter 5, Viewing Application Manager Usage Reports on
page 88 to learn about generating reports to view your usage data.

Installing the Application Usage Manager Agent and

Collection Parameters

After you have configured your Application Usage Manager agent and
configuration parameters using the two . ini files, you are ready to install
the components to your agent computers.

These files will install the Application Usage Manager agent as well as the
collection parameters you defined within each . ini file.
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A sample batch file, AUMAgent.bat, is supplied with the Application Usage
Manager media in the \Samples\ AUM Agent - Batch Install\ directory.

The directory also contains these files:

AUMAgent.bat
AUMAgent.msi
Collect.bat
Sleep.exe

USDBColl.ini

Run AUMAgent.bat to install the Application Usage Manager agent as well

as the collection parameters you defined within each . ini file.

After the Application Usage Manager agent and collection parameters are

installed, refer to Chapter 5, Viewing Application Manager Usage Reports on

page 88 to learn about generating reports to view your usage data.
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