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Legal Notices
Warranty

The only warranties for HP products and services are set forth in the express warranty statements
accompanying such products and services. Nothing herein should be construed as constituting an
additional warranty. HP shall not be liable for technical or editorial errors or omissions contained
herein.

The information contained herein is subject to change without notice.

Restricted Rights Legend

Confidential computer software. Valid license from HP required for possession, use or copying.
Consistent with FAR 12.211 and 12.212, Commercial Computer Software, Computer Software
Documentation, and Technical Data for Commercial Items are licensed to the U.S. Government
under vendor's standard commercial license.

Copyright Notice

© Copyright 2005 - 2012 Hewlett-Packard Development Company, L.P.

Trademark Notices

Adobe® and Acrobat® are trademarks of Adobe Systems Incorporated.
AMD and the AMD Arrow symbol are trademarks of Advanced Micro Devices, Inc.
Google™ and Google Maps ™ are trademarks of Google Inc.

Intel®, Itanium®, Pentium®, and Intel® Xeon® are trademarks of Intel Corporation in the U.S. and
other countries.
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Java is aregistered trademark of Oracle and/or its affiliates.
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trademarks of Microsoft Corporation.

Oracle is a registered trademark of Oracle Corporation and/or its affiliates.

UNIX® is a registered trademark of The Open Group.
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Documentation Updates

The title page of this document contains the following identifying information:

o Software Version number, which indicates the software version.

 Document Release Date, which changes each time the document is updated.

« Software Release Date, which indicates the release date of this version of the software.

To check for recent updates or to verify that you are using the most recent edition of a document, go
to:

http://h20230.www2.hp.com/selfsolve/manuals

This site requires that you register for an HP Passport and sign in. To register for an HP Passport
ID, goto:

http://h20229.www2.hp.com/passport-registration.html
Or click the New users - please register link on the HP Passport login page.

You will also receive updated or new editions if you subscribe to the appropriate product support
service. Contact your HP sales representative for details.

This document was last updated: Sunday, November 11, 2012
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Support

Visit the HP Software Support Online web site at:
http://www.hp.com/go/hpsoftwaresupport

This web site provides contact information and details about the products, services, and support
that HP Software offers.

HP Software online support provides customer self-solve capabilities. It provides a fast and
efficient way to access interactive technical support tools needed to manage your business. As a
valued support customer, you can benefit by using the support web site to:

o Search for knowledge documents of interest

e Submit and track support cases and enhancement requests
o Download software patches

o Manage support contracts

e Look up HP support contacts

¢ Review information about available services

o Enterinto discussions with other software customers

o Research and register for software training

Most of the support areas require that you register as an HP Passport user and sign in. Many also
require a support contract. To register for an HP Passport ID, go to:

http://h20229.www2.hp.com/passport-registration.htmi
To find more information about access levels, go to:

http://h20230.www2.hp.com/new_access_levels.jsp
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What's New in BSM 9.20

This file provides information about new features and enhancements to HP Business Service
Management (BSM) 9.20.

BSM Platform and Shared Services

Installation and Upgrade Improvements

o Reassembly is no longer required when downloading the BSM 9.20 files in electronic package
format. However, because these files are greater than 2GB, they cannot be downloaded using
Internet Explorer 6.

o Upgrade now available from BAC 8.07 and BSM 9.01 to BSM 9.20 with staging (using Staging
Data Replicator and Data Transfer Tool)

o Upgrade available from BSM 9.12 via staging or directly to BSM 9.20

Security Enhancements

Significant improvements in the security area.

Middleware Updates

The following middleware components were updated to more recent versions for improved security
and supportability: Java, Sonic Bus, Apache web server, Tomcat.

Platform Enhancements

o System Health Improvements

= Added ability to manage BPM monitors per instance instead of aggregative monitors

= Added ability to set different alerts on different BPM instances

= Added JMX encryption to enable connecting System Health in secure BSM environments
o User permissions enhancement

= You can now customize the default page and available menu items at a group level. This
means that you can restrict access to features or set default pages for all users in a group,
including all members of sub-groups that are part of a parent group. If you restrict access to a
feature or report for a group, all members of that group will not have access to the feature and
you will not be able to override the setting for individual users.

Performance Graphing

o Support for Diagnostic Data source

o Performance grapher available on all domains

Page 5 of 14 HP Business Service Management (9.20)



What's New
What's New in BSM 9.20

o Does not require an OMi Event Foundation License

e Performance improvements

MyBSM and Service Health Dashboards

o Added Watch List, which provides a high level health overview of critical Cls from different
views (without having to create a view that contains those Cls). This is useful for dashboards or
NOCs displaying health overview on big screens

o Updated Top View
= Provides cleaner overview of Cl status
» Default displays Cl status only, but KPIs can be shown as well
= Double-click or click on center button to center on Cl (new behavior)
= Single-click no longer moves tree
= On click, show Business Impact and KPIs
= Find CI from toolbar
= Path to root
= Problematic subtree
= Based on open source component

o Local Impact View (LIV) delete KPI - provides ability to delete KPI/HI in specific LIV with no
impact on the standard view or other LIVs

Service Health Analyzer

« New Anomaly highlights page
« New application tab allows viewing all open anomalies

o Lower total cost of ownership, as no longer need Analytics Server (unless required to extract
PA/OM data)

¢ Improve anomaly isolation, for example ability to identify the Cl with the most abnormal metric
as possible cause

o Increase out-of-the-box (OOTB) content, including OOTB support for virtualization metrics from
SiteScope or PA/OM

Application Performance Management

End User Management

o Automated baselines have been added to the EUM Metric Over Time report (metric: Transaction
Response Time (with baseline)) and are available for thresholds for generating alerts. The user
can select which applications should have calculated baselines. The baseline values are
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adjusted according to seasonality (e.g., day of week, time of day) to give alerts based on what is
normal for the application based on historical data.

Enhanced ALM integration provides the ability to export RUM data from product monitoring (e.g.,
number of user sessions for the peak hour) into ALM to improve pre-production testing. This also
provides the ability to export SiteScope measurements, templates, and application topology
from CMDB to ALM for pre-production testing.

Improved EUM Reports:
= “Group By” in custom reports
= Show only locations monitoring the application in the locations filter

= Five minute granularity in BPM Performance over Time and Metrics over Time reports

HP Business Process Monitor 9.13 (new features since
BPM 9.02)

Supports scripts recorded in LoadRunner 11 patch 3

Ability to automatically update BPM configurations in EUM when the BPM agent IP address
changes

Mobile protocols - new protocols enabling monitoring of mobile applications. Traffic based
analysis is used for native applications and Ajax TruClient technology is used for browser-based
mobile applications.

Support for component breakdown in Ajax TruClient scripts

Tomcat version upgraded to version 7.11 to enhance security

Enhanced sensitive data encryption for scripts with AES 256 bits key algorithm
Enhanced reports for synthetic monitoring of mobile applications:

= Overview application mobile device user experience in comparison to non-mobile device
using Application Summary report

= Overview application performance and availability distribution by device in Application Health
report

= View application performance and availability over time for different devices in BPM
Performance Over Time report

= Analyze transaction behavior according to the end-user device in Performance Analysis
reports

= View distribution of errors reported by BPM according to emulated device in BPM Error
Summary

= Filter all BPM reports according to mobile device
= Graph different synthetic monitoring metrics per device

Alerts by mobile device type - alerts can now be generated based on performance and
availability problems by device using the existing, advanced BSM alerting mechanism

Service Health by mobile device type - view real time synthetic performance and availability of
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application and its transactions for each of the different devices in BSM Service Health

« BPM monitoring of your mobile applications using real mobile devices - BSM software and
Perfecto Mobile services provide technology for you to monitor the end user experience of your
mobile applications. The solution allows you to create scripts that are executed on a mobile
device (available from Perfecto Mobile) using your existing BPM points of presence. The
solution combines BPM with HP QuickTest Professional automated testing software and
Perfecto Mobile MobileCloud for QTP, a cloud-based, mobile testing solution that lets you
execute scripts on any of Perfecto Mobile’s hundreds of REAL devices located and connected
to LIVE networks around the world. Devices are available via a subscription model from
Perfecto Mobile.

HP Real User Monitor 9.20

o Protocol support and predefined application templates

= SAP GUI protocol support that enables monitoring application and network performance of
SAP GUI clients. RUM supports auto transaction detection based on SAP TCODEs, trace
an individual user’s session, detect and filter by username.

= AMF (Flex) protocol support that enables monitoring Flex-based applications.

= MQ protocol support that enables monitoring traffic used in message based communication
layers. Data that can be extracted provides descriptive information, such as channel and
qgueue names, type of the message (PUT/GET) and more.

= GRE protocol support enables span port also over GRE tunnel (for Cisco Nexus virtual
switches) to simplify traffic monitoring in virtualized environments.

= Application template for monitoring Quality Center application — out of the box template
provides instant value in monitoring HP Quality Center by using predefined key session
properties.

o Web tier breakdown

= Simplified multi-tier configuration — redundant web tier configuration for web tiers of the same
application was removed.

= Break front-end web based tiers accurately and more granularly to speed isolation —i.e., tier 1
load-balancer, tier 2 reverse-proxy, tier 3 web-server, tier 4 web-application.

Automatic threshold baseline for page download time an page server time thresholds.

Support monitoring of IPv6 based traffic.

Integration with HP Universal Discovery (UD)— RUM can serve as a credential-less, passive
discovery probe that results in just-in-time discovery.

Enhanced RUM views in Service Health bring the true value of RTSM by automatically
connecting underlying application infrastructure to RUM Business Applications/Transactions
Cls.

o Search for Session id in Content is now available through EUM Admin.

o Performance and quality improvements.

Page 8 of 14 HP Business Service Management (9.20)



What's New
What's New in BSM 9.20

HP TransactionVision 9.20

¢ New Simplified OS Instance Licensing Model

o Significant performance and stability improvements, and simplified install in the z/OS Agent
o Processing Server and Agent platform support updates

¢ Improved Stability: over 70 maintenance updates

o New Transaction Management Ul localization support for German, Japanese, Korean, Russian,
and Spanish

o Upgrade support for 8.0x, 9.0x, and 9.1x t0 9.20

HP Diagnostics 9.20

BSM 9.20 integrates with the recently released Diagnostics 9.20. For details on new features in
Diagnostics 9.20, see the Diagnostics 9.20 release notes.

SiteScope 11.20

BSM 9.20 integrates with the recently released SiteScope 11.20. For details on new features in
SiteScope 11.20, see the SiteScope 11.20 release notes.

Service and Operations Bridge
BSM Connector

BSM Connector combines the technology used by HP BSM Integration Adapter with that of

HP SiteScope Technology Integration Monitors to create a unified solution for integration of third-
party managers, applications, and enterprise management systems. BSM Connector 9.20 provides
the following capabilities:

o Discover topology from the product BSM Connector connects to (based on log files, database
tables, Web services, or custom data sources using topology scripts); discovered topology
populates RTSM

o Get events (from log files, database tables, Web services, XML files, SNMP traps, Open
Message Interface messages, or scheduled tasks)

o Get metrics (from log files, database tables, or Web services); metrics are stored in the BSM
Profile Database

¢ Define policies using Web-based Ul
e Synchronize events
+ Manage BSM Connector from BSM

o Backward compatibility with previous integrations based on BSM Integration Adapter
(SiteScope Technology Integration Monitors remain available for existing integrations in BSM
9.20 since there is no migration tool from SiteScope Technology Integration Monitors to BSM
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Connector yet; for new integrations, BSM Connector should be used)

o Supports BSM's open integration strategy, providing out-of-the-box connectors to HP and third-
party products. This enables expanding connectivity of BSM and related products (Operations
Manager i, Service Health Analyzer). Customers can access connectors via HP Live Network
(HPLN); NNMi Connector, BSM Connector for Nagios, BSM Connector for Microsoft SCOM,
and BSM Connector for IBM Tivoli are already available. HP certified partners will also be able to
build their own connectors and post them on HPLN. See the HP Live Network site
https://hpIn.hp.com/group/bsm-integrations.

Operations Manager i
Simplification

o New event dashboards

Event Dashboards provide an at-a-glance overview of the events from the environment you are
monitoring. Event Dashboards enable you to quickly assess the health of the environment and
to identify areas that require your attention.

For example, operators might use Event Dashboards in the following ways:
= To get an overview of their monitored environment

= As an Operations Center Dashboard that is displayed on large screens

= As a starting point for daily management operations

= To quickly apply event filters to the event browser

= To keep an eye on the monitored environment while working on an event

Event Dashboards display status information using different types of widgets (for example,
stack and pie widgets). Each widget references an event filter, a view, or both, and only displays
the status of those events that match the criteria of the filter and that are related to the
configuration items included in the referenced view.

In BSM, Event Dashboards are available as MyBSM components and can be added to MyBSM
pages as required.

o Shared event filters

In the Event Browser, shared filters are available for all users to apply. Users with permissions
to create shared filters can modify or delete a shared filter. This allows administrators to prepare
event filters that are used by multiple users.

o View-based authorization in event browser

Administrators can now configure views such that operators can only see events that belong to
views for which the operator has permissions. This helps in separating operator groups and
assures that operators only see those events they are responsible for.

« Simplified setup/upgrade

The certificate setup on the Gateway and Data Processing servers is now totally automated and
no longer requires the manual execution of commands. Granting certificates from BSM
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Connector or SiteScope systems can now be done from within the BSM console using the new
Certificate Requests Admin Ul and also supports automatic granting of certificates.

¢ Reduced memory footprint
o Color event background in accordance with the event's severity

Applies a colored background that represents the severity of the event to the event in the Event
Browser. Event background coloring includes "Color all events" and "Color only events assigned
to current user"

Automation

o Stream-based event correlation

Stream-based event correlation (SBEC) uses rules and filters to identify commonly occurring
events or combinations of events, and helps simplifying the handling of such events by
automatically identifying events that can be withheld, removed, or need a new event to be
generated and displayed to the operators.

The following types of SBEC rules can be configured:

= Repetition rules: frequent repetitions of the same event may indicate a problem that requires
attention

= Combination rules: a combination of different events occurring together or in a particular order
indicates an issue, and requires special treatment

= Missing recurrence rules: a regularly recurring event is missing, for example, a backup event
does not arrive when expected

e Advanced TBEC rules: correlation rule weighting and potential cause events

Correlation rule weighting can now be used in TBEC rules to override existing cause-symptom
relationships. Potential cause events are now shown on the Potential Cause tab inside the
Related Events tab.

For example, two events are received:
= an application failure event
= adatabase problem event for the database used by the impacted application

The database failure is marked as cause for the application failure. Subsequently, an application
server down event for the application server that our application is running on is received. The
new event is a more appropriate cause with a higher weighting and therefore replaces the
database problem event as cause.

The database problem event is now shown as possible cause event in the Potential Causes
sub-tab located in the Related Events tab. Additional information, such as the rule weight factor,
and the time when the event was received, are also displayed.

Operators can inspect all possible causes for a symptom event, better understand the matching
correlation rules, and, if they have the appropriate permissions, manually change the cause of
that event to any one of the available alternatives when investigating a problem.
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o Automatic event storm detection

Operations Manager i can be configured to look for event storms from managed systems and
discard all subsequent events until the event storm condition for a particular system is over.

Exception rules can be defined so that important events, for example security-related events,
from a system under event storm condition are still displayed.

Automatic event archiving

Closed events are now automatically archived and deleted from the event database aftera
configurable time. Archives are automatically zipped and can be stored on disk or on HP Cloud
Object Storage.

Automatic user group assignments based on view filters

Automatic user group assignments can now assign events based on event and view filters. This
allows administrators to assign events belonging to view A to another operator group then
events belonging to a view B.

Dynamic Environments

Automatic creation of node Cls based on incoming events:

In highly dynamic (virtual/cloud-based service) environments, new nodes are generated and
decommissioned repeatedly and often. Discovery processes are sometimes too slow to detect
them and create the required related CI. To ensure that it is possible to manage events received
from dynamically generated nodes, Operations Manager i can create these node Cls automatically
when events arrive. Node Cls can be automatically created if the node information inside the event
matches a whitelist of IP ranges, node name patterns, or both.

Integrations/Content

BSM Connector for Tivoli (TEC, ITM, Netcool)

Content Packs for Microsoft I1S, SAP

New content pack for SAP

New TBEC rules for Oracle and Microsoft SQL Server Content Pack

Updated TBEC rules for Microsoft Exchange Server and Infrastructure Content Packs

RTSM

BSM 9.20 supports UCMDB Content Pack 10.01, which was released with RTSM 9.05.
Improvements in Discovery Usability

= UCMDB now enables you to add a description for an IP address range on a Data Flow Probe
to more easily differentiate between ranges.

= You can now add a new or cloned resource directly into an existing discovery package.

= You can now choose whether or not to "touch" or update the last access time of Cls after
running discovery. By disabling touch, you can ensure that the information is added to the Cls
but that their Last Access Time remains unchanged. This prevents the touch from affecting
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the aging mechanism for those Cls.

The global filtering feature, which filters results sent by the probe to the UCMDB, now
includes the option for recursive filtering, enabling you to not only filter out a Cl so that it is not
included in the filter results, but also any of the selected Cl's contained Cls or relationships.

o HP Service Manager and Other Integration Enhancements

The following enhancements were developed to significantly improve integration with HP
Service Manager version 9.30 using the SM Content Pack UCMDB_Enhancement version 9.31.
The UCMDB adapter for this integration is packaged in CP 10 Update 1 which is also bundled
with UCMDB 9.05. These enhancements can apply to other integrations if those adapters
implement the appropriate code and are configured to use these enhancements.

The UCMDB push engine capacity was improved from 1 to 6 million Cls and their
relationships per TQL. (This improved capacity is dependent on the specific adapter's own
capacity limitations.)

When pushing data to SM, more complex TQLs (TQLs that hold multiple levels) can be used,
where previously only TQLs of two levels were supported.

Improved performance for pushing virtual relationships (compound and virtual-join).
Better visibility of wamnings and error messages related to both population and push flows.
Added the ability to repush Cls that returned errors and warnings.

A new Java API was added to more easily identify Global IDs for UCMDB IDs and vice
versa. This is particularly useful when integrating with other HP Software products.

¢ Improved Cl Management

You can now include Cls from external data sources (federated Cls) in a view, by defining the
base query to run over integration points for federated data sources. The federated Cls appear
in the view with an arrow icon indicating that they are from a federated source. This option is
also available when getting related Cls and running a Cl Conditional search.

In the Cl Type Manager, data model information for selected Cl types and relationships can
now be exported to Microsoft Excel (previously only the PDF format was available). You can
also select which data model information to include in the report.

UCMDB now supports more flexible identification rules for Cl instances. You can now
change or remove the key attributes of an existing CIT and switch the identification method, if
the key attribute values for all instances of that CIT are unique.

You can now click a Cancel button if an operation involving a request to the server, such as
searching for Cls or calculating a TQL, is taking a long time to complete. Canceling the
operation restores the user interface, enabling you to continue working.

o Modeling Studio Precision Improvements

When Cls are dynamically added to Pattern Based Models, the models are calculated at the
time they are saved and the TQL query runs at specific intervals to update the model. You can
now set the starting date and time, and repeat intervals for the pattern-based model updates.
You can also use a cron expression to set the updates to run. The repeat interval must be
evenly divisible in a 24-hour period to ensure that the updates are performed at the same
hours each day. The settings you select also apply to all pattern-based models created
subsequently.
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= You can now export and import Pattern-based models using Package Manager. When you
export a pattern-based model, the underlying TQL query of the model, as well as an
enrichment used to update the model content, are added to the package (the Cls themselves
are not added). When you view the package resource, or deploy or undeploy the package,
only those resources are displayed. The model name does not appear.

= When querying the CMDB API, the new Element Layout tab in the Query Node Properties
dialog box, enables you to specify the attributes to include in the query results for each query
node or relationship in a TQL query. When you make a selection of the attributes to include in
the query results for a particular Cl type, the selection also applies to all of its descendant ClI
types. You can manually exclude specific attributes for descendant Cl types.

= When building a perspective-based view, you can open the perspectives directly from the
View Editor to preview them. The perspectives are opened in a new tab in Modeling Studio.

Documentation and Online Help

Planning and deployment guides are now available only from the HP SSO Product Manuals Site,
to ensure that the most accurate and up-to-date versions of these documents are accessible to
customers. The Get_Documentation.htm file, which is available from the BSM installation
DVD root, from the BSM Online Help system, and from the BSM Help menu, provides deep
links into all the documents needed to plan and install or upgrade BSM.

The BSM Online Help system now uses a new Webhelp engine that improves performance,
enables more robust search capabilities (including boolean and string searching), provides quick
toggling of the navigation pane, and enhances navigation with options for going to the previous or
next topic or for going forward or backward in the browsing history.

Rearchitecture of the Help assets to provide user/role/need-based access to the key documents
used by administrators and users at the different stages of BSM lifecycle (from planning, to
installation/upgrade, to platform setup, modeling and monitoring setup, application setup, day-to-
day usage, and advanced configuration).

Cleaner Home page design with links to getting started documents, integration and best
practices documents, quick links to main online Help areas, and links to key HP Software
support and community sites.
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