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Documentation Updates

The title page of this document contains the following identifying information:

e Software Version number, which indicates the software version.
e Document Release Date, which changes each time the document is updated.

e Software Release Date, which indicates the release date of this version of the software.

To check for recent updates or to verify that you are using the most recent edition of a document, go to:
http://support.openview.hp.com/selfsolve /manuals

This site requires that you register for an HP Passport and sign-in. To register for an HP Passport ID, go to:
https://ovrd.external.hp.com/rd/register

Or click the New users - please register link on the HP Passport login page.

You will also receive updated or new editions if you subscribe to the appropriate product support service.
Contact your HP sales representative for details.



http://support.openview.hp.com/selfsolve/manuals
https://ovrd.external.hp.com/rd/register

Print History

The manual printing date and part number indicate its current edition. The printing date will change when
a new edition is printed. Minor changes may be made at reprint without changing the printing date. The
manual part number will change when extensive changes are made.

Manual updates may be issued between editions to correct errors or document product changes. To ensure
that you receive the updated or new editions, you should subscribe to the appropriate product support
service:

Release 9.0: June 2010
Release 9.01 September 2010




Support

Visit the HP Software Support web site at:
http://www.hp.com/go/hpsoftwaresupport

This Web site provides contact information and details about the products, services, and support that HP
Software offers.

HP Software online support provides customer self-solve capabilities. It provides a fast and efficient way to
access interactive technical support tools needed to manage your business. As a valued support customer,
you can benefit by using the support web site to:

e Search for knowledge documents of interest

e Submit and track support cases and enhancement requests
e Download software patches

e Manage support contracts

e Look up HP support contacts

e Review information about available services

e Enter into discussions with other software customers

e Research and register for software training

Most of the support areas require that you register as an HP Passport user and sign in. Many also require a
support contract. To register for an HP Passport ID, go to:

https://ovrd.external.hp.com/rd/register
To find more information about access levels, go to:

http://support.openview.hp.com/new_access_levels.jsp



http://www.hp.com/go/hpsoftwaresupport
https://ovrd.external.hp.com/rd/register
http://support.openview.hp.com/new_access_levels.jsp

BlackBerry Content Pack Reference

The BlackBerry Content Pack contains the following artifacts:

ODB Views

The ODB package in the BlackBerry Content Pack includes the BlackBerry Domain and
BlackBerry Topology views, which refers to the BB Enterprise Server, BB Domain and BB
Component ClI types. The following image shows the relationship among the CI types.
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Health Indicators

The BlackBerry Content Pack includes the following Health Indicators (His) to monitor the
BlackBerry-related events:

Cl Type HI Value
bb_messaging_agent BB Average Delivery Time Per User | High, Normal
BB Average MAPI Response Time | High, Normal
bb_messaging_agent Per User
bb_component BB CPU Time
BB Database Average Response | High, Normal
bb_component Time
bb_component BB Database Transaction In 24H
] Established,
bb_component BB DB Connection Status Disconnected
Established,

bb_messaging_agent

BB Dispatcher Connection Status

Disconnected

bb_component

BB High Availability Mode

bb_component BB Memory Use High, Normal
BB Message Server Average High, Normal
bb_messaging_agent Response Time
bb_controller BB Number Of Active Agents
BB Number Of BlackBerry Devices
bb_router Connected
BB Number Of Failed Connections
bb_messaging_agent Per User
bb_messaging_agent BB Number Of Failed Messages
bb_messaging_agent BB Number Of Pending Messages
BB Number Of Pending
bb_component Transactions
bb_dispatcher BB Number Of Processing Threads
BB Number Of Transactions High, Normal

bb_messaging_agent

Detected During Rescan

bb_component

BB Number Of Transactions
Waiting To Be Sent




BB Number of User Initialization

bb_component

BB SRP Connection Status

bb_messaging_agent Failures

bb_messaging_agent BB Percentage Of Hung Threads High, Normal

bb_component BB Service Status Up, Down
Established,

Disconnected

bb_component

BB SRP Link Latency

High, Normal

Event Type Indicators

The BlackBerry SPI Content Pack includes the following Event Type Indicators (ETIs) to monitor
BlackBerry-related events.

bb_messaging_agent

BB_Dispatcher_Connection_S
tatus

BB Dispatcher Connection
Status

Cl Type ETI Description Value
BB_Average Delivery Time_ | Average Delivery Time Per | High, Normal
bb_messaging_agent Per_User User
BB_Average_MAP|_Response | Average MAPI Response | High, Normal
bb_messaging_agent _Time_Per_User Time Per User
bb_component BB_CPU_Time BlackBerry CPU Time
BB_Database Average Resp | BB Database Average High, Normal
bb_component onse_Time Response Time
BB_Database_Transaction_In | BB Database Transaction
bb_component _24H In 24H
] ] Established,
bb_component BB_DB_Connection_Status BB DB Connection Status | pisconnected
Established,

Disconnected

bb_component

BB_High_Auvailability_Mode

BB High Availability Mode

bb_component

BB_Memory_Use

BB Memory Use

High, Normal

bb_messaging_agent

BB_Message_Server_Average
_Response_Time

BB Message Server
Average Response Time

High, Normal

bb_controller

BB_Number_Of_ Active_Agent
S

BB Number Of Active
Agents

bb_router

BB_Number_Of BlackBerry D
evices_Connected

BB Number Of BlackBerry
Devices Connected




bb_messaging_agent

BB_Number_Of Failed_Conn
ections_Per_User

BB Number Of Failed
Connections Per User

bb_messaging_agent

BB_Number_Of Failed_Mess
ages

BB Number Of Failed
Messages

bb_messaging_agent

BB_Number_Of Pending_Mes
sages

BB Number Of Pending
Messages

BB_Number_Of Pending_Tra

BB Number Of Pending

bb_component nsactions Transactions
BB_Number_Of Processing_T | BB Number Of Processing | High, Normal
bb_dispatcher hreads Threads
BB Number Of High, Normal
BB_Number_Of Transactions | Transactions Detected
bb_messaging_agent _Detected_During_Rescan During Rescan
BB Number Of
BB_Number_Of Transactions | Transactions Waiting To
bb_component _Waiting_To_Be_Sent Be Sent
BB_Number_of User_lInitializa | BB Number of User
bb_messaging_agent tion_Failures Initialization Failures
BB_Percentage_Of Hung_Thr | BB Percentage Of Hung High, Normal
bb_messaging_agent eads Threads
bb_component BB_Service_Status BB Service Status Up, Down
BB SRP Connection
bb_dispatcher BB_SRP_Connection_Errors Errors
Established,

bb_component

BB_SRP_Connection_Status

BB SRP Connection
Status

Disconnected

bb_component

BB_SRP_Link_Latency

BB SRP Link Latency

High, Normal

bb_messaging_agent

BB_Transactions_Detected D
uring_Rescan

BB Transactions Detected
During Rescan
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Correlation Rules

The BlackBerry SPI Content Pack includes the following rules to correlate BlackBerry-related

events.

For more information on how the correlation rules work, see the Operations Manager i Concepts

Guide.

BB:BB Dispatcher:Service Status >> BB Dispatcher Connection Status

DESCRIPTION: Cause: BB Dispatcher:BB Service Status
Symptom: BB Message Agent:BB Dispatcher Connection Status

Cause:

CIT: BB Dispatcher

ETI: Service Status

Value: Down

Symptom

CIT: BB Component

ETIl: BB DB Connection Status

Value: Disconnected

BB:BB Message Agent:Percentage Of Hung Threads >> BB Average Delivery

Time Per User

DESCRIPTION: Cause: BB Message Agent:Percentage Of Hung Threads
Symptom: BB Message Agent:Average Delivery Time Per User

Per User

Cause:

CIT: BB Messaging Agent ETI: BB Percentage Of Hung Value: High
Threads

Symptom

CIT: BB Message Agent ETI: Average Delivery Time Value: High

BB:Computer:CPU Load >> BB DB Average Response Time

DESCRIPTION: Cause: Computer:CPU Load

Sympton: BB Component:BB Database Average Response Time

Cause:

CIT: Computer

ETI: CPU Load

Value: Bottlenecked
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Symptom

CIT: BB Component

ETI: BB Database Average
Response Time

Value: High

BB:Computer:System Status >> BB DB Connection Status

DESCRIPTION: Cause: Computer:System Status:Down

Symptom: BB Component:BB DB Connection Status:Disconnected

Cause:

CIT: Computer

ETI: System Status

Value: Down

Symptom

CIT: BB Component

ETIl: BB DB Connection Status

Value: Disconnected

BB:Database:CPU by SQL >> BB Database Average Response Time

DESCRIPTION: Cause: Database:CPU by SQL

Symptom: BB Component:BB Database Average Response Time

Response Time

Cause:

CIT: Database ETI: CPU by SQL Value: High
Symptom

CIT: BB Component ETI: BB Database Average Value: High

BB:Database:Database Server Status >> BB DB Connection Status

DESCRIPTION: Cause: Database:Database Server Status
Symptom: BB Component:BB DB Connection Status

Cause:

CIT: Database:

ETI: Database Server Status

Value: Down

Symptom

CIT: BB Component

ETI: BB DB Connection Status

Value: Disconnected
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BB:Exchange Mail Server:Average Mail Delivery Time >> BB Average

Delivery Time Per User

Symptom: BB Message Agent:BB Average Mail Delivery Time

DESCRIPTION: Cause: Exchange Mail Server:Average Mail Delivery Time

Cause:

CIT: Exchange Mail Server

ETI: Average Mail Delivery
Time

Value: High, Very High

Symptom

CIT: BB Message Agent

ETI: BB Average Mail Delivery
Time

Value: High

BB:Exchange Mail Server:Mapi Connectivity >> BB Average MAPI Response

Time Per User

DESCRIPTION: Cause: Exchange Mail Server:Mapi Connectivity
Symptom: BB Message Agent:BB Average MAPI Response Time Per User

Cause:

CIT: Exchange Mail Server

ETI: Mapi Connectivity

Value: Down

Symptom

CIT: BB Message Agent

ETI: BB Average MAPI
Response Time Per User

Value: High, Very High

BB:Exchange Mail Server:Memory Status >> BB Message Agent Average

Delivery Time

DESCRIPTION: Cause: Exchange Mail Server: Exchange Memory Status
Symptom: BB Message Agent:BB Message Server Average Response Time

Cause:

CIT: Exchange Mail Server

ETI: Exchange Memory Status

Value: Critical

Symptom

CIT: BB Message Agent

ETI: BB Message Server
Average Response Time

Value: High
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Tool Definitions

Additional tools may be found in the HP Operations Manager GUI, where BlackBerry SPI is
installed. Refer to the BlackBerry SPI Administration Guide for detailed information.

Graph Templates

The BlackBerry SPI includes the BlackBerry SPI graph family, which is mapped to the BlackBerry
Cl types BB Component and BB Enterprise Server. Refer to the BlackBerry SPI documentation

for a list of graphs.

Policy Setting ETIs

The following table lists the Content Pack ETIs and SPI threshold policies that set the ETIs.

For more information refer to the BlackBerry SPI Reference Guide.

ETI/HI Metric Policy Description
Number
BB_Dispatcher_Connection_Status 00100 Specifies whether the connection is currently
established.
BB_Message_Server_Average_Respon 00101 The average response time for the connection.
se_Time
BB_DB_Connection_Status 00102 Specifies whether the connection is currently
00209 established.
00305
00407
BB_Database_Average_Response_Tim 00104 The average response time for the connection.
e
BB_Average_Delivery_Time_Per_User 00105 The time when an email or calendar message is
delivered to the BlackBerry device. The average
delivery time is the difference between the time
when a transaction is sent to the device and the
time when the device returns an acknowledge.
BB_Average_MAPI_Response_Time_P 00107 In the BlackBerry Enterprise Server for IBM Lotus
er_User Domino, the response time of the IBM Lotus Notes
API. In BlackBerry Enterprise Server for Microsoft
Exchange, the response time of specific MAPI
functions.
00113

BB_Number_Of_Transactions_Detected
_During_Rescan

In the BlackBerry Enterprise Server for Microsoft
Exchange and for Novell GroupWise, it is the

number of new messages found during a rescan.
(This does not include the notification messages
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sent from the messaging server).
BB_Percentage_Of Hung_Threads 00115 The number of user threads that are detected to be
hung.
00116 Specifies whether the high availability mode of the
BB_High_Availability Mode 00216 component is primary or standby.
BB_Service_Status 00120 The status of a Component Service
00217
00300
00400
00510
00609
BB_Database_Average_Response_Tim 00211 The average response time for the connection.
e
BB_Memory_Use 00304 The amount of real system memory allocated to the
00406 process, in KB.
BB_Number_Of_Processing_Threads 00301 The number of threads that are running in the
00401 BlackBerry Enterprise Server environment.
BB_SRP_Connection_Status 00600 Specifies whether the connection is currently
established.
BB_SRP_Link_Latency 00602 The link latency on the SRP connection for the
BlackBerry Router.

Operations Orchestration Flow

The following table lists the Oracle Operations Orchestration (OO) Flows:

OO Flows Description Cl Type

Kill Device This tool kills a handheld device which BB Enterprise Server
means that data on the Blackberry
device is deleted and the device is

disabled.

Cancel Kill Device | Cancel the kill command for a specific BB Enterprise Server
user.

Resend Service Resend the service book to one or BB Enterprise Server

Book several specified user.

Send Message Send a message to a recipient with a BB Enterprise Server
specific subject.

Send PIN Send a PIN message to a recipient. BB Enterprise Server

Message

Password Reset Resets the password of a device. BB Enterprise Server




Kill Device

User input when executing OO flow “Kill Device”:

Flow input Required / Optional | Default Description

EmailAdress Required Prompt User | Email address of the device where the
“Kill Device” command should be
executed.

BESHost Required Prompt User | BES host to execute the “Kill Device”
command.

BESUser Required Prompt User | BES user to execute the “Kill Device”
command.

BESPassword Required Prompt User | Password for the BES user.

BESAuthType Optional

AD

Authorization may be checked either
using Active Directory (AD) or BAS
authentication.

To use BAS authentication, the optinal
parameter “BESAuthType” needs to
be set to “BAS” when executing the
BlackBerry Flows.

userOverride Optional

Prompt User

Select True or False from a list.

Delay Optional

Prompt User

Delay time in seconds.

Cancel Kill Device

User input when executing OO flow “Cancel Kill Device”:

Flow input Required/Optional Default Description

EmailAdress Required Prompt User | Email address of the device where the
“Kill Device” command should be
canceled.

BESHost Required Prompt User | BES host to cancel the “Kill Device”
command.

BESUser Required Prompt User | BES user to cancel the “Kill Device”
command.

BESPassword Required Prompt User | Password for the BES user.

BESAuthType Optional

AD

Authorization may be checked either
using Active Directory (AD) or BAS
authentication.

To use BAS authentication, the optinal
parameter “BESAuthType” needs to
be set to “BAS” when executing the
BlackBerry Flows.
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Resend Service Book

User input when executing OO flow “Resend Service Book”:

Flow input Required / Default Description
Optional
EmailAdressPart Required Prompt User | The Service book may be sent to

one or several recipients, according
to the Email address part.

“‘user@mydomain.com” sends the
service book to one device

“@mydomain.com” sends the
service book to all users of

mydomain.
“@” sends the service book to all
known user.
ExchangeHost Required Prompt User | The exchange server associated
with the BES host.
ExchangeUser Required Prompt User | User for the exchange server
associated with the BES host.
ExchangePassword | Required Prompt User | Password for the exchange server
associated with the BES host.
BESHost Required Prompt User | BES host to execute the “Resend
Service Book” command.
BESUser Required Prompt User | BES user to execute the “Resend
Service Book” command.
BESPassword Required Prompt User | Password for the BES user.
BESAuthType Optional AD Authorization may be checked either

using Active Directory (AD) or BAS
authentication.

To use BAS authentication, the
optinal parameter “BESAuthType”
needs to be set to “BAS” when
executing the BlackBerry Flows.



mailto:user@mydomain.com

Send Message

User input when executing OO flow “Send Message”:

Flow input Required / Optional | Default Description

EmailAdress Required Prompt User | The email address of the recipient.

Subject Required Prompt User | Subject of the mail message.

Message Optional Prompt User | Message text of the mail message.

BESHost Required Prompt User | BES host to execute the “Send
Message” command.

BESUser Required Prompt User | BES user to execute the “Send
Message” command.

BESPassword Required Prompt User | Password for the BES user.

BESAuthType Optional AD Authorization may be checked either
using Active Directory (AD) or BAS
authentication.

To use BAS authentication, the optinal
parameter “BESAuthType” needs to
be set to “BAS” when executing the
BlackBerry Flows.

Send PIN Message

User input when executing OO flow “Send PIN message”:

Flow input Required / Optional | Default Description

EmailAdress Required Prompt User | The email address of the recipient.

Subject Required Prompt User | Subject of the PIN message.

Message Optional Prompt User | Message text of the PIN message.

BESHost Required Prompt User | BES host to execute the “Send PIN
Message” command.

BESUser Required Prompt User | BES user to execute the “Send PIN
Message” command.

BESPassword Required Prompt User | Password for the BES user.

BESAuthType Optional AD Authorization may be checked either
using Active Directory (AD) or BAS
authentication.

To use BAS authentication, the optinal
parameter “BESAuthType” needs to
be set to “BAS” when executing the
BlackBerry Flows.

18



Password Reset

User input when executing OO flow “Password Reset”:

Flow input Required / Default Description
Optional
BESHost Required Prompt BES host to execute the “Password
User Reset” command.
BESUser Required Prompt BES user to execute the “Resent
User Password” command.
BESPassword Required Prompt Password for the BES user.
User
BESAuthType Optional AD Authorization may be checked
either using Active Directory (AD) or
BAS authentication.
To use BAS authentication, the
optinal parameter “BESAuthType”
needs to be set to “BAS” when
executing the BlackBerry Flows.
EmailAdress Required Prompt Email address of the device where
User the kill command should be
canceled.
NewDevicePassword | Required Prompt String to use as the new device
User password.
ExchangeHost Required Prompt The exchange server associated
User with the BES host.
ExchangeUser Required Prompt User for the exchange server
User associated with the BES host.
ExchangePassword Required Prompt Password for the exchange server
User associated with the BES host.
SendMailDelay Optional Prompt Delay time in seconds.
User
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