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1.Configuring SiteScope to Send Events to HPOM
SiteScope can be enabled to send events directly to the HPOM management.Events in SiteScope are based on SiteScope monitor metric status changes and alerts being triggered.

To enable SiteScope to send events, the HP Operations agent must be installed on the SiteScope

server. The agent can be installed from the SiteScope installation media during SiteScope installation, or after SiteScope is installed using the Configuration Tool. It can also be installed manually from the HPOM management server, although this is not recommended unless it is the same or a later version than the one packaged with SiteScope.

After the agent is installed, it must be configured in SiteScope Integration Preferences. This involves entering the installation path of the agent and the host name or IP address of the HPOM management and connecting the agent to HPOM. The agent then sends a connection request to HPOM which must grant the certificate request.
After the certificate request has been granted on the HPOM server, a preconfigured log file policy should be installed and signed on the agent installation on the SiteScope server. This enables SiteScope to sign the preconfigured Operations Manager policies locally and automatically.This policy comes with SiteScope, and is deployed from the Operations Manager Integration dialog box in SiteScope's Integration Preferences.

When an event is triggered, SiteScope writes the event data to the  HPSiteScopeOperationsManagerIntegration.log file which is located in the <SiteScope rootdirectory>\logs directory. Each event is written as a separate line in the log. The log file policy instructs the agent to read this file and create event messages that are sent to HPOM.
Note:If sitescope is running under non-root user,To enable the HP Operations Manager event integration,the HP Operations agent on the SiteScope machine must run under the same user as in SiteScope, namely a non-root user.
2.Configure an Agent to Run Under an Alternative User on UNIX

The ovswitchuser tool allows the UNIX HTTPS agent on an HPOM managed node to run under a user other than the privileged root user.
The ovswitchuser tool makes the following changes:
• Perform change group ownership on:

— All registered files of all installed component packages.

— All files and directories of <OVDataDir> recursively.
• Change operating system daemon/service registration to start HPOM processes under the new user.

Complete the following steps to run a managed node under an alternative account to root:
1. Install the HPOM software on the desired managed node as usual.

2. Stop the agent with the command:

ovc –kill
Do not use the command:   ovc –stop
This stops the agent processes but not the core HPOM processes.

When you later start the agent processes with the command: ovc –start
 as the core processes are already running under the root user, all other process are also started under the root user.

3. Set the umask of the user to grant Group Permissions.
4. Call the ovswitchuser command:

/opt/OV/bin/ovswitchuser.sh -existinguser <my_user> \

-existinggroup <my_trusted_group>
5. By default the HTTPS agent uses port 383 for network communication. This is a privileged port which can only be opened by user root.
To configure the non-root agent to communicate over the network, and if you want to continue using the reserved, privileged port 383, set the SUID bit as described below. 
• It is possible to continue using the reserved, privileged port 383 by setting the SUID bit on the communication broker executable.

Then, the communication broker only uses root privileges to open up the port and then switches back to the agent user for all other activities.
Set the setuid bit of the ovbbccb binary with the following command:

chmod 4550 /opt/OV/bin/ovbbccb
Enter the following configuration command so that the root directory can be changed:

ovconfchg -ns bbc.cb -set CHROOT_PATH /
3.How to Enable SiteScope to Send Events to HPOM 

This task describes how to enable SiteScope to be used to send events to the HPOM management Server
3.1. Prerequisites

Your system must conform to the following requirements:

SiteScope version 11.00 or later is installed.

For HPOM, HP Operations Manager for UNIX 9.0x, or HP Operations Manager for

Windows 8.1x is installed.

Only a SiteScope administrator user, or a user granted Edit integration preferences and Add, edit or delete common event mappings permissions can configure the integration and event mappings.
3.2.Install the HP Operations agent on the SiteScope server

You can install the HP Operations agent during SiteScope installation from the SiteScope installation media, or after SiteScope is installed using the Configuration Tool. The agent enables SiteScope to send event data to the HPOM management server.
3.3. Configure the agent connection settings on the SiteScope server
In SiteScope Integration Preferences, configure the HP Operations agent connection settings to the HPOM management server .

a. Select Preferences > Integration Preferences. In the Integration Preferences page:

b.Click the New Integration button and select HP Operations Manager Integration, or

Select an existing integration and click the Edit Integration button.
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c. In the HP Operations Manager Integration dialog box, expand the HP Operations

Manager Integration Main Settings panel, and enter the following in the Connection Settings area:

HP Operations Agent installation path. Path to the HP Operations agent installation on the SiteScope machine.

On UNIX platforms: SiteScope checks to see if the HP Operations agent is installed in the default /opt/OV path. If it is not there, the field is left empty, and you must manually enter the agent installation path.
Click the Resolve Path button to restore the default installation path found by SiteScope if you manually entered a different path.
HP Operations Manager/ Enter the name or IP address of the HPOM server to which you want to connect
d. Click Connect to connect the agent to the HPOM management. This sends a connection request from the agent to the specified server.
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3.4.Accept the agent connection request on the HPOM management Server 
In HPOM, you need to configure the SiteScope node, map the certificate request to this node, and accept the certificate request.
3.5. Install the log policies on the SiteScope server

After the certificate request has been granted on the HPOM server, click Install Policies in the HP Operations Manager Integrations Main Settings panel of the HP Operations Manager Integration dialog box. This installs and signs the preconfigured log file policy file on the HP Operations agent.
3.6.Enable SiteScope to send events to HPOM 

a. In the HP Operations Manager Integration dialog box, expand the HP Operations Manager Integrations Main Settings panel, and in the Configuration Settings area select Enable sending events.

b.Enable node discovery policy:
When SiteScope is connected with HPOM, a node is automatically created and registered in HPOM for each node monitored by SiteScope. This enables SiteScope to report all the nodes that it monitors to HPOM. Only hosts for monitors which report events are sent to HPOM through the discovery policy.
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3.6. Check connection status and send test message from the SiteScope server - optional
If there are connectivity problems, you can perform problem analysis and check the status of the agent and the certificate request.
a. In the HP Operations Manager Integration dialog box, expand the HP Operations

Manager Integrations Main Settings panel, and click Analyze.
Use the information supplied in the analysis results to perform problem analysis and for troubleshooting. For example, you can verify connectivity between the agent and server by checking the bbcutil connection protocol.
b. To check that the agent is connected to the HPOM management server, expand the HP Operations Manager Integrations Advanced Settings panel, type a message in the Test message text box, and click Send Test Message.
c. If the test is successful, the text message is displayed in the HPOM console. This message is generated by a basic opcmsg policy command.

4.To auto acknowledge normal messages:

If True for normal severity is selected, all messages forwarded from SiteScope to HPOM are sent to the Acknowledged message browser (instead of the Active message browser) if their severity is normal. This prevents the Active message browser becoming unnecessarily cluttered with normal severity messages.
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Click on - > Edit Default Monitor Event Mapping-> change Log only as True for normal severity as below,
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The same can be done for default alert event mapping as well.
5. To customize SiteScope Integration Policy:
To achieve this,custom attributes are created in sitescope for default event mapping template and the values are passed to custom attributes in the logfile policy to read it from the logfile.And this custom policy is deployed on sitescope machines.

5.1.Creating Custom attributes in Sitescope:

Assign the attribute  <<group>> from the  attribute list to cma1.

Now cma1 will have the value of lowest level group name.

Assign the attribute  <<monitor Name>> from the attribute list to cma2 which will have the value of monitor name.
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5.2.Creating Custom attributes for sitescope integration policy:

Create custom attributes by clicking Add attribute under custom attribute tab from Sitescope policy. Assign the value <cma2> to Modifier to get the monitor name. Create CA’s Owner,Group and BeepID with the value of ESM. [image: image7.png]|
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Assign <<cma1> to object to get the value of lowest level group name.
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5.3.To add the status summary to the message: 
Title is field from where the message gets displayed.So ,in the title field from sitescope under event mapping template  add an attribute called <<state>> to display status summary as below.
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