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SMA – kubectl creates world-writeable schema files CVE-2019-11244
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Summary:
A potential security vulnerability has been identified with the Kubernetes component of the CDF platform used by SMA. The Kubernetes team has identified this issue as CVE-2019-11244.
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ACTION: Review all details in the instructions provided in this article to address the vulnerability.
Micro Focus recommends addressing this information as soon as possible.
Impact on Service Management Automation
The vulnerability which originates from the Kubernetes component, could be exploited to allow unauthorized modification of data and Denial of Service. However, after analysis, Micro Focus R&D teams have determined that the shipping out-of-the-box configuration of the Kubernetes component that supports SMA is actually not vulnerable; that is the kubectl command is not run in such a way to cause the vulnerability out-of-box. However, because customers may run custom commands with the affected kubectl after the product is installed and deployed, Micro Focus has issued this security bulletin for customers to take action.
Mitigation Actions
Micro Focus has provided this document to help mitigate the potential vulnerability. Before continuing below, it is advised customers refer to the detailed background information on this issue from the Kubernetes team:

https://github.com/kubernetes/kubernetes/issues/76676

As mentioned, the default shipping configuration of SMA is not vulnerable to the issue. That is, throughout the installation and deployment process of the product, numerous automated scripts run the kubectl command. The Micro Focus R&D teams have determined that these scripts run with the normal kubectl defaults for cached schemas; i.e. we do not pass in custom values to the --cache-dir or --http-cache parameters. As a result, this behavior does not expose the Kubernetes component of SMA to the vulnerability when the product is newly installed and deployed.

After installation and deployment, if customers have IT or DevOps personnel that regularly run kubectl commands as part of routine maintenance and/or system administration activities, Micro Focus strongly recommends the following:

· Customer scripts or maintenance routines/procedures must ensure that kubectl is not modified to use custom values for the --cache-dir or --http-cache parameters.
· Any customer scripts or maintenance routines/procedures that use custom values for the
 --cache-dir or --http-cache parameters of kubectl must be modified to use the default values for those parameters.
· [bookmark: _GoBack]Any customer scripts or maintenance routines/procedures recently modified to ensure the use of the kubectl default values for the --cache-dir or --http-cache parameters should immediately be run to regenerate the cached schemas into the default protected directory location.
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