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Micro Focus Security Update
Service Management Automation
SMAX integration account credential vulnerability

Document management:

	Date
	Version
	Change

	2018.12.3
	1
	Initial release

	2019.01.30
	2
	Provided MF market place URL for script used in KM

	2019.02.19
	3
	Added file integrity GPG instructions link; Misc. fixes



Summary:
[bookmark: _GoBack]A vulnerability was found with out-of-the-box default system integration user account credentials in SMAX. This document instructs customers how to protect the system integration user accounts by manually changing their passwords.

[bookmark: _Toc42341775][bookmark: IntendedAudience]Affected Releases: 2018.02, 2018.05, 2018.08 and 2018.11
[bookmark: _Toc411565250][bookmark: _Toc411565009][bookmark: _Toc411565251]Response
ACTION: Review all details in the instructions provided in this article to address the vulnerability.
Micro Focus recommends addressing this information as soon as possible.
Impact on Service Management Automation
The vulnerability could be exploited to allow unauthorized users to gain privileged access to the system.
Mitigation Actions
In order to resolve this issue, Micro Focus has provided a shell script which will allow SMAX administrators to change the default credentials (passwords) of these integration accounts. 

SMAX integration user password reset script
===========================================

This shell script is used to reset the passwords for the 
following integration users of SMAX:
· saw-integration-external@dummy.com
· bo-integration@dummy.com
· saw-integration-internal@dummy.com

Note that your new passwords for these users must meet all 
of the following requirements: 

· 10 to 16 characters in length
· Contain all of the following: 
· at least one uppercase letter [A-Z]
· at least one lowercase letter [a-z]
· at least one numeric character [0-9]
· at least one of the following special character: ,:/._?!&%=+-[]().


How to use the script
======================

Prerequisites:
1.  Download the smasuite.sh script from Micro Focus ITOM Marketplace to a temporary directory on one of your master nodes. For download details, see your SMAX documentation. 
You must download itom-sma-dr-2018.08-b10.tar.gz from Micro Focus ITOM Martketplace to find this script. (It’s located in Operation Toolkit 2018.08 folder)
2.  Verify the authenticity of the tar file by following these instructions:
https://marketplace.microfocus.com/itom/content/code-signing-gpg-or-rpm-signature-verification

3. Unzip this tar fire, then go to sma_dr_db folder to locate the smasuite.sh script. 
4. Obtain the password of the suite-admin user if you do not know it.
5. Perform the following steps to change the integration user passwords:
a. Download changeIntegrationUserPwd.sh from Micro Focus ITOM Martketplace to one of your master nodes. (changeIntegrationUserPwd.sh script is located in Operation Toolkit 2018.08 folder)
b. Run the following command: chmod 500 changeIntegrationUserPwd.sh

6. To specify a new password for the integration user, run the following command:
./changeIntegrationUserPwd.sh changepwd 

You may see an error that resembles the following: 
"[DATABASE]: Failed to change the password for user 
<username>." 

To resolve this error, run the following command to synchronize the 
integration user password that is stored in the database 
to the one stored in Vault: ./changeIntegrationUserPwd.sh syncdbpwd <username>

Once the sync is complete, rerun the changepwd command as instructed previously.

7. .Restart the xruntime and bo services one by one: 
./smasuite.sh stop xuntime
./smasuite.sh start xuntime
./smasuite.sh stop bo
./smasuite.sh start bo
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