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Micro Focus Security Update
OpenView Performance Manager
CVE-2017-15095 Jackson-DataBind Vulnerability

Document management:
	Date
	Version
	Change

	18-December-2017
	1.0
	Initial release




Summary:
The following article enlists the necessary related details on the Micro Focus Product “OpenView Performance Manager(OVPM)” on the "Jackson-DataBind Vulnerability.”
Topic
CVE-2017-15095 Jackson- DataBind Vulnerability

Reference’s links :

1) https://security-tracker.debian.org/tracker/CVE-2017-15095 
2) https://access.redhat.com/security/cve/cve-2017-15095
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Affected Releases (Affected versions):

OVPM 9.21.xxx running on windows, Linux, HP-UX, Solaris
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[bookmark: _Toc411565009][bookmark: _Toc411565251]Response
[bookmark: _Toc411565250]ACTION: Review all details in instructions provided in this paper to address the vulnerability.
Micro Focus recommend addressing this information as soon as possible.
Impact on OpenView Performance Manager
The Jackson- DataBind package allows programmers to construct Java objects out of JSON documents, when unserializing untrusted user input and constructing an object out of it may lead to serious consequences like remote code execution.

A deserialization flaw was discovered in the Jackson-DataBind which could allow an unauthenticated user to perform code execution by sending the maliciously crafted input to the readValue method of the Object Mapper. 

The presence of jackson-core-asl-1.9.12.jar and jackson-mapper-asl-1.9.12.jar in OVPM 9.21.xx in the folder %ovinstalldir%/www/webapps/OVPM/WEB-INF/lib, has made OVPM 9.21.xx susceptible to have Jackson-DataBind Vulnerability (CVE-2017-15095).
Mitigation Actions
Removing the jackson-core-asl-1.9.12.jar, jackson-mapper-asl-1.9.12.jar  from %ovinstalldir%/ www/webapps/OVPM/WEB-INF/lib, OVPM 9.21.xx should work without Jackson-DataBind issues .








Copyright © 2017 Micro Focus. All rights reserved. Micro Focus, the Micro Focus logo and Products, among others, are trademarks or registered trademarks of Micro Focus or its subsidiaries or affiliated companies in the United Kingdom, United States and other countries. All other marks are the property of their respective owners.



Micro Focus Software security alert
image1.png




