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Summary:

This document describes the impact of the runC - Malicious container escape - CVE-2019-5736 vulnerability in the context of Micro Focus Container Deployment Foundation (CDF) based products, and a recommended mitigation to the CDF configuration. 

Topic

Multiple security alerts have been published on the critical CVE-2019-5736 runC - Malicious container escape vulnerability that allows specially-crafted containers to gain administrative privileges on the host 

https://nvd.nist.gov/vuln/detail/CVE-2019-5736
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-5736  
https://kubernetes.io/blog/2019/02/11/runc-and-cve-2019-5736/ 
https://github.com/docker/docker-ce/releases/tag/v18.09.2 




Affected Releases

[bookmark: _Toc42341775][bookmark: IntendedAudience]2018.02, 2018.05, 2018.08, 2018.11


[bookmark: _Toc411565009][bookmark: _Toc411565251]Response
[bookmark: _Toc411565250]ACTION: Review all details in instructions provided in this paper to address the vulnerability.
Micro Focus recommends addressing this information as soon as possible.
Impact on SMA
Docker-runc through 1.0-rc6, as used in Docker before 18.09.2 and other products, allows attackers to 
overwrite the host runc binary (and consequently obtain host root access) by leveraging the ability 
to execute a command as root within one of these types of containers: 
(1) a new container with an attacker-controlled image, i.e. a non-MicroFocus image that a customer would have to download from the attacker and run it with the suite containers in the CDF K8s cluster, or 
(2) an existing container that is running in the CDF K8s cluster, to which the attacker previously had write access to manipulate the container maliciously, that is then attached to with docker exec by a regular user of the cluster. 
SMA is based on Micro Focus Container Deployment Foundation and included an impacted Docker version before its 2019.02 release.  It is not a supported or recommended option to run non-MicroFocus images in a CDF deployment, and downloading of Micro Focus images from Docker Hub can be secured by validating the codesigning signatures on the images, so exploitability to the listed vulnerability (1) has been reduced.  Exploitability of (2) depends on how well gated the particular CDF deployment is with regards to intruders to the cluster. 
Mitigation Actions
· Option 1 (Recommended) Upgrade SMA to latest 2019.02 Release, which includes the fix. 
https://marketplace.microfocus.com/itom/content/service-management-automation-2019-02
https://docs.microfocus.com/itom/Service_Management_Automation_-_SM:2019.02/Upgrade


· Option 2:  Apply following patch below. This applies to all CDF 2018.XX releases.
The patch is attached to this article as patch-files.zip and will need to be downloaded before continuing.







[bookmark: _GoBack]
README
Overview
This patch package provides a patch_runc.sh script to replace some specific docker-runc binaries in certain CDF releases. 
It will replace the docker-runc binaries under $K8S_HOME/bin/ and docker-runc binaries in the $K8S_HOME/zip/ITOM_Suite_Foundation_Node.tar.gz package. 
----------------------------------------------------------------------------------------------------------
----------------------------------------------------------------------------------------------------------
Patch Installation
Perquisites:
Before you install the patch, make sure all your worker nodes and master nodes have at least 4 GB free disk space under the filesystem where $K8S_HOME locates.
Before CDF installation and after CDF installation
If you have not installed CDF, install CDF first. After you have installed CDF, perform the patch installation steps to apply the patch. 
Installation steps:
Perform the following steps one by one to install the patch.
1.	Run the following command on one of the master nodes. This step is to cordon all nodes to avoid the pods shifting continuously during patching.
    # kubectl get nodes -o custom-columns=NAME:.metadata.name --no-headers|xargs -i -t kubectl cordon {} 
2.	Perform the following steps on all master nodes and worker nodes one after another. You must wait for the following steps to finish running on each node before you perform them on another node.
    2.1	Run the following commands to stop Kubernetes.  
        # cd $K8S_HOME/bin
        # ./kube-stop.sh
    2.2	After you have stopped Kubernetes, run the following command under the directory where patch_runc.sh locates:
        # ./patch_runc.sh 
    2.3	Run the following commands to restart Kubernetes. 
	    # cd $K8S_HOME/bin
        # ./kube-start.sh
    2.4	Run the following command on the current node to uncordon the node. Replace <current-node> with the IPv4 address or hostname of the current node.
        # kubectl uncordon <current-node>
        Note: 
        You can run the command “kubectl get nodes” to list all the nodes in cluster and find the current node through IPv4 address or hostname.
        Run the command "hostname -f" or "hostname -i" to find the IPv4 address or hostname of the current node.
3.	Run the following command to check the patching result.               
    # $K8S_HOME/bin/docker-runc -v
	If you get the "654fccfbaf89aac424b877dd1d914cee39262706a" as the commit value, you have applied the patch successfully.
	
Before CDF upgrade and after CDF upgrade
If you upgrade CDF to version 2018.01, 2018.05, 2018.08, and 2018.11, install the patch after you have completed the CDF upgrade. 
To apply the patch:
1. Perform the CDF upgrade first. After you have completed CDF upgrade, perform the steps listed in "Installation steps" to apply the patch. 
2. Install the patch each time after you perform the CDF upgrade.
   For example, if you perform CDF chain upgrade from 2018.05 to 2018.08 and then to 2018.11 release, you must install the patch after you have upgraded CDF to 2018.08 and install the patch again after you have upgraded CDF to 2018.11 release. 

Rolling Back
When you encounter some unexpected errors while patching, follow the steps below to roll back the patch.

1.	Run the following command on one of the master nodes. This step cordons all nodes to avoid the pods shifting continuously during patching. 
    # kubectl get nodes -o custom-columns=NAME:.metadata.name --no-headers|xargs -i -t kubectl cordon {} 
2.	Perform the following steps on all the master nodes and worker nodes one after another. You must wait for the commands to finish running on each node before you run it on another node.
    2.1	Run the following commands to stop kubernetes:   
        # cd $K8S_HOME/bin
        # ./kube-stop.sh
    2.2	Get the backup copy of docker-runc binary. The backup copy of docker-runc is placed under $K8S_HOME/bin/docker-runc-${commit_id}.
	   Replace {commit_id} with the hashed docker-runc version. 
	   For example, “/opt/kubernetes/bin/docker-runc-09c8266bf2fcf9519a651b04ae54c967b9ab86ec”.
    2.3	Run the following commands to restore docker-runc under $K8S_HOME/bin.
        # cd $K8S_HOME/bin
        # cp -f docker-runc-${commit_id}  docker-runc
    2.4	Run the following command to restore docker-runc under $K8S_HOME/zip on the node where the patch was applied.
        # cd $K8S_HOME/zip
        # gunzip ITOM_Suite_Foundation_Node.tar.gz
        # tar -xf ITOM_Suite_Foundation_Node.tar
        # cp -f $K8S_HOME/bin/docker-runc ITOM_Suite_Foundation_Node/bin/
        # tar -czf ITOM_Suite_Foundation_Node.tar.gz ITOM_Suite_Foundation_Node
        # rm -fr  ITOM_Suite_Foundation_Node.tar
        # rm -fr  ITOM_Suite_Foundation_Node
    2.5	Run the following commands to start Kubernetes.
        # cd $K8S_HOME/bin
        # ./kube-start.sh
    2.6	Run the following command on the current node to uncordon the node. 
	    Replace the <current_node> with the current node IPv4 address or hostname.
        # kubectl uncordon <current-node>
         Note: 
You can run the command “kubectl get nodes” to list all the nodes in cluster and find the current node through IPv4 address or hostname.
Run the command "hostname -f" or "hostname -i" to find the IPv4 address or hostname of the current node.
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PATCH_QCCR8B33550/docker-runc








PATCH_QCCR8B33550/patch_runc.sh


#!/bin/sh
CURRENTDIR=$(cd "$(dirname "$0")";pwd)
TARGET_COMMIT_ID="9df8b306d01f59d3a8029be411de015b7304dd8f"
KERNEL_VERSION_BASELINE="3.10.0-862"
flag_file="${CURRENTDIR}/flag.tmp"
backup_flag="false"
source /etc/profile


cmd_wrapper(){
    local cmd_arg=""
    while [[ ! -z $1 ]] ;do
        cmd_arg="$cmd_arg $1";shift
    done
    eval $cmd_arg 1>/dev/null 2>/dev/null
    if [ $? -ne 0 ]; then
        echo "$cmd_arg failed!"; exit 1
    fi
}
waiting() {
    echo -ne "\033[?25l"
    interval=0.1

    echo -ne " - "
    sleep $interval
    echo -ne "\b\b\b \\ "
    sleep $interval
    echo -ne "\b\b\b | "
    sleep $interval
    echo -ne "\b\b\b / "
    sleep $interval
    echo -ne "\b\b\b"

}
patchCDFAddnodePackage(){
    tar -zxf ${K8S_HOME}/zip/ITOM_Suite_Foundation_Node.tar.gz -C ${K8S_HOME}/zip/ 2>/dev/null
    if [ $? -ne 0 ];then
        echo "Extract Failed" > ${flag_file}
        exit 1
    fi

    if [ ! -e ${K8S_HOME}/zip/ITOM_Suite_Foundation_Node/bin/docker-runc ];then
        echo "Not Found" > ${flag_file}
    else
        local commit_id=$(${K8S_HOME}/zip/ITOM_Suite_Foundation_Node/bin/docker-runc -v | grep "commit" | cut -d : -f2|tr -d ' '|tr [A-Z] [a-z] 2>/dev/null)
        if [[ "$commit_id" != "$TARGET_COMMIT_ID" ]];then
            echo "Version Already Latest " > ${flag_file}
            rm -rf ${K8S_HOME}/zip/ITOM_Suite_Foundation_Node
            exit 1
        fi
        mv ${K8S_HOME}/zip/ITOM_Suite_Foundation_Node.tar.gz ${K8S_HOME}/zip/ITOM_Suite_Foundation_Node.tar.gz.bak
        /usr/bin/cp -f ${CURRENTDIR}/docker-runc ${K8S_HOME}/zip/ITOM_Suite_Foundation_Node/bin/
        chmod 700  ${K8S_HOME}/zip/ITOM_Suite_Foundation_Node/bin/docker-runc
        cd ${K8S_HOME}/zip
        tar -czf ITOM_Suite_Foundation_Node.tar.gz ITOM_Suite_Foundation_Node 2>/dev/null 1>/dev/null
        cd $CURRENTDIR
        if [ $? -ne 0 ];then
            rm -rf ${K8S_HOME}/zip/ITOM_Suite_Foundation_Node
            mv ${K8S_HOME}/zip/ITOM_Suite_Foundation_Node.tar.gz.bak ${K8S_HOME}/zip/ITOM_Suite_Foundation_Node.tar.gz
            echo "Failed" > ${flag_file}
            exit 1
        else
            rm -rf ${K8S_HOME}/zip/ITOM_Suite_Foundation_Node
            rm -f ${K8S_HOME}/zip/ITOM_Suite_Foundation_Node.tar.gz.bak
            echo "OK" > ${flag_file}
        fi
    fi

}
logAndWait(){
    local msg=$1;shift
    INTERVAL=0.5
    RCOUNT="0"
    echo -n "$msg ...... "
    while :
    do
        if [[ -e ${flag_file} ]];then
            break
        fi
        ((RCOUNT = RCOUNT + 1))
        case $RCOUNT in
            1) echo -e '-\b\c'
                sleep $INTERVAL
                ;;
            2) echo -e '\\\b\c'
                sleep $INTERVAL
                ;;
            3) echo -e '|\b\c'
                sleep $INTERVAL
                ;;
            4) echo -e '/\b\c'
                sleep $INTERVAL
                ;;
            *) RCOUNT=0
                ;;
        esac
    done
}

isKernelReleaseValid(){
    version=$(uname -r)
    major=${version%%-*}
    minor=${version#*-}
    minor=${minor%%.*}
    baseline_major=${KERNEL_VERSION_BASELINE%%-*}
    baseline_minor=${KERNEL_VERSION_BASELINE#*-}
    if [[ "$major" > "$baseline_major" ]];then
        echo "true"
    elif [[ "$major" = "$baseline_major" ]];then
        if [[ "$minor" < "$baseline_minor" ]];then
            echo "false"
        else
            echo "true"
        fi
    else
        echo "false"
    fi
}

if [[ -e ${flag_file} ]];then
    rm -f ${flag_file}
fi

#check if docker is stop or not
systemctl status docker-bootstrap.service 2>/dev/null 1>/dev/null
if [[ $? -eq 0 ]]; then
    echo "Warning: Docker-bootstrap is still running. Patching is stopped."
    echo "Run kube-stop.sh to stop your cluster. After that, run the patch_runc.sh."
    exit 1
fi
systemctl status docker.service 2>/dev/null 1>/dev/null
if [[ $? -eq 0 ]]; then
    echo "Warning: Main-docker is still running. Patching is stopped."
    echo "Run kube-stop.sh to stop your cluster. After that, run the patch_runc.sh."
    exit 1
fi
#check disk space
avail_space=$(df -hl $K8S_HOME | grep -v 'Filesystem' | awk -F ' ' '{print $4}' 2>/dev/null)
if [ $? -ne 0 ];then
    echo "Warning:Failed to get the available free disk space. Patching is stopped."
    exit 1
fi
unit=${avail_space:((-1))}
size=${avail_space:0:((-1))}
if [[ $size -lt 4 ]] && ([[ "$unit" != "G" ]] || [[ "$unit" != "T" ]]);then
    echo "Warning:The available free disk space is less than 4GB. Patching is stopped."
    exit 1
fi
#check kerner version
result=$(isKernelReleaseValid)
if [ "$result" = "false" ];then
    echo "Warning:You are using an unsupported Kernel version. Please update your kernel to version 3.10.0-862 or higher."
    exit 1
fi

if [[ ! -e "${K8S_HOME}/bin/docker-runc" ]];then
    echo "Skip patching. Docker-runc can not be found."
    exit 1
else
    commit_id=$(${K8S_HOME}/bin/docker-runc -v | grep "commit" | cut -d : -f2|tr -d ' '|tr [A-Z] [a-z])
    if [[ "$commit_id" != "$TARGET_COMMIT_ID" ]];then
        echo "Skip patching. The latest version of docker-runc is found under ${K8S_HOME}/bin"
    else
        #patch
        backup_flag="true"
        mv ${K8S_HOME}/bin/docker-runc ${K8S_HOME}/bin/docker-runc-${commit_id}
        /usr/bin/cp -f ${CURRENTDIR}/docker-runc ${K8S_HOME}/bin/docker-runc
        chmod 700  ${K8S_HOME}/bin/docker-runc
        echo "Patch ${K8S_HOME}/bin/docker-runc ...... OK"
        result="OK"
    fi

    if [ -e "${K8S_HOME}/zip/ITOM_Suite_Foundation_Node.tar.gz" ];then  #no such file in worknode 
        patchCDFAddnodePackage &
        logAndWait "Patch docker-runc in ${K8S_HOME}/zip/ITOM_Suite_Foundation_Node.tar.gz"
        result=$(cat ${flag_file} 2>/dev/null)
        if [ -z "$result" ];then
            result="Unknown"
        fi
        echo $result
    fi

    if [[ "$result" == "OK" ]];then
        echo "The patch was applied successfully."
        if [ "$backup_flag" = "true" ];then
            echo "The original docker-runc is backup to ${K8S_HOME}/bin/docker-runc-${commit_id}."
        fi
        echo "Now you can run kube-start.sh to restart your cluster!"
    fi
    rm -f $flag_file
fi
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Overview

This patch package provides a patch_runc.sh script to replace some specific docker-runc binaries in certain CDF releases. 

It will replace the docker-runc binaries under $K8S_HOME/bin/ and docker-runc binaries in the $K8S_HOME/zip/ITOM_Suite_Foundation_Node.tar.gz package. 

----------------------------------------------------------------------------------------------------------



Patch Installation

Perquisites:

Before you install the patch, make sure all your worker nodes and master nodes have at least 4 GB free disk space under the filesystem where $K8S_HOME locates.

Before CDF installation and after CDF installation

If you have not installed CDF, install CDF first. After you have installed CDF, perform the patch installation steps to apply the patch. 

Installation steps:

Perform the following steps one by one to install the patch.

1.	Run the following command on one of the master nodes. This step is to cordon all nodes to avoid the pods shifting continuously during patching.

    # kubectl get nodes -o custom-columns=NAME:.metadata.name --no-headers|xargs -i -t kubectl cordon {} 

2.	Perform the following steps on all master nodes and worker nodes one after another. You must wait for the following steps to finish running on each node before you perform them on another node.

    2.1	Run the following commands to stop Kubernetes.  

        # cd $K8S_HOME/bin

        # ./kube-stop.sh

    2.2	After you have stopped Kubernetes, run the following command under the directory where patch_runc.sh locates:

        # ./patch_runc.sh 

    2.3	Run the following commands to restart Kubernetes. 

	    # cd $K8S_HOME/bin

        # ./kube-start.sh

    2.4	Run the following command on the current node to uncordon the node. Replace <current-node> with the IPv4 address or hostname of the current node.

        # kubectl uncordon <current-node>

        Note: 

        You can run the command “kubectl get nodes” to list all the nodes in cluster and find the current node through IPv4 address or hostname.

        Run the command "hostname -f" or "hostname -i" to find the IPv4 address or hostname of the current node.

3.	Run the following command to check the patching result.               

    # $K8S_HOME/bin/docker-runc -v

	If you get the "654fccfbaf89aac424b877dd1d914cee39262706a" as the commit value, you have applied the patch successfully.

	

Before CDF upgrade and after CDF upgrade

If you upgrade CDF to version 2018.02, 2018.05, 2018.08, and 2018.11, install the patch after you have completed the CDF upgrade. 

To apply the patch:

1. Perform the CDF upgrade first. After you have completed CDF upgrade, perform the steps listed in "Installation steps" to apply the patch. 

2. Install the patch each time after you perform the CDF upgrade.

   For example, if you perform CDF chain upgrade from 2018.05 to 2018.08 and then to 2018.11 release, you must install the patch after you have upgraded CDF to 2018.08 and install the patch again after you have upgraded CDF to 2018.11 release. 



Rolling Back

When you encounter some unexpected errors while patching, follow the steps below to roll back the patch.



1.	Run the following command on one of the master nodes. This step cordons all nodes to avoid the pods shifting continuously during patching. 

    # kubectl get nodes -o custom-columns=NAME:.metadata.name --no-headers|xargs -i -t kubectl cordon {} 

2.	Perform the following steps on all the master nodes and worker nodes one after another. You must wait for the commands to finish running on each node before you run it on another node.

    2.1	Run the following commands to stop kubernetes:   

        # cd $K8S_HOME/bin

        # ./kube-stop.sh

    2.2	Get the backup copy of docker-runc binary. The backup copy of docker-runc is placed under $K8S_HOME/bin/docker-runc-${commit_id}.

	   Replace {commit_id} with the hashed docker-runc version. 

	   For example, “/opt/kubernetes/bin/docker-runc-09c8266bf2fcf9519a651b04ae54c967b9ab86ec”.

    2.3	Run the following commands to restore docker-runc under $K8S_HOME/bin.

        # cd $K8S_HOME/bin

        # cp -f docker-runc-${commit_id}  docker-runc

    2.4	Run the following command to restore docker-runc under $K8S_HOME/zip on the node where the patch was applied.

        # cd $K8S_HOME/zip

        # gunzip ITOM_Suite_Foundation_Node.tar.gz

        # tar -xf ITOM_Suite_Foundation_Node.tar

        # cp -f $K8S_HOME/bin/docker-runc ITOM_Suite_Foundation_Node/bin/

        # tar -czf ITOM_Suite_Foundation_Node.tar.gz ITOM_Suite_Foundation_Node

        # rm -fr  ITOM_Suite_Foundation_Node.tar

        # rm -fr  ITOM_Suite_Foundation_Node

    2.5	Run the following commands to start Kubernetes.

        # cd $K8S_HOME/bin

        # ./kube-start.sh

    2.6	Run the following command on the current node to uncordon the node. 

	    Replace the <current_node> with the current node IPv4 address or hostname.

        # kubectl uncordon <current-node>

         Note: 

        You can run the command “kubectl get nodes” to list all the nodes in cluster and find the current node through IPv4 address or hostname.

        Run the command "hostname -f" or "hostname -i" to find the IPv4 address or hostname of the current node.
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