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Introduction

As of version 9.41, HP Service Manager Collaboration supersedes the previous HP Enterprise Collaboration
(EC) based instant messaging solution. As an instant messaging tool embedded in Service Manager,
Collaboration integrates with Service Manager through LW-SS0 and Apache proxy. Service Manager
Collaboration enables Service Manager IT operators to collaborate in real time (or anytime) when handling
an Interaction, Incident, Incident Task, Request, Request Task, Problem, Problem Task, Change, or Change
Task by default. Service Manager users who do not log on to Service Manager but are available on
Microsoft Office Lync can also be invited to a Collaboration conversation. In addition to the Service
Manager Collaboration suggested participants that can be invited to a conversation, you can also search
for users by email address or user name, and invite them to the conversation.

Purposes of this document

This document aims to help customers manually deploy Service Manager Collaboration environment with
LW-SS0 and SSL configured. It provides the following information:

« The Service Manager Collaboration deployment approach, including information on the chat server
deployment, the Apache HTTP server deployment, LW-SSO configuration, and so on.

« Troubleshooting information, which can assist customers in solving issues related to the solution.

For detailed manual deployment steps, refer to the Service Manager 9.41 Interactive Installation Guide.

Target audience

This document is intended for HP customers and partners who want to deploy Service Manager 9.41
Collaboration. This document can help such customers understand the deployment process and perform
detailed steps.

Prerequisites

The necessary prerequisites for Service Manager Collaboration deployment are described as follows:
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« You must have the Apache configuration knowledge.

« You have installed Service Manager 9.41 binaries, Service Manager 9.41 applications, and Service
Manager 9.41 web tier.

« You must know the domain of your Service Manager installation. In this document, the domain is
training.com and the host name is sm941.training.com.

Requirements

To deploy Service Manager Collaboration successfully, read through the checklist below and make sure
the configuration are completed by following the instructions provided in this document:

o Integrate Tomcat successfully with Apache OpenSSL.

« Deploy Openfire successfully.

« Configure proxy pass correctly in Apache.

o Configure LW-SSO correctly for Service Manager webtier, RTE and Openfire.

o Set the related parameters correctly in Service Manager.

About HP ITSM Deployment Manager

HP highly recommends you to install HP ITSM Deployment Manager and use it to deploy Service Manager
Collaboration. HP ITSM Deployment Manager is a new free administration tool provided by HP to help you
deploy and maintain your Service Manager environments as well as ease the setup and maintenance of
Service Manager integration with other HP products. This tool is available at HP Live Network for free and
allrelated information regarding its compatibility matrix and features are accessible at
https://hpln.hp.com/group/itsm-deployment-manager. If you decide to use Deployment Manager to do
your Collaboration installation, follow applicable instructions in the Deployment Manager documentation;
otherwise, follow the instructions in this document.

Deploying Service Manager Collaboration

This section provides detailed tasks on HP Service Manager Collaboration deployment.
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Task 1: Enable Lightweight Single Sign-On (LW-SS0) on
Service Manager server

For Service Manager Collaboration to function, you need to configure Lightweight Single Sign-On (LW-SS0)
on the Service Manager server, Service Manager web tier and Openfire service so that Service Manager
users can use Service Manager Collaboration without logging on to the Service Manager server separately.

In this task, you will set up LW-SSO for the Service Manager Server. Follow these steps:

1.

Log on to Service Manager as a system administrator.

2. Go to Windows Services and stop the HP Service Manager 9.40 Server service.

File  Action View Help

&2 |mlEc= [HE > =0 w

£ Services (Local)

L} services (Local)

@ger 9.40 Server Mame I Description I Status I Startup T
i Health Key and Certificate Management Provides X.... Manual
Stop the service L HP KM Search Engine - Master Manages a... Manual
Restart the service ﬁ HP Service Manager 9.40 Server HP Service ... Started Manual

L HP SM Smart Analytics CFS Connector Marual
Description: ] S HP 5M Smart Analytics Contentl Marual
HP Service Manager 9.40 Windows ..HP SM Smart Analytics Content2 Mariual

Il

3. Navigate to the C:\Program Files (x86)\HP\Service Manager 9.40\Server\RUN directory.

G( :Jv | . = Computer - Local Disk (C:) - Program Files (x38) = HP = Service Manager 9.40 = Server = RUM -

Organize *  Indudeinlibrary =  Sharewith * Burn  Mew folder

‘v Favorites Mame = Date modified Type
B Desktop ) Backup 12/10/2015 10:44 AM  File folder
4. Downloads | ddls 12/01/2015 4:43 PM File folder
151, Recent Places | jre 12/10/2015 9:53 AM  File folder

4. Copy the lwssofmconf.xml file and save it as lwssofmconf_00B.xml.

Page 5 of 80



Technical white paper | Service Manager

@( :Jv | . = Computer = Local Disk (C:) -~ Program Files (x86) = HP - Service Manager 9.40 ~ Server = RUN -

Organize @Dpen * Burm  Mew folder

[ Favorites NE"E ~ Daj:e rrrmdlﬁed Type
B Desktop =] lwssofmeconf.xml 25/08/2015 5:43PM XML Docume
4. Downloads

ﬂ lwssofmconf_QOB, xml 31/08/2015 5:43 AM XML Documel

12| Recent Places ) ) )
|| Microsoft, VC90,CRT manifest 31/058/2015 5:43 AM  MAMNIFEST Fi

L | mswem30. dll 31/08/2015 5:43 AM  Application e

5. Open the lwssofmconf.xml file with a text editor.

6. Locate the enableLWSSOFramework parameter and ensure it is set to true.

B hosts o =] wssofmconf xaml E3
1 |<’_-‘:-c1'r.l version="1.0" encoding="UTF-8§"?2>
2 [H<lwsso-config =zmlns="http://www.hp.com/astsecurity/idmenablmentfw/lwsso/2.0">
% <enablelWS50 enablelWSS50Framework="truoe"
4 enableCookieCreation="trone" cookieCreationType="LWS50" />
= = <web-service>
& =] <inbound>
7 =] <restURLs>

7. Locate the domain value and set it to training.com.

13 <service service-type="rest" >

14 <in-lwssox>

15 = <lwssoValidation>

16 <domain>training.gom</domain>

1 <crypto cipherTvpe="symmetricBlockCipher" engineName="AES"

18 paddingModeName="CBC" key3ize="256" encodingMode="Base64U0rl"
19 initString="This i= a shared secret passphrase"></cryptor

20 - </1lwssoValidation>
21 o </in-lws=so>
2z - </5ervice>|

Note: To use LW-SSO, your Service Manager web tier and server must be deployed in the same
domain; therefore you should use the same domain name for the web tier and server. If you fail
to do so, users who log in from another application to the web tier can log in but may be forcibly
logged out after a while.

8. Locate the initStringvalue and set it to SM941training.
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13 <service service-type="rest" >
4 <in-lwssox>
1L = <lwssoValidation>
16 <domain>training. gom</domain>
17 <crypto cipherType="symmetricBlockCipher" engineName="AES"
18 paddingModeName="CBC" keySize="256" encodingMode="Base64Url"
19 initString="sSM%4ltraining"></crypto>
20 |- </lwsscValidation®>
21 |- </in-lws=o>
22 - </fservice>

Note: This value can be set to anything as long as you use this value for all the initString
values across the products you are installing LW-SSO for.

9. See the following screenshot for an overview of the lwssofmconf.xml file:

¥ *C\Program Files (x86)\HP\Service Manager 9.40)\Server\RUN\lwssofmconfyxml - Notepad++ [Administrator]
File Edit Search View Encoding Language Settngs Maco Run Plugine Window 7

J o= =B % g éﬁ|i¥ L7 lﬁ| 2 |ﬁﬂ b | AL % |u? Eﬁ| =1

B hosts o [=] lwssofmeonf xaml E:i|

AED|EE B S|

<enablelW550 enablelWSS5C0Framework="true"
enableCookieCreation="trune" cookieCreationType="L1LWSS0" />
= <web-service>
E <inbound>
= <restURLs>
<url>. *7/ws. %</ url>
<url>.*sch2server/ys. *</url>
<url>.*/ui. %</ url>
<url>. *SM/9/rest. *</url>
- </restURLs>
% <service service-type="rest" >

e I I 3 I Ry 1)

[l
(=TT - R e

[1- S U %

<in-lwsso>

<lwssoValidation>
<domain>training.gom</domain>

[l
-l @ tn

<crypto cipherType="symmetricBlockCipher" engineName="AES"

paddingModeName="CBC" key3ize="256" encodingMode="Base64Url"
initString="SMS41training"></crypto>

- </lwssoValidation®>

o </in-lws=so>

o <fservice>

- </inbound>

<outbound/ >
o <fweb—service4
Le/lwsso-config>

(=R )

[T VU % Ry

3OR3 PR3 PR3 RD ORI RS ORI

o tn

10. Save your changes and close the lwssofmconf.xml file.

11. Start the HP Service Manager 9.40 Server Windows service.
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File Action View Help

N EENEEN =T

(. Services (Local)

— Services (Local)

HF Service Manager 9.40 Server Name = | Description | status | Startup Type | Logonas |
4 DNS Client The DNS Cl... Started Automatic Metwork 5...
Start the service f Encrypting File System (EFS) Provides th... Marual Local System
i Extensible Authentication Protocel The Extens... Manual Local System
Description? £ Function Discovery Provider Host The FDPH... Manual Local Service
HP Service Ma r 9,40 Windows L+ Function Discovery Resource Publication  Publishes t... Manual Local Service
Service %+ Google Update Service (gupdate) Keeps your... Automatic (D... Local System
{4 Google Update Service (gupdatem) Keeps your... Manual Local System
£, Group Policy Client The servic...  Started Automatic Local System
v Health Key and Certificate Management  Provides X.... Manual Local System
#IHP Service Manager 9.40 Server Manual 5
4 HP 5M Smart Analytics CFS Connector Manual Local System
S HP SM Smart Analytics Content1 Manual Local System
£ HP 5M Smart Analytics Content2 Manual Local System

Task 2: Enable LW-SS0 on Service Manager web tier

In this task, you will enable LW-SSO0 in the Service Manager web tier so that Service Manager users can use

Service Manager Collaboration without logging on to the Service Manager server separately.

Follow these steps:

1. Go to Windows Services and stop the Apache Tomcat 8.0 SMWeb service.

[Qhservices =10l x|
File Action View Help
&2 ElHc=HE> 8 np

£, Services (Local) {} Services (Local)

#3 Apache Tomcat

Apache Tomped®8.0 SMWeb MName + I Description I Status I Startup Type &«
Ly Adobe Acrobat Update Service Adobe Acr...  Started Automatic

Stop the service £, Adobe Flash Player Update Service This servic. .. Manual

Restart the service Lo, Apache Tomcat 8.0 SMMobility Apache To... Manual

Apache To...

Manual

Description: o; Apache Tomcat 8.0 SRC Apache To... Manual
ﬁE;?;fan?Eacté;géglnfosrg;ver - / Application E:(per.ience Process_es ... Started Manual
L, Application Identity Determines. .. Manual

2. Navigate to the C:\Program Files\Apache Software Foundation\Tomcat 8.0_
SMWeb\webapps\webtier-9.41\WEB-INF directory.
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P,
Gk)lv | .+ Local Disk (C:) ~ Program Files  Apache Software Foundation » Tomcat 8.0_SMWeb ~ webapps ~ webtier-9.41 = WEB-INF -

COrganize *  Indudeinlibrary =  Sharewith + Burm  Mew folder

S Favorites MName ~ Date modified Type Size
Bl Desktop ) act 12/10/2015 9:56 AM File folder
4 Downloads | classes 20/10/2015 2:47 PM File folder
1| Recent Places e 12/10/N15 8- 57 &K File frlder

3. Copy the web.xml file and save it as web_00B.xml.

(I
éov | . = Local Disk (C:) - Program Files = Apache Software Foundation - Tomcat 8.0_SMWweb + webapps ~ webtier-9.41 - WEB-INF -
Crganize 'E_—;l Open =+ Burn  Mew folder
' Favorites Mame = Date modified Type Size
Bl Desktop ) act 12/10/2015 3:56 AM  File folder
& Downloads | dasses 14/10/20154:00 M File folder
i Recent Places | owe 12/10/2015%:57 AM  File folder
=5 Libraries . grammar 12102015 9:57 AM  File folder
3 Documents ) lib 12102015 9:57 AM File folder
J} Music . tags 12102015 9:56 AM  File folder
=] Pictures . templates 12/10/2015 9:56 AM  File folder
EE videos || cacerts 19/04/2015 1:43 AM  File 30 KB
~ || bm-web-ext, xmi 19/04/2015 1:42 AM XM File 1KBE
18 Computer
ﬂ-?' Local Disk (C2) |7 log4i.properties 21042015 3:39 AM  PROPERTIES File 1KB
(% Shared Folders (\mu 2] shortout. xml 31/08/20156:16 AM XML Document SKB
=] web.xml 12102015 10:05 AM XML Document 50 KB
Gh Netwark 3., Xm 3 0156:16 AM XML Document
= weblogic, xml 31/08/20156:16 AM XML Document 1KB
L b, 4, OMTNAE 44, 00 DR OO ADERTTICS Sl 4D

4. Open the web.xml file with a text editor.

5. Locate the serverHost parameter and set it to sm941.training.com.

572 <init-param>

573 <1—-—- SBpecify the HP Service Manager server host and port location -->
574 <param-name>serverHost</param-name>

575 <param-value>sm941. training.gom</param-value

576 </init-param>

6. Locate the secureLogin parameter and ensure it is set to false.
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s
Pd
L

I
Lad
[l

I ==
[ ]
[

I
Lad
Lad

-

<contexXxt-params
“param-name>securelogin< /param-—name>
cparam-valuerfalse< /param—-valus>

</ context-paramsr

7. Locate the isCustomAuthenticationUsed parameter and set it to false.

=

<context-param®
<param-namerisCustomfAnthenticationUsed<,/param-—name>
cparam-value>false«/param—valus>

</ context-paramr

8. Locate LWSSO filter.

B hosts .JI B lwssofmconf sl £ [=] web xaml E:!|l web_LWSS50 xml £

o5 [ <filters

96 <filter-name>UIMMainFilter</filter-name>

a7 <filter-class>gomn.hp.bsn.nin.web . UIMFilter</filter-class>

8 - </filter>

g

B <«!'-- LWSSO filte:r:l for integrations using HP lightweight =2ingle =sign-on
PLEASE MNCTE: Uncomment this filter and the associated filter-mapping,

403 and see application-context.xml for additional configuration needed
404 - for LWSS0O. -->
405 [ «'—-
406 <filter>
407 <filter-name>LW550</filter-name>
408 <filter-classrgon.hp.sW.btg.as5.security. lyssg . LWS50Filter</filter-class>
409 </filcer>
410 ==

9. Uncomment the <filter> ... </filter> section by removing the preceding <!-- and the
posterior -->.
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400

1y
[
|

T—

<!—— LW5SS5C fil for integrations using HP lightweight =single =2ign-on

402 TE: Uncomment this filter and the associated filter-mapping,
403 ee application-context.xml for additional configuration needed
404 ke -
405 |
406 [ <filter>
407 <filter-name>LWSS0</filter-name>
408 «filter-class»gom.hp.sw.bto.ast.security. lysse. LWSS0Filter«</filter-class>
409 I </filter>
410 —-—>
411
412 [ <«filter>
400
40 é] <1'—— LWSS50 filter for integrations using HP lightweight =single sign-on
402 PLEASE NCTE: Uncomment this filter and the associated filter-mapping,
403 and see application-context.zml for additional configuration needed
404 - for LWS50. —-->
405
406 [ <filter>
407 <filter-name>lWSS0</filter-name>
408 <«filter-class>gom.hp.sW.bte.ast.security. lysse. LWSS0Filter</filter-class>
409 - <«/filter>
10 R

10. Locate LWSSO filter again.

11.

.|

] =] =] =]
=] o N b

=]
[T -]

[ Y Y Y Y T Y Y Y Y -9

[ S VR I ]

Ly Ry

<!-—— LNSS0 filteﬂ—mapping, please read description for LWSS5C filter above
before pneommenting this. -->
<!——
<filter-mapping>
<filter-name>LWS50<,/filter—-name>
<url-pattern>/*</url-pattern>
</filter-mapping:>
-

Uncomment the <filter_mapping> ... </filter-mapping> section by removing the preceding

<!--and the posterior -->.
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i
. |
W

-]

fa
1
LI T,
m
ot
&)
[
']

13

please read description for LWSS0 filter above
-

[1
-]

W
. |

B <«<filter-mapping>
<filter-name>LWSS0</filter-nams:
<url-pattern»/*</url-pattern>

b
=]
oo m

F </filter-mapping:>

482 -

<1—— LWSS50 filter-mapping, please read description for LWS50 filter abowve
before yncommenting this. -->

<filter-mapping>
«filter-name>LWSSO</filter-name>
furl-patterns>/*</url-pattern>

' «/filter-mapping>

i
-

1

[

(R s ]

19

12. Save your changes and close the web.xml file.

13. Navigate to the C:\Program Files\Apache Software Foundation\Tomcat 8.0_
SMWeb\webapps\webtier-9.41\WEB-INF\classes directory.

o
Q[\_)v | .~ Program Files = Apache Software Foundation - Tomcat 8.0_SMWeb - webapps - webtier-9.41 = WEB-INF - classes ~

Organize v  Indudeinlbrary +  Sharewith = Burm  New folder

S Favorites Name “ Date modified Type Size
Bl Desktop | com 12f10/2015 9:56 AM  File folder
4. Downloads J himleditor 12f10/2015 9:57 AM File folder
i=1| Recent Places | isb 12/10/20159:57 AM  File folder

14. Copy the lwssof mconf.xml file and save it as lwssofmconf_00B.xmL
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e e
Q\_)v | . = Program Files = Apache Software Foundation = Tomcat 8.0_SMWeb ~ webapps ~ webtier-9.41 ~ WEB-INF - classes -

Crganize @Dpen * Bun  New folder

S Favorites MName “ Date modified Type Size
Pl Desktap =] lwssofmeonf, xml 31/08/20156:156 AM XML Document 3KB
& Downloads || wssofmeonf, xsd 31/08/20156:16 AM  X5D File 34 KB
&l Recent Places B wconf_OOB. xml 3 156:16 AM XML Document
) =] persistencyContext. xml 5/12/2013 4: 15 PM ¥ML Document 3KB
U.g_l:'ibraries || persistencyContext-sm, xml 31/08/20156:16 AM XML Document 4KB

15. Open the lwssofmconf.xml file with a text editor.

16. Locate the enableLWSSOFramework parameter and set it to true.

B hosts Jl B wssofmeonf sl Jl B web JI B web LWEs0ml o =l wssofmeonf xml E3

1 <?xml version="1.0" encoding="UTF-8"72>

2 H<lwsso-config xmlns="http:/ /www.hp.com/astsecurity/idmenablmentfw/lwsso/2.0">
4 <enablelWS550C

& enablelW5S5CFramework="trus"

] enableCookieCreation="trus"

7 cookieCreationType="LWS50" />

17. Locate the domain parameter and set it to training.com.

E <webui>

10 <validationX>

11 <in-ui-lwssox>

12 E <lw=soValidation id="IDOOODOO1">

13 <domain>training.gom</domain>

14 <crypto cipherType="symmetricBlockCipher"

15 engineName="ARS" paddingModeName="CBC" key3ize="258"
1 encodingMode="Ba=ze64Url"

17 initString="This is a shared secret passphrass"/>
18 - </lwssoValidation>

19 - <fin-ui-lwsso>

18. Locate the initStringvalue and set it to SM941training.
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<webui>

[ BT

<validation>

<in-ui-lwsso>
= <lwssoValidation id="IDOO0OOD1">
<domainrtraining. gom</domains

W L R

<crypto cipherTyvpe="symmetricBlockCipher"
engineName="AES" paddingModeName="CBC" keySize="258"
encodingMode="Basesd4Url"
initString="SMS%41training" />
- </lwssoValidation>
</in-ui-lws=so>

L e
i T v B s ] & Ln
T

LI

19. Locate the secureHTTPCookie value and set it to false.

Fa

28 <creation>

29 <lwssoCreationRef useHTTPOnlyv="true" secureHITPCookie="false"
30 <lwssoValidationRef refid="ID0O0O0O0OO1"/>

31 <expirationPeriod»50«</expirationPeriods>

3z </lwssoCreationRef>

33 </creation>

20. Locate the multiDomain section.

48 <multiDomains

C = <trustedHosts>

20 <DN5Domainrexample .. ggm</ DHSDomains
21 <DH5Domainrexamplel . gom</DNSDomain
22 <NetBiosHame>myserver</ NetBiosName>
=3 HetBiosHanermyserverl< /HetBiosHame>
54 < TP>30N . XXX - X5X . xxx</IP>

55 T TP =300 . KKK - 300 . X/ IP>

56 <FQON>myserver . example . gom< /FQDN>
27 <FQDM>myserverl . examplel . gom</ FQDN>
58 - </trustedHosts>

59 - </mulciDomain

&0

21. Set the first DNS Domain from example.comto training.com.
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<multiDomain>
<trustedHosts>

TR %
3 L o
H1

<DHSDomain>training.gom</DHNSDomain’>
<DNSDomain>examplel . gom< /DHNSDomain
«NetBiosHName>myserver</NetBiosName:>

(U % I SR

<HetBiosNamermyserverl</HNetBiosHams>

22. Set the first FQDN from myserver.example.comto sm941.training. com.

I
[ T T I

E <multilDomain

= <trustedHosts>
<DNSDomain>training. gom<,/DNSDomain
<DHN5Domainrexamplel . gom</ DNSDomain
<HNetBiosName>myserver</NetBiosName:
“HetBiosHamesmyserverl< /NetBiosName>
<IP>XXX. XXX . XXX . Xxx</ 10>
<IP>XNx . XXX - X5X . Xxx</1P>
<FQDN>=m941 . training. gom</ FQDIN>
<FQDMN>myserverl.examplel . gom</ FQDN>

- </trustedHosts>

(Y S TR T % B

notn otnonoenononoen NN
1 o N

o
T

</mulciDomains

23. Save your changes and close the lwssofmconf.xml file.

24. Inthe C:\Program Files\Apache Software Foundation\Tomcat 8.0_SMWeb\webapps\webtier-
9.41\WEB-INF\classes directory, copy the application-context.xml file and save it as application-
context_00B.xml.

25. Open the application-context.xml file with a text editor.

26. Locate the httpSessionContextIntegrationFilter line.

f
oo

Juwf/**=ajaxFilter
Jom/**=ajaxFilter

fapi/calendar/**=ajaxFilter
J/**=httpSessionContextIntegrationFilter, anonymousProcessingFilter
- <fwvalue>

f
(=TI ]

- </property>
- </bean>

27. Add lwSsoFilter to this line as follows:
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45 JwE/**=ajaxFilter

46 Jom/**=ajaxFilter

47 fapi/ecalendar/**=ajaxFilter

48 J/**=httpSessionContextIntegrationFilter,lwSsoFilter, anonymonsProcessingFilter
49 - </wvaluex>

S0 = </property>

51 - </bean>

Caution: Use the correct case for lwSsoFilter.

28. Locate bean id="1wSsoFilter”.

m_

82 <!—— This bean is used for HP Lightweight Single Sign-on, to integrate with other

83 Hewlett-Packard software products. Uncomment it here and reference it in the

84 - filterChainProxy as commented above. —--»

85 [H «<!'--

86 - id="lw550Filte14" class="com.hp.oy.sm.client.yebtisr.lwssg . LwSsoPrefuthenticationFilter"§

<property name="authenticationManager™>
<ref bean="authenticationManager"/>

</propercy>

L I T R L T T T T I O ¥

=]1] <property name="defaultRole">
a1 <value>ROLE_FRE</valuex>

a2 </propercy>

a3 </bean>

94 -

29. Uncomment this section by removing the preceding <! - - and the posterior -->.

<!—— This bean =2ed for HP Lightweight Single Sign-on, to integrate with other
Hewl ackard software products. Uncomment it here and reference it in the

terChainProxy as commented above. -->

<bean id="lwSsoFilter" class="gom.hp.ov.sm.client.wehtler.lwsso.LwSsoPreAnthenticationFilter">
<property name="aunthenticationManager">
<ref bean="anthenticationManager"/>

2 - </property>

2 = <property name="defanltRole">
2 <value>ROLE PRE</value>

2 - </property>

2 I </bean>

2 -
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281

282 J—] <!—— This bean is used for HP Lightweight Single Sign-on, to integrate with other
283 Hewlett-Packard software products. Uncomment it here and reference it in the
28 o filterChainProxy as commented above. —-2

&

—| <bean id="lwSsoFilter" clas=="gom.hp.Qv.sn.client.wehiier.lwsso. LwSsoPFreAnthenticationFilter">
= <property name="anthenticationManager">
<ref bean="authenticationManager"/>

- </propercy>

= <property name="defanltRole">
<value>ROLE PRE</value>

H </property>

-  </bean>

30. Save your changes and close the application-context.xml file.

31.

Go to Windows Services and start the Apache Tomcat 8.0 SMWeb service.

@y services |

File  Acton View Help
e =[c- @E[vann

S TEC T ¢ services (Local)

Apache Tomcat 8.0 SMWeb MName ~ | Description Status | Startup Type
. Adobe Acrobat Update Service Adobe Acr...  Started Automatic
Start the service £, Adabe Flash Player Update Service This servic... Manual

+: Apache Tomcat 8.0 SMMobility Apache To... Manual

Apache Tomcat 8.0 SMWeb Apache To... Manual

Description:

Apache Tomcat 827 Server - S Apache Tomeat 8.0 SRC Apache To... Manual
http: f/tomcat. apache? . Application Experience Processes ... Manusal
S+ Application Identity Determines... Manual
—- Application Information Facilitates Manual

Task 3: Test LW-SSO with Service Manager web tier

In this task, you will test that you can log on to Service Manager.

Access http://sm941.training.com:8080/webtier-9.41/index.do in your web browser to display the
Service Manager log on screen.

Log on to Service Manager as a system administrator. The system displays the administrator's To Do
Queue.

If you are directed to the Logout Successful page, there may be some issues with the LW-SS0 setup.
Check all your files from the previous tasks and then try again.

Page 17 of 80



Technical white paper | Service Manager

Logout Successful

3. Note that from now on, you need to use the fully qualified domain name (FQDN) in the URL when
logging on to Service Manager. You may wish to update the bookmarks in the bookmark toolbar.

rw P Service Manager x

L (' | & sm341. training.com: 3080 fwebtier-9, 41 findex. do?lang =en&mode =index. do

|2} Most Visited ) HP Service Manager: ..

() HP Service Manager

=y
i:} e « I HP Service Manager: Login
-
— Location: /jsm Jtraining. com: webtier-9,
¥r Favorites and Dashboards Locati |ht¢' /s34 L.ir 8080 /webtier-3, 41/
i | Change Management Tags: I Separate tags with commas vl
. . ke d:
L& Configuration Management mEYer I
Description:

My nridont Mananomont

Note: At this stage, you are still using HTTP (not HTTPS) because SSL is not currently being used.

Task 4: Install 32-bit Java for the chat server

In this task, you will install the 32-bit Java and then set the EXE4J_JAVA HOME variable for the chat server.
If you are using your own server and already have the 32-bit Java installed, set JAVA_HOME to the location
of the JRE or JDK and follow steps 11 to 12 only.

Follow these steps:

1. This task use Java 8 update 60. Download the latest Java 32-bit version (jdk-8u60-windows-i586.exe)
from the Java website http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-
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2133151.html
2. The system displays the welcome screen. Click Next.

3. Accept the default installation folder (C:\Program Files (x86)\Java\jdk1.8.0_60), and then click Next to
start the Java installation process.

4. 0Onthe JRE Destination Folder screen, accept the default installation folder (C:\Program Files (x86)
\Java\jdk1.8.0_60) and click Next.

5. When the 32-bit Java is installed, click Close.

6. To add and update the environment variables for the server, right-click Computer on the Windows
desktop and select Properties.

7. Click Advanced system settings.
8. Onthe System Properties window, click the Environment Variables button.
9. Inthe System variables section, click New....

10. Edit the new system variable as illustrated below, and then click OK.

]

Variable name: I EXE4]_1AvA_HOME|

Variable value; I C:\Program Files (x86)Javatjdk1.8.0_60

| 5 QK I Cancel

Field Value
Variable name = EXE4J_JAVA_HOME

Variable value = C:\Program Files (x86)\Java\jdk.1.8.0_60\

11. In the System variables section, click New... again.

12. Edit the new system variable as illustrated below, and then click OK.
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Edit System Variable x|
Variable name: | CLASSPATH|
Variable value: I C:\Program Files (x8a)Javatjdk. 1.8.0_s0%i

| E (0]4 I Cancel

Field Value

Variable name ' CLASSPATH

Variable value = C:\Program Files (x86)\Java\jdk.1.8.0_60\lib\

13. Locate the Path system variable and click Edit.

14. Add ;%EXE4J_JAVA HOME%\bin\ to the end of the value, and then click OK.

Edit System Variable x|
Variable name: I Path
Variable value: I 0iToolshinn'; 3EXE4]_1AVA_HOMES6\hin',

| QK E l Cancel

15. Click OK to close the Environment Variables window.

16. Click OK to close the System Properties window.

Task 5: Deploy the chat server

HP provides a preconfigured version of Openfire as the Service Manager Collaboration chat server, which
is easy to set up and administer, but offers rock-solid security and performance. In this task, you will

install the Openfire chat server and go through configuration steps for it.

Note:

« The Openfire chat server can be deployed on the Windows system only, but it works well with the
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Service Manager servers on all the platforms such as Linux.

« Openfire shares the Service Manager database. You may need to back up the Service Manager
database before beginning this task.

Follow these steps:

1. Navigate to the C:\Program Files (x86)\HP\Service Manager 9.41 folder and create a new directory
called ChatServer.

. Service Manager 9.41

G( :lv | . = Computer - Local Disk (C:) ~ Program Files (x88) = HP ~ Service Manager 9.41 ~

Organize * - Open Indudeinlibrary »  Sharewith =  Burn  New folder

‘¢ Favarites Mame = Date modified Type Size
Bl Desktop | AppPatchMar 12/10/20159:58 AM  File folder
o Downloads B chatserver 20/10/2015 3:33PM  File folder
=il Recent Places . Client 13/10/2015 6:57PM  File folder

=5 Libraries | SmartAnalytics 12/10/2015 12:28 PM  File folder
3 Documents _——_!J_ application-2,41.0020-patchrel. zip 31/08/2015 5:56 AM WinZip File 4,509 KB
,J’. Music || demodata,unl 31/08/2015 5:35AM  UML File 4,391 KB
&5 Pictures _——_U_ =m9.41.0020_aApplication. zip 1/09/2015 12:24 AM WinZip File 3,051KB
B videos

2. Extract the sm9.41.0020_ChatServer.zip file to the C:\Program Files (x86)\HP\Service Manager
9.41\ChatServer folder.

3. Navigate to the C:\Program Files (x86)\HP\Service Manager 9.41\ChatServer\bin folder, and then
double-click openfire.exe to display the Openfire window.
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o

Cpenfire 3.5%_.3 [Qct 20, 2015 4:23:15% BM]
Admin console listening at https://localhost:-505%1

Start Stop Launch Admin Quit

It may take a few seconds for the buttons to become available.

4. Click Launch Admin. If you see the following or similar screen, click | Understand the risks.

You have asked Firefox to connect securely to 127.0.0.1:9091, but we can't confirm that your
connection is secure.

y This Connection is Untrusted

Mormally, when you try to connect securely, sites will present trusted identification to prove that you
are going to the right place. However, this site's identity can't be verified.

What Should I Do?

If you usually connect to this site without problems, this error could mean that someone is trying to
impersonate the site, and you shouldn't continue,

Get me out of here!

Technical Details
I Understand the Risks

The Openfire Setup: Welcome to Setup screen is displayed.
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(J Openfire Setup: Welcome to b 4

= | @ https://127.0.0.1:909 1 /setup/findex.jsp o ||G\ Search | ﬁ g U

G openfire-

Setup

Setup Progress

Language Selection Welcome to Setup

f):v:hraieemalgﬂ?nga Welcome to Openfire Setup. This tool will lead you through the initial setup ofthe server Before you continue, choose your preferred language
Profile Seftings
Admin Account Choose Language

' Czech (c5_C2)

' Deutsch (de)

' English (en)

s Espafiol (g5)

' Frangais (fr)

© Nederlands (nl)

" Polski (p_PL)

' Portugués Brasileiro (pt_BR)

o) Pyccrmit (ru_RU)

' slovenéina (sk)

o EFK (ﬁﬁ&) Simplified Chinese (zh_CHN)

Note:

You can also visit https://127.0.0.1:9091/setup/index.jsp or
https://localhost:9091/setup/index.jsp to access the Openfire Administrator Console web page
at any time. However, the Openfire Administrator Console web page is accessible only from the
same computer on which the Openfire server is deloyed. Error messages will be displayed if you
try to visit https:// <IP address>:9091 from another computer.

5. Select English and click Continue.

The Openfire Administrator Console supports Czech (cs), German (de), English (en), Spanish (es),
French (fr), Dutch (nl), Polish (pl_PL), Brazilian Portuguese (pt_BR), Russian (ru_RU), Slovak (sk), and
Simplified Chinese (zh_CN).

6. You need to specify the database details so that Openfire can connect to your Service Manager
database and create the DB tables. Update the fields as illustrated below on the Server Settings
screen, and then click Continue.
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Server Settings

Below are host settings for this server. Note: the suggested value for the domain is based on the network settings of this machine.

Admin Console Port: |.1

Secure Admin Console Port: [agg1

Property Encryption via:

" AES

Domain: [smg41.training.com

Property Encryption Key: I.............

I

Parameter Value in this task
Domain sm941.training.com
Admin -1

Console

Port

Secure 9091
Admin

Console

Port

Property AES
Encryption
via

Property SM941training
Encryption
Key

Description

Domain name of the Openfire server host. Note that this
domain has no relationship with LW-SS0. You can type any
value, including symbols such as underline(_) and hyphen(-).
This value is used on the SM collaboration setting page later.

The port used for unsecured Admin Console access. The default
value is -1. Leave this port to its default value if you do not
need to open an HTTP port.

The HTTPS port used for secured Openfire Admin Console
access. The default value is 9091.

The encryption algorithm used by the Openfire server to
prevent sensitive data from being exposed. The default option
is AES.

Specify the AES encryption key. This field is mandatory. You can
specify any value in the first field, and then type this value
again in the second field.

7. Click Continue on the Database Settings screen.
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Database Settings

Choose how you would like to connect to the Openfire database.

{+ Standard Database Connection
Use an external database with the built-in connection poaol.

F

8. Specify a JDBC driver and the connection properties to connect to your database. Update the fields as
illustrated below on the Database Settings — Standard Connection screen, and then click Continue.

Database Settings - Standard Connection

Specify a JOBC driver and connection properties to connect to your database. If you need more information about this process please see the
database documentation distributed with Openfire.

Note: Database scripts for most popular databases are included in the server distribution at [Openfire HOME]/rescurces/database.

Database Driver Prasets: | » Microsoft SQLServer x|

JDBC Driver Class: |net.sourceforge.jtds.jdbe. Driver

Database URL: debc:jtds: sqlserver://[host-name]/[database-name];ap

Username:

=4

Password: I...........l

Minimum Connections: |5

Maximum Connections: [100
Connection Timeout: |1_g Days

Note, it might take between 30-50 seconds to connect to your database.

o

Parameter Value in this task Description

Database Microsoft SQL Server Select the database type of

Driver Service Manager. You can

Presets select either SQL server or
Oracle.
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Parameter Value in this task Description

JDBC Driver = Do not modify the default value Value in this field is

Class populated automatically
after the database type is
selected.
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Parameter

Database
URL

Username

Value in this task

jdbc:jtds:sqlserver://SM940BETA/SM940;appNamesiji
ve

<Your Service Manager database user name>

Description

Value in this field is
populated automatically
after the database type is
selected.

m The default Oracle

database URL is
jdbc:oracle:thin:@
[host-name]:1521:
[SID], where [host-
name] and [SID] are the
actual values of you
server.

The default Microsoft SQL
server database URL is
jdbc:jtds:sqglserve
r://[host-name]/
[database-
name];appName=jive,
where [host-name] and
[database-name] are the
actual values of you
server.

If you have multiple
database instances on a
SQL server, refer to the
Named and Multiple SQL
Server Instances section
on the Building the
Connection URL web page
for more information
about the database URL
configuration.

Specify the user name to log
on to the Service Manager
database.
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Parameter Value in this task Description

Password <Your Service Manager database password> Specify the password to log
on to the Service Manager
database. HP suggests that
you use a strong password.

Minimum 5 Specify the minimum
Connection number of database
s connections the connection

pool should maintain. The
default value is 5.

Maximum 100 Specify the maximum
Connection number of database
s connections the connection

pool should maintain. The
default value is 100.

Connection 1.0 Specify the time (in days)

Timeout before connections in the
connection pool are recycled.
The default value is 1.0.

Note:
m If you are working with an Oracle database, copy the JDBC driver (for example, ojdbc6.jar) to
the <sm9.41.00xx-ChatServer>\lib directory.

m Service Manager Collaboration uses the Service Manager database and inserts a number of
Openfire tables into the database. Each table is prefixed with of. Therefore, you need to
update the [host-name] with your database host name, and the [database-name] with your
Service Manager database name in the Database URL field. It may take a minute to connect
to the database.

9. Click Continue on the Profile Settings screen.
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Profile Settings

Choose the user and group system to use with the server.

¢+ Default
Store users and groups in the server database. This is the best option for simple deployments.

@

10. Create the user name and password for your Openfire administrator on the Administrator Account
screen. Later you will log on to Openfire as admin with this password. Click Continue to finish the
Openfire installation

Administrator Account

Enter settings for the system administrator account (username of "admin”) below. It is important to choose a password for the account that cannot be easily
guessed — for example, at least six characters long and containing a mix of letters and numbers. You can skip this step if you have already setup your admin
account (not for firsttime users).

Admin Email Address: Iadmin@example.com
A valid email address for the admin account.
Hew Password: sessssssssssss

Confirm Password: [sessssssssnss

11. Your Openfire setup is complete now.

" openfire

Setup

Setup Progress
[

v'Language Selection

Setup Complete!

v Server Settings

This installation of Openfire is now complete. To continue:
v Database Settings P P

v Profile Settings
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12. Click the Login to the admin console button to log in to your Openfire Administration Console.

13. Click Server > Server Manager > System Properties, and then manually add the following properties

to the list:
Property
Property name Description value
xmpp.client.processing.threads The thread pool of the woker poolin 32
Openfire to process incoming XMPP
requests. The default value is 32, which
can be increased to 254 for heavy loads.
lyncplugin.brokerService.memoryLimit The total memory size of the message 1024
queues between Collaboration and the
Lync server when you are integrating
Collaboration with Lync. You can
increase the value for heavy message
queues.
lyncplugin.brokerService.policy.memoryLimit = The memory size of each message 64
queue between Collaboration and the
Lync server when you are integrating
Collaboration with Lync. You can
increase the value when the message
queue is considered as a bottleneck.
14. Click Group Chat > Group Chat Settings > conference > Other Settings.
15. Inthe Conversation Logging section, update the values as follows:
Property Description Value
Flush interval The two parameters control the frequency of inserting the chat log 30
(seconds) to the database.
The recommended value is 3000 records per 30s.
Batch size 3000

16. Click Save Settings.
17. Close the web browser tab.

18. Click Stop on the Openfire screen.
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o

Openfire 3.9.3 [Qct 20, Z015 4:23:1% BM]
Admin console listening at https://localhost:-505%1

Missing database achema for openfire. Attempting to
install. ..

Database update successful.

Missing database aschema for monitoring. Ldttempting to
install...

Database update successful.
Starting Monitoring Plugin

| Sb:p;]lnj Quit |

19. Toinstall Openfire as a Windows service, open a DOS command prompt and change the directory to
C:\Program Files (x86)\HP\Service Manager 9.41\ChatServer\bin.

Administrator: Command Prompt

Microsoft Windows [Uersion 6.1.76611
Copuright (c> 2809 Microsoft Corporation. All rights reserved.

C:vUsers“Administrator>cd c:™

c:>cd C:Program Files (x86>“HP~Service Manager ?.41~ChatServer~bin_

20. Run the openfire-service /install command to install the Openfire service.

ciwrod C:sProgram Files (x8623~HP~Service Manager ?.41%ChatServer~hin

C:swProgram Filesz (x86>\HP“Service Manager ?.41“ChatServershinopenfire—service ~
install

Inztalled service ‘Openfire’.

C:swProgram Filez (x86>\HP“Service Manager ?.41“ChatServershin

21. Go to Windows Services and see the new Openfire service has been installed. Do not start the service
as you will make further changes to Openfire in the next task.
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Human Interface Device Access Mame = | escription | status | StartupType | Logon

w Metwork Location Awaren.., Collects an... Started Automatic Metwor
Start the service w Metwork Store Interface ... This servic...  Started Automatic Local 54

~+; Office Source Engine Saves inst... Manual Local 5
Description: i Offline Files The Offline... Disabled Local 5
Enables generic input access to Human % Openfire Qpenfire Automatic Local 5
Interface Devices (HID), which activates . porformance Counter DLL... Enables re... Manual Local 54
and maintains the use of predefined hot o s - N e

Task 6: Deploy the Apache 2.4 HTTP server

In this task, you will deploy and configure the Apache 2.4 HTTP server for Service Manager Collaboration.

Note: The deployment instructions in this document are for a sample OpenSSL Apache server. If you
have profound Apache knowledge, you can also customize the Apache server by following your own
business rules.

Follow these steps:

1. Download Apache with OpenSSL (httpd-2.4.17-x64.zip) from http://www.apachehaus.com/cgi-
bin/download.plx, and then extract the zip file to the C:\Program Files\Apache Software Foundation
directory with an archive management program.
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M) WinZip Extract

Gl\_ )V I C:\Program Files\Apache Software Foundation J m] I Search Apache Software Foun..

Organize =  Mew folder

®EI1

[ Favorites =1 Itcie | Date modified | Type
-

Pl Desktop | Tomcat 8.0_SMMability 12/10/2015 11:40 AM  File folder
& Downloads | Tomcat 8.0_SMWeb 21/10/20158:59 AM  File folder
| Tomcat 8.0_SRC 12102015 9:56 AM  File folder

t
= Recent Places

- Libraries
3 Documents

J’F Music

= Pictures

E Videos

‘ Computer
"Q'_?, Local Disk (C:)
¥ Shared Folders (i

'&h Metwork ;I | | LI

Help Unzip |v| Cancel |

This unzip process creates a new C:\Program Files\Apache Software Foundation\Apache24 directory.

2. Navigate to the C:\Program Files\Apache Software Foundation\Apache24\conf folder.

e,
GL)V| . = Computer - Local Disk (C:) - Program Files - Apache Software Foundation - Apache24 - conf -

Organize v+  Indudeinlibrary *  Share with +  Burn  New folder

- Favorites e Date modified Type
B Desktop | extra 21/10/2015 11:31 AM  File folder
- Downloads . original 21/10/2015 11:31 AM  File folder
5| Recent Pl
i | sl 21/10/2015 11:31AM  File folder
|ihrarisg — charset. conv 6/06/2015 1:48 PM CONV File

3. Copy the httpd.conf file and save it as httpd_0O0B.conf.
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Mame * Date modified Type
| extra 20/10/2015 5:16 PM File foldg
J ariginal 20/10/2015 5:16 PM File foldd
) =zl 20/10/2015 5:16 PM File folds
|| charset.cony 6062015 1:48 PM COMNV Fi
|| httpd. conf 9/10/2015 3:54 FM CONF Fi
B httpd_00B. conf 9/10/2015 3:54 PM CONF Fi
|| magic 6062015 1:48 PM File
|| mime, types 6062015 1:48 PM TYPES F
|| openssl.cnf 9/07/2015 3:57 AM CMF File

4. Open the httpd.conf file with a text editor.

5. Locate the SRVROOT parameter.

1 ™
=

Define SEVROOT "/Lpachez4™
ServerRoot "S{SEVROOT}"

L L L L

[T s et

I
L
FoH=

6. Set SRVROOT to where you installed Apache. In this task, update the directory for SRVROOT to
C:\Program Files\Apache Software Foundation\Apache24.

Define SRVROOT "C:/Program Files/Apache Software Foundation/ApacheZ4™
ServerRoot "£{SEVROOT}"™

Ld g L
[ BT e B & ]

7. Save your changes and close the httpd.conf file.

8. Navigate to the C:\Program Files\Apache Software Foundation\Apache24\conf\extra directory.
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e

'\ /jv| . = Computer = Local Disk (C:) = Program Files = Apache Software Foundation = Apache24 - conf - extra

Organize *  Indudeinlibrary +  Sharewith * Burn  Mew folder

[ Favorites e Date modified Type
B Desktop |_| httpd-ahssl.conf 12/01/2015 12:16 PM  CONF File
8 Downloads || httpd-autoindex. conf 3/03/2013 11:54AM  CONF File
£l Recent Places i d - Sinoinman 4a,ra ana P

9. Copy the httpd-ahssl.conf file and save it as httpd-ahssl_00B.conf.

10. Open httpd-ahssl.conf with a text editor.

11.

Locate the SSL Protocols section.

B hosts Jl B hitpd conf & [=] httpd-ahssl.conf E3
25 %%
26
27T % S5L Protocols:
28 # Li=t the protocols that the client i=s permitted to negotiate.
29 % See the mod =51 documentation for a complete list.
30 S55LProtocol all
32 % S55L Cipher Suite:

12. Change SSLProtocol allto SSLProtocol -all +TLSvl +TLSvl.1 +TLSv1.2 so that only TLS

v1.0, TLS v1.1, and TLSv1.2 are enabled on the Apache server.

26

27 % 55L Protocols:

28 # Lizt the protocols that the client is permitted to negotiate.
29 # See the mod =21 documentation for a complete list.

30 S55LProtocol -all +4TLSwl +TLSv1.1 +TLSvl.2

Tip: For more information about the SSL configuration, see
http://httpd.apache.org/docs/2.2/mod/mod_ssl.html#tsslprotocol.

13. Save your changes and close the httpd-ahssl.conf file.
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14. Navigate to the C:\\Program Files\Apache Software Foundation\Apache24\bin folder.

g( )v| + Computer ~ Local Disk (C:) ~ Program Files ~ Apache Software Foundation ~ Apache24 - bin -

Organize *  Indudeinlibrary +  Sharewith +  Burn  Mew folder

=5 Eavorites MName “ Date modified Type Size
B Desktop iconv 21/10/2015 11:31 AM  File folder
& Downloads 5 ah.exe 9/10/2015 7: 11 PM Application
2 Recent Places 5 abs.exe 9/10/2015 7:23PM  Application

n

15. Double-click httpd.exe to start the Apache server.

g{ :Jv | ~ Computer = Local Disk {C:) = Program Files = Apache Software Foundation = Apache24 - bin -
Organize - Open  Burn  Mew folder
« Favenites N.am:b: ched - Eifuefnggiﬁjdm PM EDT i
! achedean.exe : ication
B Desktop e
4 Downloads B! htdbm.exe 9/10/2015 7: 12 PM Application
°| Recent Places B htdigest.exe 9/10/2015 7112 PM Application
" hitpasswd.exe 9/10,/2015 7: 13 PM application
il Libraries " httpd.exe 9/10,/2015 7:18 PM Application
=] Documents B httt2dbm.exe 9/10/20157:13PM  Application
3 Bvacie

The httpd.exe window opens. Click the minimize button to minimize this window.

.. C\Apache24\bin\httpd.exe

16. Inyour web browser, type https://localhost and press Enter. The system opens the following
page and indicates SSL is enabled successfully.
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m Apache Haus Distribution Inst...

(' & https:/localhost L& || Q, search

Apache Haus

Apache™ binaries for Windows™ Readme First

Welcome,

That's right! If you are seeing this it means that the web server installed at this site is working pro
has not yet been configured.

‘6 *s If you are a member of the general public:

The fact that you are seeing this page indicates that the website you just visited is either just instg|

&o experiencing problems, or is undergoing routine maintenance.
If you are the website administrator:

You may now add content to the /htdocs directory. Mote that until you do so, people visiting your w
see this page, and not your content.

Note: If the system displays the following screen, click | Understand the Risks and proceed.

y This Connection is Untrusted

You have asked Firefox to connect securely to lecalhost, but we can't confirm that your connection
is secure,

Mormally, when you try to connect securely, sites will present trusted identification to prove that you
are going to the right place, However, this site's identity can't be verified,

What Should I Do?

If you usually connect to this site without problems, this error could mean that someone is trying to
impersonate the site, and you shouldn't continue.

Get me out of here!

Technical Details
I Understand the Risks

17. Close the browser.

18. Close the Apache window.

Page 37 of 80



Technical white paper | Service Manager

19.

20.

21.

.. C\Apache24\bin\httpd.exe

The steps below is to install Apache as a Windows service.

Open a DOS command prompt and change the directory to C:\Program Files\Apache Software
Foundation\Apache24\bin.

Administrator: Command Prompt

Microsoft Windows [Uerszion 6.1_.76611
Copyright {c> 2887? Microsoft Corporation. All rights reserved.

C:~Users~Administratorrcd C:“Program Files“Apache Software Foundation“ApacheZ4-h
ing

Run the httpd =k install command to install the Windows service.

@:\Users\ﬂdministratur)cd C:sProgram Files~Apache Software Foundation“ApachezZ4-hb
in

C:~Program Filez“Apache Software Foundation-ApacheZ4 bhin*httpd -k install
Inztalling the ‘Apache2.4’ service

The ‘Apache2.4’ service is successfully installed.
Tezting httpd.conf._..

Errors reported here must bhe corrected before the service can be started.

C:“Program Filesz“Apache Software Foundation“ApacheZ4 hinlXx_

Note: If you see an error here, navigate to the logs directory and check the error.log file.

Depending upon the error, you may need to reapply the steps above. To start Apache from the
command line to verify whether the error still exists, type httpd =k start.

Go to Windows Services and see the new Apache2.4 service has been installed. Start the service.
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File  Action View Help

L EIEREE =T

4, Services (Local) £} Services (Local)

Apache2.4 Mame = I Description Status
o Adobe Acrobat Update Service Adobe Acrobat Updater keep...  Started
Start the service o Adobe Flash Player Update Service  This service keeps your Adob...
o Apache Tomcat 8.0 SMMobility Apache Tomcat 8.0, 27 Serve...
Descriptio 5 Apache Tomcat 8.0 SMWeb Apache Tomcat 8.0.27 Serve,,,  Started
Apache/2.4. £, Apache Tomcat 8.0 SRC Apache Tomcat 8.0.27 Serve...
ﬁ Apache2.4 Apache 2.4, 17 (Wing4)
L+ Application Experience Processes application compati. ..
o Application Identity Determines and verifies the id. ..

Task 7: Enable Apache 2.4 reverse proxy

In this task, you will enable the reverse proxy in Apache to protect the sensitive information of Openfire,

such as the IP address, ports, and so on.

Follow these steps:

1. Navigate to the C:\Program Files\Apache Software Foundation\Apache24\conf folder.

2. Open the httpd.conf file with a text editor.

The next few steps describe how to uncomment a number of LoadModule codes in the httpd.conf

file. Depending on the version of Apache you are using, the codes may differ slightly.

3. Locate 1bmethod.

1

$LoadModule
#LoadModule
#LoadModule
#LoadModule
#LoadModule

(R y
[ T T B+ o]

I
LA L R R ORI PR

LoadModule isapi module modulesfmnd_isapi.su

lbmethod bybusyness module mudulesfmud_lhmethud_byhusyness.su
lbmethod byregquests module mudulesfmud_lhmetnud_byrequests.50
lbmethod bytraffic module mudulesfmud_lbmethod_bytraffic.50
lbmethod heartbeat _module modules/mod lbmethod heartbeat.so
ldap module modulesfmod_ldap.so

4. Uncomment the following lines:

LoadModule lbmethod_byrequests_module modules/mod_lbmethod_byrequests.so
LoadModule lbmethod_bytraffic_module modules/mod_lbmethod_bytraffic.so
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I
1 &

I
TN % B S TR % B L B S I % |

P

| ol
o oE

LoadModule isapi module modulesfmod_isapi.so

#LoadModule lbmethod bybusyness module modulesfmud_lbmetnod_bybusyness.50
LoadModule lbmethod byrequests module mﬂdulesfmﬂd_lbmethnd_byrequests.su
LoadModule lbmethod bytraffic module modules/mod lbmethod bytraffic.so
#LoadModule lbmethod heartbeat module modulesfmod_lbmethod_heartbeat.50
#LoadModule ldap module modules/mod ldap.so

#LoadModule logio module modules/mod logio,.so

5. Locate proxy_module.

FLOGUHNOOULE
$#LoadModule

| el e |
1

L L Cad Ly

[T s ]

$LoadModule

=
i1

147 #LoadModule
1 #LoadModule
#LoadModule
144 #LoadModule
#LoadModule
#LoadModule
14 #LoadModule
148 #LoadModule

I
£ £
BoLi B3}

v
1 & tn

ITE mModols Moaulcs; Mo _LuE. 50
macro_module mndulesfnnd_macrn.sn

LoadModule mime_mndule modulesfmod_mime.so

mime magic module modules/mod mime magic.so

40 LoadModule negotiation module mndulesfnnd_negntiatinn.50

pProxy_module mndulesfmnd_prnxy.sn

proxy ajp module modulesﬁmnd_proxy_ajp.sn

proxy balancer module mndulesfmnd_proxy_halancer.50
Proxy_connect module mndulesfnnd_prnxy_cnnnect.50
Proxy_express module mndulesfmnd_prnxy_express.50
proxy focgi module mndulesfmod_proxy_fcgi.50

proxy ftp module modulesfmod_prnxy_ftp.sn

proxy html module modules/mod proxy html.so

6. Uncomment the following lines:

LoadModule proxy _module modules/mod_proxy.so

LoadModule proxy_ajp_module modules/mod_proxy ajp.so
LoadModule proxy_connect_module modules/mod_proxy connect.so
LoadModule proxy_express_module modules/mod_proxy_express.so
LoadModule proxy_ftp_module modules/mod_proxy ftp.so
LoadModule proxy_html_module modules/mod_proxy_html.so
LoadModule proxy_http_module modules/mod_proxy_http.so
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140 LoadModule negotiation module mmdulesfmod_negntiatimn.SD
14 LoadModule proxy module mﬂdulesfmﬂd_prnxy.sn
LoadModule proxy ajp module mﬂdulesfmﬂd_prnxy_ajp.sn

I
I
L k3

#LoadModule proxy balancer module modulesfmud_proxy_balancer.su

144 LoadModule proxy connect module mﬂdulesfmﬂd_prnxy_cnnnect.sn
LoadModule proxy express module mﬂdulesfmﬂd_prnxy_express.sn
#LoadModule proxy_ fcgi module mndalesfmnd_prnxy_fcgi.SD

I
(I

14 LoadModule proxy frp module mﬂdulesfmnd_pruxy_ftp.su
148 LoadModule proxy html module mﬂdulesfmﬂd_prnxy_html.sn
1453 LoadModule proxy http module mﬂdulesfmﬂd_prnxy_http.sn

#LoadModule proxy Scgi module modules/mod proxy sScgi.so

7. Locate slotmem_shm.

LoadModule setenvif module mndulesﬁmnd_setenvif.sn

[
s Ll

#$LoadModule 2lotmem plain module mndules!mnd_slntmem_plain.sn
$LoadModule slutmem_shﬂ_mndule mndulesfmnd_slntmem_shm.sn
$LoadModule socache _dbm module mndulesﬁmnd_sncache_dbm.50

e e
o M
1 oy n I

LT T 1 ]

$#LoadModule socache memcache module mndulEsfmnd_sncache_memcache.sn

ITrnsdMadnle smarasshe fmmd sAnra~hes ahmel as

8. Uncomment the following line:

LoadModule slotmem_shm_module modules/mod_slotmem_shm.so

L

LoadModule setenvif module mndulesfﬁnd_setenvif.sn

#LoadMaodule slotmem plain module modulesfmod_slutmen;plain.50
LoadModule slotmem shm module mﬂdulesfmﬂd_slntnEHLshm.50

|
1 & tn

#LoadMaodule socache dbm module modulesﬁmod_socache_dbm.50

[ S LT TR O &

#LoadModule socache memcache module modules/mod socache memcache.so

9. Locate xml2enc_module.

#LoadModule version module modulesfmod_version.so

1

1 #LoadModule vhost_alias module mndulesfmnd_vhnst_alias
#LoadModule watchdog module mmdulesfmod_watchdmg.sm
#LoadModule xmlEenc_mndule deulesmed_xmlEenc.sm

1
[T ]

181 «IfHModule unixd modulel

10. Uncomment the following line:
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11.

12. If the Include line does not contain Include conf/extra/httpd-proxy-html.conf, change the

LoadModule xml2enc_module modules/mod_xml2enc.so

B hosts & [=] httpd .conf Eﬂl.l'lttpd«ahssl.l:l:urrf td

#LoadModule substitute_module mudulesfmad_substitute.50

L

#LoadModule unigue id module mndulesfmmd_unique_id.sn

174 #LoadModule userdir module mndulesfmnd_userdir.sn

#LoadModule usertrack module mndulesfmnd_usertrack.sn

1
I |

#LoadModule version module madulesfmod_versiun.so

17 #LoadModule vhost alias module mmdulesfmod_vhmst_alias.sm
178 #LoadModule watchdog module mndulesfmnd_watchdng.sn

178 LoadModule xmlZenc module modules/mod xmlZenc.so

oy m ow = 2 2w

Locate mod_proxy html. You may need to search twice.

(]
1

#Include gonf/extra/httpd-default.gont

[

[

# Configure mnd_prnxy_htmﬂ to understand HITML4/XHTML1
<IfModule proxy html module>

Include gonf/extra/hitipd-proxy-html.goni
</IfModule>

==
[ T e

|
[ TR T % B )

Include line to Include conf/extra/httpd-proxy-html.conf.

[

[

# Configure mod proxy html to understand HTML4/XHTML1
<IfModule proxy html module>

Include gonf/extra/hiipd-proxy-html.gonf
</IfHModule:

=
[ T T e s

;
(WU S

13. Save your changes and close the httpd.conf file.

14. Navigate to the C:\\Program Files\Apache Software Foundation\Apache24\conf\extra directory.
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15.

16.

17.

18.

e,
0\_)9 | . = Computer = Local Disk (C:) - Program Files ~ Apache Software Foundation ~ Apache24 - conf - extra

Organize *  Indudeinlibrary =  Sharewith * Burn  Mew folder

¢ Favorites MName =« Date modified Type
B Desktop || httpd-ahssl.conf 21f10/2015 12:38 PM  COMF File
& Downloads || httpd-ahssl_leanne.conf 21/10/2015 12:12PM  CONF File
=i Recent Places || httpd-ahssl_OOB.conf 12/01/2015 12:16PM  CONF File
|| httpd-autoindex. conf 3/03/2013 11:54 AM CONMF File

- Libraries

Open the httpd-ahssl.conf file with a text editor.

Locate SSLEngine

ErS
e

(Y o I % |

<WVirtualHost default 443>
S5LEngine on
ServerName localhost:443
S5LCertificateFile "£{SRVROOT!/gonf/s3l/ser
55LCertificateKeyFile "${5RVROOT}/gonf/ssl/
DocumentRoot "£{SREVROOT}/hidogs"

# DocumentRoot access handled glokally in hLEl

P . T Er A p rmTTTV ey Ty s ] PR, |

I I I I I =
-1 ™ n

P SN T T S Y s T T Y S N 1 TR ¢

U T T IS ¢

s

Add the following lines below SSLEngine on.

SSLProxyEngine On
SSLProxyVerify none
SSLProxyCheckPeerCN off
SSLProxyCheckPeerName off
SSLProxyCheckPeerExpire off

Add the following lines below </Directory> but before </virtualhost>.
ProxyPass /of-http-bind https://sm941.training.com:7443/http-bind
ProxyPassReverse /of-http-bind https://sm941.training.com:7443/http-bind

ProxyPass /of-plugins https://sm941.training.com:9091/plugins
ProxyPassReverse /of-plugins https://sm941.training.com:9091/plugins
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151 </Directory>
152 ProxyPass fof-http-bind https://=mi4].training. com: 7443,/http-bind
3 ProxvPassReverse fof-http-bind https://sm%4]1.training.com: 7443/ http-bind
154 ProzyPass fof-pluging https://sm%41.training.com: 9091 /plugins
155 ProxyPassReverse Jfof-plugins https://sm94] . training.com: 90891 /plugins

156 </wirtualhost>

/of-http-bindis the path of the Openfire HTTP binding (also known as BOSH) reverse configuration,
whereas /of-plugins is the identifier of the Openfire plugin directory. These two parameters are
used on the SM collaboration setting page later.

Note: You can change sm941.training.com to your host name. In addition, 9091 is the secure
admin console port for the chat server. If you changed this port from the default value during
the chat server installation, you need to update the port number here.

19. Locate SSLEngine again.

<VirtualHo=st #*:443>
SSLEnginﬂ on

ServerName gerverone.rld:443
S5LCertificateFile "S£{SRVROOT}

o e
[ T e S =

[ T T 1 I B ¥ 3

20. Add the following codes below SSL Engine on.

SSLProxyEngine On
SSLProxyVerify none
SSLProxyCheckPeerCN off
SSLProxyCheckPeerName off
SSLProxyCheckPeerExpire off

21. Add the following lines below </Directory> but before </virtualhost>.
ProxyPass /of-http-bind https://sm941.training.com:7443/http-bind
ProxyPassReverse /of-http-bind https://sm941.training.com:7443/http-bind

ProxyPass /of-plugins https://sm941.training.com:9091/plugins
ProxyPassReverse /of-plugins https://sm941.training.com:9091/plugins
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174 </Directory>

ProxyPass fof-http-bind https: =2mS4] . trainin
ProxyPassReverse fof-http-bind https://sm%4]1.training.com: 7443/ http-bind

com: 7443/ heep-bind

1
1 & on

1 ProxyPass /fof-plugins https://sm%4]1.training.com: 3091 /plugins

ProxyPassReverse fof-plugins https://sm%4].training.com: 3091 /plugins

</yiztualhosg>

W om

22. Locate SSLEngine one more time.

[

<VirtualHost #*:443>
55LEngin4 OTL
ServerName gervertwo.nld:443

|l L}
[SE IS I =]
L R

S5LCertificateFile "£{SRVROCT!/gonf
S55LCertificateKeyFile "${SEVRCOT} /g

23. Add the following lines below SSL Engine on.

SSLProxyEngine On
SSLProxyVerify none
SSLProxyCheckPeerCN off
SSLProxyCheckPeerName off
SSLProxyCheckPeerExpire off

24. Add the following lines below </Directory> but before </virtualhost>.

ProxyPass /of-http-bind https://sm941.training.com:7443/http-bind
ProxyPassReverse /of-http-bind https://sm941.training.com:7443/http-bind
ProxyPass /of-plugins https://sm941.training.com:9091/plugins
ProxyPassReverse /of-plugins https://sm941.training.com:9091/plugins

Require all granted

1 o

</Directorys

ProxyPass fof-http-bind https://=m94] .training.com: 7443/http-bind

ProxyPassReverse fof-http-bind https://sm94]l.training.com: 7443/http-bind

[T T B = B T B T = |

oo m

ProxyPass fof-pluging https://sm94]1.training.com: 3091 /plugins

(=]

ProxyPassReverse /of-plugins bhttps://sm941.training.com: 3091 /plugins

(=]

</yirrualhost>

[ I ' B % B % B S

=]
Ly R

25. Save your changes and close the httpd-ahssl.conf file.
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Task 8: Connect Apache 2.4 to Tomcat

In this task, you will set up Apache to connect to Tomcat through the AJP port by using mod_jk.
Consequently, Secure Sockets Layer (SSL) is open by default. You can perform this step instead of enable
full SSL on the Service Manager environment.

Follow these steps:

1. Navigate to the C:\Program Files\Apache Software Foundation\Tomcat 8.0_SMWeb\conf directory.

G( :)v | . = Computer - Local Disk (C:) - Program Files ~ Apache Software Foundation -~ Tomcat 8.0_SMWeb ~ conf -

Organize *  Indudeinlibrary =  Sharewith + Burm  New folder

‘v Favorites Mame = Date modified Type
Ml Desktop | Catalina 12/10/20159:56 AM  File folder
8 Downloads || catalina.policy 28/09/20156:19PM  POLICY File
£ Recent Places |7 catalina.properties 28/05/20156:19PM  PROPERTIES File

2. Open the server.xml file with a text editor.

3. Locate AJP 1.3 Connector, and then confirm the port is set to 8009.

E -

[T e B &

<!'—— Define an AJP 1.?4 Connector on port 8008 —-—>
<Connector port="8009" protocol="AJP/1.3" redirectPort="8443" />

W oW o o

P

Note: If the AJP 1.3 connector is set to another port, record that port number as you will need
it later in this task.

4. Close the server.xmlfile.

5. Navigate to the C:\Program Files\Apache Software Foundation\Apache24\conf directory.
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=

'k /]v ‘ . = Computer - Local Disk (C:) - Program Files ~ Apache Software Foundation » Apache24 » conf -

Organize *  Indudeinlibrary =  Sharewith *  Burn  Mew folder

'r Favorites Mame Date modified Type

Bl Desktop | extra 21/10/2015 12:25PM  File folder
& Downloads | original 21/10/2015 11:31 AM  File folder
:“;n' Recent F‘Iaces 1 Ad a4 [T [ T |

6. Open the httpd.conf file with a text editor.

7. Locate proxy_balancer.

41 LoadModule proxy module mndulesfmnd_prnxy.sn
142 LoadModule proxy ajp module modulesfmod_pruxy_ajp.so

=3 #LoadModule proxy balancer module rmdulesfrmd_prnxy_balancer.sr:n
5] LoadModule proxy connect module mDdalesfmnd_prnxy_cnnnect.50
145 LoadModule proxy express module mDdulesfmnd_prnxy_express.SD

LT o A e A gmgm gy o ey Lo | Lo | o Srmm] wmmmmapny ey e

8. Uncomment the following line:

LoadModule proxy_balancer_module modules/mod_proxy balancer.so

141 LoadModule proxy module modulesﬁmod_proxy.so
142 LoadModule proxy ajp module mndalesfmnd_prnxy_ajp.sn

3 LoadModule proxy balancer module mﬂdulesfmnd_prnxy_balancer.sn
144 LoadModule proxy connect module rr.r:ud'.llEs,-"rf.od_prox},r_connect .30
145 LoadModule proxy express module mndulesfmnd_prnxy_express.50

9. Browse to the end of the file, and then add the following line:

Include conf/httpd-proxy_ajp_loadbalanced.conf

</IfModule>

n noon
L k3 R
[ T I

Include gonf/hitipd-proxy ajp loadbalanced.gonf

i
Ll
I

10. Comment out the following lines by adding # in front of each line:
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524 «</IfModule

525 #<IfModule http2 module>

526 | # ProtocolsHonorOrder On

527 |# Protocols hZ2 hZ2c http/1.1

528 #$</IfModule:>

229

530 Include gonf/httpd-proxy ajp loadbalanced.gonf

11. Save your changes and close the httpd.conf file.

12. Navigate to the C:\\Program Files\Apache Software Foundation\Apache24\conf directory, and then
create a new file called httpd-proxy_ajp_loadbalanced.conf.

« l:j)v | . = Computer - Local Disk (C:) = Program Files = Apache Software Foundation -~ Apache24 - conf -
Organize = | | Open Burn  Mew folder
‘v Favorites MName = Date modified Type
Bl Desktop | extra 23/10/2015 1:20 PM  File folder
& Downloads . original 23/10/2015 1:18PM  File folder
&l Recent Places | ssl 23/10/2015 1:18PM  File folder
=5 Libraries || charset,conv 6/06/2015 1:43 PM CONY File
3 Documents || httpd. conf 23/10/2015 1:36 FM CONF File
,J'. Music || httpd_0QOB. conf 9f10/2015 3:54 PM CONF File
=] Pictures . httpd-proxy_ajp_loadbalanced.conf 21{10/20156:10PM  CONF File
B videos || magic 6/06/2015 1:48PM  File
mime. tvpes 6f06/2015 1:43 PM TYPES File

Copy and paste the following codes to the httpd-proxy_ajp_loadbalanced.conf file:

<Proxy balancer://smcluster>

BalancerMember ajp://localhost:8009 route=161652175430301
Require all granted

</Proxy>

<Location /webtier-9.41>

Options FollowSymLinks

Require all granted

ProxyPass balancer://smcluster/webtier-9.41 stickysession=JSESSIONID|jsessionid
nofailover=0n timeout=180

</Location>
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& new 1 o [=] hitpd-proxy_ajp_loadbalanced corf E3

<Proxy balancer://smcluster>
BalancerMember aijp://localhost:8009 route=161652175430301

Bequire all granted
</Prory>

<Location /yghrisr-9.41>

Options FollowSyvmLinks

Require all granted

S ProxyPass balancer://smcluster/webtier-9.41 stickvsession=J5ESSIONID|jsessionid nofailover=0On Limequt=180
10 </Location>

I ST T S P S

Note: You must paste ProxyPass balancer://smcluster/webtier-9.41
stickysession=JSESSIONID|jsessionid nofailover=0On timeout=180 in one line as

illustrated.

13. This script is set up for the Service Manager webtier in the webtier-9.41 directory (see line 6). If your
webtier has another name, update this httpd-proxy_ajp_loadbalanced.conf file with the actual name

of your webtier.

<Proxy balancer://smcluster>

BazlancerMember aip://localhost:8009 route=161652175430301
Require all granted

</ Proxy>

W L R

(I

<Location /webtier-9.41>
Cptions FollowSymLinks

Require all granted
ProxyPass balancer://smcluster/webtier-9.41 stickvsessiqgn=JSESSICHI]
</Location>

[T - -

14. Step 3instructs you to check the AJP 1.3 Connector port in the server.xml file. If this port is 8009,
continue with the next step. If the AJP 1.3 Connector is on another port, update line 2 in this httpd-
proxy_ajp_loadbalanced.conf file with the other port number.
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<Proxy balancer://smcluster>
BalancerMember aijp://localhost:8009 route=l61l652175430301

Ly R

Require all granted
</ Proxys

i

<Location /webtier-9.41>
Cptions FollowSymLinks

Require all granted
ProxyPass balancer://smeluster/webtier-9.41 stickysession=JSESSIONT]

10 </Location>

1

[T ]

]

15. Navigate to the C:\Program Files\Apache Software Foundation\Tomcat 8.0_
SMWeb\webapps\webtier-9.41\WEB-INF directory.

@( )v | .= Local Disk (C:) ~ Program Files ~ Apache Software Foundation - Tomcat 8.0_SMWeb - webapps ~ webtier-3.41 ~ WEB-INF -

Organize *  Indudeinlibrary =  Sharewith + Burn  Mew folder

‘e Faverites MName =« Date modified Type Size
Pl Desktop Jact 12/10/2015 9:56 AM  File folder
4 Downloads | dasses 20/10/2015 2:47PM  File folder
1| Recent Places i 12/10/MN156-57 AM  Fils frldar

16. Open the web.xml file with a text editor.

17. Locate the secureLogin parameter and set it to true.

(=TT v ]

-
-] <context-param
<param-namne>secnreloging /param-name>

L L R

<param-valuertroe</param-value>
- </ context-params

[ <context-params>
fparam-namersslPort</param-name>

1 oD

18. Save your changes and close the web.xml file.

19. Go to Windows Services and restart the HP Service Manager 9.40 Server service.
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o=

File | Action  View Help
Y EIEEE EIEE

5, Services {Local) £} Services (Local)

HP Service Manager 9.40 Server MName =+ | Description | Status | Startup Type | 12 ]
{4, Google Update Service (gupdatem) Keeps your... Manual L
Stop the service £, Group Palicy Client The servic,..  Started Automatic L

Restart the service

i Health Key and Certificate Management Provides Manual L
Started Manual

Descripﬁon: ; L HP 5M Smart .-'-\nalyhcs CFS Connector Manual L
;‘zra;i':'ce Manager 9.40 Windo L5 HP 5M Smart Analytics Contentl Maral L
i HP SM Smart Analytics Content2 Manual L

HE S Smart dnalvtics Contentd Mzl |

20. Restart the Apache 2.4 service.

21.

File — Action View Help

TN EEREEN IR

%, Services {Local) {} Services (Local)

Apache2.4 Mame = I Description I Status Siﬁrth Type|

5 Adobe Acrobat Update 5...  Adobe Acr...  Started Automatic
Stop the service £, Adobe Flash Player Upda... This servic... Manual
Restart i . Apache Tomcat 8,0 Mobility  Apache Ta... Manual

L Apache Tomcat 8.0 SMWeb  Apache To...  Started Manual
Description: 5. Apache Tomcat 8.0 SRC Apache Tn " Manual
Apache/2.4.17 (Win64) OpenS5L[1.0.2d *1spache?. 4 Apa .. Started Automatic

%+, Application Experience Processes ... Started Manual

5 Application Identity Determines. .. Manual

Restart the Tomcat 8.0 SMWeb service.

File Action \View Help
e AIEREE I D

%+ Services (Local) {} Services (Local)

Apache Tomcat 8.0 SMWeb Mame = I Description | Status I Startup Type I Log On
L Adobe Acrobat Update 5., Adobe Acr...  Started Automatic Local 5
Stop the service . Adobe Flash Player Upda... This servic... Marwzl Local 5
Restart the service £, Apache Tomcat 8.0 M0b|||ty Apache To... Manual Local 5
* 4 Apache Tomcat 8 = T . Manual Local 5y
Description: 4 Apache Tomcat 8.0 SRC Apache To... Manual Local 5

Apache Tomcat 8.0.27 Server - . .
http:/ftomcat, apache.org/ <, Apanl:he.2.4 . Apache(2.... Started Automatic Local 5
., Application Experience Processes ... Started Manual Local 5

PO RT3 TR TN Ny - na 1 L 1

22. Access https://sm941.training.com/webtier-9.41/index.do, and then log on to Service Manager as a

system administrator. The system displays the administrator's To Do Queue.
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If you are directed to the Logout Successful page, there may be some issues with the LW-SS0 setup.
Check all your files from the previous tasks and then try again.

Logout Successful

23. Note that from now on, you need to use HTTPS and the fully qualified domain name (FQDN) in the URL
when logging on to Service Manager web client. You may wish to update the bookmarks in the

bookmark toolbar.

() HP Service Manager x

| (' ] @ https: //sme41. training. com webtier-3, 41 /index.do v &

2l Most Visited ) HP Service Manager: ..
¢ HP Service Manager

™y
ﬁ ~ « I P Service Manager: Login
#  Favorites and Dashboards — Location: I https:/fsm341. training. com fwebtier-3. 41/index
il | Change Management Tags: I Separate tags with commas :l
l= Configuration Management Keyword: I
Description: |

24. Log out from Service Manager.

Task 9: Configure LW-SSO for the chat server

In this task, you will set up LW-SSO for the SM Collaboration Openfire service.

Follow these steps:
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1. Navigate to the C:\Program Files (x86)\HP\Service Manager 9.41\ChatServer\plugins\lwssoplugin
folder.

‘ hwssoplugin

= A

Q;\ )v| . = Computer = Local Disk (C:) ~ Program Files (x86) + HP = Service Manager 9.41 = ChatServer - plugins - lwssoplugin -

Organize *  Indudeinlbrary =  Sharewith + Burn  Mew folder

‘e Favorites Name ~ Date modified Type Size
B Deskiop ! lib 20/10/2015 3:42PM  File folder
4. Downloads | META-INF 20/10/2015 3:42PM  File folder
5] Recent Places 2| lwssofmeonf.xml 9/07/2015 10:55PM XML Document 1KE
=] plugin. xml 9/07/2015 10:55 PM XML Document 1KB

. Libraries

2. Copy the lwssofmconf.xml file and save it as lwssof mconf_0O0B.xml.

Mame = Date mog
| lib 20/10,21]
| META-INF 20/10,21]
|Z| wssofmeonf, xml 907201
a Iwssofmoonf_OOB. xml af07i201
|£| plugin.xml afo7f20

3. Open lwssoconf.xml with a text editor.

4. Locate the domain parameter and set it to training.com.

11 <in-lwsso>
<lwssoValidation>

s
[ TR N

<domain>training.gom<,/domain>

1 <crypto cipherType="symmetricBlockCipher" engineName="AES"
paddingModeName="CBC" keyS3ize="256" encodingMode="Baze64Url"
initString="This is a shared secret passphrase"></crypto>

1 <flwssoValidacion>

18 </in-lws=sox>

;
1 &

5. Locate the initString value and set this to SM941training.
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12 E] <lws=oValidation>

13 «domainrtraining. gom</domain:

<crypto cipherType="symmetricBlockCipher" engineName="AES"
paddingModeName="CBC" keySize="256" encodingMode="Basef4Url"
initS3tring="5M%4ltraining"></crypto>

- </lwssoValidation>

Ll
1 &n tn b

- </in-1lwsso>

</service>
- </inbound>
<outbound/ >

L

PR
o oo m
T

6. Save your changes and close the lwssofmconf.xml file.

7. Go to Windows services and start the Openfire Windows service.

Human Interface Device Access Mame = | Description | Status | Startup Type | Log On

+ Metwork Location Awaren... Collects an... Started Automatic Metwor
Start the service + Metwork Store Interface ... This servic...  Started Automatic Local 54

~+; Office Source Engine Saves inst. .. Manual Local 5
Description: o Offline Files The Offline... Cisabled Local 5
Enables generic input access to Human "+ Openfire Openfire Automatic Local 5
Interfal_:e DEWEES (HID), which activates perfiyrmance Counter DLL... Enablesre... Manual Local 54
and maintains the use of predefined hot . . o abe oo " | L.

Task 10: Enable Service Manager Collaboration

By default, the HP Service Manager Collaboration feature is disabled after applying Service Manager 9.41
web tier. In this task, you will log on to Service Manager and set up the Collaboration Configuration.

Follow these steps:

1. Access https://sm941.training.com/webtier-9.41/index.do in your web browser, and then log on to
Service Manager as a system administrator.

2. Click System Administration > Ongoing Maintenance > Collaboration > Configuration to open the

Collaboration Settings form.
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&) HP Service Manager

1 C
i System Administration

I Base System Configuration
4 (Ongoing Maintenance
I Calendar Administration
4 (Collaboration
Eonfiguratio%
Support List
I Communication Utilities
I~ Enwironment Records
I Groups
I~ Mandanten
I Patch Release
I Profiles

I+ Smart Analytics

« To Do Queue: My To Do List |

;I 0K @ Cancel [ save

Collaboration Settings

Collaboration Settings & |

Maore »

Module

Area

| Administration

| Tailoring

I:‘ Enable ESS Lync User

Maximum Participants Per Conversation:

Motification Delay Time (Seconds):
Bosh URL:

Domain Mame:

Plugin URL:

200

3. Select the Enable Collaboration check box to enable Service Manager Collaboration.

4. (Optional) Select the Enable ESS Lync User check box so that the Lync users can join Collaboration
conversations by using Lync.

5. Specify the values in the following fields as illustrated:

Maximum Participants Per Conversation:

Motification Delay Time (Seconds):
Bosh URL:

Domain Name:

Plugin URL:

Field

Maximum 200
Participants

Per

Conversation

Value in this task

200

30

Jof-http-bind/

smA41.training.com

Jof-plugins/

Description

The maximum number of participants in a conversation. The
default value is 200.
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Field Value in this task  Description

Notification 30 The maximum time that an online participant has to wait to

Delay Time receive the live conversation notifications. The default value

(Seconds) is 30. Notification delay is disabled if this value is set to 0 or
minus.

BOSH URL /of-http-bind/ The HTTP binding (also known as BOSH) path for Openfire to
send XMPP messages. In the sample reverse proxy
configurations in Task 5: Enable Apache reverse proxy, this
pathis /of-http-bind/.

Note:

m Type the path in Apache reverse proxy
configurations in this field. Do not type the actual
URL.

= Do not omit the slashes.

Domain Name sm941.training.com Domain name of the Openfire server.

Plugin URL /of-plugins/ The Openfire plugin URL. In the sample reverse proxy
configurations in Task 5: Enable Apache reverse proxy, this
value is /of-plugins/.

Note:

m Type the identifier as specified in your reverse proxy
configurations in this field. Do not type the actual
URL.

= Do not omit the slashes.

6. Click Save and OK. It may take a minute for the configurations to take effect.
7. Log out of the web client, and then log on as the system administrator again.

8. When you log in, you should not see the following Collaboration error message on your screen:

l €3 vouare not connected to collaboration server X J
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If the system displays this error message, check all your settings and then refer to "Troubleshooting

- Failed to connect to the Collaboration server” on page 72.

9. The Chat Notification botton is displayed on the top-right corner of the Service Manager Ul. You are

not able to click it because the chat notifications are not available yet.

B [ iQm R

AOR

d |

10. Click the User Information button to show your User Basic Information Card. Your presence status is

now Online.

B e I QmOAQ

A Jennifer Falcon
System Administrator
North America - HR & Administr...
(B58) 481-7585 = 201
® Onine sales@sm.hp.com

StatUS:// l* Logout

Invalid Reques

F‘.

Y

11. Open aninteraction record. The Start Conversation button floats on the upper-right corner of the

detailed view of this record.

4 gack IS saveabxit B save S savesNew

Interaction - SD10002

To Do Queue: My To Do List Interaction: 5010002 &

X Oose Invald Request

il Apply Tempiate More o>

Interaction D: | sD10002 |
Handle Time: 15909:03:37

Contact: +| AARON, JM ElEIES
Location: | Morth America |
Motify By: *| E-mail |v|

Phase:
Status:

Approval Status:

G

Repaorted Via Self Service

| Categorization |

| Categorize | v |
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12. Click the Start Conversation button, and then and then click OK in the system confirmation dialog.

Confirmation

Arevou sure yvou want to create the conversation?

m Cancel

X

13. A conversation starts with the record's ID and title displayed on the header of the conversation

window.

s5D10002

Seldom ink existin printer, there's alway error, when printing.

Congratulations! You have successfully installed Service Manager Collaboration!
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(Optional) Task 11: Integrate with Microsoft Office Lync

HP Service Manager Collaboration provides an out-of-the-box Lync plugin and a Lync agent to integrate
with Microsoft Office Lync. When you start a conversation in Service Manager Collaboration, the Lync
plugin that is embedded in the Openfire server monitors all the messages. If a participant does not log on
to the Openfire server, the Lync plugin will use the participant’s email address as his/her Lync account and
then send the message to the Lync server. If the user is available to chat, the Lync agent will launch a
conversation with the right user, and then forward the message to him/her on Lync. After the Lync user
replies, the Lync Agent will push this message back to the Lync plugin. Consequently, the Lync plugin will
poll the in-coming Lync message and then forward it to all the other users in the Collaboration
conversation.

The following diagram illustrates a sample message exchange architecture between Service Manager
Collaboration and the Lync server:

£Ia . - - ) -

Note:
Lync users cannot start a conversation with Service Manager Collaboration. Instead, they can be

invited to Collaboration conversations only.
In this task, you will integrate Service Manager Collaboration with Microsoft Office Lync.
Follow these steps:

1. Download and install Microsoft .NET Framework 4.5 from Microsoft Download Center.

2. Download and install Microsoft Lync 2013 from Microsoft Download Center. Service Manager
Collaboration integrates with Microsoft Lync 2013 only.

3. SigninLync by using an IT operator's Lync account. This account transfers the communication
between the Openfire server and the Lync server, and hence must be effective and timeliness.

4. Click Microsoft Office Lync Options > Personal, and then select None from the Personal information
manager drop-down menu. Save your changes and then sign out.

5. Create the new UlSuppressionMode Windows Registry value.
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a. Open Windows Registry Editor, and then navigate to HKEY_CURRENT_
USER\Software\Microsoft\Office\15.0\Lync.

b. Right-click Lync, and then click New > DWORD (32-bit) value to create a new registry value.

c. Set the new value name to UISuppressionMode, and then set the value data to 1.

| Edit DWORD {32-bit) Yalue
|
- Malue name:

: ILIIS uppressiontdode

Yalue data: Baze
i* Heradecimal
i~ Decimal

k. I Cancel

d. Click OK, and then close the Windows Registry Editor.
6. Encrypt the Lync account and update openfire.xml
a. Stop the Openfire server.

b. Navigate to the C:\Program Files (x86)\HP\Service Manager 9.41\ChatServer\conf directory, and
then open openfire.xml with a text editor.

c. Locate the <lyncIntegration> section.

<lyneIntegrations
<ensbled>false</enableds>
<auths
<!=— Put plain Jlyng user name and password here, it will be automatically encrypted
after server ZLartup and encrypted="trus" will be added to the userNamwe and password
elements. When wou change your Lyng userlName or password, ¥ou musSt remowve encrypted="true" and
replace the encrypted string with the new plain string.
——=
<userMName/ >
<password/ >
</auth:>
<startLynclgent>true</startLyncligent>
</ lyncIntegrations

d. Update the <lyncIntegration> section as follows:
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<lyncIntegration>

encrypted

password

<enabled>true</enabled>
<auth>
<!-- Put plain lync user name and password here, it will be automatically

after server startup and encrypted="true" will be added to the userName

elements. When you change your Lync userName or password, you must remove
encrypted="true" and replace the encrypted string with the new plain stri

<userName><YourLyncAccountName></userName>
<password><YourLyncPassword></password>
</auth>
<startLyncAgent>true</startLyncAgent>

</lyncIntegration>

Where <YourLyncAccountName> and <YourLyncPassword> must be same as that used in step

3.

<lynocIntegrations

<auth>
<!-- Put plain

L¥nc user name and password here, it will he automatically encrypted

after server grhartup and encrypted="true” will he added to the userName and password
elements. Then you change yvour Lyne userMName or password, vou must remove encrypted="trues"™ and

replace
-—>

</auth>

the encrypted string with the new plain string.

<gtartlynelgent>true</starctlynchgent >

</ lyncIntegrations

Note: When the IT operator's Lync password is changed, the <YourLyncPassword> value in

openfire.xml must be changed accordingly.

e. Save your changes and close this file.

f. Start the Openfire server.

See the following screenshot for an example of the encrypted <1yncIntegration> sectionin

openfire.xml:
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<lyncIntegration:

<authz
2l-— Put plain lync user name and password here, it will be automatically encrypted
atter server startup and encrypted="true" will be added to the userMame and password
alements. When you change wyour Lync userMame or passwoerd, wou must remove encrypted="trus" and
replace the encrypted string with the new plain string.

.

R R-1FRN P
<startlyncAgent:true</startlyncAgents
<flyncIntegration

7. Enable Service Manager Collaboration to communicate with the Lync server.
a. Logonto Service Manager as a system administrator.

b. Click System Administration > Ongoing Maintenance > Collaboration > Configuration to open
the Collaboration Settings form.

c. Select the Enable Lync User check box so that the Service Manager Lync users can join
Collaboration conversations by using Lync.

Now you can communicate with the Lync users in a Service Manager Collaboration conversation.

Caution: To integrate with Microsoft Office Lync, follow these steps to specify the log on account for
the Openfire service before starting it as a standard Windows service:

-

Right-click the Openfire service in the Windows Services window, and then select Properties.

2. Click the Log On tab.

2

Select This account, and then specify the same IT operator's Lync account as that used in step 3.

5=

Click Apply and OK.

(Optional) Task 12: Migrate data from EC

In this task, you will migrate the existing EC data to Service Manager Collaboration by using the Service
Manager Migration Tool.

Follow these steps:
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1. Navigate to the C:\Program Files (x86)\HP\Service Manager 9.41\ChatServer\smcmigration directory,
and then double-click startup.bat to start the Service Manager Migration Tool.

2. Select a language, and then click Start.
3. Read through the welcome screen, and then click Next.

4. Select the database type of your EC server, specify the server name, database name, user name, and
password of your EC database, and then click Next.

Note: If you are working with an Oracle database, download the JDBC driver (for example,
ojdbcé6.jar) from http://www.oracle.com/technetwork/apps-tech/jdbc-112010-090769.html and
then copy this file to the <sm9.41.00xx-ChatServer>\smcmigration\lib directory.

5. Select the database type of your Service Manager server, specify the server name, database name,
user name, and password of your Service Manager database, and then click Migrate.

The Service Manager Migration Tool displays a status bar that the visualizes the data migration
progress.

6. When the data migration progress is completed, click Finish to quit the tool.

(Optional) Task 13: Configure Tomcat for HTTPS Support

This task is only required if SSL has been configured between Apache and Tomcat. If you are using mod_jk
for communication between Apache and Tomcat (as described in Task 6: Connect Apache to Tomcat) or
proxy balance, then you do not need perform the steps in this task.

Follow these steps:

1. Navigate to the C:\Program Files\Java\jre1.8.0_60\bin directory, and then confirm keytool.exe is
stored in this directory.
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8{ )«v| . = Computer = Local Disk (C:) = Program Files - Java - jrel.8.0_60 = bin -

Organize Dpen Burn  Mew folder

[ Favarites Name ~ Date modified
B Desktop ! diplugin 12/10/2015 9:37 AM
rd Downloads . plugin2 12/10/2015 9:37 AM
= Recent Places | server 12/10/2015 5:38 AM
Librarias %] awt.dl 12/10,/2015 9:37 AM

e

ﬁ\ jjv| . = Computer = Local Disk (C:) = Program Files ~ Java - jrel.8.0_60 - bin «

Organize Dpen Burn  Mew folder

. ) Mame = Date modified
- Fawvaorites
B Desktop %] kerns.dl 12/10/2015 9:37
& Downloads BBl keyiool.exe 12/10,2015 9:37
:“'_.'. Recent Places =7 kinit.exe 12/10/2015 9:37

2. Copy the folder location as you will need it in the next steps and keep it in your clipboard or paste it to
Notepad.

e

Dol E

COrganize ~ Dpen Burn  Mew folder "*_-

3. To add this location to the Path environment variable, right-click Computer on the Windows desktop

and select Properties.
4. Click Advanced system settings.
5. Onthe System Properties window, click the Environment Variables button.

6. Locate the Path system variable, and then click Edit.
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—System variables

Variable | Value |i|
MUMBER_COF P... 2
o5 Windows_NT =

C:\ProgramData\OradeJavaljavapath;...
PATHEXT .COM; EXE; BAT;..CMD;. VBS; VBE; . J55.... o |

Mew... | Edit... l_j\'l_-d Delete |

7. Add ;C:\Program Files\Java\jrel.8.0 60\bin\ tothe end of the value, and then click
OK.

Edit System Variable x|

Variable name: I Path|

Variable value: I in';C:VProgram Files\Javaijre 1.8.0_a0hinY,

0K I Cancel

8. Click OK to close the Environment Variables window.
9. Click OK to close the System Properties window.

10. Open a DOS command prompt and change the directory to C:\Program Files\Apache Software
Foundation\Tomcat 8.0_SMWeb.

o LA "L TTD . £L10 -"THE] UYLES T PFER

c :~Program Filesz“Apache Software FoundationX*cd Tomcat 8.8_SHleb

c " Program Files“Apache Software Foundation“~Tomcat 8.0_SHWeh>

11.
using the Java keytool:

keytool -genkey -alias tomcat -keyalg RSA -keystore Chatkeystore -keypass keypasswd -
storepass storepasswd -validity 3600

Run the following command to generate the keystore file and set passwords for this keystore file by
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13.

14.

15.

c :~Program Files“Apache Software Foundation>cd Tomcat 8.8_SHMWeh

c :“Program Fileszs“Apache Software Foundation“Tomcat 8.0_SHWehXkeytool —genkey —al
ias tomcat —keyalg REA —keystore Chatkeystore —keypass keypasswd —storepass stop
epasswd —validity 36688

The system prompts a series of question, including your first and last name, organizational unit,
organization, city, state, and country code. Provide answers to these information and then press
Enter, respectively.

Finally you are presented with the values for the keytool. Type yes and then press Enter.

c:“Program Files“Apache Software FoundationsIomcat 8.0_SMWebhX*kevtool —genkey —al
iaz tomcat —kevalg RBSA —keystore Chatkeystore —keypass keypasswd —storepass stor
epazswd —validity 36608
Picked up JAVA_TOOL_OPTIONS: —-Dfile.encoding=UTF8&
llhat is your first and last name?
[Unknownl: Leanne Hanna
What iz the name of your organizational unit?
[Unknownl:z HPSW
llhat iz the name of your organization?
[Unknownl= HPE
llhat is the name of your City or Locality?
[Unknownl=z Melbourne
WWhat iz the name of your State or Province?
[Unknownl: UIC
llhat iz the two—letter country code for this wunit?
[Unknownl= AU
Is CH=Leanne Hanna. OU=HPSW. 0O=HPE. L=Mellourne. ST=UIC. C=Al correct?

The command line returns.

1= CN=Leanné Hanna,. OU=HPSW. O=HPE, L=Melbourne, ST=UVIC, C=AlU correct?

[nol: yes

c:“FProgram Filesz“Apache Software Foundation“Tomcat 8_8_SMiebh>

Run the following command to generate the certificate file for the keystore:

keytool -export -trustcacerts -alias tomcat -file server.cer -keystore Chatkeystore -storepass
storepasswd

c:~Program Files“Apache Software Foundation~Tomcat &.8_SHMWebhXkeytool —export —tr

ustcacerts —alias tomcat —file server.cer —keystore Chatkeystore —storepass stor
agswd

The server.cer certificate file is generated.
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c:“Program Files“Apache Software Foundation“Tomcat 8_8_SHMUebXkeytool —export —tm
ustcacerts —alias tomcat —file server.cer —keystore Chatkeystore —storepass stor
epassuwd

Picked up JAUVA_TOOL_OPTIONS: -Dfile.encoding=UTFg&
Certificate stored in file <{server.cerr

c:“Program Files“Apache Software Foundation“Tomcat 8.8_SMuebh>

Run the following command to import the self-signed certificate to the Java security folder:

keytool -import -trustcacerts -alias tomcat -file server.cer -keystore "C:\Program
Files\Java\jre1.8.0_60\lib\security\cacerts" -storepass changeit

c:»Program Files“Apache Software Foundation“Tomcat 8.8_SHMWebX*keytool —-import —tr
ustcacerts —alias tomcat —file server.cer —keystore "C:“Program Files-Java“sjrel.
g.8_660~1lib~securityscacerts' —stoprepass changeit

The system starts to the certificate and prompts you to answer a number of questions.

Note: The certificate password for cacerts is changeit.

17. The system asks if you trust this certificate. Type yes and then press Enter:

c:“Program Fileszs“Apache Software Foundation“Tomcat 8.@_SMUebXkeytool —-import —tr
ustcacerts —alias tomcat —file server.cer —keystore "C:Program FilesJava“jrel.
8.8_6B~1lib~securityscacerts" —storepass changeit
Picked up JAUA_TOOL_OPTIONS: —-Dfile.encoding=UTF8
Ouner: CM=Leanne Hanna, OQU=HPSUW. O=HPE. L=Melbourne, ST=UIC,. C=Al
Issuer: CH=Leanne Hanna. OU=HPSW. 0=HPE. L=Melbourne. ST=UIC. C=Al
Serial number: 52385d8c
Ualid from: Wed Oct 21 B8:55%:28 AEDT 2015 wntil: Fri Aug 29 @7:55:28 AEST 2625
Certificate fingerprints:
MD5: EF:89:72:2E:76:44:9C:68:AF:1A:6A:BE:EB:18:F5:43
SHAl: 1F:1C:@2:3E-1F:67:17:82:-6C:55:D5:C2:081:EA:B?7:-8D:32:D1:BD:-8E
SHAZ56: B6F:3C:AE:CA:DC:5B:4E:AE:68:31:1C:B3:5C:A6:86:=7C:F?:65:C8:97:EC:
DB:?8:7YE:BY7:EF:94:Ch:00:17:98:AE

Signature algorithm name: SHAZ256withREA
Uersion: 3

Extensions:

#1i: OhjectlId: 2.5.29.14 Criticality=false
SubjectKeyldentifier [

Keyldentifier [

HABA : A5 C5 E5 GE @5 5B DE BB 5B 82 B2 13
BA1B: 67 2C 5D 65

1
1

Trust this certificate? [nol:

The certificate is added to the keystore:
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Trust this certificate? [nol: yes

Certificate was added to kevstore

c:»Program Files“Apache Software Foundation~Tomcat 8.8_SHWeh>>

18. Close the DOS command window.

19. Navigate to the C:\\Program Files\Java\jre1.8.0_60\lib\security directory to see the cacerts file.

Gy: ;lv | + Computer = Local Disk (C:) = Program Files - Java - jrel.8.0_60 ~ lib = security
Organize *  Indudeinlibrary =  Sharewith + Burn  Mew folder
't Favorites Mame Date modified Type
B Desktop || blacklist 12102015 9:38 AM  File
4 Downloads || blackliisted, certs 12/10/20159:38 AM  CERTS File
| Recent Places | ] cacerts 21/10/20155:07AM  File
|| java.policy 12/10/2015 9:33 &AM POLICY File
=l Libraries ) . .
_ || java.security 12/10/20159:38 AM  SECURITY File
j Documents
N Musi || javaws.palicy 12/10/2015 9:33 AM POLICY File
! Music o _
& Pictures || local_palicy .jar 12/10/20159:38 AM  Executable Jar File
E Videos || trusted.libraries 12/10/20159:38 AM  LIBRARIES File
|| US_export_policy jar 12/10/20159:38 AM  Executable Jar File
B Corruiter

20. Navigate to the C:\Program Files\Apache Software Foundation\Tomcat 8.0_SMWeb directory to see
the Chatkeystore and server.cer files.
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B Tomcat 8.0_sMweb

e
GL)V | . = Computer ~ Local Disk (C:) = Program Files = Apache Software Foundation = Tomncat 8.0_SMweb -

Organize *  Indudeinlibrary +  Sharewith +  Burn
¢ Favorites Mame ~ Date modified Type Size
M Desktop . bin 12/10/2015 %:54 AM  File folder
4 Downloads J conf 12/10/20159:56 AM  File folder
i=1| Recent Flaces b 12/10/2015 9:54 AM  File folder
| logs 21/10/2015 7:43 AM File folder
| Libraries
"i_ J temp 15/10/2015 3:36 PM File folder
j Documents
.  webapps 13/10/2015 6:31 PM File folder
J‘f Music
& Pictures J wark 1210/2015 9:59 AM File folder
H Videos || Chatkeystore 21/10/20158:55 AM  File KB
|| LICENSE 23/09/20156:19PM  File S7TKB
1% Computer || NOTICE 23/09/20156:19PM  File 2KB
&, Local Disk (c?) Sl server.cer 21/10/20158:59 AM  Security Certificate 1KB
L% Shared Folders (\wmw | | sm.log 21/10/20158:17 AM  Text Document 490 KB
[ tomcat.ico 28/09/20156:19PM  Icon 22KE
ﬁi Metwark ) -
[#] Uninstall.exe 28/09/20156:19PM  Application 66 KB

21. Navigate to the C:\Program Files\Apache Software Foundation\Tomcat 8.0_SMWeb\conf directory.

e©v| . = Computer -

Local Disk {C:) = Program Files ~ Apache Software Foundation = Tomcat 8.0_SMWweb - conf ~

. Libraries ; ) . .
- %] logging. properties 28/09/2015 6: 13 FM PROPERTIES File
j Documents = | 12f10/2015 9:54 AM XML D t
J7 Music = server.xm| 2710/, : ocuUmen
& Pictures =] tomcat-users. xml 1210/2015 9:54 AM ¥ML Document
E Videos || tomcat-users.xsd 28/09/20156:19 PM ¥5D File

=] web,xmil 28/09/20156:19 PM ¥ML Document
1M Computer

Organize *  Indudeinlibrary =  Share with «
A Favorites MName = Date modified Type Size
B Desktop . Catalina 12/10/20159:56 AM  File folder
4 Downloads | ] catalina. policy 28/09/20156:19PM  POLICY File
5] Recent Places | 7] catalina.properties 28/09/20156:19PM  PROPERTIES File
2 context,xml 28/09/2015 6: 19 FM ¥ML Document

22. Copy the server.xmlfile and save it as server_00B.xmlL

23. Open the server.xml file with a text editor.

24. Browse to the bottom of the file and insert a few blank lines above </Host>.
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133

Note: The pattern used is eqguivalent to using pattern="common"

-

<Valwve classlame="org.apache.catalina.valves.AccessLogValve" directoryv="logs"

prefix="localhost_access_log" suffix=".gxgL"
pattern="%h %1 %y %t &gmot:tr&gmot: s %b" />

</Host>
</Engine>
</Servicex

25. Insert the following codes above </Host>:

<Connector protocol="org.apache.coyote.httpll.HttpllProtocol"
port="8443" minSpareThreads="5" maxSpareThreads="75"
enablelLookups="true" disableUploadTimeout="true"
acceptCount="100" maxThreads="200"

scheme="https" secure="true" SSLEnabled="true"
clientAuth="false" sslProtocol="TLS"
keystoreFile="Chatkeystore"

keystorePass="storepasswd"/>

pattern="%h %1 %n %t &gmot:%r&guot: %= %b" />

port="8443" minSpareThreads="5" maxSpareThreads="75"
enablelLookups="trne" disableUploadTimecut="trns"
acceptCount="100" maxThreads="200"

scheme="https" secure="true" 55LEnabled="tru="
clientButh="fal=se" s31Protocol="TLS5"
keystoreFile="Chatkeystore"
kevstorePass="gtorepasswd" />

- </Host>»
o </Engine>

- =fBervices

<Conmector protocol="grg.apache.coyote.httpll .HttpllProtocol”

26. Save your changes and close the server.xml file.
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Troubleshooting

This section provides information that can assist you in troubleshooting issues that are associated with
Service Manager Collaboration.

Troubleshooting - Openfire restart failure

Description

Failed to restart the Openfire chat server.
Root cause

Some related processes still exist.
Solution

Check the openfire.exe process, the LyncAgent.exe process, and the Lync.exe process in Windows Task
Manager when restarting the Openfire chat server. If these processes still exist after the Openfire service
is stopped, you must end these processes manually before starting the Openfire chat server.

Note:
The LyncAgent.exe process and the Lync.exe process exist only when you have integrated HP Service
Manager Collaboration with Microsoft Office Lync.

Troubleshooting - Microsoft Lync 2013 client memory leak

Description

Microsoft Lync 2013 client memory increases continuously and never decreases.
Root cause

This is a Lync 2013 client known issue.

Solution

Follow these steps to restart Lync and the Lync agent when the Lync.exe process’s memory exceeds 2G.
Do not change the order when ending the process manually.
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1. End the Lync.exe process in Windows Task Manager.
2. End the LyncAgent.exe process in Windows Task Manager.

3. The LyncAgent.exe process restarts automatically.

4. Wait for several minutes, and then check <ChatServer_HOME>\lyncagent\log.txt to make sure that it
contains the log information as illustrated in the following screen shot :

Troubleshooting - Failed to connect to the Collaboration
server

Description

When you log on to the Service Manager web client by using https, the system displays the following error
message:

l €3 vouare not connected to collaboration server x J

Root cause
The Openfire service is not started, or Service Manager Collaboration is not properly configured.
Solution

See the following suggestions:
o "Ensure the Openfire Windows service is started"”
o "Verify the Service Manager Collaboration configurations"

« "Reinstall Openfire"

Ensure the Openfire Windows service is started

Delete this text and replace it with your own content.
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Verify the Service Manager Collaboration configurations

Follow these steps to verify the the Service Manager Collaboration configurations:

1.

2. Click System Administration > Ongoing Maintenance > Collaboration > Configuration.

Log on to Service Manager as a system administrator.

To Do Queue: My To Do List Collaboration Settings

0K @ Cancel B Save More

Collaboration Settings

Module | Administration |

Area | Taloring |

Enzble Colizboration
|:| Enable ESS Lync User

Motification Delay Time (Seconds):
Bosh URL:

Domain Name:

Plugin URL:

Maximum Participants Per Conversation:

| 200

| 30

| iof-http-bind/

| sma41.training.com

| fof-plugins/

Ensure the Bosh URL is set to /of-http-bind/.

Ensure the Plugin URL is set to /of-plugins/.

Ensure the Domain Name is set to the Openfire Domain you set up in "Task 5: Deploy the chat server

" on page 20.

Log out from Service Manager.

To double-check your Openfire configurations, go to your web browser and access

https://localhost:9091. The Openfire Administration Console page opens.
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" openfire

Administration Console

username

| Login I

password

8. Login with username of admin and password of SM941training. The system displays the Server

Information page.

O‘ openfire’

Server Information
System Properties
Language and Time
Clustering

Cache Summary
Database

Logs

Email Settings

Security Audit Viewer

Users/Groups Sessions Group Chat Plugins

Server Manager Server Settings Media Services Statistics Archiving

Server Information

Below you will find server information, ports being used and latest news about Openfire.

Server Properties
Server Uptime: 11 minutes — stafted Oct 23, 2015 2:34:18 PM
Version: Openfire 3.9.3
Server Directory: C:\Program Files (xB6)\HP\Service Manager 9. 4 \ChatServer
Server Name: sm841 training.com

Environment

laus Vareinn: 41 80 B0 (racla Marnaratinn lowa HatSnant MY ™liant W

9. On this Server Information page,

verify the Server Name (domain name) of the Openfire server.
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G' openfire’

Users/Groups Sessions Group Chat Plugins

Server Manager @ Server Settings | Media Services | Statistics | Archiving

Server Information

. Server Information
System Properties

Language and Time
Below you will find server information, ports being used and latest news about Openfire.

Clustering
Cache Summary Server Properties
Database Server Uptime: 11 minutes — started Oct 23, 2015 2:34:18 PM Ig
Logs Version: Openfire 3.9.3 T
) ) Server Directory: C:\Program Files (x86)\HP anager 9.4 1\ChatServer
Email Settings o
Server Name: sm941.training.com
Security Audit Viewer

Environment
lava Vorcinn: 4 90 A0 Oracla Carnaratinn lows HedSn ot TR Cliont WE

10. To update the server name, go to the bottom of this page and click Edit Properties.

Server Ports

Interface Port Type Description

The standard port for clients to connect to the server. Connections may or may not

AT feln ) DEmmdEne be encrypted. You can update the security settings for this port.

The port used for clients to connect to the server using the old SSL method. The
All addresses 5223 & Client to Server old S5L method is not an XMPP standard method and will be deprecated in the
future. You can update the security settings for this port.

All addresses -1 Admin Console The port used for unsecured Admin Console access.

All addresses 9091 & Admin Console The port used for secured Admin Console access.

All addresses 7443 & HTTP Binding The port used for secured HTTP client connections.

All addresses 0 Flash Cross Domain  Service that allows Flash clients connect to other hostnames and ports.

Edit Properties ]—"'

11. Edit the Server Name as appropriate.
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Edit Server Properties

Use the form below to edit server properties.

Server Properties

Server Name: |5m941.training.cam

Server-to-Server Port: |5269
Compaonent Port: |52?5
Client Port: |5222

+ Enabled
" Disabled

Client SSL Port: |5223
Admin Console Port: |

Secure Admin Console Port: |9E|91

SSL Enabled:

Note:

The Admin Console Port field is empty on this page. Set the value to 9090 if you want to take

the default value or to the value you choose.

12. Click Save Properties.

Admin Console Port: |9|:|9|:||

Secure Admin Console Port: |9|:|91
i i~ Enabled
JMX Enabled: & Disabled

i+ Enabled
" Disabled

I].I:I'EIEI

Save Properties I Restore Defaults I Cancel I

JMX Require Admin User:

JMX Connector Port:

13. Ensure you receive the message that the server properties were successfully updated.
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Edit Server Properties

Use the form below to edit server properties.

& Server properties updated successfully. You'll need to restart the server to have the changes take effect (see Server Status).

14. Restart the Openfire service in Windows services.

File  Action View Help

&= =B = HE| > =0 ®

% Services (Local) £} Services (Local)
Openfire Mame = | Description | Status | Startup Typs
L Network Location Awaren... Collectsan... Started Automatic
Stop the service L Metwork Store Interface ... This servic...  Started Automatic
Restart the service 5, Office Source Engine Saves inst... Manual
5 Offline Files The Offline... Disabled

Description: 3 Openfire Automatic
Openfire 5 Performance Counter DLL... Enablesre... Manual
L Performance Logs & Alerts  Performan... Manual
Cilim mpmed Bl | =P N 1Y e, ] LT ]

15. Log on to Service Manager again to check whether Collaboration works.

Reinstall Openfire

You may need to reinstall Openfire if you have checked all your settings in the entire exercise but still see

the following error message:

l €3 vouare not connected to collaboration server X J

Follow these steps to reinstall Openfire:
1. Log out from Service Manager.

2. Stop the Openfire service.
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File  Action View Help

&= HE = [H

Services (Local)

-q Servicos (Local)

MName = | Description | Status | Startup Type
Office Source Engine Saves inst... Manual
Stop the service Offline Files The Offline... Disabled

Restart the service

Openfire Automatic

Performance Counter DLL Host Enables re... Manual

Description: Performance Logs & Alerts Performan. .. Manual
Openfire Plug and Play Enablesac... Started Automatic

3. Opena DOS command prompt and change the directory to C:\Program Files (x86)\HP\Service
Manager 9.41\ChatServer\bin.

Administrator: Command Prompt

Microsoft Windows [Wersion 6.1.76611
Copuright <c> 2009 Microsoft Corporation. All rights reserved.

C:Users“Administratoricd c:o™

c:wred CosProgram Files (xB86>-HP“Service Manager ?.41%ChatServer-bin_

4. Run the openfire-service /uninstall command to uninstall the Windows service:

Administrator: Command Prompt

c:“Program Files <x86>~HP“~Service Manager ?.41“ChatServersbinopenfire—service ~
uninztall

Seruvice iz already stopped.
Uninztalled service *Openfirve’.

c:~Program Filesz (x86>“~HP-~Service Manager ?.41~ChatServer~hin>

5. Navigate to the C:\Program Files(x86)\HP\Service Manager 9.41 directory by using Windows File
Manager, and then remove the ChatServer directory.
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. Service Manager 9.41

G( :]v | . = Computer = Local Disk (C:) = Program Files (x86) - HP - Service Manager 9.41 -

Organize * - Open Indudeinlibrary =  Sharewith =  Burn  New folder

' Favorites Mame =« Date modified Type
B Desktop . AppPatchMar 12/10/20159:53 AM  File o
4. Downloads . ChatServer 22/10/2015 8:01 PM
U Open
11| Recent Places . Client : . 21/10/2015 4:55PM  File fd
Open in new window
. SmartAnalyti 12/10/2015 12:28 PM  File fo
...ri Libraries :;Q lication-3 share with ' 31/08/2015 5:56 AM WinZi
5 Doaments HapplcatonS Bnagi p | 3U05/20155: nzy
. . || demeodata.ur 31/08/2015 :35AM  UMLF
@) Music . K Scan for threats...
Bictures 0 sma.41.0020 1/09/2015 12:24 AM  WinZij
= _ & WinZip 3
BE videos Restore previous versions
Indude in library r
-
18 Computer send to ,
£, Local Disk (C:)
‘g Shared Folders (Yymw 2L
Copy
@ Paste
W Metwork
Create sh‘oyﬂ(
Delete

6. Log on to your Service Manager database and list the tables.

F.. Microsoft SQL Server Management Studio Express

File Edit View Tools Window Community Help

Dnewouery | [y | S H @ |B & B &

N wmgT
= L:ﬁ SMO40BETA (S0L Server 9.0.1399 - =a)
= [ Databases
1 System Databases
|1 Database Snapshots
= | ) sM940
[l Database Diagrams
=3
[ System Tables
=1 dbo. ACTACTIONSM1
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7. Locate the the tables prefixed with of in the list.

Object Explorer

T

=1 dbo.OCMQCATMI

=1 dbo.0CMQM1

1 dbo.OCMOPAGEM1

= dbo.ofConParticipant

=] dbo.ofConversation

= dbo.ofExtComponentCont
=1 dbo.OFFELECM1

= dbo.ofGroup

= dbo.ofGroupProp

= dbo.ofGroupUser

=] dbo.oflD

= dbo.ofMessagearchive
=1 dbo.ofMucAffiiation

= dbo.ofMucConversationLog
=1 dbo.ofMucMember

=] dbo.ofMucRoom

= dbo.ofMucRoomProp

=1 dbo.ofMucService

= dbo.ofMucServiceProp

15

2t 23 W

HEHEEBEEMEEEEEEEEEEEEE

All of these tables prefixed with lowercase of need to be dropped.

8. Drop the tables until all tables prefixed with of have been removed.

— E
SM940BETA.SM9...QLQueryl.sql* | Summary |
drop table ofConParticipant:

drop table ofConversation;
drop table ofExtComponentCont;
drop table ofGroup:

9. Goto "Task 5: Deploy the chat server " on page 20 and install the Openfire chat server again.

10. Go to "Task 9: Configure LW-SSO for the chat server " on page 52 and configure LW-SSO for the chat
server.

11. Log on to Service Manager again to check whether Collaboration works.
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