SMA-X 2018.05_Authentication Configuration with Embedded OpenLDAP

Background Knowledge:
The suite uses Identity Manager (IdM) for user authentication. So does Service Portal, which shares the same IdM instance with the suite.
You need to define LDAP connection in IDM before synchronizing users into ITSMA.
Scenario:
Configure the embedded OpenLDAP in SMA-X Account Authentication
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1 LDAP Browser I I EJ [1  [ì cn=FALCON\, JENNIFERou=peopIe,dc=itsma,... L
DN: cn=FALCON\, JENNIFER,ou=people,dc=itsma,dc=com
_________  
«DlT
iJ Root DSE (2) Attribute Description Value
dc=itsma,dc=com (2) objectClass inetOrgPerson (structural)
¡a ou=groups (2) cn FALCON, JENNIFER
C* cn=administrators sn Falcon
0 cn=itpeople displayName Falcon
¡a ou=people (7) givenName Jennifer
) cn=CAFFREV\. AARON jpegPhoto JPEG-Image (250x250 Pixel, 6...
cn=FALCON\ JENNIFER mail gao.li@hp.com
cn=LOPEZ\ AMY manager cn=joe.manager,ou=people,d...
cn=MANAGER\,JOE telephoneNumber 619-555-2121
cn=QUAN\, KIMBERLY uid falcon
cn=SERVICE DESK APPROVER userPassword SSHA hashed password]
 Note: embedded OpenLDAP use uid as login name. For example, login name falcon, password 123456.

Preparation:
By default, the 31389 port used to connect to the internal LDAP server is disabled in SMA. You need to enable this port first.

Please refer to the link below

https://docs.microfocus.com/itom/Service_Management_Automation_-_SM:2018.05/Configure-users-in-the-internal-LDAP-server_19894966

LDAP Configuration: 
1. Open the SMA-X BO link, for example https://[FQDN]/bo/
2. Click on Accounts, and select the account record which is going to configure the embedded OpenLDAP
3. Click on Authentications in the left of the page, click on New and select type “LDAP configuration”, click OK
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[bookmark: _GoBack]4. Configure the embedded LDAP information, for example


LDAP server settings
Display name: InternalOpenLDAP
Hostname: [FQDN]
Port: 31389
Base DN: dc=itsma,dc=com
Group DN: ou=groups,dc=itsma,dc=com
User ID (Full DN)：cn=admin,dc=itsma,dc=com
Password: secret

Note：Base DN and Group DN would define the members that would be synced
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LDAP attributes
Mail: mail
Login name: uid
First name: givenName
Family name: sn
Office phone number: telephoneNumber
Home Phone number: telephoneNumber
Mobile phone number: telephoneNumber

[image: C:\Users\gli1\Desktop\Embedded OpenLDAP_configuration2.png]
User login settings
User name: uid
User serach filter: uid={0}
Search subtree: enable
[image: C:\Users\gli1\Desktop\Embedded OpenLDAP_configuration3.png]

5. Click on Save 
The configuration would be verified successfully
Verification: Login service portal. 
1. Login Service Portal with the username / password with below URL
https://[FQDN]:443/saw/ess?TENANTID=[TENANTID]

After login service portal, the specific user would be found in below 3 places
1. BO link > USERS
2. BO link > ACCOUNTS > select the account that defined the above LDAP authentication > click on Users from the left part
3. SMA-X application table persons
https://[FQDN]/admin/people/persons?TENANTID=[TENANTID]
Before login service portal, the user is synced to IDM, not shown in SMA-X application table persons nor BO.

Note: If there are errors when login SMA-X Service Portal, please go to check Service Portal log
/var/vols/itom/itsma/itsma-itsma-global/logs/xservices/serviceportal/itom-xruntime-serviceportal-***-***-YYYY-MM-DD/maas/ess_error.log
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Attribute Description Value
objectClass inetOrgPerson (structural)
o FALCON, JENNIFER
sn Falcon
displayName Falcon
givenName Jennifer
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