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Monitoring HP Operations Orchestration System Health

Version 7.1
This technical brief outlines some of the more critical components of the HP Operations Orchestration (OO) product architecture.  When deployed within an enterprise IT organization, HP OO provides a process automation platform that often becomes a critical component of data center operations.  Thus, maintaining a healthy HP OO environment also becomes critical.  HP OO administrators and others who may be responsible for maintaining the overall health and uptime of the HP OO application are the intended audiences for this document.  

The following paragraphs provide some guidelines for HP OO administrators as it pertains to monitoring the overall health of the server hardware hosting one or more server components of the HP OO solution.
Note:  The information contained within this document is current through HP Operations Orchestration version 7.1.  Any architectural changes that have been made to the product should be considered carefully when applying the information within this document to HP OO deployments using versions prior
 or subsequent to version 7.1.  
HP Operations Orchestration Product Architecture Summary
This technical brief is not intended to be a replacement for the HP OO Administrator’s Guide or System Requirements documentation.   In order to distinguish the logical components of the application from the physical servers upon which they run, however, the major server components of the HP OO system are summarized below:
1. An HP Operations Orchestration Central Server is the logical server upon which the OO Central web application runs.  OO Central is a java web application that hosts the OO Central browser UI and provides many of the general workflow capabilities of the system including the flow orchestration engine and scheduler.
  Windows 2003 Server and Red Hat Enterprise Linux are the currently supported platforms for hosting the Central application.
2. An HP Operations Orchestration Remote Action Service (RAS) Server is a logical server upon which an OO RAS service runs.  RAS servers distribute the processing associated with the execution of specific OO workflow operations from the OO Central application to the RAS.  In v7.1, there is a single RAS service that provides both java and .NET remote execution capabilities.  OO 7.1 also supports both Windows 2003 Server and Red Hat Enterprise Linux for hosting the RAS. 
 

3. An HP Operations Orchestration Database Server is a logical server upon which the backend database for OO data is hosted.  HP OO v7.1 supports Oracle, MS SQL Server and mySQL.
HP OO client components - such as the OO Studio and the web browser - are not considered to be critical components of the system as it pertains to overall system health, thus they are not discussed in much detail within this document.
HP Operations Orchestration Deployment Configurations 
Different HP OO customers have different needs when it comes to configuring their HP OO environments.  
· In the simplest deployments, for example, all three of the logical servers mentioned in the previous section (Central, RAS, and Database) could potentially reside on the same physical server.
· HP OO deployments that require redundancy, failover, and geographical distribution often involve multiple physical servers to host even one logical component of the product architecture (e.g. a multi-node cluster of physical servers to host the logical Central server).
  

· In order to execute workflow operations in networks that may not normally be reachable from the OO Central server, it is also a very common practice to deploy one or more RAS servers as flow execution gateways to those remote networks.
Whatever the HP OO deployment topology, there are common elements of the system architecture that can be observed and monitored to help ensure system health.
Although it is true that in certain clustered configurations that some server components of the HP OO system can be used to heartbeat and monitor other components, this document takes a more simplistic approach of identifying the system resources, OO processes, services, and log files that should be monitored for any configuration.
General Operations Orchestration Server Health – All Servers
All physical servers that host any logical HP OO server component should be monitored like any other Windows or Linux server as it pertains to monitoring system resources.  This should minimally include:

· CPU threshold monitoring (critical for all components)

· Memory Threshold monitoring (critical for all components)

· Disk Space Threshold monitoring (most critical on the database server)

Memory consumed by the HP OO system can be regulated by configuration settings available for both the Central and RAS servers (e.g. maximum java heap size) such that memory consumption by the application itself does not become an issue.  These configuration details can be found within the Administrator’s Guide.
Disk space is typically not an issue on a Central and/or RAS server that is not also a Database server because very little data is persisted to disk on those servers.  Log files will be created and appended to on those servers, but aside from a logical log rotation strategy, disk space consumption need not be a concern on a Central or RAS server.

General Network Monitoring

Although not specifically mentioned in any previous section of this document, network health and performance is also critical to overall HP OO system health and performance.  Aside from the simple single-server configuration mentioned earlier, network traffic can occur between the various logical server components of the system in addition to the networking traffic that will be generated from OO clients to the OO server infrastructure.  
Monitoring of network devices upon which all HP OO sever hardware is connected should be a part of the overall monitoring solution.  This should also include any devices or software sitting in front of a clustered set of OO Central and/or RAS nodes for load-balancing purposes (including HP OO’s packaged Apache-based load-balancing solution).
This document does not provide any guidance or detail for network monitoring.

Database Server Monitoring
HP Operations Orchestration 7.1 supports multiple database vendor backend solutions.   All connectivity that is carried out between OO Central server and the Database server is conducted via JDBC.  HP therefore encourages HP OO administrators to follow the guidance recommended by each supported database vendor when it comes to monitoring the health and performance of the database component.
  Entire papers have been devoted to the topic of database monitoring.
Monitoring Operations Orchestration Central Server 
Monitoring OO Central Availability and Health

As was mentioned previously, OO Central is a java web application.  It does not require the installation of a web server and/or java container such as Apache/Tomcat because the OO platform ships with its own Jetty-based engine.
  
For monitoring purposes, the health of the Central application is arguably the most important HP OO resource to monitor.  The Central application typically listens on two ports (The defaults are 8080 for http, and 8443 for https, but these are configurable parameters).  The simplest monitoring health check to verify that OO Central is running and available is to make sure that the Central hostname/IP is reachable and that it is listening on those two ports.  It is possible to monitor the Jetty engine itself, but this is rarely done in practice because a successful check of Central assumes a healthy Jetty.

If the OO Scheduler service is configured, then monitoring an active listener on its port (Default is 19443, but this is also configurable) would also be advisable to ensure that the OO scheduler service is available.
Although not common, to compliment the monitoring of active http(s) port listeners would be to monitor OO Central by process or service name.  This could be done in addition to port monitoring.
  For example, when hosted on Windows, the OO Central application runs as a service called RSCentral.  A monitor that checks whether the service is running would be an additional health check that could be carried out – even if slightly redundant.

For completeness, connectivity to the Central server should be verified from various points within the datacenter through paths that would emulate typical end users who connect to Central via web browsers and authors who connect through HP OO Studio.
Monitoring Day-to-Day OO Central Operations

OO Central creates several log files that administrators can look through.  Many of these are created at the time of product installation and are rather uninteresting beyond the initial installation and configuration of the product.  However, two Central log files are decent monitoring candidates for those who wish to aggressively monitor the ongoing operation of the HP OO system beyond the basic health of its services.
The first of these is the request log (rotated by default on a daily basis) that can be found in the Central log directory in the format YYYY_MM_DD.request.log.  This log contains daily http request information (mostly http GET and POST requests).  Each line within the log could potentially be scanned for problematic http return codes.  Most of the messages in this log will be benign request with acceptable (e.g. value 200) return codes.  The one thing within the daily http request log that is worthy of an alert would be a 500 code.  This could indicate that the server was too busy to accept requests.
The other Central log file worthy of monitoring is the Central wrapper.log file.  Each line in the wrapper.log file is a separate log entry whose first field specifies the severity of the message (this field will typically contain STATUS, INFO, DEBUG, or ERROR).  There are literally hundreds of different error messages that could potentially be written to the wrapper.log file, so this log is not typically monitored for specific message strings other than matches for ERROR in the first field.  Note that the first field matching is important in this context because other benign messages such as INFO messages might still contain the string “ERROR” within the message itself.  It is therefore not sufficient to only look for the string because the location of the string within the message can be relevant.

Monitoring Operations Orchestration Remote Action Server (RAS) 
Monitoring OO RAS Availability and Health

Because RAS servers carry out the execution of certain workflow operations, their health is also critical to the overall health of the OO system.  Flow authors working within the HP OO Studio often check the availability of RAS servers right from within the Studio interface itself.

This could certainly be done programmatically for monitoring purposes and RAS health checks are often very similar to Central health checks because a RAS also exposes its interface as an https service.  The most common way to verify RAS health is to ensure that the RAS host IP is reachable and that the host is listening on the RAS port (typically 9004 or 9005, but these are configurable).
Unlike the Central server, which must be open and available to all HP OO client traffic, a RAS server must only communicate with the Central server and on occasion with the OO Studio.  Thus RAS monitoring need not be as distributed as Central monitoring.

Like the Central server, RASes could additionally be monitored by their process/service name (e.g RSRAS)
, but again, any monitoring by process/service name should be done in addition to, and not as an alternative to monitoring port listeners.
Monitoring Day-to-Day OO RAS Operations

Monitoring RAS logs is a very similar science to monitoring Central logs.  Similar to Central, the RAS maintains a daily http request log (containing mostly POST requests that Central makes of the RAS to execute operations).  Once again, any monitoring of this log should be looking out for failed http request codes.
The RAS will also maintain a wrapper.log file which is similar in structure to the Central wrapper.log file.  Also similar to Central, there are hundreds of potential error codes that could be written to the RAS wrapper.log.  For this reason, a similar monitoring strategy should apply whereby alerts could be created only for those log entries whose first field matches the code ERROR.

Monitoring Authentication Providers
Although not technically a component of the HP OO architecture, it is common in large deployments to authenticate OO users to a supported directory such as Active Directory or Kerberos.  Unavailability of the provider could lock out OO users from accessing the product in such instances.
Because authentication providers are so critical to so many other functions, this document assumes that the appropriate monitoring is already in place for AD Domain Controllers, Kerberos5 KDC hosts and other LDAP servers to which HP OO may have implicit dependencies.  Monitoring these providers can be essential to the overall HP OO monitoring scheme, but those details are beyond the scope of this paper.
Note:  The monitoring guidelines mentioned in this document apply only to the systems serving HP OO server components.  There may be other monitoring candidates for ensuring good application response time and workflow execution correctness and performance that are not mentioned herein.  Connectivity and availability from the HP OO Central and/or RAS servers to any potential workflow target machine – especially those servers used to integrate with other systems (e.g. a trouble ticketing system) - can also be critical to the health of the overall HP OO solution.  
The success of any HP OO workflow execution is not only dependent upon the health of the HP OO infrastructure, but also depends upon the health and availability of any target systems that a given flow might potentially interact.  Only the authors of certain flows may be able to provide suitable monitoring guidelines for systems upon which certain OO flows and operations depend.  A flow author’s subject matter expertise should not be overlooked when considering a comprehensive HP OO monitoring plan.
� Prior versions of the product were known by other names such as the Opsware Process Automation System, and iConclude OpsForce.


� In previous OO releases, the OO scheduling service was a distinct component from the OO Central.


� In previous releases, there were two distinct RAS server flavors for java (JRAS) and .NET (NRAS)


� In OO V7.1, a single RAS service deployed on Windows supports both java and .NET execution whereas a RAS server deployed on Linux supports only java.


� Readers who are interested in configuring OO clustering for load-balancing and/or failover should refer instead to the HP OO Clustering Guide.


� For instance, Microsoft’s guidance for monitoring a SQL Server instance/cluster can be found online in various places including:  � HYPERLINK "http://technet.microsoft.com/en-us/library/bb838723.aspx" ��http://technet.microsoft.com/en-us/library/bb838723.aspx�





� For more information about Jetty, visit � HYPERLINK "http://www.mortbay.org" ��http://www.mortbay.org�





� It is not advisable to monitor only the process/service and not also the port because there could be instances when the process/service is running, but hung – and therefore not listening on any ports.


� Note that previous versions of the product provided distinct services for NRAS and JRAS whereas these are combined into a single process/service in version 7.1.





