LoadRunner 12.01 Performance Monitoring Security Implementation 
Summary
HP recommends that a domain account or group should be given local admin access to each server involved in a performance test in order for LoadRunner to access the Windows Resource counters on that server.  Admin access is needed for reading following keys on the remote monitored server:
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Perflib 
Those keys are used by the Windows Performance monitoring API to query a list of available counters.
As of LoadRunner 12.01, additional checks were added for the Windows Resource monitor to show more comprehensive error messages when access to the above mentioned keys was not granted even after applying administrative credentials for the remote server. The general recommendation for such case is to ask the system administrator to grant access to the above mentioned keys.
[image: ]
This article shows the steps that allow users to get access to sub-keys of the HKEY_LOCAL_MACHINE key on the remote servers without the need for using the administrative credentials of the monitored server on the Controller machine.
[bookmark: _GoBack]There are two ways to fix this issue, both of which involve a single registry key edit that does not require a server reboot. The difference between both is the number of users that will gain access to the new registry keys required for accessing performance counters on a server.  The benefit is that while a registry change needs to occur (Microsoft has not implemented a way to change this setting via a UI) it is a preferred solution to granting local administrator access from a security standpoint by minimizing access.
Steps
1. Place user(s) of Controller machine(s) or group(s) containing these users in the local security group named “Performance Monitor Users” on each server that is to be part of the performance test monitoring.  (Please note: You need to do this independently if you have problems getting access to remote HKEY_LOCAL_MACHINE key or not.)
2. Right click C:/Windows/regedit.exe and select the “Run as administrator” option.
3. Browse to the following registry path HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\SecurePipeServers\winreg.
4. Use any of the below options:
a. Preferred First Option (This option is approved by IT Security of Blue Cross Blue Shield of Louisiana):  Allow the local security group “Performance Monitor Users” to have read access to the above registry key. What this does is effectively lets any users in that group to remotely connect to the registry and read it.  Default is Administrators get full control and Backup Operators get read (as per the pictured below).  The keys needed to connect and monitor the performance counters are now accessible to LR 12.01 and it can connect and monitor the server resources
[image: ]
b. Not Preferred Second Option:  Add a registry path exception that allows any user to read the paths that Windows Resource monitor is trying to access.  This effectively adds an exception that bypasses the ACL in option a) above and allows any domain user the ability to have read access to this registry path.  
Open the registry path: HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\SecurePipeServers\winreg\AllowedPaths
i. Double click the “Machine” key to edit it.
ii. At the end, add a new path of “System\CurrentControlSet\Service”:
[image: ]
iii. In principle path “SOFTWARE\Microsoft\Windows NT\CurrentVersion\Perflib” can also be added AllowedPath list, but is not necessary in most cases. 
iv. Click the “OK” button to accept changes.
Using any of these two options above should allow users to use Windows Resource monitoring for any servers where the steps were applied. Please require your local system administrator approval before using any of these steps. 
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