—

Hewlett Packard
Enterprise

Application Performance
Management

Version 9.40, Released August 2017

APM What's New

Published August 2017




APM What's New

Legal Notices

Warranty

The only warranties for Hewlett Packard Enterprise products and services are set forth in the express warranty
statements accompanying such products and services. Nothing herein should be construed as constituting an
additional warranty. HPE shall not be liable for technical or editorial errors or omissions contained herein.

The information contained herein is subject to change without notice.

Restricted Rights Legend

Confidential computer software. Valid license from HPE required for possession, use or copying. Consistent with
FAR 12.211 and 12.212, Commercial Computer Software, Computer Software Documentation, and Technical Data
for Commercial Items are licensed to the U.S. Government under vendor's standard commercial license.

Copyright Notice
© Copyright 2005 - 2017 Hewlett Packard Enterprise Development LP

Trademark Notices

Adobe® and Acrobat® are trademarks of Adobe Systems Incorporated.

AMD and the AMD Arrow symbol are trademarks of Advanced Micro Devices, Inc.

Google™ and Google Maps™ are trademarks of Google Inc.

Intel®, Itanium®, Pentium®, and Intel® Xeon® are trademarks of Intel Corporation in the U.S. and other countries.
iPod is a trademark of Apple Computer, Inc.

Java is a registered trademark of Oracle and/or its affiliates.

Microsoft®, Windows®, Windows NT®, Windows® XP, and Windows Vista® are U.S. registered trademarks of
Microsoft Corporation.

Oracle is a registered trademark of Oracle Corporation and/or its affiliates.

UNIX® is a registered trademark of The Open Group.

Documentation Updates
The title page of this document contains the following identifying information:

« Software Version number, which indicates the software version.
« Document Release Date, which changes each time the documentis updated.
« Software Release Date, which indicates the release date of this version of the software.

To check for recent updates or to verify that you are using the most recent edition of a document, go to:
https://softwaresupport.hpe.com/group/softwaresupport/search-result?keyword=.

This site requires an HPE Passport account. If you do not have one, click the Create an account button on the HPE
Passport Sign in page.

Support
Visit the HPE Software Support website at: https://softwaresupport.hpe.com

This website provides contact information and details about the products, services, and support that HPE Software
offers.

HPE Software Support provides customer self-solve capabilities. It provides a fast and efficient way to access
interactive technical support tools needed to manage your business. As a valued support customer, you can benefit
by using the support website to:
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Search for knowledge documents of interest

Submit and track support cases and enhancement requests
Download software patches

Manage support contracts

Look up HPE support contacts

Review information about available services

Enter into discussions with other software customers
Research and register for software training

Most of the support areas require that you register as an HPE Passport user and sign in. Many also require a
support contract. To register for an HPE Passport ID, go to https://softwaresupport.hpe.com and click Register.

To find more information about access levels, go to:
https://softwaresupport.hpe.com/web/softwaresupport/access-levels

HPE Software Integrations and Solutions

Visit the Integrations and Solutions Catalog at https://softwaresupport.hpe.com/km/KM01702731 to explore how
the products in the HPE Software catalog work together, exchange information, and solve business needs.

HPE Application Performance Management (9.40) Page 3 of 19



APM What's New
What's New in APM 9.40

What's New in APM 9.40

This document provides information about new features and enhancements to HPE Application Performance
Management (APM) 9.40.

Application Health

« SiteScope KPI in Application Health Overview Report

« SiteScope KPI appears in the graph data - displays the percentage of monitors in error for each point
over the selected period of time

« The tooltip displays the total amount of monitors in error and the amount of active monitors over the
selected period of time

« Theinfrastructure icon in the left displays the percentage of monitors in error over the selected period of
time

« See full path of monitors (with error status) for the last one hour

« Drill down to SiteScope Multiview Ul to continue investigation

A~  Application Health Useradmin | [B> @} 7

» RUM_JPet_labm3amint04_... v < Previous Day 2H  12H

@ App Overview

M RUM

o 99.62 Infrastructure Monitors in Error (%) M
Average Availability B Response (sec) Availability (%) M
AN O e ’ -
o l‘.l[]
Average Response Time
>3

@ 58

Total Failures

~ 16

Real User Volume

[3 50-

Average Infrastructure
Active Monitors in Error

Availability Performance Infrastructure
© 60+ 10 sec 50 % W2
2 out of 5 transactions failed from the only reported Minor problem detected 2 active monitors are connected fo the application (out of a
location: 'BPM926WINIBT1_to_myd-vm02205_1 I See total of 2 monitors). 1 active monitor is in an error state.

More.

View the Failure Log Report Details View the Status Over Time Report Defails View the Infrastructure Monitors in Error
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« Business Process Monitor Application Health Reports
« Webtrace overtime report

Derkeers Shiver @y 3

A~ Application Health amin | B> @ ?
« Demo v < Previous Day > ETIEETE o ERVAVERN W
@ Dashboard Webitrace
wl  App Overview
loginsaashpecom v
@ s
B3 Business Process Monitor Route Time (ms) Avg.219 ms Successful Runs % Avg. 100 %
Bangalore, India 219ms g
Status Over Time
London, UK 217ms
Location Isolation Tel Aviv, Israel Oms
Transaction Isolation o _—
Leyer lolation
Component Breakdown " 1200PM 2:59 PM 2:00 P
Webtrace
Average Hops per Route Avg. 18 hops Retries per Hop Avg. 0.09 retries
Location Msp
Failure Log
Alert Log

Real User Monitor

B Appsettings

« Diagnostics integration from Application Health Layer Isolation report

Breakdown Details
Time:

Total Time

Avallable Eits

Clignt Time:
Download Time:
Retry Time

Response Time (sec)

Open on Diagnostics
For Chrome and Firefou, this drill is supported for Diagnostics version 9.40 and higher

« Real User Monitor Application Health Reports

« Added application drop down list to provide users with the ability to change applications in the context
of a single report
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« Added enhanced filtering capabilities to enable users to focus on the necessary sessions

« Enhanced App Infra with a Topology Map to enable visualization of application topology

#\~  Application Health

« Cyclos_Multi_Tier v ' o w B &
far  Dashboard Performance & Availability by Tiers & Servers
ul  App Overview Tier Availability Performance  Total Action...  Slow Action H.. Download Time ~Connection A..  Total Traffic Total Requests  Total Attempts
) HTTP-Web o 9201% o 10000% 4437 o 022 o Q986 % 453 4765 710
@& sm
) auto-disovered-fier-General_Web Q 9876% o 10000% 2815 ] 001 Q 9Q52% 457 3054

B9 Business Process Monifor

Real User Monitor
Topology Map

Status O]
a

Performance

Availability

Volume

Sessions

Session Defails

J 7

Locations

& App Seffings

o v 1 J J O 1 3

« Added Sessions report

#~ Application Health @
« Cyclos_Multi_Tier v H o WM B S V
@ Dashboard Session List
N Start Time v Tier End User Grc  Client Username Location Active Duration Latency Errors Info Events  Slow Actions  Actions =
wl  App Overview
0172017 1551  HTTP-Web  Others [0O. 207 RioDeJane.  yes 00:00:001 78 I ) I 4
@ sM
OV17/2017 1551 HTTP-Web  Others [0O. admin Boston 00:00:001 20841
EJ  Business Process Monitor
01172017 1551  HTTP-Web  Others [0O. e 00:00:001 20913 2
B Real User Monitor W17/207 1551  HTTP-Web  Ofhers [00. Australia e 00:00:001 2044 ) 2
OVI7R0T 155 TP-W Others [00. ac Bost e 00:00:00; )
- 11772017 1551 HTTP-Web thers [ a Boston 1
0172017 1550  HTTP-Web  Others [0O. 2ee05 Australia 00.00:001 7586
Performance
V172017 1550 HTTP-Web  Others [ 2ee10 kyo e 00:00:001 101 2
Availability
/1772017 1550  HTTP-Web  Others [00. 00:00:001 2 ]
Volume 72017 1550 HTTP-Web  Ofhers [00. 2ee0t Shanghai yes 00:00:001 3170 I ) I 3
01172017 1550  HTTP-Web  Others [0O. 26207 Rio De Jane..  yes 00:00:001 6
Session Details
01172017 1550  HTTP-Web  Ohers [00. user0 ndia yes 00:00:001 20506 [ ) [ 8 -
App Infra 4
148/200 2 0 o 2606

Locations
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« Added drill down to Session Details report, that includes Action List, Action Details, Request,
Response, and Events. This report enables completing the isolation flow for the selected context in
Application Health.

B4R Application Health admin [ @ 7
«
@ Dashboard Session Details
5 Session Events -
wl  App Overview
Session Actions Hide Action Details >
& sM «  Action Action Defails Event

B3 Business Process Monitor
Action Description

Cyclos_Login_Page Action name Undefined Action
[ Real User Monitor -Loain-
Host
URI
Status
HTTP Method GET
Server IP
Performance
Server Name
Server port 9090
Availability Cyclos_Account_Overview
Running software Web Server
Client IP
Volume
Client name
Client port
Sessions
Total Requests 2
Session Details
Cyclos_Account_Overview Start Time 0117/2017 155112
Sent Traffic 4296
App Infr
poinie Received Traffic 728
Locations

« Drill down to Diagnostics from RUM reports — Completes the isolation flow to launch Diagnostics
where applicable

Session Details Report Diagnostics

« Docker Report - Aligned to CMDB Docker model to enable consolidated status
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« Application Health Admin

« RUM/BPM application integrated support - Added ability to define applications that are configured for

both RUM and BPM.

« Webtrace configurations - Configure Webtrace monitors for business applications or business
transaction flows. The Webtrace monitor will record the specific route taken from the BPM Agent to the
destination web server or IP address, including the specific gateway servers at each hop according to

the schedule you configure.

A~ Application Health

« Demo v + Create New App
General E ng ransactio

usiness Transaction Flow Location

B 0 © E ®
£

B AppSettings

+Add new WebTrace

Schedules

« BPM global settings - View and change the BPM Agents settings and default system settings for BPM
default transaction thresholds, default transaction breakdown, and default data collector schedules.

= Application Health

Dashboard BPM Agents BPM Default Settings

App Overview BPM AGENTS

« Business Process Monitor App Settings Enhancements
» Added ability to delete an application

« Added ability to stop or start business Transaction Flows under the BTF Tab

» Download scripts is now available under the BTF Tab

« Edit URL Monitor is now available under the BTF Tab

« Added Bulk operations for Business Transaction Flow (BTF) and Data Collector tabs

o Added Alerts Quick Settings

o View EUM alerts for a specific business application

o Stop/Start alerts
o Change the assigned recipients for each alert

HPE Application Performance Management (9.40)
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« Real User Monitor App Settings Enhancements

« Web Application life cycle: Added ability to create, read, update, and delete

« Support basic configuration of RUM applications

o General page: Added application location (URL and IPs), thresholds, attach engine, TCP settings

#A~  Application Health

«
) Dashboard
ol App Overview
@ swM
Ed Business Process Monitor
B Real User Monitor

£ App Settings

Business Process Monitor

Real User Monitor

Alerts.

Downtime

@ General Settings

test-jpet

General

APPLICATION ACTIVE

Name
Description
Template Name
Tier Name
Protocol

Profile Database
Engines

/' APPLICATION LOCATION

# 1P Range
1
#. URL

Data Extraction

User: admin

Ba °?
. -

Sessions Data Collection

«©

fest-jpet

HTTP-Web

Attach Engine

Port

8080

Add IP Range

v

o Data Extraction settings — Configure user name detection and parameter extraction

A~

Application Health

«
) Dashboard
Bl App Overview
@ swM
Ed Business Process Monitor
B Real User Monifor
£ App Settings

Business Process Monitor

Real User Monitor

Alerts

Downtime

@ General Settings
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User: admin

B @ ?
. 2

test-jpet
General Data Extraction Sessions Data Collection
/ USER NAME EXTRACTION
.. Active Search Content
1 @ HTTP Header Header name: header3, All Content

SEARCH USERNAMEIN ~ (®

' PARAMETER EXTRACTION

#.. Active

1 @

Name

paramé

' HTTP METHOD EXTRACTION

O

Add New User Name

Alipages (O Specific pages
Searchin Content
HTTP Header Header name: headeré, All C.

Add New Parameter Extraction

Extract method name ~ (Use this option fo expose the htip method of requests as part of the visible URL)
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o Session settings — Configure session identification, properties, and reset

#A~  Application Health

B @

@ Dashboard General Data Extraction Sessions Data Collection
Bl  App Overview
\/ SESSION IDENTIFICATION CRITERIA
@ siM #.  Active Search Content
usiness Process Monitor et/Post Parameters arameter: login, All Content
Ed Business P Moni 1 Get/Post P P; All C
B Real User Monitor Add Session ID
% App Settings \/ SESSION RESET
SESSION TIMEOUT  (Reset the session on fimeoutof = 20 minutes)

Business Process Monitor

#on Behavior URL (Start or end a session according to the following URL...
Real User M
1

Start a session

Alerts

2 End a session
i Add Start/End Session
& General Settings V' SESSION PROPERTIES
#a Active Name Search Content

Add New Session Property

o Data Collection settings — Configure data collection, sensitive data, and snapshot properties

#A~  Application Health

admin

B

£ Dashboard General Data Extraction Sessions Data Collection
ol App Overview
v GENERAL
@ s Enable clickstream
B3 Business Process Monitor Enable page component breakdown

B Real User Monit [T] Enable frame unification
eal User Monitor

[[] Enable automatic page classification
£ App Settings
[[] Exclude 8PM data

Busir Pr Monitc
usiness Process Monitor  SENSITIVE DATA - HTTP PARAMETERS

Real User Monifor Delimiter

() Report all paramefers

Alerts.
(® Report all parameters except the following password;passwd
Downtime
O Report only the following parameters efine
@ General Settings > SENSITIVE DATA SETTINGS

> SNAPSHOT COLLECTION
> STATISTICS COLLECTION

> HOST ALIASES
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Application Health SAM Admin
o View all SiteScope instances integrated to APM

o See general information for each instance (license consumption, health status, version, deployed
monitors etc.)

A~  Application Health

« SiteScope Management
{2 Dashboard Summary: All Instances
Bl App Overview
SLM
@ 1
EJ Business Process Monitor

&

SiteScope
Instances

3]

Real User Monitor

1382

782

2942

Last Updated : 04/05/2017 17:13:58

290 280

B AppSettings 081 Used/Capacity URLs Used/Capaciy Transactions Used/Capacty SAM Points Used/Capacity Peints Used/Total
€ General Settings
BPM Agents
INSTANCES LIST m
SiteScope Management
Display Name os Version Host Name Deployed  OSl Used/ Transactions URLsUsed/ Points SAM Monitors/ Remote  Samples
Monitors  Capacity Used/ Capacity Used/ Points Minute  Targets Report/Second
o sis Windows 1133451 MYD-VM17105hpeswlab.. 72 000 o 2546 2 933
@ sis1140Inxibr2 Linu 114090  myd-vmO0683hpeswlabn.. 10 [ 33333333 1 o
& sis1140winibtl Windows 114090  MYD-VMOO709hpeswlab.. 22 ©32/2000 9 63 5 04
sis1140winibr2 Windows 114090  MYD-VMOO&63 hpeswlab, 2007330 10 5 04
o Launch SiteScope Multiview Ul for each SiteScope instance
B Application Health (5] sitescope BAC user admin =
« System Availability Management -
= Monitors ~  AiMontors v st v myd-m20695 hpeswiabiet
@ Dashboard Summary: SlteScope Show defauit view Ops View shescope
# Stescope
ol App Overview [E  Event Console * Group.
® 7051
@ s B Muti-View
B3 Business Process Monitor B Manage
B Real User Monifor
Instance Status
B App Settings
See On Multi View
@ General Settings
s INSTANCES LIST
Display Name os Version U
SieScope Management
SlteScope Linux 1132301 i

« Menus and Ul improvements — Alignment to AppPulse Active look and feel and usability improvements

« APMdatain BVD (Business Value Dashboard) — APM 9.40 supports performance metrics integration with
OMi10.x (which wasn'’t available with APM 9.30). Once you integrate APM with OMi you can access APM
metrics in the OMi Performance Dashboard. You can then export these Dashboards to BVD and consume

APM metrics in BVD.

HPE Application Performance Management (9.40)
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Mobile App

« HPE App Health mobile application for both Android and 10S — Retrieves your business applications’ data
from HPE's Application Performance Management and displays the status of your business applications.

[ D 2795 M

D b i

O
3
§

Salesforce

B B

POOGOO

Workday

Office 345 - Exchangs
0N B A

Office 3435 - SharePoint

@A

-+

« You can view the BPM and RUM average performance, average availability, total failures, and volume
status/count of your business applications for a selected period of time (day, week, and month). On the

same page, you can view a graph that displays the performance and availability over time.

HPE Application Performance Management (9.40)
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Ll delachors 258 PR @ ETRE

(Duhbnu’u E App Detads

Cnline Banking

Error (05295 00s, B0 AMD

Arvg Availability: 98.68 »
[ 8P |

Avg Performance: 342
Total Failures: 98

« You can further investigate your business application status by viewing the current KPI status.

LU dch s 58 Pd T8 5% M

f Dashboard =  App Detalls

COnline Banking
CErmor  (oaef e, BeAl AMD
Avg Availabilry: 98.68 1
=

Avg Performance: 3.62
Tatal Failures: 95

% P Dretails

« Embedded demo mode enables you to experience the advantages of the Mobile app. To set it up:
a. Inthe APM URL field of the APM Login Configuration screen, enter Demo.
b. Inthe APM Username field, enter any name.
c. Inthe APM Password field, enter any password.
d. Tap Text Connection to test your connection.
e

. Tap Save.
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APM Platform Enhancements and Shared
Services

Platform Enhancements

« Java 8 update 131 on client side
« Firefox ESR 52.x 32 bit
« Google Chrome with latest available version only for Application Health
« CMDB 10.32 with Content Pack 23
o Oracle Enterprise Linux 7.2, 7.3
« Microsoft Hyper-V Server 2012 R2
« HornetQ High Availability - This mode improves and reduces data loss on distributed systems.
« Microsoft Server 2016 Standard and Datacenter Edition
« Integration with AutoPass License Usage Hub
Content
« Removal of Service Health Analyzer (SHA) - SHA is end-of-life and has been replaced with Operations

Bridge Analytics (OBA). For information, see the Operations Bridge Analytics (OBA) documentation
(https://docs.software.hpe.com/OBA/3.01/Content/Home.htm).

Security

« Upgrade internal components: Axis2 1.7.3, Tomcat 7.0.73, spring 3.2.17, Autopass 9.2.6, Apache Server
2.4.23 with updated openssl version 1.0.2.

HPE Business Process Monitor 9.40

« AppPulse Active Integration with HPE Application Performance Management (APM) — Provide self-
service capabilities to your LOB using AppPulse Active. Applications configuration and monitoring data is
synchronized to APM allowing the CIT to keep a centralized monitoring view of the critical organization
applications health.

« Added support for IPv6 Dual Stack network — BPM Agent can now be installed on IPv6 Dual Stack
network servers.

« BPM Bot — Connect BPM Agent to ChatOps tools. Chat with a BPM Agent to understand the current
application status

« Support Mobile Center 2.5 including support for mobile devices on AWS device farm and support for
Emulators.

« Support for LoadRunner 12.55
o Support for UFT 14.01
« Added support for the following browsers
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« Internet Explorer 11.0

o Firefox ESR 52.x 32 bits

« Operating System - Added support for Microsoft Windows 2016

HPE Real User Monitor 9.40

« Multi Instance Probe — A new RUM deployment for better resource utilization which offers increased
traffic support

RUM Engine and

RUM Engine and
Database Server

Database Server
Traffic Supported

(== —
== |
/ o~ |
[
RUM Singl .
Instancelggrluie RUM Multi

Instance Probe

[.|I||| I-Illl]

« RUM Monitoring
« Extended Master Secret SSL handshaking

« Support Message Queue (MQ) version 8 monitoring

ISO 8583 scalable monitoring solution with configurable parameters for encoding
« Monitor Virtual Extensible LAN (VXLAN) traffic
« Monitor Kony mobile apps (beta)

« Security

« RUM Engine Database MySQL upgraded to 5.7.16. Added instructions for upgrading MySQL

« Tomcat version in Client Monitor upgraded to 8.5.4.
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o Open SSL version in sniffer probe upgraded to 1.1.0
« Applied security vulnerabilities fixes

« Certifications
« Support OpenJDK 8 for RUM Engine and Probe

« Support MS Hyper-V 2012 R2

« Browser versions
o Internet Explorer 11.0
o Firefox 52.x ESR
o Google Chrome with the latest available version — for Application Health only.

HPE Diagnostics 9.40

« Rejuvenate Ul - Next generation Ul for Diagnostics. In order to get full support for the new Ul, both
Diagnostics servers and Agents should be upgraded.

Diagnostics Server I ) i
'&" Version 940 5378 0 200

3 Login fes

[, configure Ciagnostics

Manage Authorization
and authendication

&

jeatalagiapi/vi/MostPopulsrComments

e eataloglupliel MortPopulad ommenty

T

=

« Javaweb-start (JWS) solution — Launching Diagnostics through JWS to remove browser dependency
on Java Applets.

« Content
« Java agent will capture and create visibility of Non-Sequential Server Requests

« Customer Enhancements
o New profile with lower overhead for long server request on production
o Implicit outbound HTTP calls support
o Add HTTP status to the call profiles

HPE Application Performance Management (9.40) Page 16 of 19



APM What's New
What's New in APM 9.40

o Provide a way to construct custom application metrics
o Specific Diagnostics API user to update thresholds from APM management

o Security improvements

« Mandates
» Support for Microsoft SQL Server 2016

« Support for Windows Server 2016

« Integration
« Enable Diagnostics-OMi10 integration

« Capability to see Health Indicator status in APM using SiteScope-Diagnostics integration

SiteScope 11.40

« New features
« New Public APIs — Enable more automation to customers by exposing additional APls

« Kubernetes Heapster — Support accessing Kubernetes metrics through Heapster (will also enable
OpenShift support)

« New Microsoft Azure monitor — support more flexible permissions model + support for Microsoft IAM
services

« Ul Rejuvenation

« Unified Console — Create and edit workflow for CPU, Ping, Memory, Service, Script, and LogFile
monitors.

« Rebranding - The removal of “HP” and any HP logos from all Software products, names, websites,
materials

« Security
o Upgrade to Tomcat 7.0.73/JDK 1.8.0_131

« NET upgrade for security mandates

« Enhancements

« Support automatic proxy configuration (PAC file)

« Support for swap partitions with the same name

« Support metrics data gathering interval per monitor
« Support Reverse Proxy configurations

« UCMDB 10.32 Upgrade

« Windows 2016
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o OpenSuse42.2

« REHL7.4

« Cent0S7.3

« Visual Studio 2008
« Weblogic 12.3

o Aix7.2

e OpenSSH7.4/7.5

e NetWeaver7.4/7.5
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Send Documentation Feedback

If you have comments about this document, you can contact the documentation team by email. If an email
client is configured on this system, click the link above and an email window opens with the following
information in the subject line:

Feedback on APM What's New (Application Performance Management 9.40)
Just add your feedback to the email and click send.

If no email client is available, copy the information above to a new message in a web mail client, and send
your feedback to docteam@hpe.com.

We appreciate your feedback!
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