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http : / /www .hp .com /go /hpso ftw aresupport

This w eb site provides contact in fo rm at ion and deta ils about the products,
services, and suppor t tha t HP Softw are offe rs.

HP Softw are on line suppor t p rovides custom er se lf-so lve capab ilit ies. I t
p rovides a fast and eff ic ien t w ay to access in teract ive techn ica l suppor t too ls
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W elcom e to Th is G u ide
W elcom e to the HP C losed Loop Incident P rocess (C LIP ) T roub leshoot ing
G uide. Th is gu ide provides in form at ion for troub leshoot ing the C LIP Solu t ion
v9.10.

Th is chap ter includes:

l How This G uide is O rgan ized

l W ho Shou ld R ead Th is G uide

l Addit iona l O n line R esources

N ote : I f you have any feedback or comm ents, p lease contact
so lu t ionpackag ingandscp@ hp.com .

How Th is G u ide is O rgan ized
This gu ide conta ins the fo llow ing chapters:

Chapter 1 Purpose o f Th is Docum ent

P rovides an overview of w hat th is gu ide covers.

Chapter 2 Troub leshoo t ing In tegrat ions Betw een HP  BSM and HP  SM

P rovides troub leshoot ing so lu t ions for the HP Business Service M anagem ent
and HP Service M anager Incident E xchange in tegra t ion ( ID #337) , and HP
Service M anager and HP Business Service M anagem ent Invoking  BSM
Business Im pact R epor t in tegra t ion ( ID #381) .

Chapter 3 Troub leshoo t ing In tegrat ion Betw een HP  UCMDB and
HP  BSM

P rovides troub leshoot ing so lu t ions for the Synchron iza t ion of C Is Betw een HP
Universa l CM DB and HP Business Service M anagem ent P la t fo rm (BAC )
in tegra t ion ( ID #328) .
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Chapter 4 Troub leshoo t ing In tegrat ion Betw een HP  UCMDB and HP  SM

P rovides troub leshoot ing so lu t ions for the C I S ync and Actua l S ta te
Federa t ion from HP Universa l CM DB to HP Service M anager in tegra t ion
( ID #101) .

Chapter 5 Troub leshoo t ing In tegrat ion Betw een HP  BSM and  HP  OO

P rovides troub leshoot ing so lu t ions for the Event to  R em edia t ion in tegra t ion
betw een HP Business Service M anagem ent and HP  O pera t ions O rchestra t ion
( ID #365) .

Chapter 6 Troub leshoo t ing In tegrat ion Betw een HP  OO and HP  SM

P rovides troub leshoot ing so lu t ions for L inking and Execut ing HP  O pera t ions
O rchestra t ion F low s in HP  Service M anager Incident R ecord in tegra t ion
( ID #375) .

Chapter 7 Troub leshoo t ing LW SSO in CL IP

P rovides var ious troub leshoot ing so lu t ions w hen using L igh tw e igh t S ing le
S ign-O n in the  HP C losed Loop Incident P rocess So lu t ion .

Who Shou ld R ead Th is G u ide
This gu ide is in tended for a system im plem enter or system adm in istra to r
responsib le fo r upgrad ing the  HP C losed Loop Incident P rocess So lu t ion . Th is
gu ide assum es that you have adm in istra t ive access to a ll system s. The
procedures in th is gu ide m ay dup lica te in fo rm at ion ava ilab le in your HP
Business Service M anagem ent, HP Universa l CM DB , and HP Service
M anager docum enta t ion , bu t is provided here for conven ience.
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Add itiona l O n line R esources
Troub leshoot ing & Know ledge Base accesses the T roub leshoot ing page on
the HP Softw are Suppor t W eb site w here you can search the Self-so lve
know ledge base. C hoose Help > Troub leshoo t ing & Know ledge Base . The
URL for th is W eb site is h ttp : / /h20230.www2.hp.com /troub leshoot ing . jsp .

HP Softw are Suppor t accesses the HP Softw are Suppor t W eb site . Th is site
enab les you to brow se the Self-so lve know ledge base. You can a lso post to
and search user d iscussion forum s, subm it suppor t requests, dow nload
patches and updated docum enta t ion , and m ore . C hoose Help > HP Softw are
Support . The URL for th is W eb site is www .hp.com /go/hpsoftw aresuppor t .

M ost o f the suppor t a reas requ ire tha t you reg iste r as an HP Passpor t user
and sign in . M any a lso requ ire a suppor t contract.

To f ind m ore in form ation about access leve ls, go to :
h t tp : / /h20230.www2.hp.com /new _access_ leve ls. jsp

To reg iste r fo r an HP Passpor t user ID , go to :
h t tp : / /h20229.www2.hp.com /passpor t- reg istra t ion .h tm l.

HP Softw are W eb site accesses the HP Softw are W eb site . Th is site provides
you w ith the m ost up- to -da te in form at ion on HP Softw are products. Th is
includes new softw are re leases, sem inars and trade show s, custom er
suppor t , and m ore . C hoose Help > HP Softw are W eb site . The URL for th is
W eb site is www .hp.com /go/so ftw are .

HP Softw are So lu t ions Now accesses the HPSW Solu t ion and In tegra t ion
Por ta l W eb site . Th is site enab les you to exp lore HP P roduct So lu t ions to
m eet your business needs, includes a fu ll l is t o f In tegra t ions betw een HP
P roducts, as w ell as a list ing of IT IL P rocesses. The URL for th is W eb site is
h ttp : / /suppor t .openview .hp.com /sc/so lu t ions/ index. jsp .
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Chapter 1

Purpose o f th is Docum ent
This docum ent provides troub leshoot ing in form at ion for the HP C losed Loop
Incident P rocess (C LIP ) So lu t ion , includ ing basic tr iage in form ation .

Triage
HP CLIP is a so lu t ion com pr ised of severa l p roducts. F irst , you m ust
determ ine w hich product or in tegra t ion has fa iled .

D e te rm ine W he re the So lu tion is Fa iling
In som e cases, you can determ ine qu ickly w h ich product has fa iled . I f the
prob lem source is not obvious, you can check log f iles or run ver if ica t ion tests
to iso la te the cause. I f the source of the fa ilu re is one of the in tegra ted
products, see the HP C losed Loop Incident P rocess So lu t ion Suppor t M atr ix
fo r resource in form ation . The CLIP Suppor t M atr ix can be found on the HP
Live N etw ork W eb site loca ted at: h t tps: / /www .www2.hp.com /.

Check Log F iles
Log f iles exist fo r m ost o f the in tegra ted products. Th is gu ide includes
instruct ions on how to enab le logg ing in for product com ponents and
in tegra t ions. Th is a ids the troub leshoot ing process by provid ing m ore deta iled
in form at ion about the product 's sta te and act iv it ies than re f lected in the user
in te r face .
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Chapter 2

Troub leshoo ting In tegrations
Betw een HP  BSM and HP  SM

HP Produc t Log F ile s

P roduct Locat ion o f Log 's F ile

HP Business Service
M anagem ent (BSM )

<BSM insta lla t ion d irectory> \ log

HP  Service M anager (SM ) <SM insta lla t ion d irectory> \Server \ logs\sm .log

Da ta P rocess ing Se rve r Log F ile s fo r
BSM

OPR (hpbsm _opr-backend )

l Configura t ion

n HPBSM \con f \co re \Too ls \log4j\op r-backend \opr-backend .p ropert ies

l Logf iles

n HPBSM \log \opr-backend \opr-backend .log

n HPBSM \log \opr-backend \opr- f low trace-backend .log

M app ing BSM Log F ile s to Is sues
In the BSM G atew ayServer , the opr-even t-sync-adap ter.p ropert ies f i le in
<BSM insta lla t ion d irecto ry> \con f \co re \Too ls \log4j\w de contro ls the log
leve l fo r logg ing entr ies just be fore ca ll ing the groovy scr ip t and a ll logs for
in tegra t ions tha t do not use the groovy scr ip t bu t d irect ly ca ll an externa l W eb
service ( fo r exam ple , Rem edy L ink ) .
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Troub leshoo t ing G u ide
Chapter 2 : T roub leshoot ing In tegra t ions Betw een HP  BSM and HP  SM

wde (hpbsm _wde)

l Configura t ion

n HPBSM \con f \co re \Too ls \log4j\w de\opr-gatrew ay.p ropert ies

n HPBSM \con f \co re \Too ls \log4j\w de\opr-even t-sync-
adap ter.p ropert ies

n HPBSM \con f \co re \Too ls \log4j\w de\opr-comm on.p ropert ies

n HPBSM \con f \co re \Too ls \log4j\w de\w de.p ropert ies

l Logf ile

n HPBSM \log \w de\opr-gatew ay.log

n HPBSM \log \w de\opr-gatew ay-f low trace.log

n HPBSM \log \w de\opr- f low trace-comm on.log

n HPBSM \log \w de\opr-comm on.log

n HPBSM \log \w de\w de.log

n HPBSM \log \w de\w de.a ll . log

n HPBSM \log \w de_boot . log

BSM Log F ile s
In the BSM G atew ay Server , loca te the opr-even t-sync-adap ter.p ropert ies
f i le in <BSM insta lla t ion d irecto ry> \con f \co re \Too ls \log4j\EJB , and
change the log leve l param eter va lue .

For exam ple :

# l o g l e v e l c a n b e a n y o f D E B U G I N F O W A R N E R R O R F A T A L

l o g l e v e l = I N F O

This a ffects the verbosity o f <BSM insta lla t ion
d irecto ry> \log \EJBContainer\opr-even t-sync-adap ter. log , w h ich logs
entr ies w hen Test Connect ion is ca lled in the C onnected Server
adm in istra t ion screen, or w hen you click the External In fo tab in the Event
B row ser .
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Troub leshoo t ing G u ide
Chapter 2 : T roub leshoot ing In tegra t ions Betw een HP  BSM and HP  SM

Configura t ion for opr-even t-sync-adap ter.p ropert ies exists in th ree fo lders:

l HPBSM \con f \co re \Too ls \log4j\op r-ctxm -server

l HPBSM \con f \co re \Too ls \log4j\op r-ctxm -server

l HPBSM \con f \co re \Too ls \log4j\op r-ctxm -server

In the BSM G atew ay Server , the opr-even t-sync-adap ter.p ropert ies f i le in
<BSM insta lla t ion d irecto ry> \con f \co re \Too ls \log4j\op r-ctxm -server
contro ls the log leve l fo r the f ile tha t logs m ost o f the entr ies. Th is is the
process tha t launches the groovy scr ip t and any logs tha t are m ade by the
groovy scr ip t itse lf .

C onf igura t ion for opr-even t-sync-adap ter. log exists in th ree fo lders:

l HPBSM \log \opr-ctxm -server\

Logs m ost o f the entr ies. Th is is the process tha t launches the groovy scr ip t
and any logs tha t are m ade by the groovy scr ip t itse lf .

l HPBSM \log \w de\

Logs entr ies just be fore ca ll ing the groovy scr ip t and a ll logs for in tegra t ions
tha t do not use the groovy scr ip t ; fo r exam ple , R em edy, w h ich d irect ly ca lls
an externa l W eb service .

l HPBSM \log \EJB \

Logs entr ies w hen Test Connect ion is ca lled in the C onnected Server
adm in istra t ion screen, or w hen you click the External In fo tab in the Event
B row ser . Aga in , if a groovy scr ip t needs to be ca lled by these act ions, then
the actua l launch ing and runn ing of the groovy scr ip t w ill log to the log f ile in
opr -ctxm -server .

SM Log F ile s
l sm .log is the G enera l Service M anager log f ile , w h ich is found in the

defau lt loca t ion <SM insta lla t ion d irecto ry> \Server\ logs .

l sm .log 's verbosity leve l is contro lled via sm .in i in <SM insta lla t ion
d irecto ry> \Server\R un .

Note: The path to the sm .log f ile can be changed using the param eter log
in sm .in i.The defau lt va lue is . . . / logs/sm .log .
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W hen sett ing up the SM -OM i in tegra t ion , there is an opt ion to def ine the log
leve l and log f ile loca t ion .

SM -OM i In tegra t ion Instance Log

l Log Nam e: SMOM i-<date> .log

l Locat ion and debug leve l is se t in the in tegra t ion instance.

Note: The sam e sett ings app ly to the SM -B IR in tegra t ion instance.

ID #337 (BSM -SM ) Inc iden t Exchange
The in tegra t ion betw een HP Business Service M anagem ent and HP Service
M anager provides:

l Event fo rw ard ing to an externa l server

O pera t ions M anager i (OM i) can forw ard an event record to Service
M anager as an incident by ca ll ing a Service M anager W eb Service . The
incident ID is then stored in the event record .

l Incidents E xchange

A fte r OM i opens an incident in Service M anager , Service M anager
synchron izes the incident changes back to OM i.

Synchron iz ing A ttr ibu tes
l Unid irect iona l update from O pera t ions M anagem ent to HP Service

M anager

n T it le

n Sever ity

n P r io r ity

n Opera tor (opera tor assigned to the event w ho forw arded the event)

n Category

n Subcategory

n Rela ted C I

HP C losed Loop Incident P rocess (C LIP ) So lu t ion (9 .10)Page 17 of 55



Troub leshoo t ing G u ide
Chapter 2 : T roub leshoot ing In tegra t ions Betw een HP  BSM and HP  SM

l B i-d irect iona l synchron iza t ion betw een O pera t ions M anagem ent and HP
Service M anager

n Descr ip t ion

n L ifecycle sta te (sta te is on ly updated w hen the sta te changes to closed)

n Solu t ion

n Opera t ions M anagem ent event annota t ions are synchron ized to HP
Service M anager act iv ity log

n Contents under the External In fo tab in the Event D eta ils

To change the out-o f- the-box behavior regard ing w hich attr ibu tes are
updated, specify th is in a G roovy scr ip t on the BSM side and BDM m apping on
the SM side.

P rob lem : Forw a rd ing o f new even ts and
even t upda tes to SM sys tem is s low or
fa iling and /o r the queue o f even ts tha t
a re fo rw a rded to SM for the inc iden t's
c rea tion /upda te grows qu ick ly ove r tim e

l Ver ify th is by query o f BSM 's database:

EVENT_SYNC_BUFFER : select coun t *

So lu tion

The root cause for th is prob lem is slow processing on the SM side. Th is can
be caused by m issing ind ices in SM 's database.

Add the ind ices m anua lly in SM via the W indow s' c lien t.

l The co llect ionnam e and act ion ind ices shou ld be created m anua lly in the
KMKNOW LEDGE1M 1 tab le .

For m ore in form ation , see Softw are Suppor t O n line T roub leshoot ing .
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P rob lem : Forw a rded BSM even ts no t
opened in SM as inc iden ts

So lu tion

Ver ify HP  Service M anager server is up and runn ing , and HP  Business
Service M anagem ent can connect to it :

l Naviga te to Adm in > O perat ions M anagem ent > Connected Servers
and ed it the SM entry.

n On the Outgo ing Connect ion tab , there is a Test Connect ion l ink.

l Ver ify tha t w hen sett ing up C onnected Servers in BSM , the SM user
credent ia ls tha t w ere provided have a ll the requ ired perm issions to open
incidents and access w eb services.

l Check opr-even t-sync-adap ter. log on the BSM side for er rors.

l Check C :\SMOM i-<date> .log on the SM server side for er rors.

P rob lem : W hen upda ting /c los ing
inc iden t tha t w as opened from even t,
E rro r 401 is d isp layed in SM use r
in te rface

Note: In m ost cases, th is h in ts tha t SM used the "w rong" credent ia ls to
update the event in BSM .

So lu tion

l Ver ify tha t the BSM user credent ia ls in the SM Integra t ion are set up
cor rect ly.

l C ross-check in the BSM Connected Servers conf igura t ion .
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P rob lem : In Even t de ta ils , V iew OM i
Even t is no t ava ilab le when rev iew ing
inc iden t in SM

So lu tion

Ver ify tha t:

l Incident w as actua lly opened by forw ard ing the event from OM i (and not
subm it t ing m anua lly) .

l C I sync in frastructure is in p lace, and both the BSM event and SM incident
are linked to the sam e C I ( they m ust have the sam e G loba l ID ) .

P rob lem : A fte r som e cus tom iza tion o f
BDM m app ing , inc iden t canno t be
c rea ted

Edit ing the JavaScr ip t code of BDM  m app ing in SM using SM  W eb C lien t
cor rup ts the scr ip t and it fa ils to execute .

SM returns DAO erro r code=Validat ion fa iled in the logs.

So lu tion

l M ake sure to use SM Eclipse C lien t to ed it the JavaScr ip t ca lls in m app ing .

l W hen it is a lready cor rup ted , the on ly w ork-around is to expor t the
def in it ion from another w orking system .

P rob lem : D ue to m iss ing ind ices in the
da tabase , queue o f even ts fo rw a rded to
SM for inc iden t's c rea tion /upda te grows
qu ick ly ove r tim e

T ip : Only execute th is procedure one t im e.
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So lu tion

W ork-around for th is prob lem :

1 . Log in to SM w ith the W indow s clien t.

2 . F rom the System Naviga tor , c lick Tailo ring > Database D ict ionary .

3 . Enter km know ledgebaseupdates and click Search .

4 . Se lect the Keys tab . C lick Unique , then New Fie ld /K ey . The
key.w indow dia log box is d isp layed.

5 . In the key.w indow dia log box, se lect nu lls & dup licates f rom the drop-
dow n list and enter co llect ionnam e in the text f ie ld . C lick Add .

6 . R epeat steps 4 and 5. Th is t im e enter act ion in the text f ie ld and click Add
. C lose th is pane.

7 . R epeat steps 2 and 3, and se lect the Keys tab . Ver ify the co llect ionnam e
and act ion records are d isp layed in the Nulls & Dup licates opera t ions.

8 . C lick OK to save your changes. The co llect ionnam e and act ion ind ices
are set.

ID #381 (SM -BSM ) Invok ing BSM
Bus iness Im pac t R eport

The Business Im pact R epor t d isp lays in form at ion about how a C I im pacts the
Business Services and Service Leve l A greem ents (SLA ) it be longs to . D ata
about the affected Business Service , App lica t ion , and Business P rocess C Is
includes KP I data , over - t im e data , and SLA data .

The Business Im pact R epor t can be launched via :

l SM Incident

l BSM O pera t ion M anagem ent conso le
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The in tegra t ion is im p lem ented by a sim ple URL launch— and re lies on
LW SSO and synchron iza t ion of C Is betw een BSM and SM .

To use the Service M anager to B IR in tegra t ion , you m ust add and enab le an
instance of th is in tegra t ion in In tegra t ion M anager . O n ly one instance of th is
in tegra t ion is a llow ed. I f an instance of th is in tegra t ion a lready exists in
In tegra t ion M anager , the SM B IR tem pla te is unava ilab le . You have to de le te
the exist ing in tegra t ion instance before you can add a new one.

Se tup Gu ide lines in SM
Only Nam e and Version are requ ired f ie lds. Th is in tegra t ion does not use the
In terval T im e(s) and M ax Retry T im e fie lds as it is user in te r face based.

I f there are no Business C Is a ttached to the C I, the repor t is no t genera ted .

P rob lem : W hen try ing to gene ra te report
from SM , B SM use r in te rface is opened ,
bu t an e rro r m essage appea rs on sc reen

So lu tion

Ver ify tha t the C I S ync in frastructure is in p lace, and the affected item fie ld in
the incident is f i l led w ith a leg it im ate C I tha t exists on the BSM side.

P rob lem : W hen launch ing B us iness
Im pac t R eport from SM inc iden t, log in
page o f B SM appea rs

So lu tion

l E lim inate LW SSO issues by ver ify ing OM i-SM (Incident E xchange)
in tegra t ion is w orking proper ly. W hen view ing OM i event deta ils from an
incident, the data shou ld be d isp layed w ithout request ing log in .

l I f it is re la ted to LW SSO , ver ify tha t the LW SSO sett ings are consisten t in
a ll the products— in it S tr ing , encryp t ion m ethod, dom ain sett ings, and so
on.
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Troub leshoo ting In tegration
Betw een HP  UCM DB and HP  BSM

HP Produc t Log F ile s

P roduct Locat ion o f Log 's F ile

HP  U niversa l CM DB
(UCMDB )

<UCMDBServer insta lla t ion
d irectory> \run t im e\ log \fcm db. log

HP Business Service
M anagem ent (BSM )

<BSM insta lla t ion d irectory> \ log

Log F ile s – RTSM /UCMDB Se rve r
Logs

The server logs are located in :

P roduct Locat ion o f Server Logs

HP  U niversa l CM DB <UCMDB insta lla t ion d irectory> \run t im e\ log

RTSM (BSM DPS server ) : <BSM insta lla t ion d irectory> \ log \odb

F ile nam es:

l erro r. log : aggregates a ll e r ro rs (server side)

l cm db .reconcil ia t ion .log ( fo r popu la t ion jobs) : aggregates a ll da ta- in
er rors caused dur ing the popu la t ion

l cm db .reconcil ia t ion .aud it . log : easy- to -use summ ary of the fu ll
reconcil ia t ion log

Log Leve ls:

l in fo : show s on ly fa iled bu lks

l debug: show s both fa iled and succeeded bu lks
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Note: C Is sync sends data in bu lk. B y defau lt , each bu lk conta ins 3000
C Is.

Log F ile s – DFM Probe Logs
W hen the probe is star t ing , it dow nloads the adapter .

W hen the job is runn ing , the adapter "co llects" the C Is from the rem ote
m ach ine accord ing to the re levant Topo logy Q uery Language (TQ L) .

D FM  P robe log f iles are located in :

l <DFM Probe insta lla t ion d irecto ry> \run t im e\log

Log f ile nam es:

l w rapperP robeGw .log : the general probe log , probe execut ion sta tuses

l Fcm db .adap ters .log : C Is tha t com e from the adapter (probe rem ote
server )

l popu lat ion .log : easy to use Summ aryC Is tha t com e from the adapter

(probe rem ote server )

Sett ing log leve l:

l <DFM Probe insta lla t ion d irecto ry> \con f \fcm db .p ropert ies

Log leve ls:

l in fo is a leve l fo r de tect ing the num ber o f popu la ted C Is and f ilte red C I
m essages

l debug show s th is in fo rm at ion for each C I ( the ID , a ttr ibu tes, and so on)
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ID #328 UCMDB -BSM P la tfo rm (BAC )
Synchron iza tion

Te rm ino logy
l RTSM : Run T im e Service M ode l, fo rm er ly know n as ODB (BSM 9) and

In terna l CM DB (BAC8)

l CM S : Configura t ion M anagem ent S ystem that consists o f C entra l UCMDB ,
add it iona l UCMDB instances (or R TSM s) , and externa l da ta reposito r ies
for federa t ion

BSM -UCMDB C I Sync
BSM -UCMDB C I Sync synchron izes the C I and re la t ionsh ips betw een
UCMDB and BSM . UCMDB is the G loba l ID genera tor . C Is across a ll th ree
system s— UCMDB , SM and BSM— are ident ica l and have the sam e G loba l
ID .

A g loba l ID is a un ique C I ID that ident if ies tha t C I across the ent ire so lu t ion .
G loba l ID synchron iza t ion can be per fo rm ed in tw o ways:

l Synchron iza t ion of data using the popu la t ion f low in both d irect ions
betw een tw o ODB instances

l Reconcilia t ion of C Is w ith the data in the CM S

Two types of quer ies are suppor ted for CM S -ODB synchron iza t ion :

l L ive quer ies: a ll non- federa ted TQ L quer ies

l Federa ted quer ies: quer ies tha t conta in a t least one federa ted node or
a ttr ibu te

D ur ing synchron iza t ion , da ta needed for the reconcil ia t ion process of the C Is
brought by the popu la t ion f low is autom atica lly re tr ieved.

The requ ired reconcil ia t ion data is determ ined by the reconcil ia t ion ru les tha t
have been def ined for the C ITs of the TQ L query.
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P rob lem : W hile try ing to add que ries to
an in tegra tion job , CMS Sync fo lde r
inc ludes on ly ODB toCMS Sync , and
o the r que ries a re m iss ing

So lu tion

l Deploy the CM S_to_RTSM _Sync.zip package on the rem ote server .

I f you are cur ren t ly in the BSM user in te r face , then the rem ote server is
UCMDB .

P rob lem : W hen m od ify ing the
in tegra tion , the cus tom TQL does not
appea r in the A dd Que ry w indow (Job
de fin ition v ia In tegra tion S tud io )

So lu tion

Ver ify tha t the TQ L type is In teg rat ion .

P rob lem : G loba l ID is no t gene ra ted
(UCMDB -ID is no t iden tica l in a ll
p roduc ts )

This prob lem m ay cause dup lica te C Is in SM afte r C I sync.

So lu tion

l Ver ify tha t UCMDB is set as the G loba l ID genera tor via JM X :

UCMDB :serv ice=M u lt ip le CM DB Instances Services

l Ver ify tha t a ll o ther CM DBs/BSM are set as N onG loba lIDG enera tor .
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P rob lem : W hen runn ing C I sync , the jobs
ge t s tuck in the Waiting fo r p robe s ta tus

So lu tion

l Ver ify tha t the probe is up.

l C lick Test Connect ion to ver ify the probe sta tus. I t m ust be up and runn ing
for the sync to w ork.

P rob lem : C Is a re no t popu la ted in to the
R TSM

Sync re turns "0" C Is in the S tat is t ics tab .

So lu tion

There are no (0) resu lts. Th is is not a prob lem .

Possib le causes for no (0) resu lts:

l Sync re turns no resu lts due to an em pty TQ L (on the source side) .

l C Is have a lready been f ilte red by the probe since they have a lready been
popu la ted .

l Changes m ay take a few m inutes to be detected by the live m echan ism .

W ait a few m inutes for changes to be popu la ted by your next popu la t ion job .

P rob lem : C Is rem oved in the source
(rem ote ) s ide no t rem oved in the ta rge t
(loca l) s ide

So lu tion

Confirm the A llow Delete check box in the popu la t ion job proper t ies is
se lected .
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P rob lem : TQL w ith C om pound R e la tions
fa ils

W hen creat ing a TQ L that invo lves a com pound re la t ion w hich includes a TQ L
in the C I sync, the sync fa ils.

For exam ple :

W rapperP robeGw .log

popu la t ion . log

[ERROR ] [JobExecuterW orker -16 :DS_BSM 2CM S_pop]
(Popu la t ionD irectTaskR esu ltsD istr ibu ter . java :52) - Fa iled send ing d irect
popu la t ion Task R esu lt fo r job : DS_BSM 2CM S_pop to server , popu la t ion
w ill te rm inate

[ERROR ] [JobExecuterW orker -16 :DS_BSM 2CM S_pop]
(AdapterService . java :182) - Fa iled runn ing D atastore : BSM 2CM S

jvm 1 | com .m ercury. topaz.cm db.shared.base.Cm dbExcept ion :
[E r rorC ode [-2147483648] undef ined er ror code]

jvm 1 | Fa iled Inser t ing data to CM DB

So lu tion

Select show fu ll path in the C om pound Rela t ionsh ip sett ings.

P rob lem : Popu la tion be tw een two
m ach ines w ith a la rge d iffe rence
be tw een the ir c lass m ode l fa ils

Popu la t ion fa ils w ith er ror .

W rapperP robeGw .log show s:

P ropert ies cond it ion exceeded m axim um variab les allow ed…
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So lu tion

1. G o to the Source m ach ine JM X conso le :

Sett ings Services > setSet t ingValue

2. C hange the va lue of the sett ing of
tq l .va lidat ion .m ax.vars .p ropert iescond it ion to a h igher va lue (norm ally
150 w ill su f f ice) .

3 . R estar t the source server .

P rob lem : Sync m igh t fa il w hen
popu la tion C Is a re m arked as a
cand ida te fo r de le tion

Sync fa ils w ith the er ror :

“ java . lang.NullPo in terExcep t ion at
com .hp.ucm db.reconcil ia t ion .da ta in .opera t ion .
AbstractD ata InU pdateO pera t ion . isU pdateCm dbType… “

So lu tion

W ork-around for th is prob lem :

O n the synced TQ L, in the Is C and idate fo r D elet ion attr ibu te cond it ion , add
the va lues: O pera tor : Not Equal , va lue : True .

P rob lem : Sync Fa iled – Fa ta l E rro r
Log show s m issing reconcil ia t ion data :

2011-12-19 14:32:24,314 ERROR - !! !FA ILED !! ! [O pera t ion #688956136
Nam e=Data InAddDataS tr ict ]

com .hp.ucm db.reconcil ia t ion .da ta in .opera t ion .D ata InO pera t ionExcept ion :
[E r rorC ode [63001] R econcil ia t ion D ata In - not enough reconcil ia t ion
data .{ (m ac_address on "in te r face") or (au thor ita t ive_dns_nam e on "ip_
address") or (nam e) or (snm p_sys_nam e) or (ne t_b ios_nam e) or (nam e
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and rout ing_dom ain on "ip_address") or (b ios_ser ia l_num ber) or (b ios_
uu id) or (ser ia l_num ber) or (b ios_asset_ tag) } ]

E r ror w h ile try ing to [addS tr ict ] on leve l [1 ] ! O b ject
[$Tem pO bject00000000_ucm db-azvo lsky8824______] w as not ident if ied

So lu tion

E lim inate the specif ic C I tha t does not have enough reconcil ia t ion data .

P rob lem : W hen c rea ting C I sync
in tegra tion be tw een CMS and R TSM , and
try ing to add que ries to an in tegra tion
job , the lis t unde r CM S sync inc ludes
on ly ODB toCMSSync , and o the r que ries
a re m iss ing

So lu tion

l Deploy the CM S_to_RTSM _Sync.zip package on the rem ote server .

l I f you are cur ren t ly in the BSM user in te r face , then the rem ote server is
UCMDB and vice versa .

For m ore in form ation , see the HP Business Service M anagem ent RTSM Best
P ract ices G uide .
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Chapter 4

Troub leshoo ting In tegration
Betw een HP  UCM DB and HP  SM

HP Produc t Log F ile s

P roduct Locat ion o f Log 's F ile

HP  U niversa l CM DB
(UCMDB )

<UCMDBServer insta lla t ion
d irectory> \run t im e\ log \fcm db. log

HP  Service M anager (SM ) <SM insta lla t ion d irectory> \Server \ logs\sm .log

UCMDB Se rve r
For m ore deta ils about a prob lem or er ror , change the log leve l to
DEBUG /IN FO under <UCMDBServer insta lla t ion
d irecto ry> \con f \ log \fcm db .p ropert ies and set the log leve l param eter to
DEBUG .

SM Se rve r
sm .log is the G enera l Service M anager log f ile .

In add it ion , w e can add th is line to sm .in i/sm .cfg debughttp :1 .

Th is param eter causes the HP Service M anager server to w r ite HTTP SOAP
requests and responses to the fo llow ing log f iles.

l logs\sm .log

l RUN \HTTP .log

Caut ion : This has a heavy im pact on per fo rm ance – use on ly w hen
troub leshoot ing !
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ID #101 (UCMDB to SM ) C I Sync and
Ac tua l S ta te Fede ra tion

l Enab les you to share in form at ion about the actua l sta te o f a conf igura t ion
item betw een your UCMDB system and a Service M anager system

l Suppor ts IT IL processes by ver ify ing tha t C Is actua lly have the attr ibu te
va lues the organ iza t ion has agreed to suppor t

l Ver if ies tha t a ll C Is are un ique ly ident if iab le by one key attr ibu te (G loba l ID )
genera ted by UCMDB

P rob lem : Forw a rded BSM even ts no t
open ing in SM as inc iden ts

So lu tion

Ver ify the SM server is up and runn ing , and BSM can connect to it .

l Naviga te to Adm in > O perat ions M anagem ent > Connected Servers
and ed it the SM entry.

n On the Outgo ing Connect ion tab , check the connect ion using the Test
Connect ion l ink.

l Ver ify tha t w hen sett ing up Connected Servers in BSM , the SM user
credent ia ls tha t w ere provided have a ll the requ ired perm issions to open
incidents and access w eb services.

l Check opr-even t-sync-adap ter. log on the BSM side for er rors.

l Check C :\SMOM i-<date> .log on the SM server side for er rors.
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P rob lem : Inc iden ts c rea ted , bu t Inc iden t
U pda te does no t upda te the even t. E rro r
401 d isp layed in U I.

So lu tion

The m ost comm on cause for th is prob lem is incor rect BSM user credent ia ls
tha t the SM Integra t ion tr ies to use to update the event.

To ver ify tha t the cor rect user nam e and passw ord are used:

1 . In BSM , naviga te to http : / /abc.com and try the credent ia ls tha t w ere
provided w hen sett ing up the SM in tegra t ion in BSM ( Incom ing
Connect ion tab) .

2 . In SM , d isab le the SMOM i in tegra t ion instance and ver ify tha t credent ia ls
from step 1 are entered in the In teg rat ion Instance proper t ies.

P rob lem : Even t de ta ils V iew OM i Even t
not ava ilab le when rev iew ing inc iden t in
SM

So lu tion

Ver ify tha t:

l Incident w as opened by forw ard ing the event from OM i.

l C I sync in frastructure is in p lace, and both the BSM event and SM incident
are linked to the sam e C I ( they m ust have sam e G loba l ID ) .
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P rob lem : Ve rify C I sync in fras truc tu re is
se t up and work ing

So lu tion

1. In BSM , naviga te to the Adm in istrat ion > RTSM Adm in istrat ion > IT
Un iverse m odule , loca te the C I o f type W indow s , and note its G lobal ID
proper ty va lue .

2 . In SM , naviga te to Conf igurat ion M anagem ent > R esource
M anagem ent > Search C Is , and search for C Is o f type Com puter.
M od ify the d isp layed co lum ns (M ore button , M odify co lum n) to d isp lay the
UCMDB ID fie ld , and com pare th is ID w ith the C I from step 1.

P rob lem : Push job fa ils due to no such
e lem ent excep tion e rro r

For m ore in form ation , see erro r. log .

So lu tion

There is a m issing roo t node.

Push (sync) TQ L m ust conta in one and on ly one C I type labe led Root , w h ich
m ust be the top node of the TQ L. The Root node is the m ain C I tha t the
UCMDB synchron izes. A ll o ther C Is are conta ined C Is o f the R oot C I.

P rob lem : One or m ore C I a ttr ibu tes is
no t synchron ized from UCMDB to SM

So lu tion

l A ll a t t r ibu tes of se lected C IT to be synchron ized to SM m ust be se lected in
advanced Layou t Sett ings . I f they do not, no attr ibu te sync is per fo rm ed.
Th is m ay a lso fa il the sync job .

l A ll rep lica ted attr ibu tes m ust have the C hange M onito red qua lif ie r se t. Th is

HP C losed Loop Incident P rocess (C LIP ) So lu t ion (9 .10)Page 34 of 55



Troub leshoo t ing G u ide
Chapter 4 : T roub leshoot ing In tegra t ion Betw een HP  UCMDB and HP  SM

can be set from the C I Type M anager . I f they do not, no attr ibu te sync is
per fo rm ed. Th is m ay a lso fa il the sync job .

P rob lem : Push fa ils due to : “ERROR -
sm >> Push ob jec ts
fa iledcom .hp .ucm db .
fede ra tionsp i.e xcep tion .
D a taA ccessGene ra lE xcep tion : N o
m app ing is found fo r TQL: <TQL N am e>

So lu tion

The TQ L does not com ply w ith the SM adapters m app ing f iles.

To ver ify the conf igura t ion :

1 . O pen UCMDB .

2 . B row se to adap ter m anager > SM Adapter.

3 . C heck the conf igura t ion .

Note: For H elp , re fer to the UCMDB -SM Best P ract ice L ibrary.

To access the UCMDB -SM Best P ract ice L ib rary:

1. A ccess https: / /hp ln .hp .com /. The HP  L ive N etw ork log in page is
d isp layed.

2 . C lick the So lu t ions tab .

3 . C lick Conf igurat ion M anagem ent .

4 . In the C onf igura t ion M anagem ent pane, click the OTHER  F ILES l ink.
E ither the HP  Passpor t s ign- in page appears or , if you are a lready
signed in to HP  Passpor t , the HP  L ive N etw ork site opens.

5 . C om ple te the requested deta ils and click S ign - In to access the
HP  L ive N etw ork. ( I f you do not have an HP Passpor t , c lick the
New  U sers - p lease reg ister l ink to reg iste r , and fo llow the
instruct ions g iven.)
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6. C lick CM S  best p ract ices lib rary ( the la test revis ion) to dow nload the
zip f i le .

7 . E xtract the contents o f the zip f i le to a su itab le loca t ion .

P rob lem : Push fa ils due to :
"com .m ercury .topaz .cm db .sha red .
fcm db .da taA ccess .excep tion .
A dap te rA ccessGene ra lE xcep tion :
[E rro rC ode [802 ] G ene ra l In tegra tion
E rro r{H iddenC hangesD a taSource }]
In tegra tion [H iddenC hangesD a taSource ]:
Fede ra ted Pa tte rns a re no t supported"

Note: UCMDB -SM federa t ion conta ins on ly RFC , P rob lem , and Incident
(a ll a re checked OOTB ) .

So lu tion

Another in tegra t ion is using federa ted C IT to in f luence the Push.

For exam ple : In terface is a federa ted C IT in another in tegra t ion po in t in the
UCMDB ’s in tegra t ion stud io .

To reso lve th is, e ither :

l Tem porar ily d isab le the offend ing in tegra t ion

l Perm anent ly m odify the offend ing in tegra t ion

l Perm anent ly m odify the UCMDB -SM in tegra t ion by rem oving the
prob lem atic C IT from sync TQ L
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P rob lem : A fte r c rea ting new C I, the D a ta
push was fa iled
java .lang .Illega lA rgum entExcep tion :
Fa iled decod ing /encod ing by tes []
a ttr ibu te [ca lcu la ted_ id ]

So lu tion

Push job is conf igured to use the Changes adapter ( instead of RM I) .

M od ify the job to use the cor rect adapter , and re- run the sync.
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Troub leshoo ting In tegration
Betw een HP  O O and HP  BSM

HP Produc t Log F ile s

P roduct Locat ion o f Log 's F ile

HP  O pera t ions
O rchestra t ion (OO )

<OO insta lla t ion d irectory> \C entra l\ logs\C entra l_
w rapper . log

HP Business Service
M anagem ent (BSM )

<BSM insta lla t ion d irectory> \ log

OO Log F ile s

Opera tions O rches tra tion s ide
The log f ile on the OO side can be found in <OO insta lla t ion
d irecto ry> \C en tra l\ logs\C en tra l_w rapper.log .

C entra l_w rapper . log :

l Defau lt loca t ion <OO Centra l insta lla t ion d irecto ry> /logs fo lder

l Log leve l and size can be set in <OO Centra l insta lla t ion
d irecto ry> /con f /w rapper.con f f i le .

l Addit iona l logg ing proper t ies can be set from log4 j.p roper t ies:

n log4j. logger.com .hp .sw .b to .ast .security=DEBUG

n log4j. logger.com .iconclude.dharm a.serv ices.execu t ion .
H ead lessServiceB ase=DEBUG ,iconclude,head less

HP C losed Loop Incident P rocess (C LIP ) So lu t ion (9 .10)Page 38 of 55



Troub leshoo t ing G u ide
Chapter 5 : T roub leshoot ing In tegra t ion Betw een HP  OO and HP  BSM

BSM Log F ile s

Bus iness Se rv ice M anagem ent s ide
Conf:

l con f \co re \Too ls \log4j\EJB \OO In tegrat ion .p ropert ies

LogF ile :

l \H PBSM \log \EJBContainer\oo_in tegrat ion .log

L im ita t ion :

The oo_in tegrat ion .log is no t crea ted under the hpbsm _opr-backed process
( re levant fo r au tom atic invocat ion on ly) .

To genera te the log , copy the OO In tegrat ion .p ropert ies f i le to the
con f \co re \Too ls \log4j\op r-backend fo lder . The log w ill be created in a
coup le o f m inutes.

HP Produc t Log F ile s

For Ope ra tions O rches tra tion
Centra l_w rapper . log :

l Defau lt loca t ion <OO Centra l insta lla t ion d irecto ry> /logs fo lder

l Log leve l and size can be set in <OO Centra l insta lla t ion
d irecto ry> /con f /w rapper.con f f i le .

l Addit iona l logg ing proper t ies can be set from log4 j.p roper t ies:

n log4j. logger.com .hp .sw .b to .ast .security=DEBUG

n log4j. logger.com .iconclude.dharm a.serv ices.execu t ion .
H ead lessServiceB ase=DEBUG ,iconclude,head less
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For B us iness Se rv ice M anagem ent
Conf:

l con f \co re \Too ls \log4j\EJB \OO In tegrat ion .p ropert ies

LogF ile :

l \H PBSM \log \EJBContainer\oo_in tegrat ion .log

L im ita t ion :

l The oo_in tegrat ion .log in no t crea ted under hpbsm _opr-backed process
( re levant fo r au tom atic invocat ion on ly) .

l To genera te the log copy the OO Integra t ion .proper t ies f i le to the
con f \co re \Too ls \log4j\op r-backend fo lder . The log w ill be created in a
coup le o f m inutes

ID #365 (BSM -OO ) Even t to
R em ed ia tion

BSM uses OO 's capab ilit ies fo r bu ild ing invest iga t ion too ls or service
rem edia t ion scr ip ts, p rovid ing the opera tors w ith a sim ple w ay to va lida te a
prob lem , invest iga te a prob lem , and autom atica lly cor rect a prob lem .

An OO flow can be executed m anua lly.

OO  f low s can be launched from :

l Event B row ser app lica t ions (E vent C onso le)

l Service H ea lth

Caut ion : m ercury_start .bat shou ld never be ed ited !!

P rede fined M app ings
The in tegra t ion of BSM and OO provides the capab ility o f m app ing C I types to
OO flow s.

BSM provides a num ber o f predef ined m appings betw een C I types and OO
flow s.

Adm in > In tegrat ions > O perat ion O rchestrat ion
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P rob lem : E rro r when nav iga ting to
A dm in > In tegra tions > Ope ra tions
O rches tra tion

Log F ile show s an er ror m essage re la ted to cer t if ica te “unab le to f ind va lid
cer t if ica t ion path to requested target… ”.

So lu tion

Ver ify tha t the cer t if ica tes in BSM and in OO are com patib le by using the
keytoo l comm and.

l In BSM (under JRE64\l ib \security d irecto ry ) :

Keytoo l – lis t –keysto re cacerts (passw ord : changeit )

l In OO (under <OO insta lla t ion d irecto ry> \C en tra l\con f ) :

Keytoo l – lis t –keysto re rc_keysto re(passw ord : b ran507025)
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Exam ple (O O Certifica tes )

keytoo l - l is t -keystore rc_keystore
Enter keystore passw ord :

Keystore type: JKS
Keystore provider : SUN

Your keystore conta ins 4 entr ies

rootca , N ov 7, 2011, trustedC er tEntry,
C er t if ica te f ingerpr in t (M D5) :
8A :25:8F :BA :6A :E5:C 5:D 6:7F :4F :C 2:A9:F1:24:26:CE

pas, M ay 22, 2007, P r iva teKeyEntry,
C er t if ica te f ingerpr in t (M D5) :
D F :DD :22:1B :A2:1E :A9:9C :1C :AF :8F :E0:14:1F :B5:E0

ras, M ay 22, 2007, trustedC er tEntry,
C er t if ica te f ingerpr in t (M D5) :
93 :17 :58 :A3:15:55:49 :6A :3F :75:3D :EF :40:02:B2:4C

sm , N ov 7, 2011, P r iva teKeyEntry,
C er t if ica te f ingerpr in t (M D5) :
80 :C 5:83:89:9F :EF :A8:3F :E3:F2:CB :C 2:42:B0:1F :F5
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Exam ple (BSM Certifica tes )

C :\HPBSM \JRE64\ lib \secur ity> keytoo l - l is t -keystore
cacer ts Enter keystore passw ord :

Keystore type: JKS
Keystore provider : SUN

Your keystore conta ins 78 entr ies

geotrustpr im aryca, N ov 24, 2009, trustedC er tEntry,
C er t if ica te f ingerpr in t (M D5) :
02 :26 :C 3:01:5E :08:30:37 :43 :A9:D 0:7D :CF :37:E6:BF

oo_ca, D ec 6, 2011, trustedC er tEntry,
C er t if ica te f ingerpr in t (M D5) :
8A :25:8F :BA :6A :E5:C 5:D 6:7F :4F :C 2:A9:F1:24:26:CE

P rob lem : C annot execu te flow s w ith
adm in /adm in use r in B SM due to
co llis ion w ith bu ilt-in OO adm in is tra tiv e
use r

Log show s:

“ERROR - Fa iled gett ing f low deta ils fo r a ll f low ID s at once star t ing to
re tr ieve f low deta ils per f low ID

…

fau ltS tr ing : U ser not a llow ed to run head less f low s.C annot per fo rm act ion ,
reason: user adm in is m issing the fo llow ing capab ilit ies: HEADLESS_
FLOW S .”
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So lu tion

1. U nder the M anage Users m enu, in the OO Adm in istra t ion page, crea te
another user fo r BSM and OO .

2. Set it as externa l and enab le HEADLESS_FLOW S perm issions.

3 . Add the new user to the ADM IN ISTRATOR group.

Note: This can happen w ith any BSM user tha t is not def ined as externa l
in OO .

P rob lem : C annot see Launch > R un
B ooks m enu when righ t-c lic k ing an
even t

So lu tion

Ver ify tha t:

l event has re levant re la ted C I

l an OO flow is m apped to the cor rect C I type

P rob lem : W hen launch ing R un B ook , OO
log in page appea rs

So lu tion

Check your brow ser se tt ings to m ake sure th ird par ty cookies are accepted
and session cookies are a llow ed. I f pop-up b locker is enab led , you m ay need
to a llow pop-up from th is site .
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P rob lem : From BSM , A dm in >
In tegra tions > OO fa ils to load w ith e rro r
R em ote connec tion e rro r

E rror in logs:

IN FO | jvm 1 | 2012/02/22 15:03:11 | C aused by:
com .hp.sw .b to .ast.secur ity. lw cryp to .LW C ryptoExcept ion : Unab le to
f inalize decryp t ion fo r the fo llow ing 128 bytes:

So lu tion

Be sure tha t in itS tr ing from BSM was not cop ied to OO lw ssofm conf.xm l.

P rob lem : From BSM , A dm in >
In tegra tions > OO fa ils to load w ith e rro r
R em ote connec tion e rro r

E rror in logs:

ERROR [2096109425@ qtp0-465] (15 :03 :11 ,941)
com .iconclude.dharm a.services.w scentra lservice .W SCentra lService -
M ust provide user nam e/passw ord , LW SSO token , o r SSO kerberos
token fo r au then t icat ion .

So lu tion

Review m anua l changes in f i les.
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P rob lem : C annot launch OO flow s from
ex te rna l c lien t com ing from outs ide o f
the corpora te ne twork

So lu tion

1. C reate vir tua l nam e and listener fo r OO on the load ba lancer .

2 . M ake sure you can access OO from the externa l c lien t using the vir tua l
nam e.

3 . C hange in tegra t ion sett ings to use th is nam e instead of the actua l OO
server nam e.
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Troub leshoo ting In tegration
Betw een HP  O O and HP  SM

HP Produc t Log F ile s

P roduct Locat ion o f Log 's F ile

HP  O pera t ions
O rchestra t ion (OO )

<OO insta lla t ion d irectory> \C entra l\ logs\C entra l_
w rapper . log

HP  Service M anager (SM ) <SM insta lla t ion d irectory> \Server \ logs\sm .log

In teg ra tion Troub leshoo ting – Logs

Se rv ice  M anage r s ide
Genera l SM server log :

l Defau lt loca t ion <SM Server insta lla t ion d irecto ry> /RUN fo lder

l Log leve l and locat ion can be set in sm .in i .

SM -OO in tegra t ion instance log :

l Log leve l and locat ion set up in In tegra t ion M anager (Tailo ring >
In tegrat ion M anager)

Opera tions O rches tra tion s ide
The log f ile on the OO side can be found in <OO insta lla t ion
d irecto ry> \C en tra l\ logs\C en tra l_w rapper.log .

C entra l_w rapper . log :

l Defau lt loca t ion <OO Centra l insta lla t ion d irecto ry> /logs fo lder

l Log leve l and size can be set in <OO Centra l insta lla t ion
d irecto ry> /con f /w rapper.con f f i le .
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l Addit iona l logg ing proper t ies can be set from log4 j.p roper t ies:

n log4j. logger.com .hp .sw .b to .ast .security=DEBUG

n log4j. logger.com .iconclude.dharm a.serv ices.execu t ion .
H ead lessServiceB ase=DEBUG ,iconclude,head less

SM – OO In tegra tion Ins tance Log
W hen sett ing up the SM -OO in tegra t ion , there is an opt ion to def ine the log
leve l and log f ile loca t ion in the SM server .

ID #375 (SM -OO ) L ink ing and
Execu ting OO flow s in SM Inc iden t
R ecord Through a KM A rtic le

The in tegra t ion a llow s the Service D esk agent to launch OO flow s that are
associa ted w ith a specif ic Know ledge M anagem ent ar t ic le . The Know ledge
M anagem ent ar t ic le is review ed when search ing for an incident so lu t ion .

M a in U se  C ases
l SM user ana lyzes an incident, and searches the know ledge base for

possib le so lu t ions.

l The suggested so lu t ion can have an autom ated scenar io (OO flow ) linked
to it tha t e ither he lps troub leshoot the issue or reso lves it in a consisten t
m anner .

l This f low can use affected C I va lues ( fo r exam ple , com puter nam e) as input
param eters for f low execut ion .

P rob lem : C e rta in flow s fa il to execu te
Specif ic OO flow s fa il to execute , w h ile o ther f low s cont inue to w ork.

So lu tion

In OO S tud io , ver ify tha t the OO flow is fu lly non- in te ract ive ; tha t is, it does
not prom pt fo r user input m id- run .
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S ince the execut ion of OO flow s is done via head less f low invocat ion , the
prom pt fo r user input dur ing the execut ion causes the f low to fa il. I t is O K to
provide param eters, bu t they shou ld be passed when ca lling the f low , and
cannot be provided m id- run .

P rob lem : C annot a ttach OO flow to
K now ledge M anagem ent docum ent. RAD
E rro r 12 is g iven .

So lu tion

Update the w izard def in it ion .

1 . N aviga te to Tailo ring > W izards .

2 . Search for SMOO -Execu te OO Flow (1) .

3 . Add the line $f i le ID =num ber in $kmm apsource under Act ions >
Expressions .

Note: SM 9.30 App lica t ion Patch 1 a lso addresses th is prob lem .

P rob lem : SSL connec tion fa ils
Cannot execute OO flow s. PK IX path bu ild ing fa iled er ror m essage is
d isp layed.

So lu tion

Valida te tha t SSL cer t if ica tes in SM and OO m atch.

1 . U sing a Java keytoo l u t i l i ty , l is t the contents o f trust sto res in SM and OO ,
as shown in the exam ples tha t fo llow :

HP C losed Loop Incident P rocess (C LIP ) So lu t ion (9 .10)Page 49 of 55



Troub leshoo t ing G u ide
Chapter 6 : T roub leshoot ing In tegra t ion Betw een HP  OO and HP  SM

2. R eso lve the inconsistency by genera t ing and im por t ing the cer t if ica tes in to
the trust sto res.

SSL  S e ttings V a lida tion

l In SM , usua lly the trust sto re f ile is loca ted under <SM insta lla t ion
d irecto ry> /RUN . I ts nam e and passw ord are w r it ten in sm .in i .

l In OO , the trust sto re f ile is loca ted in <OO Centra l insta lla t ion
d irecto ry> /con f fo lder. The defau lt nam e is rc_keysto re and defau lt
passw ord is bran507025 .

P rob lem w ith LW SSO
The user st i l l needs to enter a user nam e and passw ord afte r LW SSO is
conf igured.
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So lu tion

There are three possib le reasons for th is prob lem :

l The sam e user nam e does not exist in both Service M anager and
O pera t ions O rchestra t ion . The passw ord of th is user can be d if fe ren t in
these tw o servers.

l The OO user is not an externa l user .

l The in it str ings in the SM and OO conf igura t ion f iles are not the sam e.

P rob lem : N o OO flow in SM
A fter sta r t ing the SMOO integra t ion instance, there is no OO flow
synchron ized to SM .

So lu tion

Check the log f ile o f SMOO .

For the in tegra t ion log , go to the Log F ile D irectory you def ined in the
In tegra t ion M anager . I f you specify a d irectory tha t does not exist , the log f iles
w ill ge t lost .

In the SMOO -<Date> .log , there is an E rro r call ing m ethod :
doSoapRequest in class:com /hp /ov/sm /server/u t i l i ty /SoapC lien t
Excep t ion (com .sun .xm l.m essag ing .saaj.SOAPExcep t ion Im p l:
java.security .P riv i legedAct ionExcep t ion :
com .sun .xm l.m essag ing .saaj.SOAPExcep t ion Im p l: M essage send
fa iled ) er ror .

Th is issue m ight be caused by an incor rect SSL conf igura t ion . D oub le-check
your conf igura t ion .

P rob lem : F low s w ith inpu t pa ram e te rs
fa il w hen prom pting fo r use r inpu t

So lu tion

W hen author ing f low s for execut ion from SM , th is situa t ion can be prevented
by provid ing input param eters for the com ple te f low leve l.
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Troub leshoo ting LW SSO in CL IP
L igh tw e igh t S ing le S ign-O n is a fram ework tha t enab les passing logged- in
user context be tw een tw o or m ore HP products.

Severa l use cases can be suppor ted depend ing on specif ic needs:

l U I launch

l W eb Service ca ll

l Externa l IdM

LW SSO Troub leshoo ting – Logs in
SM

Genera l SM server log :

l Defau lt loca t ion <SM Server insta lla t ion d irecto ry> /RUN fo lder

l Log leve l and locat ion can be set in sm .in i.

SM -OM i/SM -OO /SM -B IR In tegra t ion instance logs:

l Log leve l and locat ion set up in In tegra t ion M anager (Tailo ring >
In tegrat ion M anager)

LW SSO Troub leshoo ting – Logs in
BSM

Gener ic BSM log:

l Defau lt loca t ion <BSM insta lla t ion d irecto ry> /log fo lder
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LW SSO Troub leshoo ting – Logs in
OO

Centra l_w rapper . log :

l Defau lt loca t ion <OO Centra l insta lla t ion d irecto ry> /logs fo lder

l Log leve l and size can be set in <OO Centra l insta lla t ion
d irecto ry> /con f /w rapper.con f f i le .

l Addit iona l logg ing proper t ies can be set from log4 j.p roper t ies:

n log4j. logger.com .hp .sw .b to .ast .security=DEBUG

n log4j. logger.com .iconclude.dharm a.serv ices.execu t ion .
H ead lessServiceB ase=DEBUG ,iconclude,head less

LW SSO Configura tion – BSM
This conf igura t ion is done in the user in te r face using the Authen t icat ion
w izard .

LW SSO Configura tion – Se rv ic e
M anage r Se rve r

This conf igura t ion is done in the f ile system .

l <SM insta lla t ion d irecto ry> \RUN \lw sso fm conf .xm l

LW SSO Configura tion – Se rv ic e
M anage r W eb  T ie r

This conf igura t ion is done in the f ile system .

l <Apache Tom cat insta lla t ion d irecto ry> \w ebapps\w eb t ier-9 .30 \W EB -
IN F \c lasses\lw sso fm conf .xm l
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There are add it iona l f i les tha t conta in LW SSO -re la ted sett ings in SM
W ebT ier :

l <Apache Tom cat insta lla t ion d irecto ry> \w ebapps\w eb t ier-9 .30 \W EB -
IN F \c lasses\app licat ion -con text .xm l

Here LW SSO is added to a list o f f i lte rs and a sect ion is uncomm ented.

l <Apache Tom cat insta lla t ion d irecto ry> \w ebapps\w eb t ier-9 .30 \W EB -
IN F \w eb .xm l

Here w e uncomm ent tw o LW SSO -re la ted sect ions and change the
isC ustom Authen t icat ionUsed and querySecurity va lues to fa lse .

LW SSO Configura tion – O pe ra tions
O rches tra tion

This conf igura t ion is done in the f ile system .

l <OO insta lla t ion d irecto ry> \C en tra l\con f \ lw sso fm conf .xm l

l <OO insta lla t ion d irecto ry> \C en tra l\W EB - IN F \w eb .xm l

Here w e uncomm ent tw o LW SSO -re la ted sect ions.

l <OO insta lla t ion d irecto ry> \C en tra l\W EB - IN F \app licat ionContext .xm l

Uncomm ent sing le LW SSO sect ion .

Troub leshoo ting – Comm on
Scena rios in CL IP

P rob lem : W hen c lic k ing Open in Ex te rna l
A pp lic a tion button in B SM , the new
browse r w indow opens w ith SM log in
prom pt

Note: The reverse d irect ion usua lly w orks from SM – successfu lly opens
BSM deta ils w ithout re- log in .
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So lu tion
Ver ify tha t LW SSO sett ings are consisten t across the products: in it S tr ing ,
encryp t ion m ethod, dom ain sett ings, and so on.

Note: This can happen w ith o ther products as w ell. The sym ptom s are the
sam e. The other product presents the log in screen, since it cou ld not
parse /d id not accept the LW SSO cookie due to d if fe rence in secur ity
se tt ings.
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