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Legal Notices
Warranty

The only warranties for HP products and services are set forth in the express warranty statements
accompanying such products and services. Nothing herein should be construed as constituting an
additional warranty. HP shall not be liable for technical or editorial errors or omissions contained
herein.

The information contained herein is subject to change without notice.

Restricted Rights Legend

Confidential computer software. Valid license from HP required for possession, use or copying.
Consistent with FAR 12.211 and 12.212, Commercial Computer Software, Computer Software
Documentation, and Technical Data for Commercial Items are licensed to the U.S. Government
under vendor's standard commercial license.

Copyright Notice

© Copyright 2013 Hewlett-Packard Development Company, L.P.

Trademark Notices

Adobe™ is a trademark of Adobe Systems Incorporated.
Microsoft® and Windows® are U.S. registered trademarks of Microsoft Corporation.
UNIX® is aregistered trademark of The Open Group.

This product includes an interface of the 'zlib' general purpose compression library, which is
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Documentation Updates

The title page of this document contains the following identifying information:

e Software Version number, which indicates the software version.
¢ Document Release Date, which changes each time the document is updated.
e Software Release Date, which indicates the release date of this version of the software.

To check for recent updates or to verify that you are using the most recent edition of a document, go
to:

http://h20230.www2.hp.com/selfsolve/manuals

This site requires that you register for an HP Passport and sign in. To register for an HP Passport
ID, goto:

http://h20229.www2.hp.com/passport-registration.htmi
Or click the New users - please register link on the HP Passport login page.

You will also receive updated or new editions if you subscribe to the appropriate product support
service. Contact your HP sales representative for details.
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Support

Visit the HP Software Support Online web site at:
http://www.hp.com/go/hpsoftwaresupport

This web site provides contact information and details about the products, services, and support
that HP Software offers.

HP Software online support provides customer self-solve capabilities. It provides a fast and
efficient way to access interactive technical support tools needed to manage your business. As a
valued support customer, you can benefit by using the support web site to:

e Search for knowledge documents of interest

e Submit and track support cases and enhancement requests
e Download software patches

e Manage support contracts

e Look up HP support contacts

¢ Review information about available services

o Enterinto discussions with other software customers

e Research and register for software training

Most of the support areas require that you register as an HP Passport user and sign in. Many also
require a support contract. To register for an HP Passport ID, go to:

http://h20229.www2.hp.com/passport-registration.htmi
To find more information about access levels, go to:

http://h20230.www2.hp.com/new_access_levels.jsp
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Introduction

This chapter includes:

Overview of HP Network Automation Integration ... ... . ... 6
Supported VersioNS .l 6
Downloading OO Releases and Documents on HP Live Network ................................ 7

Overview of HP Network Automation
Integration

With this integration, administrators can build HP Operations Orchestration (OO) flows that are
integrated into HP Network Automation (NA).

To use this integration successfully, you should have administrator-level knowledge of the HP

Network Automation software, with a working knowledge of the NA command line interface (CLI) in
particular.

This document describes the configuration and usage of the HP Network Automation (NA),

formerly Opsware Network Automation System (NAS), in integration with HP Operations
Orchestration.

Supported Versions

Operations Orchestration Version NA Version
OO Content Pack 11 o 6.X
o 7.X

e 9.x (up to and including 9.20)
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Downloading OO Releases and Documents on
HP Live Network

HP Live Network provides an Operations Orchestration Community page where you can find and
download supported releases of OO and associated documents.

To download OO releases and documents, visit the following site:

https://hpln.hp.com/
Note: This site requires that you register for an HP Passport and sign-in.

To register for an HP Passport ID:
1. Goto: http://h20229.www2.hp.com/passport-registration.html
Or
Click the New users - please register link on the HP Passport login page.
2. Onthe HP Live Network page, click Operations Orchestration.
3. Onthe left-hand side, click Operations Orchestration Content Packs.

4. Inthe Operations Orchestration Content Packs box, click Content. The HP Passport and
sign-in page appears.

5. EnteryouruserID and Password to access to continue.
6. Click HP Operations Orchestration 9.00.

7. Search for the required HP Operations Orchestration Content Pack.
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Getting Started

This chapter includes:

Installing and Configuring the HP Network Automation Integration ... ... . ................. 8
What You Need to Know About NA Before Using the Integration ....... ... ... .. .. ........... 8
USE CaSES .ottt 9
ArChiteCtUre il 10
Location of NA Integration Operations and Flows in OO Studio ................................... 1"

Installing and Configuring the HP Network
Automation Integration

The integration for NA 6.x utilizes the SSH command line interface available for NA 6.x and
requires that the NA SSH service be accessible from the RAS host. Versions 7.x and 9.x
integrations use the NA Java API, which requires that NA has the SOAP Web service available and
running (default).

In all versions of the NA integration, a Java Remote Action Service (RAS) must be installed that
can access the NA core(s) that are targeted.

What You Need to Know About NA Before
Using the Integration

You must have a working knowledge of the HP Network Automation Command Line Interface (CLI)
to understand and use this integration effectively. All of the operations in this integration are based
on CLI commands.

Caution: To use operations and flows in the Task folder, you need to have workflow mode
enabled on your Network Automation host. See the Network Automation documentation to
learn how to accomplish this, and be sure that you understand the implications of enabling

workflow mode.

Some of the flows in the Samples/ folder for this integration require custom data to be set up on the
NA host. For more information please see the Custom Data Setup section of the Network
Automation User Guide.
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Use Cases

This section defines the major use cases for the HP Network Automation integration, and lists the
operations and flows that you can use to implement them.

1. Apply an update to multiple devices and rollback changes for all devices if any update fails:

= List Iterator
= Run Command Script
= Rollback Device to Last Snapshot

2. Check the status of a task:
m List Tasks

3. Change the configuration on a Cisco router, but rollback changes if the router becomes
unreachable:

= Get Configurations By IP
= Take Snapshot

= Delayed Reload

= Deploy Configuration

= Cancel Delayed Reload

4. Perform diagnostics on a list of network devices:

= List Iterator

= Diagnose Device

= List Diagnostic

= Get Device Diagnostic

= Generate Report From Lists

5. Rollback device configuration to last snapshot:

= Get Configurations By IP

= Deploy Configuration
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Architecture

Depending on the integration version you are using, the RAS host either communicates with the NA
core using the NA SSH command line interface (for NA 6.x) or the NA Java API using SOAP over
HTTP or HTTPS (for NA 7.x and 9.x). The default port for SSH communication is 22, and for SOAP
itis HTTPS (443), both of which can be changed if necessary.
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Location of NA Integration Operations and
Flows in OO Studio

The HP Network Automation integration includes the following operations and flows in the OO
Studio Library/Integrations/Hewlett-Packard/Network Automation/ folder.

[ 2= Metwork Automation B} 7.x and 9.x
SHEm 6.x =l Commands
== Ops -] List Scripts

- Run Command Script
[=-#= Configurations

----- EI Deploy Configuration

----- ] piff configurations

----- ] Get configurations By TP

----- El Show Cenfiguration Details

- Configuration and Snapshots
~[E] Deploy Configuration
~[=] Get Config

~[£] Get Device Snapshot IDs
~[£] Take Snapshot

=G Devices
- ¥ Add Deviee ] Take Snapshot
=] List Devices == Devices
- # Remove Device ¥ Add Device By IP
EHEETasks ¥ Get ACL

----- T Get Device ACLs
----- E] Get Device Diagnostics
-840 Get Device Family

-8 Approve or Reject Task
-3 Get Task Info

=] List Tasks
- RemoveTask ¥ Get Devices
- Stop Task ~84 List Device Family

----- El List Diagnostic Runs

----- ¥ Remove Device By IP

== Samples

[=h= Ticketing

# Ticket Creation and Change Approval
# Update Task Approval Status
----- # Bulk Device Update With Rollback
----- # Check Task Status

----- # Config Change with Rollback

----- b Diagnose Devices

----- # Rollback to Last Snapshot

== Tasks

----- ® Approve Task

----- ¥ Diagnose Device

----- # Get Task Info

----- [E] List Tasks

----- EI Modify Task

----- El Remove Task

----- ® Stop Task

----- El Update Task Ticket

----- =] Construct Command Line Parameters

----- =] Filter Inputs

----- @ Run Command

----- 2 Send MAS Command

== Samples

= Remedy
# Ticket Creation and Change Approval
‘. # Update Task Approval Status

----- # Bulk Device Update With Rollback

----- # Check Task Status

""" # Rollback to Last Snapshat
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Security

OO0 uses the standard SSH protocol to integrate with NA 6.x and SOAP to integrate with NA 7.x
and 9.x. Since NA 7.x and 9.x does not automatically forward to secured ports in its SOAP service
and allows HTTP communication in its Web service, users should confirm that the protocol used is
HTTPS before sending sensitive information. As of OO 7.50, an internal session is maintained
within the flow run context to avoid repeated logon authentication. This session information aside
from the ID of the session, is not readily visible or logged within the OO system.
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OO Tools You Can Use with the NA
Integration

Following are OO tools that you can use with the NA integration:

+ RSFlowinvoke.exe and JRSFlowlnvoke.jar

RSFlowlInvoke (RSFlowInvoke.exe or the Java version, JRSFlowInvoke.jar) is a command-line
utility that allows you to start a flow without using Central (although the Central service must be
running). RSFlowInvoke is useful when you want to start a flow from an external system, such
as a monitoring application that can use a command line to start a flow.

These tools are available in the Operations Orchestration home folder in /Studio/tools/.
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